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any of us probably don’t consciously
think when making a decision, ‘is this
ethical’? Most likely, we’re guided by an
innate sense of right and wrong, and ‘does
it make business sense?’. Unfortunately, as
we’ve recently seen with a raft of state
inquiries and commissions into corruption
and wrongdoing, some decisions are also
guided by personal greed.
While the spectre of state capture has been
buzzing around us for a number of years, the
breadth of its reach is only now coming to
light. From the very top ranks of government
and their dealings with the controversial
Gupta family or Bosasa, to the multibillionrand collapse of VBS bank; from the CIO who
fails to declare attending a supplier’s golf
day, to the office cleaner who takes toilet
rolls home, these situations have all failed to
match expected ethical standards.
Unfortunately, the technology industry
has also not been immune to getting
caught up in some of the recent local
shenanigans. Given the sums involved
in procuring hardware, software and
services, it’s not surprising that technology
procurement is a target for misdemeanour.
Ironically, technology can play a part in
ensuring accountability and reducing the
potential for corruption by introducing
transparency into the process.
But, let’s not be introverted and think
there’s only a need for an ethics and
governance refresh across South Africa’s
public and private sectors.
The world of technology is also at an
ethics crossroads. For the CIO, ethics is,
for the most part, probably wrapped up in
governance, regulation and compliance, but
as the capabilities of technology advances
start to outpace regulatory frameworks, it
will become a more pressing issue for you.

M

Areas of particular attention for ethical
consideration should be around data
management, digital transformation,
and the fast-evolving field of artificial
intelligence. This isn’t about Asimov’s laws
of robotics, nor is it to proactively prevent
a Terminator-movie scenario. We need
to think deeply about questions such as:
what are the ethical considerations about
adopting automation and its impact on
my organisation’s workforce? Is ethics
being considered as part of my AI team’s
development work? What are the biases
being introduced into AI? Just because we
can, does it mean we should?
In this edition of Transformer, we’re
looking at the intersection between ethics,
corporate activities and technological
development. It’s a fascinating topic, and
one that will hopefully give you the kickstart to relook your organisation’s own
activities and ethical standards.
Happy reading

Ulrike Weitz
Editor

To access the additional content in our
digital versions (iPad, Android and/or
PDF), scan the QR code or visit
http://books.itweb.co.za/transformer/
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global ethics

A view on digital ethics
Can global views around ethics reach a middle ground in the race to be first?
by James Francis PHOTO: supplied

Technology gives us power, and power
means we have to make choices that we
didn’t have to make before,” says Brian Patrick
Green, director of Technology Ethics at the
Markkula Center for Applied Ethics, speaking on
an intro video for the centre’s website. The site
offers a trove of information and discussions
around a difficult question: what should be the
ethics around digital technology?
But why do we need this discussion at all?
Green makes a succinct point in an essay on
the same site, stating that, “while in the past our
actions were involuntarily constrained by our
weakness, now, with so much technological
power, we have to learn how to be voluntarily
constrained by our judgment: our ethics.”
This is hard to dispute. Already we live in a
world where employers scrutinise the social
media profiles of future-hires.. People ought
to keep their public – social – presences
respectable. But the point is that technology is
reaching much deeper into our lives than before.
There’s a growing amount of evidence pointing
towards technologies such as AI creating biases.
Some have been accidental, others have very real
consequences: the COMPAS system used by US
courts to help determine reoffender likelihoods
has been shown to be racially biased. Noting this
type of failure, in February, the US Presidency
ordered state departments to start researching
AI-related ethics.

“

“The power of new technologies
means that ethically, we will need
a paradigm shift in how we think
about these things. We can’t just
apply historical systems as the norm
anymore.”
Dr Paul Vorster

4
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One could say that it’s the data – garbage in,
garbage out – but the reality of AI development
is complex and there’s a growing view that ethics
should be a part of such technology development.
But what are ethics, and can we apply them
across a global stage where technology is the new
arms race?
The nature of ethics
Ethics are philosophical in nature and early
interpretations often explored if there’s a good
objective, or a universal set of rules, by which
we all abide. But this hasn’t been sufficient – for
example, you can say stealing is wrong, but that’s
not true in all cases and certainly not from every
vantage point. For example, a mother stealing
bread for her starving children is ethically not the
same as a cash-in-transit heist.
“The modern era uses a broader concept for
ethics,” says Dr Paul Vorster, research specialist
at The Ethics Institute. “It approaches a social
construct: that which is good for the self and the
other. The self could be an individual or group
and the same for the other.”
This modern view holds that ethics are defined
through values held in a group, that being
the combination of the self and the other. For
example, a company’s group can include its
owners, employees, shareholders, value chain and
customers. If a decision is made at the expense of
the self or the other, that is considered unethical.
Recently, Google retreated on plans to launch a
Chinese search engine after its employees pushed
back against the idea of supporting censorship
– something they saw as a failure of Google’s
values. Ethics are essentially a contract within a
group that creates group cohesion.
Ethics are thus relative to the group they
belong to and are by nature subjective. This
isn’t a new revelation – even the renowned
Renaissance diplomat Niccolo Machiavelli
wrote along pragmatic lines in terms of ethical
political behaviour. But it does point to the
uneasy problem of creating a global set of ethics,
particularly around technology.
Vorster notes that global ethics through the
prism of good for the self and the other are not

unprecedented. The Cold War spectre of Mutually
Assured Destruction created a global ethical view
on nuclear weapons that persists today. But it
did come at the cost of seeing some of these
weapons in full devastating action, plus it has
encouraged countries to adopt nuclear weapons.
The same could be said for AI: “It’s quite likely
we’ll burn our fingers first before sorting out the
ethics,” says Vorster.
Those burnt fingers could result from various
different flames. Developing nations, like South
Africa, should ponder the cost of corporate
efficiency technologies such as automation at the
expense of labour-intensive jobs that are in high
demand. In some cases, companies have been
trying different things: according to Vorster, Anglo
Ashanti has been investigating chicken farming as a
way to offset job losses due to mining automation.
“We should think carefully about AI – why do
we need it? Is it to improve the ‘self and other’, or
for market share? The power of new technologies
means that ethically, we will need a paradigm shift
in how we think about these things. We can’t just
apply historical systems as the norm anymore.”
Technology can follow ethics
Creating new global ethics is possible and
doesn’t always have to happen at the wrong
end of weapons of mass destruction. The 20th
century actually has an example of a technology
that was eventually reined in because of ethical
considerations.
The IQ test emerged by the late 1800s as
a seemingly precise way to measure human
ability. Generally speaking, it was effective and
as a technology, it quickly spread to be used for
all kinds of human resource verification. But IQ
tests are actually imprecise and often culturally
biased. They could inadvertently enforce biases
as easily as highlight potential. Subsequently, laws
such as employment equity were introduced to
countermand the effect of IQ tests.
Could AI, and other technologies such as big
data, follow the same ethical journey? If you accept
the ‘self and other’ view, combined with today’s
wide open channels of communication between
different societal spheres, then that’s very likely.
Public opinion is already leaning towards a certain
view. According to a RSA report, most people
consider personalised ads unethical. But consensus
won’t happen easily. It took decades to discover
IQ tests’ dark side. Hopefully, we’ll be more
anticipatory of modern technology’s pitfalls.

Dr Paul
Vorster, The
Ethics Institute

Ethically inclined?
Is the technology industry taking ethics seriously? Here is where major
companies currently stand:
• Google has released AI ethics guidelines after several controversies forced its
hand. While the guidelines are good and others have been urged to create
something similar, critics note that there’s no transparency on how Google
implements the guidelines.
• Alphabet, Google’s parent, has an internal ethics team working on its
DeepMind project.
• Facebook is reported to have a dedicated AI ethics team, although it hasn’t
confirmed this. But the company is funding an independent AI ethics research
centre at the Technical University of Munich.
• Alibaba doesn’t appear to have an internal AI ethics team and has only
commented broadly on the topic. There have been suggestions that its AI
systems are being used for people surveillance by the Chinese government.
• Baidu is the first and thus far only Chinese company to be a member of
Partnership on AI, a consortium that looks at AI ethics and includes over 80
partners, including founding members Facebook, Microsoft, IBM, Google and
Amazon.
• Amazon is putting its AI ethics concerns into Partnership on AI, prompted by
uneasy discoveries of bias among some of its AI recruitment systems.
• Microsoft has been particularly vocal about AI ethics and last year, its CEO said
design choices need to be grounded in principles and ethics.
• IBM has been investing in AI ethics and even has a global executive mandated
specifically to oversee AI ethics in its research.
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Future of business

Shaping the
ethical future
of business
The potential for mishandling or unethically
using data is huge and requires awareness
and processes to protect those potentially
impacted by it.
by Monique Verduyn PHOTO: supplied

nternet users are more sensitive than ever
before to the notion that privacy is a musthave in our lives. According to Forrester’s
Predictions 2019: Privacy And Data Ethics,
consumers will force organisations to correct
poor digital ethics practices.
Forrester predicts that consumer action will
open new opportunities for brands that choose
to make privacy a competitive differentiator, and
create significant business risk for those that
choose to ignore it.
For CIOs and CFOs, this presents an opportunity
to drive business by building trust with customers,
thus increasing customer acquisition, improving
customer loyalty, and driving up revenue.

I

Protecting information
On the home front, King IV states that governance
should view technology and information as separate
issues, not one. This is a significant departure from
King III, which focused on technology rather than
information. King IV also emphasises that governing
bodies will now have to set the direction for how
organisations will achieve good governance of
technology and information. The implication
is that organisations will have to devise policy
documents detailing their approach to IT and

information governance, and management and
staff will need to be keenly aware of these policies.
From a legal perspective, the Protection of
Personal Information (PoPI) Act brings an end
to the uncertainty regarding the law on the use
and processing of personal information, says
David Luyt, an information lawyer and privacy
professional at Michalsons.
“PoPI is essentially the South African version
of the EU’s General Data Protection Regulation
(GDPR), developed to control how personal or
customer information is used by organisations
and government bodies. It lays down rules about
how people’s data can be used. Although PoPI
is not in effect yet, it soon will be. In essence, it
forces companies to acknowledge that data is a
resource they acquire from human beings, and
their digital ethics have to take that into account.”
Digital ethics encompasses data ethics and
more. According to Accenture’s report, 'Building
digital trust: The role of data ethics in the digital
age': 'Organisations should begin taking steps
now to reduce their exposure to digital risk by
integrating a wide array of data ethics practices
throughout their data supply chains – from
collection, aggregation, sharing, and analysis, to
monetisation, storage, and disposal.'
With this in mind, the requirements of digital
ethics should be no different from business ethics
in general, and deal with the impact of digital ICT
on our societies at large. Having said that, Luyt
makes an interesting observation: “In a business
contract, if a supplier agrees to deliver 10 tonnes
of grain to a company and then advises that
they want their grain back, they have broken the
contract. In the digital world, the issue is more
complex. Privacy rights are more easily likened to
a romantic situation because personal data isn’t
a commodity. You can use my information until I
say you can’t; you don’t have permission to use it
indefinitely.”
Ownership vs custodianship
There are complex ethical questions that
arise from the wealth of new decentralised
technologies and distributed systems. Added to

“Privacy rights are more easily likened to a romantic situation
because personal data isn’t a commodity. You can use my
information until I say you can’t; you don’t have permission to use
it indefinitely.”
David Luyt
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that is the question of who ‘owns’ data within an
organisation across business units.
“Once a person shares their data, ownership
becomes a murky issue,” says Luyt. “With the
GDPR, which came into force in May 2018,
guaranteeing residents of the European Union
(EU) additional rights to their data, the issue
becomes even more complicated. Individuals
own the rights to their data, and have the final
say, not the company that possesses it — whether
obtained with consent or not.”
It’s for this reason, he says, that data
ownership, implying ‘dominion’, has to evolve
into custodianship. “Too many South African
companies continue to have an ownership
mindset when it comes to customer data, and
that has to change. This is especially important
when you consider that the EU is one of South
Africa’s main export trading partners, which
means we have to comply with the GDPR to
maintain that relationship.”
The big data challenge
Among the hottest topics is the challenge of
digital ethics and big data in health research.
Digital data has increased radically in recent
years due to the ubiquitous deployment of
digital technology and advanced analytics.
Big data analytics allows analysts, researchers,
and business users to make better and faster
decisions using data that was previously hidden
or unusable.
“The ethical challenges of big data are raising
questions that society has never faced before,”

David Luyt,
Michalsons

says Luyt. “Suddenly, personal health tracking
devices are monitoring your heart rate and how
many steps you take in a day. Consumers are
promised benefits by insurers, but the reality is
that we’re giving up more and more information
about ourselves.”
When it comes to population-based health
research, the ethical challenges are equally
significant. Public and private health sectors
are investing in the technologies and analytical
capabilities needed to unlock the full value of big
data. There are potential benefits, for example,
to the analysis of electronic health records to
generate new knowledge and provide evidence
for the resolution of clinical questions. “But what
about the risks arising from the ways in which
the data is combined, along with the policies,
systems and technologies used to manage
and protect the data? It may be misused and
lead to discrimination, especially of vulnerable
populations,” Luyt says.
With consumers becoming increasingly aware
of their rights when it comes to the commercial
use of data, he says, the success of businesses
that participate in the world of connected devices
will largely depend on the level of digital trust
consumers have in them.
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Chief Ethics Officer

Whose job is it anyway?

Sean Donovan,
TBWA\ South Africa

With conversations increasingly turning to
corruption, should we have Chief Ethics Officers?
by Natasha Meintjies PHOTO: supplied

outh Africans are hooked on every word
coming out of the Zondo Commission into
state capture. It has all the makings of a really
good TV series or Hollywood movie, and we’re all
asking ourselves how they got away with it.
One thing it proves, is that corruption is
everywhere – it’s pervasive throughout many
organisations, from the person who sneaks a few
teabags home, to the sales rep who inflates their
expense account, and the CEO who uses the
company credit card to fill up his daughter’s car.
Each one of these examples is an act of
corruption. There are no small acts of corruption,
or big acts of corruption – it’s all corruption, finish
and klaar.

S
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So, how do we police this? Is the solution
to have somebody whose job it would be to
put systems and processes in place, such as
anonymous hotlines, and police staff?
What are companies currently doing to cut
down on this scourge, and what might they do
in future? Could ethics become a discipline and
business unit in its own right?
Ethics 2.0
There seems to be some evidence that, with or
without policies, ethics just isn’t happening. Does
that mean we need a Chief Ethics Officer?
Industry commentator Jared Molko says there
should be ethics divisions within companies, in
much the same way as there are sales, marketing
and finance units. In this scenario, a well-resourced
Chief Ethics Officer would provide leadership and
the necessary checks and balances, he says.
Currently, this isn’t a very popular discipline
because of the diversity required to build ethics

teams – from lawyers to educators, philosophers,
doctors, psychologists, sociologists, and artists.
“This is a real paradigm shift for companies that
have a more traditional mindset.”
Sean Donovan, Group CEO of TBWA\ South
Africa, believes a Chief Ethics Officer may not be
such a good idea. “While it would signal a clear
intent, I think it would also signal a failure of sorts.”
He believes ‘we should be building businesses
that have a deep ethics vein running throughout’
so every team member intuitively knows right
from wrong.
Auguste Coetzer, founding member of
executive search company Signium, concurs.
“Ethical behaviour is each executive’s
responsibility in any organisation, no matter
how big or small. I see the CIO’s role changing
to include elements of this function as we enter,
what is for some, unchartered waters.”
To best navigate these unpredictable times,
having strong ethics will provide the framework to
guide responsible decision-making, settle disputes
and ultimately bring some sense of order to the
chaos, says Molko.
Why care?
Ethics is, as PHD MD Wayne Bishop says, effectively
part of a company’s DNA. “There’s a bright spotlight
on transparency and accountability. As the
corridors of information flow get wider and wider,
a business opens itself up to severe risk if ethics
and data protection policies aren’t in full swing.”
A positive, ethical environment means
employees feel they can ask questions, it improves
relationships between team members, as well
as increasing transparency, which can lead to
increased productivity, employee retention and a
strong culture, Mint CFO Yvonne Dias elaborates.
And, thanks to us all living in the digital age,
not only do we have quick access to information
– and many ways of stealing it – but we can, as

Dias says, also quickly highlight any unethical
behaviour in a very public way.
“The old cliché of ‘with great power, comes
great responsibility’ has never been more true
than in today’s age as we ride this runaway
technological freight train. And it will be
businesses that are able to uphold their promises
to the people they aim to serve that emerge as
winners in the 21st century,” says Molko.
Who implements?
What’s often found in companies is that ethics is
not one person’s job. Bishop believes the leaders
of a company must lead the way. “There’s a
reason that ‘captains go down with the ship’,” he
says. “If your house isn’t in order, you need to do
something about it.”
Yet, even if your unit can rely on a holding or
parent company to craft ethical frameworks, it’s
ultimately the responsibility of the on-the-ground
leadership to make sure practical policies are in place
and that adequate oversight is a regular occurrence.
And as technology becomes an increasingly
important part of how we all work, the role of the
CIO is blurring.
“It’s critical to ensure that the CIO’s data strategy
is aligned to the business’ ethical ambitions for
future growth and success,” notes Bishop.
What’s clear is that the CIO’s role is going to
change even more. But Molko argues against
placing too much pressure – and too many
expectations – on the CIO.
“The reason why we’re seeing so many
blunders from large to small digital businesses
right now is that the same person responsible for
building the technology is also making ethical
judgements,” says Molko. “Not only is this a
conflict of interest with all sorts of inherent biases,
but these engineers and IT experts are also not
versed enough to make well-considered ethical
decisions.”

Why not?

Better instead

“A Chief Ethics Officer would be too
distanced from product and design
organisarions, where most ethical decisions
are made,” says Cennydd Bowles, tech ethics
consultant and author of Future Ethics.
“Their duties would come into conflict with
those of the CFO, who is already on the
hook for financial ethics, and the seniority
of the role would mean this person would
be seen as an ethical arbiter, an oracle who
passes ethical judgment.”

“It’s better to appoint senior
practitioners — product ethicists,
design ethicists — and place them
at the apex of decisions,” advises
Bowles.

But if?
A successful Chief Ethics Officer would equip
teams to make their own decisions, not
bestow judgment from above, says Bowles.
For this to work, this person should be given:
• A small budget to bring in experts
• Responsibility for updating core company
values
• Some authority, although not full veto
power
• Flexibility to point outward as well as
inward.
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Viewpoint

Watch the online effects
Technology has always brought change, but it could be said that advances in
modern information technology are bringing change at a faster cadence, and
with greater network effects.

by Matthew Burbidge PHOTO: supplied

hile artificial intelligence, or at least the
theory, has been around for centuries, it’s
only fairly recently that an alignment of
technologies such as storage, cloud, compute,
and of course programming, have increased
adoption. There’s never been a time like this;
there are more of us online than at any time in
history, and this web of people and connected
devices is making us act in ways we haven’t
done before. And as technology becomes more
embedded in our lives, some, probably too few,
are watching the effects.
Rahaf Harfoush is one such person. Her
biography says she’s a digital anthropologist
and author writing about the effects of new
technologies on our society. Speaking at the
Oracle OpenWorld conference in London
recently, Harfoush says humanity is going to
need to start examining the algorithms inside our
infrastructure, especially as we move to a world
with more connected devices.
There also appear to be precious few bodies
monitoring or regulating the rollout of apps and
algorithms, other than the technology companies
themselves, and organisations such as the EU’s

W

Rahaf Harfoush,
digital anthropologist
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High-Level Expert Group on Artificial Intelligence.
However, it’s often just too late; the app will
be released, and ‘in the wild’ when the biases
become visible.
Harfoush mentions the example of Snapchat’s
‘flower crown’ filter, which was no doubt meant
as a digital selfie accessory, which can then be
shared with friends.
Hyper personal
But it didn’t just give you a flower crown; it
whitened and evened the skin tone, made the
eyes bigger, lightened the eye colour, pointed the
chin and lifted the cheekbones.
“So it’s not quite a digital accessory. It took
someone’s idea of a beauty ideal, and then we
coded it, and we pushed it out to users.”
Harfoush says Snapchat has now apparently
fixed, or de-biased the filter, but she still thinks
it’s crazy that while people have been faced
with unrealistic beauty norms in the media for
decades, ‘those same unrealistic norms are now
being superimposed on our own faces’.
“It’s about our self-esteem, self-worth. Who gets
to decide what’s beautiful and what isn’t?”
She says this has also resulted in an increase in
young people asking for cosmetic procedures so
that they can more closely resemble their selfies.
Harfoush adds that because we’re all sharing
so much information about ourselves, some
companies are providing products and services
that are custom-tailored ‘just for us’.
One is ZOZO, a company founded in Japan.
It sends you a special stretchy suit, and after
you’ve put it on, it captures your exact body
measurements. And then you can order clothing
from the company that will fit you perfectly; it’s
been made for you.
Another example: Japanese cosmetics company
Shiseido bought MATCHCo, a company that
pioneered using your cellphone’s camera to get an
accurate skin tone colour. And then you can order
that makeup, which is, again, made just for you.
It’s these examples, along with Netflix’s
Bandersnatch film in which the viewer can
affect the outcome of the story, that show we’re
now experiencing unprecedented levels of
customisation.
But all this inclusivity may be too much of a
good thing.
In the bubble
The blind spot for Harfoush is that we end up in an
echo chamber, only speaking to people who share
our world view and beliefs, people just like us.

“Who gets to decide what’s beautiful
and what isn’t?”
Rahaf Harfoush

This gives rise to what she calls ‘informational
complacency’, as we customise more of our
touchpoints with the internet, such as our online
shopping and search histories, as well as our use
of social media. We’re also limiting our number
of inputs. Life inside these ‘filter bubbles’, as
Harfoush calls them, lessens our objectivity.
“Where we once used to tell people to have
a broad and balanced information diet, now
we’re encouraging people to have a balanced
algorithm diet.”
Quoting New York Times tech journalist Nick
Bilton, Harfoush says Facebook founder and CEO
Mark Zuckerberg has some definitive views on
privacy and radical transparency, and while that’s
beside the point, ‘his vision is going to inform
every single evolution of that platform, every
single tweak to the algorithm, every new service,
that’s all going to be informed by what he thinks
the world should look like’.
And that goes for the two billion people on the
platform.

AI biases
Representative training data (which is used to train machines)
is important. Diverse teams, too, make better software. Here are
just three examples of skewed AI.

1.

Face recognition
Commercial systems correctly guess the gender of white men
about 99% of the time. The error rate begins to grow when shown
people with darker skin, and can drop to 35% for women, says an
MIT study.

2.

Recidivism
How likely is this person to reoffend? A study into a system
called Compas (Correctional Offender Management Profiling for
Alternative Sanctions) shows that black defendants were far more
likely than white defendants to be incorrectly judged to be at a
higher risk of recidivism.

3.

Search algorithm bias
In 2015, 27% of CEOs in the US were female. However, a study
found that in a Google image search for ‘CEO’, just 11% of the
people it displayed were women. Another study revealed that
Google’s ad system showed high-income jobs to men much more
often than to women.
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procurement

Ethics is not a dirty word
The budgets CIOs work with can leave them open to bribery and coercion, which is
why it’s critical CIOs ensure that ethics is more than just a word that falls between
‘enrichment’ and ‘execrable’.

by Rodney Weidemann PHOTO: supplied

hile the term ‘procurement’ may sound
boring, the fact is that it’s a part of the
enterprise that can quite easily find itself
embroiled in headline-making events. The
revelations at the Zondo Commission of Enquiry
highlight how easy it is for people to succumb to
bribes, kickbacks or threats when large sums of
money are involved.
Since ICT solutions procurement departments
and professionals have the power and
responsibility for awarding business to suppliers,
along with influence over large sums of money,
it’s imperative they’re able to resist both internal
and external influences, and act in ethical ways.
Although the basic ground rules for good ethics
in procurement are simple enough, the process
of ‘doing the right thing’ can be difficult. It’s vital
that CIOs ensure they practise integrity, avoid
conflicts of interest and personal enrichment,
treat suppliers equally and fairly, and comply with
legal and other obligations.

W

Culture of integrity
According to PPS Insurance CTO Avsharn Bachoo,
a quick look at the headlines demonstrates that
we don’t all share the same moral and ethical
standards. He points out that there is ‘no such thing
as a free lunch’, meaning that even tickets to a
rugby match, a round of golf, a restaurant meal or
a Louis Vuitton handbag can easily cross the line
between hospitality and influence, leaving a CIO
vulnerable to accusations of unethical behaviour.
“It’s therefore important to create a culture of
integrity and openness to negate such pressures,
although the best approach remains to simply

12

ISSUE#19 | Q1 2019

Avsharn Bachoo,
PPS Insurance

do the right thing. Ultimately, it’s important for
the CIO to take extraordinary precautions to
maintain the highest ethical personal standards
when dealing with vendors, especially when
large contracts are at stake. Also, they should
have a set of positive core beliefs and live these
every day,” he says.

Andreas Uys, CTO at DFA, adds that it’s important
to have a dedicated procurement department or
at least a procurement committee. The level of
involvement of the committee would depend on
the value of the goods or services being procured.
The easiest way to make sure that this is managed
appropriately and that the selection is conducted
ethically, he says, is to go out on official request
for quotations for high values of equipment and
services that you want to purchase.
“You would then set up a panel, consisting of
someone from your legal department, someone
who is technical, and the person in charge of
budgets. The next step would be to do evaluations
and then come together to jointly create a matrix,
based on inputs from all the team. The outcome is
then tabled at a procurement committee meeting,
involving players from legal, finance, engineering
and operations,” he says.
“If the recommendation is accepted by the
committee, it’s then approved and you can enter
into contract negotiations with the supplier.
Following a simple process like this means there’s
transparency and there’s no room for unethical
behaviour.”
Can technology enhance ethics?
Uys suggests that as a CIO, once you have set
up the right RFQ process – from selecting the
supplier to negotiating the terms of the contract –
you can look at integrating the financial systems.
“The first and most basic type of technology
would be systems that can electronically receive
quotations, place orders, make payments and
provide receipts. These can be integrated into the
supplier’s system and significantly streamline the
procurement process, while also making it easier
to create proper audit trails.
“Automating systems and processes also allows
you to do things like scanning the serial numbers
of purchased and delivered items, allowing you
to track payments made against invoices. You can
also automate ordering, quoting, invoicing and
payments. Once the process is fully automated,
you can utilise artificial intelligence (AI) to quickly
pick up irregularities or misalignments.”
Bachoo is quick to point out that while it
helps, technology is not a silver bullet that will
completely solve this problem. In fact, he adds, if
internal procedures don’t deal with corruptionproof practices, then technology may just magnify
the problem.
“Technology and culture have to come together
to ensure corruption-proof practices. For example,
technologies such as e-procurement systems are

“It’s therefore important to create
a culture of integrity and openness to
negate such pressures, although the
best approach remains to simply do
the right thing.”
Avsharn Bachoo

essential today and are the first step in weeding
out bad procurement practices. On top of this,
supplementary smart technology can provide
effective controls to prevent and highlight
unethical practices,” he says.
He agrees with Uys that AI and machine
learning can be extremely effective in identifying
suspicious activities, as they allow for the
automated discovery of patterns across large
volumes of transactions. Machine learning,
continues Bachoo, can also distinguish legitimate
from suspicious behaviours, while adapting over
time to new, previously unseen tactics.
“In the end, the best way to weed out unethical
behaviours is through a combination of people,
processes and technology. The technology can
help detect suspicious patterns, the processes
can govern how this is done, but unless you have
people committed to doing the right thing, you
will never be able to truly solve the problem,” he
concludes.

Some unethical practices
CIOs may be exposed to any number of unethical
practices, including:
• Traffic of influence
This involves the awarding of a contract in exchange for a favour or preferential
treatment by the other party.
• Bribery
Some form of payment made to individuals or those they are close to, in order
to buy their support for a supplier or a contract negotiation.
• Coercion
Unlike favours and payments, this involves a threat made against the individual
with the same objective as bribery – to gain support for a supplier or contract
negotiation. The key difference is that bribery is about what can be gained,
whereas coercion motivates through the fear of what they might suffer or lose.
• Extortion
This is when a party or individual asks for a bribe or illicit payment.
• Favouritism
This is a well-known tactic in South Africa, where individuals give undue
preference or negotiating advantage to a supplier who is a friend or family
member.
• Illegal sourcing
This occurs when suppliers offer goods or services that are misrepresented or
produced illegally or immorally, or potentially even stolen.
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Building a trusted
and effective AI
ecosystem with
SAS and Open
Source

David Cosgrave, director for Business Operations and Customer
Advisory at SAS

T

here’s no doubt that artificial intelligence (AI) brings
with it the promise of innovation and significant
business impact. However, despite this promise, it
still suffers due to a lack of trust in the data and the
algorithms.
Solving this challenge, suggests David Cosgrave, director
of Customer Advisory at SAS, requires a multi-pronged
approach, combining the cost and skills benefits of Open
Source (OS) solutions with the trust and security provided
by proprietary technologies.
Explaining the challenges facing AI adoption, Cosgrave
points out that many businesses are still struggling to get
AI projects to market, adding that even when they do, they
battle to obtain any real value.
“It boils down to a few things relating to the data: the
issue of trust in how the data is collected; and the matter
of protecting the data once you have it. With high-profile
security breaches making the news regularly, there’s obvious
concern from consumers about the safety of their personal
data,” he says.
“These issues have somewhat put the brakes on using
AI to drive innovation, as company boards are anxious
about their value, while consumers are less trusting. This
means that what seemed a good idea five years ago is now
something laden with problems.”
He adds that AI projects are usually quite costly for
those organisations implementing them – data scientists,
innovative plans and big laboratories are all expensive –
which is the main reason many businesses have turned to OS
options. After all, the technology is cheap and the market is
awash with graduates who have OS skills.
“The challenge is that putting together a complete AI
project using only OS solutions could easily require a dozen

www.sas.com/en_za/home.html
011 713 3400 |

@SAS_SouthAfrica

or more different pieces of technology. As with anything,
the more potential points of failure, the more complex it
becomes to get it operational.
“Furthermore, the majority of OS models are essentially
ungoverned, which significantly reduces their ability to
accurately interpret the data. This is where SAS comes into
the picture, as its proprietary AI and data science platform
builds trust in the accuracy of the model, both inside and
outside the business. It allows you to interrogate how you
came to obtain the result you got from a particular model,
something that can’t easily be done with OS.”
Cosgrave suggests that by unifying OS programmer
skills under a single platform like SAS, an organisation can
get the best of both worlds, ensuring that a company can
build control and confidence in the accuracy of its models,
while speeding up time to market. This is because the SAS
platform helps you govern your data effectively, and this is
what provides the ‘fuel’ for any AI project.
“Therefore, when it comes to building an effective AI
implementation, we don’t see the choice between OS and
our platform as an either/or decision. We believe you need
both, as OS clearly offers enormous cost and skills benefits,
but you need the data integrity that builds trust in the
minds of both the customers and the board, and this you
get from SAS. The SAS platform enables you to manage
the AI process and to complement whatever you’re using
OS for.
“I believe we’ll soon start to see most major enterprises
implementing SAS as the industry standard platform for
AI lifecycle management, while at the same time using
whichever technologies and solutions – including OS – that
they need to meet their specific demands in this digitally
transforming world,” he concludes.

5 steps of

ethical decision-making
SOURCE: Markkula Center for Applied Ethics at
Santa Clara University
ILLUSTRATION ZACK HOOSEN

EVALUATE ALTERNATIVE ACTIONS
•
•
•
•

•

Which option will produce the most good and do the
least harm? (The Utilitarian Approach)
Which option best respects the rights of all who have
a stake? (The Rights Approach)
Which option treats people equally or
proportionately? (The Justice Approach)
Which option best serves the community as a whole,
not just some members? (The Common Good
Approach)
Which option leads me to act as the sort of person I
want to be? (The Virtue Approach)

3
2
•
•
•

•
•
•

GET THE FACTS

4

What are the relevant facts
of the case?
Do I know enough to make
a decision?
What individuals and
groups have an important
stake in the outcome?
What are the options for
acting?
Have all the relevant people
and groups been consulted?
Have I identiﬁed alternative
options?

•

•

1
RECOGNISE AN ETHICAL
ISSUE
•
•
•

Could this decision or situation be
damaging to someone or to some group?
Does this decision involve a choice
between a good and bad alternative?
Or is it perhaps between two goods or
between two bads?

MAKE A DECISION
AND TEST IT

Considering all these
approaches, which option
best addresses the situation?
If I told someone I respect
which option I have chosen,
what would they say?

5
ACT AND REFLECT ON
THE OUTCOME
•

•

How can my decision be
implemented with the greatest
care and attention to the
concerns of all stakeholders?
How did my decision turn out
and what have I learned from
this speciﬁc situation?
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data ethics

The last illusion
It can become murky ethically harnessing the
wispy tendrils of data that permeate society,
decision, business and individual.
by Tamsin Oxford PHOTO: supplied

n 2018, data’s last illusion of ethical security
was torn apart. The Cambridge Analytica
scandal left business, government and individuals
reeling as the full import and impact of data’s dark
side was revealed. It exposed a landscape
peppered with the problems of unethical data
usage – a weapon, an enforcer of existing bias
and social injustice, a tool for the use of insights
out of context and user consent. It was time for
everyone to start asking deeper questions around
the ethics of data and the controls that should
surround it. Time to recognise the need for data
ethics best practice and to embed this across the
bedrock and culture of the organisation.
The Accenture report ‘Building digital trust:
the role of data ethics in the digital age’ captures
the ‘why’ in one simple statement: “The digital
economy is built on data – massive streams
of data being created, collected, combined,
and shared – for which traditional governance
frameworks and risk-mitigation strategies are
insufficient.” Data is riddled with ethical holes so
the question that should be asked is – what will
plug them?
Hans Zachar, MD for Technology Strategy,
Accenture, says: “You need to set out guiding
principles that hold true across the organisation
and recognise that data has become decentralised
and shared across different business units. Once
you have adopted a data ethics framework, you
can start doing things around processes, policies
and procedures. The key theme should be to
do no harm – as long as you understand the
potential impact of data, everything cascades
from there.”

I

“Data ethics need to evolve to factor
in the unintended consequences of
technology changes.”
Daniel Makoni
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The first step is to put a data ethics framework
in place. This requires clear goals as to why
specific data is accessed, processed and stored;
questions around what the data is being used for
and if these use cases are ethical and within the
context of user agreements. Privacy is a concern
and people are asking questions around whether
organisations should have this information, what
it’s being used for, and what influence it’s having
on their engagements.
“Data ethics need to evolve to factor in the
unintended consequences of technology
changes,” says Daniel Makoni, principal technical
advisor, wCyber Solutions. “Best practice is to
have pragmatic and example-driven policies that
relate to data and its processing. These need to be
supported by clear consequences for positive or
negative behaviour. In the same way companies
guard and manage their cash, likewise treatment
of data should follow, with specific policies
and procedures authorising collections and
disbursements. This means changing the mindset
of employees and stakeholders alike.”
A strong ethical stance bound by the tenets
of accountability and incentive will go a long
way towards embedding a culture of ethics and
enforcing its best practice. As will transparency.
The business needs to enforce what is said on
paper and do so in a way that’s both consistent
and transparent. This goes beyond rules and
regulations and into embedding best practice
and ethical understanding into the culture of the
organisation.
“Developing a new culture and business
practice always starts with leadership,” says Jared
Molko, ex-Googler and professional speaker.
“Businesses can’t expect people to uphold ethical
practice without formal procedure and protocol.
Developing ethics checkpoints with guidelines
and approvals within a company’s operational
workflow is critical to ensuring adherence across
all levels of the business.”
The organisation needs a holistic and inclusive
approach to embedding sound data management
into the culture and the ethos of the business.
Ethics and integrity no longer lie with the
employee alone, but with the organisation and
its need to ensure good governance and the
protection of information. It should also start from
the top as ethical data management demands
resources and infrastructure.
“Organisations should take a foresight
approach instead of a reactive one,” says Dr
Retha Visagie, manager: research integrity
NeDICC, CSIR. “When we consider ethical

Defining unethical data
Unethical data usage spans a myriad use cases,
situations and contexts. From how the data
is collected at source and for which purpose,
to how the data is used and what shapes its
interpretation…
• “You can’t have the conversation of data ethics
without referring to the ethical considerations of
data generation, its analytics, the re-use of data, and
the preservation and storage of data. Data can take
on many forms, from observable fact, to records
and files, to biological data. Any information about
a living human being that can identify them falls
under this remit.” – Dr Retha Visagie
• “Unethical usage includes obtaining it under false
pretences or without consent. Once procured,
it’s using it to enforce bias or stereotypes or
manipulating data to deliver specific messages.” –
Mark Walker
• “Selling personally identifiable data to third parties
without consent and gathering more data than is
made clear on terms and conditions.” – Jared Molko
• “Will the action cause harm or unfair advantage
to those involved? Will invasive or personal
information not linked to the immediate intended
purpose be used – such as the sexual orientation
of a person – when processing a loan?” – Daniel
Makoni

breaches, we often realise that strategies are
developed after something goes wrong. It’s
critical to look ahead instead of waiting for
something bad to happen.”
The CIO should be aware of the laws and
how they impact operations. They should
understand PoPI, the Electronic Communications
and Transactions Act, the Consumer Protection
Act, and the Minimum Information Security
Standards. They should apply a pragmatic
approach to managing how data flows through
the organisation, develop ethics checkpoints with
guidelines and approvals, focus on the individual
behind the data, and capture data in a way that
doesn’t open it up to risk down the line.
“The CIO is entrusted with managing
data from initial collection to disposal and
destruction, so best practice will differ by
company and sensitivity of data,” says Mark
Walker, associate vice-president for Sub-Saharan
Africa at IDC Middle East, Africa and Turkey.

Hans Zachar,
Accenture

“Best practice is further shaped by accountability
– you’re entrusted with this data so you have
to account for it at any point in time – and
by the letter of the law. You can’t account for
everything, but you need to ensure that the risk
is limited as much as possible.”
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skills

by Tamsin Oxford PHOTO: supplied

echnology has transformed. It has changed
and revolutionised and disrupted. It has also
loomed dark and ominous against the
employment landscape as automation, artificial
intelligence and robotics grow increasingly
competent in the workplace. Jobs are about to
become obsolete, traditional roles reshaped and
redefined by digital, leaving those without the
skillsets required to evolve doomed to be left by
the proverbial wayside. According to a report by
McKinsey Global Institute in 2017, up to 800 million
careers are set to be taken over by computers by
2030. The machines have tasted blood and they
are hungry for more. But what exactly is the
landscape set to look like, realistically, and what is
being done to prepare the human factor for what
lies ahead?
“This has been happening to jobs for the
past 100 years; the difference is that now it’s
happening a lot faster than ever before,” says
Valter Adao, Deloitte’s chief digital and innovation
officer. “We need to depart from the construct
that technology is destroying jobs. In the most
modern, automated and innovation-centric
economies, unemployment is at record lows or in
single-digit percentage points. We need to create
the appropriate social net for workers who cannot
be retrained; no one should be left behind.”
It isn’t so much technology that’s stifling
employment, adds Adao, it’s policy stasis and a
lack of progressive decision-making. He makes
an interesting point. After all, when was the
last time anyone had a ‘knocker-upper’ wake
them in the morning instead of their alarm
clock, or have someone else push the buttons
in an elevator? Times change and opportunities
change with them.
Change is coming, but it will be neither swift
nor simple. The African continent has high rates
of unemployment and poor levels of education
that raise ethical issues around replacing workers
with machines.
“Any company that uses AI must do so
responsibly and transparently,” says Andrew
Quixley, Data Science and AI lead, IBM South
Africa. “AI systems should be designed to
work with humans and expand the potential

T

Valter Adao,
Deloitte

The human
factor
The transformation of skills in the automated
workplace of tomorrow.
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“The purpose of AI is to augment human intelligence and make
us all better at our jobs.”
Andrew Quixley

of everyone. The purpose of AI is to augment
human intelligence and make us all better at
our jobs. Any organisation that implements AI
should ensure that workers are enabled to take
advantage of opportunities presented in this AIdriven world.”
The ethical application of automation is as
important as ensuring that automation takes
place. After all, it’s the key to placing South Africa
firmly on the digital stage and ensuring that
the economy achieves its potential. The future
doesn’t lie in the ‘one or the other’ mindset, but in
augmentation and collaboration.
Says Mmakgosi Mosupi, CIO, DFA: “We’re
more likely to see a blended workplace where
the machines and humans work together and
complement each other. However, human
workers will need greater levels of digital literacy
in order to get the most out of their machine
counterparts.”
As AI continues to infiltrate business and
market, South Africa is still lagging in both
adoption and skills. Developing these skills will
take major investment from both public and
private sectors. There are numerous initiatives that
the South African government and private sector
are committing themselves to in order to develop
digital skills, but the landscape is challenging.
“There needs to be more dialogue between
business and the educational sector regarding
how business skills are evolving and what will be
required of graduates entering the workplace in
the future,” says Batsesana Magano, MD, Phetogo
Consulting. “This has begun, with President
Ramaphosa’s plans to introduce computer coding
and robotics classes for foundation-phase pupils.”
Commissioner Nthabiseng Moleko, lecturer
in economics and statistics at the University
of Stellenbosch Business School, adds: “The
government is readying our nation by developing
a 4IR Council, which is to oversee key policy
measures and strategies on how to ensure SA
benefits from the global changes to our workplace
settings and environment. New roles will be

created due to digitisation across various sectors
and we already see computer programming (and
related), academics and learning or teaching
practitioners within ICT at primary, secondary and
tertiary levels.”
Which, of course, brings the conversation
around to the CIO and the IT department,
wrapped in the demands of the business to
innovate and invest while battling to find the
talent. How is this set to influence the CIO and
their role? For Mosupi, it’s about adaptability and
flexibility and recognising that change is the only
constant.
“Our role has moved beyond just providing
IT support; we must have the ability to respond
to constantly changing internal and external
business conditions and focus on developing
our existing skills complement. There will be
difficulties, but I think one thing that many of
us can ultimately agree on is that there are
tremendous benefits ahead for us, on the whole,”
he concludes.

The ethical conundrum
What are the ethical considerations around increasing
automation in the workplace? Here are some key things to
consider.
• The World Economic Forum ‘The Future of Jobs Report 2018’ found that
redundancy would see a ‘decline of 0.98 million jobs and a gain of 1.74 million
jobs’. The key to the technology and employment conundrum lies not in
replacing roles, but in the skills required to augment them.
• “Whatever we’re seeing in technological advancement is meant to enhance
and improve human performance rather than replace it. In the same way that
policies were developed to ensure this in the past, policies that protect workers
in an increasingly automated work environment are being put in place.”
Mmakgosi Mosupi, DFA.
• “As with any system developed by human beings, there is potential for bias
in AI. Any company that uses AI must do so responsibly and transparently.”
Andrew Quixley, IBM South Africa.
• “It’s pointless to take a job protectionist approach at the cost of industries,
sectors and companies. If we don’t get this right, hundreds of thousands of jobs
will be lost, and our economy will shrink.” Valter Adao, Deloitte.
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the future

In AI we trust?
In some ways, big technology companies
now rule the world, and, in a few cases, have
more money than many countries. Who’s
watching them?
by Matthew Burbidge PHOTO: supplied

hile the history of ethics stretches back
thousands of years, it’s only relatively
recently that they are being thought of in terms
of technology, which is becoming enmeshed in
our lives in ways we’d have found hard to predict
just a couple of years ago. We’ve become mere
data points; our search history is in some ways
more important than ourselves, or at least worth
more money.
A world expert in this narrow, and yet
increasingly important field, is Dr Aimee van
Wynsberghe, an assistant professor in ethics
and technology at TU Delft in The Netherlands.
She also serves as a member of the European
Commission’s High-Level Expert Group on AI.
She was in South Africa last year to deliver the
keynote address at ITWeb’s artificial intelligence
event in Johannesburg.
Ethics, she says, is a ‘vast and messy battlefield’,
and the issues have been thrashed out for
hundreds of years, with little in the way of
consensus.
It’s not all about principles, however, but is a
larger conversation about ‘what constitutes the
good life, and how do we get there?’

W

Value for money
Van Wynsberghe says while some may believe
technology to be value-neutral, it’s really about
how we use the technology that determines its
value. But what about the builders of technology,

“I know it’s difficult to try to convince
people that we should avoid the big
catastrophes because until you see it,
you think you can avoid it.”
Aimee van Wynsberghe
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and their biases and values? These, sooner or
later, will seep into the products.
Already, by 2019, technology companies have
made plenty of missteps. Some, perhaps, appear
to have been coldly calculated, while others could
be the product of oversight.
Van Wynsberghe mentions the well-known
case of toymaker Mattel, which introduced its
Hello Barbie doll in 2015. The toy also stored
the ‘conversations’ it had with children, leading
to privacy and data security concerns. Another
example is the Amazon Echo, which, in a number
of cases, has transmitted conversations to other
parties.
How humanity responds to these examples, and
others, is important. What kind of policy should
there be around, say, autonomous weapons?
Van Wynsberghe mentions the power of the
protest in areas such as genetically modified
organisms, or opposition to nuclear weapons.
“We have seen instances where we can stop or
steer innovation in a certain way before we get to
some drastic outcomes.”
Do no evil
Google decided last year to halt the use of its AI
for military purposes, and laid out seven principles
relating to its use.
Chief executive Sundar Pichai wrote in a blog
post that these include avoiding creating or
recreating unfair bias, and should be ‘socially
beneficial’. Still, the company will continue to
work with governments and the military.
In any event, this was a particularly high-profile
example, and Google is a particularly high-profile
company. Its suite of products and services is
by now so broad that many, if not most, of the
Western world will intersect with the company in
their daily online life. Its reach does, however, stop
at some borders, for example, in China. There also
comes the recent news that Russia is considering
isolating its internet, knows as the Runet, in the
case of a ‘targeted large-scale external influence’.
Van Wynsberghe says China and the United
States are pouring the most resources into AI
research, and says it’s particularly worrying
that China has instituted a social credit system,
a system that monitors the behaviour of its
citizens and ranks them accordingly, which is
‘representative of the kind of ethos and morality
in that country’. Worse, she says, the country was

Dr Aimee van
Wynsberghe, TU Delft

designing AI algorithms that are going to be used
throughout the rest of the world.
What can be done?
Late last year, the European Commission’s HighLevel Expert Group on AI released its draft ethics
guidelines for trustworthy AI.

The group meets once a month, and as part
of the group, Van Wynsberghe tries to ‘make the
ethics voice heard’.
This involves issues around inclusion, and
making sure that diversity is present in the
conversations. And it’s not just gender diversity,
but also racial and class diversity. It’s also crucial
to include representatives from developing
nations in the conversation, because she foresees
a time when developed nations push their
technology onto developing ones.
It turns out that AI algorithms might not travel
that well. Where is the training data coming from?
And where is it going to be used?
As she says, that’s a whole different ball game,
and one that scant attention is being paid to.
Van Wynsberghe says she finds a fair portion of
her job involves what she calls ‘disarming’ people.
That, “and making sure I voice some of these really
difficult issues and conversations in a way that isn’t
blaming or shaming. I like working with engineers.
“I know it’s difficult to try to convince people that
we should avoid the big catastrophes because until
you see it, you think you can avoid it.”
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CIO roundtable

Mmasane
Kukama,
Gijima

Suhish Mohan,
Transunion

What makes a 'super CIO'?
Today’s CIO has to be a cutting-edge technologist, a master of business practice,
an innovation lead, an HR change agent as well as a sober IT professional
who can keep the lights on. So how does one become an all-conquering CIO?
Brainstorm convened a special roundtable to find out.
by Adam Oxford | PHOTOs: Mzu Nhlabati

AI, 5G, 4IR, IoT: what are the big opportunities that technology brings
to your role, and does your five-year strategy include specifics for how
new technologies will make a difference to the bottom line?
Abdul Baba, head of IT, Kwese Holdings: Everything has to deliver business
value these days. In terms of the larger economy, we have to get best value
out of IT. I think it’s fair that we still spend more of our time running IT than
we do innovating and taking part in the Fourth Industrial Revolution. Our
main role is still IT manager and we cannot drop balls.
Suren Govendor, chief data officer, Absa: Normally, we put all those
technologies into the bucket of digital, then you get into the philosophical
debate about what digital is, and I think most CIOs are at least guiding that
conversation if not being very much part of it. The question then becomes,
'what is digital'? And in my assessment, digital is survival. The economy is a
factor in that, but the other factor is that each of us is faced with competition
of a different nature to what we’ve experienced before, and you have to be
smart and transform. The pace of business is becoming more challenging. It’s
not enough to just continue keeping the lights on.
Avsham Bachoo, CIO, PPS: It depends on the maturity of the organisation
itself. The more mature companies are starting to think of themselves as
platform and technology companies, not as a bank or an insurance broker.
The role of the CIO there is very different.
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Ian Gatley, CTO, Lombard Insurance: The truth
is that if we as IT are not part of the process of
digitisation, and assessing it and acting as a guide,
it’s going to happen anyway. The difference is that
12 different people will all be doing something
different in their own way, whereas if IT is guiding
the conversation, at least we can make sure
everyone is on the same path.
How important do you feel it is to have people
still interacting with people in the digital
world? Does it matter that customers are
chatting to a bot rather than a person?
Kevin Wilson, GM, IT Servcies, Stafanutti Stocks:
AI is lovely, but it doesn’t take away from human
intelligence. It’s worth noting that the first 'robot
hotel' in Japan has just got rid of its robots.
The tasks that can be taken away with AI and
automation are still low-hanging fruit. In 100
years, the conversation will be very different, but
right now, we’re just taking away repetitive tasks
that humans are not good at. You have to be so
careful with automation, you always have to ask,
'where’s the benefit?' If a human can do the job
better, then they should.

Brought to you by

Suren Govendor, Absa: You have to figure out
how to augment humans. We had a call centre
with 48 agents just providing simple data. We’ve
automated that, and now four people can do the
same job. We have to figure out what is the higher
order work that allows humans to be analytical
and creative and focus on that.
Avsham Bachoo, PPS: I think there’s a danger
of taking too narrow a view. If you look at the
broader umbrella of machine learning, you get
various competencies around machine learning,
which we’re using every day without realising
it. It’s very difficult to see a transformation when
you’re in a transformation – you only see it 10
years from now when you look back and see
what’s happened.
Mthoko Mncwabe, CIO, Airports Company
South Africa: This is what happens when you’re
sitting in the boardroom. You start talking digital
transformation at a very strategic level, where it
should be about the value for the business, and
we end up talking about tools and gadgets and
everything like that. That has nothing to do with
transformation of the business and making money.
We have to make sure our clients – at that table –
can understand the business value we bring.
Lindiwe Bees, IT manager, Gauteng Provincial
Government, Office of the Premier: The CIO has
a major role to play at a strategic level. The exco
strategises and lists the objectives that they want
to achieve, and CIOs have to advise them on how
to achieve those objectives. We have to convince
them to think digitally. We have a major role, we

Suren
Govender,
Absa

Kevin Wilson,
Stefanutti Stocks

have to report directly to the DG or HOD or CEO to be heard properly. If
you’re reporting to the CFO, the message is lost.
Do we have the right non-technical language to have those
conversations? How do we talk about AI and machine learning without
getting into specifics?
Ian Gatley, Lombard Insurance: Isn’t that the essence of what we talk about
when we say 'super CIO'? That’s the person who can sit there at board level
and have the conversation about business value, then go back behind the
scenes and chat to another person about their code.
Mmasane Kukama, CIO, Gijima: When you look at the jobs as they’re
advertised, we don’t talk about 'super CIO', but we do talk about 'IT business
executive'. That says we have to move on from being technical and think
more strategically and interact with MDs from other business units about the
value you offer. And, more importantly, we need to stop looking at our own
businesses as being a cost centre and look at them as a profit centre.

Desmond
Somthunzi,
SITA
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Kevin Govendor, CIO, Deloitte: Shareholders
and board members want to understand how
they’re going to increase their organisation’s
revenues, reduce the cost of doing business, and
fundamentally change their business model to take
advantage of the Fourth Industrial Revolution.
Never digitise IT strategy. You have to digitise
business strategy. Gartner talks about systems
of record, systems of differentiation, systems of
innovation. The reality is that 95% of systems are
systems of record; you can’t create new products
and services and compete with those, but if the
board can’t trust you to keep the lights on, they
won’t trust you with the latter.

Sylvia Bopape,
Babcock Group

Modibedi Oliphant, chief information and
digital officer, Prostar Paints: As soon as we
wear the cap of a CIO, we tend to think in a
certain way that prevents us from being key
decision-makers in our boardrooms. We’re still
not commanding authority, we’re still taking
instructions and not proving that technology can
make your company more profitable.
David Naude, account manager, VMware:
There’s a lot of value to be had out of some of
the smaller transformations. Some of the smaller
changes that help IT get faster may not have an
impact at board level, but they enable things like
being able to `fail forward fast’. They enable us to
experiment and try new things, and maybe find
the best way to deliver a service.
Lorna Hardie, regional director, VMware: I’m
looking at our digital transformation marketing
and whether it would resonate with you and how
you align your business priorities. And we need to
do some work on that. We are missing the point a
bit. We can help you manage the quick wins, but
as vendors, we can help you achieve the quick
wins, and help illustrate the transformation that’s
happening when you’re in it.
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Belinda Milwidsky, head of IT, Fluxmans Attorneys: When your client is a very
traditional business, you have board members who are still deeply entrenched
in paper. These conversations are very difficult to have. We can’t even talk about
return on investment, let alone cyber security and data-mining information. We
have to have business discussions, we can’t have tech discussions. We would like
to see a whole education play from the vendors, to see how the platforms we
use could be a business differentiator with what we have on them.
What else makes a 'super CIO'?
Sudhish Mohan, CIO, TransUnion: There’s never been a more exciting time
to be a CIO and to be in technology. Every company wants to do something
with technology to make things work simpler, better, faster. It’s a multifaceted
role that requires you to be a great relationship manager, to build rapport to
further the IT agenda, to be somewhat technical and provide a leadership
role to drive towards the right outcomes.
Sylvia Bopape, group manager, IT, Babcock Group: We basically act like
shrinks. We ask people what their problem is, and how they’d like to solve it.
They have to own the solution that will solve their business problem.
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Powering the
enterprise
with VMware
Lorna Hardie, regional director at VMware Sub-Saharan Africa

T

aking the complexity out of
handling multi-cloud
environments is crucial for
companies undergoing digital
transformation: how to deal with the
architectures, infrastructure and tools
running these environments?
There’s also an increasingly complex
security landscape to get to grips with.
For Lorna Hardie, the regional
director for Sub-Saharan Africa
at VMware, the journey to digital
transformation is about enabling the
company’s clients to securely engage
with their customers through any
application, across any cloud, and any
device.
Visibility, too, is key: you can’t fix
something if you can’t measure it.
“We are investing in major
innovations, enabling the company to
empower our customers. With AWS,
we’re creating solutions that enable
customers to migrate their workloads
from on-premise private clouds
to public clouds and back again,

autonomously, with the same look and
feel throughout the process,” she says.
This enables customers to then
spend more time on innovation, while
transforming their business.
“We’re also seeing significant
growth in our VMware Certified
Professional programme, which is
our consumption-based model,”
says Hardie. “Here, customers take
advantage of the full benefit of the
software defined datacentre in an onpremise environment.”

required for project management,
which is critical prior to deploying and
leveraging any of the features in our
portfolio.”

Innovation

VMware also empowers its customers
through education. Hardie says:
“During these technical forums, we
concentrate on one specific area
within our network and security profile,
delivering tangible training, exposing
them to the benefits of operating our
technology.
“We also run enablement
programmes for the channel, where
we provide customers with the skills

Hardie says that no matter the industry
or territory, all companies have to
embrace digital innovation.
Part of the solution is having a
ubiquitous software defined platform,
unlocking applications’ efficiencies as
well as the power of edge computing,
says Hardie.
She returns to security, saying it’s
wrapped around the application and
the container.
The future of networking is also
software defined.
“The entire industry is moving
towards this approach. How do they
secure a virtualised network and a
virtualised WAN infrastructure? This
is where technology is going and
VMware enables businesses to adopt
all of these elements.”

www.vmware.com/za |

@vmware_za | +27 11 513 4824

Enablement

bnhlabathi@vmware.com
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Jason Pearce, IT datacentre manager, Avbob: You have to go through
transformation as IT, you have to be able to show up-front that you’re ready
to deliver on a strategy. Companies like Netflix and Uber haven’t disrupted an
industry, they’ve disrupted what people expect as a service. They just work.
That’s why the board expects a simple answer to a simple question.

Lindiwe Bees,
Gauteng Provincial
Government

Desmond Somthunzi, CIO, SITA: The greatest problem we have is that we
often leave key stakeholders behind. We need to win trust and have a view of the
business problems they are experiencing, and understand them. Then they will
listen to you when you start talking about change. This also talks to another view
of your stakeholders. In government, we often view industry as competition, we
don’t look at them as partners who can help us solve problems.
Dr Stanley Mpofu, CIO, University of the Witwatersrand: To me, what is
critical isn’t about labels like 'super CIO'. It’s about your ability to transform
the business through the value you bring to an organisation and your ability
to communicate with users.
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Last word

Learning
to coexist with
machines
Digital ethics can be defined
as what we can do versus what
we should do with different
technologies we have at our
disposal.
by Denisha Jairam-Owthar, CIO, Johannesburg Metro Services | PHOTO: SUPPLIED

n many instances, technology has ‘out-run’ us
from a digital ethics perspective. When CIOs
implement technologies, they need to understand the
other spheres or dimensions the technology will
impact; this should then inform the digital ethics
framework we require for implementation. CIOs have
to not only focus on profits and efficiencies when it
comes to technology, but also on the ethics, and on
how technology affects us as the human race.
In the workplace, there needs to be common
ground around digital ethics, especially when AI
has the potential to replace many mundane tasks
currently undertaken by humans.
I believe we should learn how to co-exist with
technology, not only from an organisational perspective
but, more importantly, from a human perspective.
Digital ethics will set the boundaries of how that
co-existence with technology can be productive
and complementary to both humans and bots. The
challenge we face presently is that people are worried
technology will replace them in the workplace.

I
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Clarity is needed regarding the role of AI in
business, and CIOs are the ones to provide that
clarity, with the help of a comprehensive take on
digital ethics, she stresses.
Acceptance
CIOs need to assess the digital ethics maturity
of the organisation by gauging how employees
are reacting and adapting to the introduction of
AI. This will indicate to the CIO where and how
they need to start implementing a programme on
digital ethics. Marketing specialists, social media
analysts, compliance specialists, and technology
specialists should all work together to formulate
the models and frameworks needed to solidify
proactive management of digital ethics.
AI and bots are here to stay. It’s imperative
that businesses and people learn to coexist
and make it work. Digital ethics defined and
implemented will be a significant component
to reducing that divide between ‘them’ and ‘us’,
and come to a new partnership of ‘we’. CIOs
should choose to be at the forefront of driving
and enabling this ‘human and machine’ synergy,
governed by digital ethics.

Coming
soon...
Brainstorm’s CIO Directory is South Africa’s definitive guide to
the country’s IT decision-makers.
Now in its tenth year Brainstorm
magazine’s CIO Directory
publication is dedicated to
championing the executives
responsible for making the

technology decisions at South
Africa’s leading organisations. In
this definitive guide, we celebrate
the importance of the CIO’s role and
achievements of the individual by
profiling approximately 200 of the
country’s top ICT decision-makers.

This well-respected publication
profiles the top CIOs in South Africa,
in corporate enterprises and leading
medium-sized organisations across
all sectors, as well as CIOs/GITOs in
key government and public sector
organisations.

Each cIO PROFILE IncLudEs:
•
•
•
•
•

head and shoulders photograph
career highlights
description of company
current role and responsibilities
technology vision

• how technology has evolved the vertical
industry
• the most significant challenges faced,
and
• basic contact details.

We’re currently putting together the 2019 edition of this annual printed publication. This is the
definitive list of South Africa’s CIOs. To have your profile listed, or to find out about advertising,
don’t delay, e-mail CIODirectory@itweb.co.za or call Simon on 011 807 3294.
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