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cyber crime
planning
For The cio
ne of the few things that would make
you feel as though the blood has
drained from your body is being informed
that your organisation has been hacked
and that hundreds of thousands, or
millions, of records including personal data
of customers have been compromised. For
US credit rating agency Equifax this
sickening scenario became a reality
recently.
It’s been reported that as many as 143
million Americans - more than half of the
country’s adult population - have been
impacted by this security breach. Among
the personal data that was potentially
affected are details of customers’ birth
dates, addresses, social security numbers,
driver’s license numbers and some
credit card numbers. In an age where
data is considered currency, this is the
‘motherload’ for any ID thief.
The breach was discovered in late July
but only reported to the public in early
September. The widespread vulnerability
that was exploited was first discovered in
March, and although patched by the ratings
bureau, it seems hackers had accessed
the systems and placed a backdoor exploit
onto the system to return to access it later.
At the time of writing this, there are stories
that senior executives sold stock options
before the breach was revealed and a
number of civil class lawsuits are expected
to be made against the credit agency by
those affected.
With the explosion of data that’s
being created as we take the journey of

O

digital transformation, cyber crime is an
unfortunate reality of the times we live in.
For any organisation, this needs to be a
very serious area of consideration. How
to prevent the inevitable attacks? You
can take the right steps from getting data
governance in order, updating operating
systems regularly and empowering
employees to be more aware and vigilant
against different cyber crime attacks, but
there could still be a breach. So what’s your
plan of action then?
In this edition of Transformer, we
examine some of the key elements that
CIOs should consider when planning how
to reduce the potential impact of a cyber
crime attack. We look at the changing role
of the chief information security officer
and their relationship with the CIO. We
also look at King IV and the issues of data
governance, as well as considerations
around the cloud, both in terms of security
and its use as a backup platform to help in
times of crisis.
I hope you find the content in this
edition thought-provoking and useful.

Ulrike Weitz
Editor

To access the additional content in our
digital versions (iPad, Android and/or PDF),
scan the QR code or visit
books.itweb.co.za/transformer
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Preparation |

The cyber plan
The business without the strategy to counter a
cyber attack is one that will flounder and fall.
by Tamsin Oxford PHOTO: Supplied

rom January to March 2017, the eSentire
Security Operations Centre detected nearly
four million attacks on the finance, technology,
legal, mining and retail industries. That’s four
million attacks in three months. An IBM study
found that ransomware emails had spiked by
6 000% in 2016 and that 40% of all spam now has
an element of ransomware hidden inside. inside.
Cisco’s ‘10th Annual Cyber Security Report’ from
January 2017 found that 22% of organisations lost
customers as a result of a cyber attack, 29% lost
revenue and 23% lost business opportunities. In
short, the cyber crime frontier is dangerous, it’s
effective and, in spite of what many organisations
think, nobody is immune.
“One of the biggest challenges facing
organisations is that nobody knows what’s
coming next,” says Colin Thornton, executive
director of Turrito and co-MD of Dial-a-Nerd.
“Cyber crime is now a business and there are a lot
of people working on making it bigger and more
profitable.”
The problem isn’t just the cyber criminals.
It’s management. Many organisations are faced
with the problem of persuading executives to
pay attention to the statistics and recognise
they’re actually at risk. However, many executives
don’t believe the cyber threat is as complex or
dangerous as the media purports it to be. In fact,

F

“One of the biggest challenges
facing organisations is that
nobody knows what’s coming next.”
Colin Thornton, Turrito and Dial-a-Nerd
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a report released by the UK government found
that 37% of businesses say that cyber security
is a low priority for their senior managers, with
22% stating this is because they believe they
have nothing worth breaching. It’s a common
misconception that’s impacting on organisations
of all sizes. The reality is that all electronic data
has become valuable and everyone is at risk.
Prevent and protect
Depending on the organisation’s structure and
responsibilities, someone senior needs to craft
plans that will protect against and prevent a cyber
attack; more often than not, that’s the CIO. The
policy must be capable of adapting to a landscape
that’s constantly introducing new risks, while
also relevant to the data, industry and status of
the organisation itself. Unfortunately, creating
policy doesn’t happen in a vacuum and it comes
with some challenges. The first of these is the
price tag. The business has to create policy built
on the results of expertise and implemented by
employees who understand the implications and
the requirements.
“It’s costly to hire experts or develop them
in-house and doing this may be unaffordable
for smaller companies running their own
infrastructure,” says Teddy Daka, CEO, Ansys
Limited. “Then there’s the cost of measurement and
testing and the cost of recovery after an attack.”
Penetration testing and cyber threat
assessments are important tools that can support
the organisation in determining its weakest
points and building regulations into policy that
protect them. However, a cyber attack defence
plan can be as expensive or cheap as the CIO
wants it to be. The smaller enterprise doesn’t
have to undertake penetration testing or expert
analysis; it can make one vitally important step
that will go a long way towards ensuring security:
training. Don’t skimp on this cost and don’t forgo
it in the policy. The employee is, and always
will be, the weakest link and policy must outline
precisely how they engage with the technology
and the business.

Teddy Daka, Ansys
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From CIO to CEO
Keeping the finger
on the pulse

By Rakesh Parbhoo, CEO at
WestonGroup Southern Africa

he role of CIO is a challenging one. You
have to master new technologies, keep
your finger on the pulse of what trends
are changing the face of the business, as
well as stay in tune with what your internal
stakeholders need in order to perform their
role optimally on a daily basis – that being
delivering on their business priorities and
staying ahead of the competitive curve.
For me, technology and business in
general, have always been my passions.
From starting out in life as a student and at
the same time working in desktop support.
To working in sales and running businesses
across Africa and the Middle East, right
through to where I attained the role of CIO in
my former company, Dimension Data. The
common thread has always been my
passion for what technology can do for a
business.
My appointment to a CIO role was based
on the business experience I had attained,
and similarly the now appointment in the
role of CEO builds on the knowledge I gained
as a CIO. Which is possibly why the role of
CEO at WestconGroup was so attractive. As
a CIO I have been in a position to make
technology work – now I can not only ensure
that we practice what we preach, but that we

advise our customers help their end user
clients do the same.
But how do you get there? In my experience, as a CIO, one is in a unique position
given the broad role played within the
organisation. You get to deal with users,
internal and external stakeholders, you are at
the top of the management tier so you
actively engage with executives across all
areas of the business. You are intimately
involved in the strategic direction of the
organisation and you need to have solid
financial acumen. All of these traits make
you a good candidate for a CEO role.
You have to use your knowledge in
dealing with all stakeholders to create a
broader view of the business. Most CIOs
have at some stage or another had to
manage the logistics around a merger,
acquisition or divestment, and align this to
the business objectives. This is a skill that
few beyond the boardroom table have the
benefit of experiencing first hand. It is an
exercise in tactful communication, business
development and management, as well as
shareholder satisfaction.
You also have to have a love for the
numbers. You need to take all the financial
experience you have gathered over the years

For more information please contact:
Tel: +27 11 848 9000
Email: sales@westcon.co.za
www.westcon.co.za

and apply it accordingly – striking the fine
balance between what is just a shiny object
and what makes good business sense.
Again, as a CIO you are presented with shiny
objects (new tech) almost daily, but you
have to learn to sift through these for the
good of the business. Another business life
skill that is needed around the boardroom
table.
One aspect, related to all of the above,
that I am looking forward to bring to the
table at Westcon-Comstor, is how we can
embrace the technologies we sell to provide
better services to our customer. Additionally,
having been a purchaser of tech, I think I am
in a position to help the people in the
business gather a better understanding of
what CIOs really want. Beyond the shiny
object.
In my time as an IT professional I have
seen the growth of the Internet as a
business tool, I have seen the pervasive
deployment of mobile phones, the birth of
the cloud and myriad disruptive technologies. This career move is my own disruption,
a positive challenge I want to embrace to
foster my own growth – from my chair I
think that as a CIO you are in the perfect
position to do the same.

| Preparation

“The best technical defences in the world can
be overcome if someone within the network,
especially with high permission levels, opens
an unsafe attachment or clicks on a link they
shouldn’t,” says Thornton. “Equally important, and
often overlooked, is social hacking. How many
staff members list too much information about
their jobs on LinkedIn or Facebook? How many
tweet something at the office that can be used by
someone to craft a convincing phishing email?”
A CIO who wants a thorough defence plan
needs to consider both technical and nontechnical attacks. The cyber policy must include
information that defines password length and
veracity, online behaviour, log-in details and
more. Every person who works at the company
with access to an email account must be taught
how to identify untrusted software or apps, to
recognise social engineering or phishing and own
up if they’ve made a mistake.
“Education is essential,” says Roy Alves,
country manager, Axis Communications. “In all
cases, the corporate is at the mercy of the people
working for it. They could be a disgruntled
employee with an axe to grind or even a
competitor setting out to expose vulnerabilities.
Always expect the worst.”
Make sure the policy provides a clear
understanding of what the threats are and how
they’re defined. Everything from ransomware
and phishing to botnets and malware must be
explained and identified. And some good advice
to come out of the recent Wannacry outbreak
is to keep systems up to date. If there’s a patch,
apply it. There’s a good reason why computers
suddenly freeze for frustrating hours and drive
everyone crazy. Have backup and recovery
policies, put procedures in place and regularly
maintain IT resources.
Match new tech with security
“Ensure you build in information security
measures, such as digital signing and encryption,”
says Christi Maherry, CEO, LAWTrust. “This
will not only enable your business to work
more efficiently, but to reach higher levels of
information security. Design your systems and
processes to support change and pair new
technology with the appropriate information
security.”
Two reports, one by Forrester and another
by Tenable, also offer up some insight into the
creation of the perfect policy. The former takes
a hard line, insisting that the CIO has to move

“Design your systems and
processes to support change and
pair new technology with the
appropriate information security.”
Christi Maherry, LAWTrust

towards a Zero Trust approach when it comes
to protecting the business from cyber attacks.
In Forrester’s view, it’s the only approach that
works because current approaches to security
can’t mitigate the consequences of a breach.
A Zero Trust approach ties in closely with user
education and awareness as it doesn’t distinguish
between an internal or external threat. All traffic
and users are the same. Tenable’s whitepaper also
recognises the challenges inherent in building a
solution capable of assessing all threat vectors,
but adds that five steps can take the business
to resolution – accurate data, the right goals,
conflict resolution, patching and the correct
measurement parameters.
“Another fundamental aspect to get right of
any cyber policy is backup and disaster recovery,”
says Thornton. “The CIO needs to assume that
at some stage there will be a successful ransom
attack or penetration that they can’t control or fix.
Depending on the attack, the best strategy might
be a reset or restore, which will mean downtime
for the business. How quickly the system comes
back online will depend on how much planning
went into disaster recovery.”
Forrester raises an interesting point when
it comes to preparing a cyber policy – use it
as an opportunity to transform the business.
Every step and consideration has to be taken to
ensure a robust and reliable plan, is one that can
potentially highlight a flaw or a loophole that
can be fixed. Never assume that a system can be
trusted and use this process to develop a richer
architecture that will protect the business in the
long term.
“A cyber policy needs to be comprehensive due
to the complexity and pervasiveness of modern
networks,” says Daka. “Have a documented and
tested disaster recovery plan, a backup and
restore policy, implement network segregation,
ensure single sign-on, manage passwords
effectively and build in a robust device policy.
Businesses should assume they will be attacked
and should budget for prevention, education
and mitigation. This will require a multi-faceted
investment in security infrastructure.”
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Understanding the cyber
crime underworld
The online world is creating a new type of
criminality. But these digital hoods are not that
different from real-world ones.
by James Francis PHOTO: Sean Wilson

yber crime’s threat is hard to articulate.
Comparable numbers are preposterous in
their scale and variance: the fiscal damage
caused by cyber crime in 2015 has been put
anywhere between $500 billion and $2 trillion,
depending on which report you believe. Email
attacks on companies vary from millions to
billions a day. Even damage estimates of attacks
on specific businesses refuse to be pinned down.
These numbers are useless when weighing risk
and security strategies. Nor do they say much
about the actual threat. Where does it come from?
How does it choose its targets? And, how can you
counter it?

C

Thick as thieves
There’s no need to explain the basics of a
cyber attack to this publication’s audience. Any
technologist grasps the fundamentals of malware,
phishing attacks, social engineering and similar
topics. Yet there’s a lot less familiarity around the
people who use these methods.
The cyber crime world is a place where
a bedroom programmer can be almost as
dangerous as a team of government hackers.
Naturally the skills and resources between the
groups determine their targets and results, but

“Not only is cyber crime conduct
often highly professional, IT
also payS good attention to user
interface design.”
Martha Bennett, Forrester
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there are fewer degrees of separation between a
lone wolf and a crack squad than between a street
corner mugger and a mob family.
‘Thick as two thieves,’ goes the original saying.
This is a good place to start understanding the
culture of the cyber crime world. Martha Bennett,
principal analyst serving CIOs at Forrester, says
online criminals collaborate far better than
legal entities. “These criminals have built up
trust networks in ways companies have not.
It’s a sensitive discussion, because one of the
reasons why criminal collaborations work is the
consequences of breaking trust can be very big,”
she says.
Criminals excel when they remain quick on
their feet. One way to be nimble is to specialise.
This is very much the modus operandi of cyber
criminals, adds Bennett. “In an enterprise, you
might have a security expert, but you often deal
with generalists. The criminals really appreciate
the advantages of specialisation and collaborating
around that. Look at bank card networks: the
people who steal the card numbers are hardly
ever the same people who get the money out,
because it requires a different skillset.”
Online criminals think just like real-world ones,
only they enhance the same habits to greater
effect. Another element criminals desire is scale
– low risk and high reward. A criminal may rob
a person with a knife, but then scale to rob a
group or a bank, says Martin Butler, head: MBA
programmes at the University of Stellenbosch
Business School.
“Criminals have been trying to scale their
activities for thousands of years and will do so by
looking for opportunities in the existing structure
and weak points in the system. Opportunity
was the horse-drawn coach going through the
narrow gap in the mountain and that’s where
the robberies happened. The opportunity in the
online world is where business activities scale
and when weaknesses emerge, then they will
pounce,” he says.

Technology is a potent catalyst for crime.
Criminals scale up as the technology allows them
to. In this sense, the online world is absolutely
irresistible. This is why we’re seeing cyber crime
being increasingly orchestrated by organised
syndicates diversifying their activities.
“The syndicates are just highly sophisticated
criminals looking to scale their activities and the
cyber world is a perfect playground. It’s not that
ad hoc, they don’t stumble upon it, they look for
the opportunities to emerge. Because they have
the means, they then exploit the opportunity
presented, such as a discovered vulnerability or
backdoor,” adds Butler.

Martin Butler,
University of
Stellenbosch
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This rapid ‘formalisation’ of cyber crime
is having a profound impact on the rates of
attacks. Yet it also combines with the advanced
collaboration culture. Syndicates are not replacing
the lone wolves. Instead, both groups are thriving
in the web’s dark underbelly.
Beware the dark web
The ‘dark web’ (or ‘dark net’) is is a memorable
phrase. Not to be confused with the ‘deep web’,
which designates the web’s areas that search
engines can’t index, the dark web is a place of
anonymity. Entering these spaces often requires
special software and protocols such as Tor or
Freenet, which hide the identity and origin
of the user. Though popular among freedom
activists and political dissidents, it’s a natural fit
for criminals – particularly when combined with
hard-to-trace cryptocurrencies.
The dark web gained notoriety when it was
exposed to home several illegal online trading
sites. Some of these, such as The Silk Road and
Alphabay, have been taken down after authorities
employed similar tactics as those used against
real-world syndicates. But new ones continue
to replace them, since the dark web is a free
market bonanza. If you have the technical skills
and gumption, you can participate in this world,
trading in stolen digital goods, illicit real-world
goods, technical exploits and more.
These engagements have become very
professional, a trend seen across the cyber crime
landscape. There are bidding wars for toolkits and
skills, which, in turn, are presented in professionallooking brochures and sites. Anything from source
code to turnkey solutions are on offer, not to
mention consultancy services. Trust drives these
relationships – users are often rated and referred,
so a trusted source can charge higher prices. This
helps avoid traps set by authorities and it reflects a
clear business culture.
“Not only is cyber crime conduct often highly
professional, it also pays good attention to user
interface design. It’s absolutely amazing. When
you look at how cyber criminals operate and
the degree of professionalism, there’s a lot of
concern,” says Bennett.
At least one reason for this is that prosecution
for cyber crime is rare and difficult, so it’s lucrative

“The syndicates are just highly
sophisticated criminals looking to
scale their activities and the cyber
world is a perfect playground.”
Martin Butler, University of Stellenbosch

for anyone with the right skills and not as risky
as real-world crime. Many even operate in the
open: a local security expert has claimed that
some local security consultants may also be
doing criminal jobs. Morals vary: some online
marketplaces refuse to handle child pornography
or assassinations, creating an eclectic mix of
online criminality.
Companies shouldn’t operate in this space,
states Bennett. It’s one thing to conduct business
privately, but quite another to do it anonymously,
which is entirely what the dark web is about. That
said, they shouldn’t ignore it. Depending on your
risk, it may be wise to employ security intelligence
services that look for suspicious online activity.
For example, when the retailer Gamestop was
breached, it never knew. Only when a credit card
company spotted card details on the dark web, did
they trace it back to the company. Your data may
be on there right now and you wouldn’t know.
Ultimately the dark web and cyber crime
underworld represent a space where your
company’s family jewels can be traded. This
doesn’t mean you should go visit these seedy
areas. But your employees might for a number of
reasons. Sound policies must dictate behaviour
around this, as well as a security framework
such as Zero Trust that looks for anomalies, i.e.
customer details being siphoned from a database.
“Risk identification, mitigation and monitoring
remains an appropriate structure to deal with
cyber crime,” says Butler. “It’s just during the
identification (and thereby ultimately mitigation)
that organisations should cast the net very
wide and not rely on IT to look at technical
compromises of IT. It starts at board level and
King IV is actually very clear about the obligation
of boards and executive oversight on digital and
cyber risk.”
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Foundation for
a fast-changing
ecosystem
The King IV guidelines on corporate governance
put pressure on CIOs and CISOs to become more
flexible ‘Masters of all trades’.
by Tracy Burrows | PHOTO: Supplied

lanning for the potential risks of cyber crime is
a key part of good corporate governance for an
organisation’s leading technologists, but it’s only a
part. When it comes to good corporate governance,
the fourth iteration of the King guidelines is an
essential consideration. The ‘King IV Report on
Corporate Governance for South Africa’ builds on
the best practice instilled in previous King reports,
but acknowledges that times change too quickly to
be highly prescriptive about how businesses are
run. Acknowledging that stakeholders have higher
corporate governance expectations than ever
before, the report also notes that disruption is the
order of the day, and nowhere more so than in the
technology arena. The report recognises that ‘rapid
advances cause significant disruption, opportunities
and risks, and says organisations should strengthen
the processes that help them anticipate change and
respond by capturing new opportunities and
managing emerging risks’.
For CIOs and chief information security officers
(CISOs) tasked with designing, building and
managing IT infrastructures and digital platforms in
a compliant, secure and well-governed way, while
still enabling business agility and innovation, this
could mean a challenge lies ahead.
Sipho Ndaba, KPMG’s head of Technology
Advisory practice, says King IV is principle-based,
rather than being prescriptive. This, he says, is a
positive development in that a ‘tick box’ approach
to governance is not effective as organisations
tended to aim for compliance, rather than strive
to promote governance outcomes of an ethical
culture, good performance and effective control
within the organisation. However, he concedes
that the lack of a formalised tick box could make
following its guidelines harder for CIOs and CISOs.
“Organisations around the country are at
different levels of maturity when it comes to

P
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corporate governance. For many, the focus
is currently on embedding good governance
processes throughout the organisation and
improving their maturity based on their individual
risk profiles and business priorities,” he says.
RISK-BASED
In aligning to the King IV report, most companies
will apply a risk-based approach, in line with their
own risk profile and pace of change or disruption
in their respective sectors, Ndaba says. “The
challenge in the IT space is that organisations
traditionally took years to implement big IT change
programmes, but now, the world of disruptive
technologies is forcing organisations to be more
agile in driving change. Organisations are looking
at the CIOs to roll out IT change programmes in
a sprint of three to six months, and doing so in a
controlled and responsible manner.”
Marlon Moodley, IT governance facilitator at the
Institute of Directors South Africa, who sat in on one
of the King sub-committees on IT governance, says
King IV is just the next phase of a steady evolution of
King guidelines. “King III was a remarkable evolution
– focusing for the first time on IT governance. It
was almost prescriptive, but it needed to be at
the time. What has changed now is that King IV
puts compliance and governance together and
recognises that because all organisations are
technology-driven, technology governance and risk
management go hand in hand.”
Elevating technology
The report recommends that the governing body
of the organisation assumes responsibility for the
governance of technology and information. This
serves to elevate IT, agree Ndaba and Moodley.
“It acknowledges that technology should be a
strategic consideration, as the rapid developments
in technology and digital space can be disruptive
to the organisation’s existence. Even though it
doesn’t prescribe for CIOs to be on board, the
report requires the organisation’s governance
body to have an oversight on the implementation
of IT strategy and obtain independent assurance
on the effectiveness of the required controls. The
governance, risk and compliance expectations
around emerging and disruptive technologies are
not well defined” says Ndaba.
Importantly, the report highlights the new role
of the CIO, says Moodley. “Previously, when an
organisation needed a CIO, it simply promoted
the IT guy. But the King IV report underlines how
the role of IT has changed, and therefore how the
role of the CIO must change too.”

“The challenge in the IT space is that organisations
traditionally took years to implement big IT change
programmes, but now, THE WORLD OF DISRUPTIVE TECHNOLOGIES IS
FORCING ORGANISATIONS TO BE MORE AGILE IN DRIVING CHANGE.”
Sipho Ndaba, KPMG

Moodley believes governance is now an
umbrella term covering performance, risk
and compliance. Because IT is embedded in
virtually every facet of the organisation, the CIO
is, therefore, tasked with overseeing elements
of performance, risk and compliance across
the enterprise. “All CIOs must now be business
people and corporate strategists, with a sound
understanding of how technology impacts risk
and opportunity. Because governance reaches
across the organisation and into the world, the
enterprise must stop being insular in the way
it approaches technology and have a broader
reach. Now, the CIO needs to look inside out and
outside in.“
Keep growing
It’s a tall order, Moodley concedes, but the CIO
must evolve to keep pace with what the changing
world demands.
“Now, you need CIOs who understand
technology, business, strategy, human capital,
governance, risk and compliance. This is not a
‘jack of all trades’ necessarily, but must be a broad
generalist – a hybrid manager who understands
all the functions and reads widely.
“A key attribute of a CIO today is being
agile and adapting quickly, because specific
technologies become obsolete in as little as 18
months, and tech-enabled disruptors arrive on
the scene rapidly. So they need to be able to
learn and adapt quickly.”
Not just that, but the CIO needs to play a role
in informing the board. “You must have someone
who is board-savvy, who can talk to the board
using broad strokes and translate data and detail
into high-end ideas,” says Moodley.
In a nutshell, King IV reinforces what analysts
and large enterprises are coming to realise: that
a digital world has made the CIO a crucially
important component of corporate governance.
“The CIO is more relevant than ever before,”
says Moodley. “They’re not just the head of IT;
they’re also critical for governance, risk and
compliance, business, innovation and ideas. While
the real accountability starts at the top, the CIO is
the person delegated to running it.”

Marlon Moodley,
Institute of Directors
South Africa
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Roles and responsibility |

Power duo
Evolving IT functions are moulding the roles of the
CIO and CISO to the point where collaboration,
trust and compromise trump reporting structures.
by Tarryn Giebelmann PHOTO: Karolina Komendera

early a third of South African organisations
(32%) have experienced cyber crime in some
form, and 57% expect to be affected in the next
two years. That’s according to PwC in its ‘Global
Economic Crime Survey’. When cyber crime
involves data loss, Symantec found that 60% of
affected companies filed for bankruptcy within six
months of the event.
This highlights the increasingly critical role that
the CISO plays within organisations, especially as
digital transformation makes enterprise networks
more complex and more vulnerable to attack.

N

Business enabler
Today’s CISOs are far removed from the days
of firewalls and patching. They now shoulder
more responsibility relating to risk management,
governance, compliance, architecture, internal
InfoSec communication and budgeting – all
boardroom conversations.
For Abid Adam, former CISO at a leading
local financial institution, the role of the CISO
has evolved from technology specialist to risk
facilitator and business enabler. “An increase
in digitisation and a greater dependence on
technology to improve the customer experience,
automate business processes and grow market
share has created operational, economic and
reputational risk.”

“The changing roles of the CIO
and CISO require new learning
on technology risks across the
organisation, right up to the
board level.”
Tshifhiwa Ramuthaga, Barloworld Logistics Africa
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Traditionally, the CISO reported to the CIO, but
that role is also shifting, says Louise van der Bank,
CIO at AfriSam. “CIOs are taking on more strategic
roles in the business. They’re expected to lead
digital innovation and grow revenue, and to use IT
as an enabler for business model transformation.”
Sometimes, this strategy introduces the very
risk that the CISO is trying to avoid. And when
two competing viewpoints collide, there’s bound
to be friction.
Blurred lines
A 2014 PwC report, ‘Maybe it really does matter
who the CISO reports to’, found that companies
with CISOs reporting to CIOs have 14% more
downtime due to incidents and see 46% higher
financial losses from a breach than companies
with alternative arrangements.
Should the CISO rather report into another
executive, like the CEO?
There’s no straight answer, says Jon Tullett,
research manager, IT services, IDC Sub-Saharan
Africa. “The CISO is a risk-centric role that
interacts with legal, CMO, HR and others. It’s a
broad remit with dotted lines all over the place.
This is part of the argument for elevating the CISO
role, but it’s difficult to achieve, with unclear lines
of responsibility and budget authority.”
Van der Bank says multiple reporting lines
is one option, but she cautions that the CIO
can’t be completely divorced from information
security because the CIO remit includes IT risk
management. She adds that the pressure to
transform and innovate should be balanced
with the need for strong security, and this might
require a clear separation of duties.
Healthy balance
Ultimately, the organisation’s IT and cyber security
maturity will determine the most appropriate
reporting structures, says Jaydev Chiba, CIO at
Vodacom. He adds that the two roles can’t be
exclusive and that there should be clearly defined
responsibilities.
“The CIO should understand the need to embed
security into everything the business does, and
the CISO should understand that embedding
security into processes can’t be done at the risk
of compromising the execution of the business
objectives,” says Chiba.
This is where the two may not see eye to
eye – but it’s also not necessarily a bad thing.
“Risk management is always a compromise, so
there will be times where IT or company strategy
runs counter to the recommendations of a risk

team. And there will be times where acting on a
security recommendation negatively impacts an
IT investment. That should be seen as healthy
balance, not conflict,” says Tullett.
For Tshifhiwa Ramuthaga, CIO at Barloworld
Logistics Africa, these competing interests must
be managed through partnership, business and
IT alignment, and a governance framework with
a clear security and risk management strategy.
“We’re in an era where the separation of business
and IT strategies will cease to exist and we’re
developing business strategies that are digitally
enabled. This introduces multiple entry points
into the organisation and requires a new security
architecture. The changing roles of the CIO and
CISO require new learning on technology risks
across the organisation, right up to the board
level.”
Mature balance
Together, the CIO and CISO face unchartered
waters as technologies like artificial intelligence and
virtual reality make their way into organisations
and introduce even more risk. The only way they’ll
navigate this is through collaboration, compromise,
trust – and a lot of hugging, says Arthur Goldstuck,
MD of World Wide Worx.
“We’re operating in an environment where the
entire business has to be digitised. The CEO, COO,
CIO, CMO and CFO must all, in some respects, be
digital decision-makers,” says Goldstuck. “If the
CEO doesn’t understand the implications of AI, and
the CFO doesn’t understand the opportunities of
blockchain, and the COO doesn’t understand IoT,
and the CMO doesn’t appreciate the possibilities of
AR and VR, the company is going to fall behind the
competition in the very near future.”
As the IT function continues to evolve,
moulding the role of both the CIO and CISO,
we’re likely to see a more mature balance
between the roles, supported by collaboration,
says Tullett.
For Chiba, the CIO and CISO should have
a common goal in strategy alignment. “It’s
extremely important for the two roles to
have a good working relationship and a clear
understanding of the business imperatives that
they have to deliver against.”
Combined, the CIO and CISO are a powerful
duo, not only as business enablers in a disruptive,
digital world, but as trusted advisors to the
C-suite. Together, says Adam, they can innovate
and deliver these new capabilities securely for the
organisation to fully realise its economic value
and competitive advantage.

Jaydev Chiba,
Vodacom
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9 steps to dealing with cyber crime
Words RODNEY WEIDEMANN | ILLUSTRATIONS ZACK HOOSEN

Cyber criminals continue to up the ante, with yesterday’s hackers who broke in ‘just because they could’ now being
replaced by sophisticated networks that use everything from malware and ransomware to carefully planned information
theft to wreak havoc on corporations.
It’s no use pretending it won’t happen to you – if your organisation has something of value that may be worth stealing,
sooner or later, the bad guys are going to come calling. This means it’s imperative to have a cyber crime action plan in
place, to prevent an attack, or at least mitigate the results of one. Here are nine steps to dealing with a cyber attack.

Ensure you have proper security
systems in place

While it’s difficult to proactively plan for a cyber crime attack, since
these can take many different forms, it’s vital to ensure your business
has proper security systems in place – ideally including a security
operations centre providing 24/7 infrastructure monitoring. Ensure too
that you have the right governance, compliance and process flows in
place, along with relevant physical security solutions such as identity
and access management solutions so you can be certain only those
supposed to have access to critical architecture do so.

Have a top team in place

Jenny Mohanlall, chief information and security officer for T-Systems SA, says
that because most responses to cyber crime are reactive, it’s critical to have an
emergency and crisis management team in place. This enables you to react to
any given situation and ensure that all your security triggers are executed on.
Such a team should include the security manager, the chief information
security officer (CISO) and key personnel dealing with the security
infrastructure, such as your firewall and network engineers.

2

1

Also, monitoring tools

Monitoring tools for your inbound and outbound
traffic are also extremely useful in keeping track of
just what’s going on with regards to your network,
by detecting intrusions or suspicious traffic. Similarly,
an endpoint detection and response solution will
continuously monitor and analyse the state of the
endpoint for indications of compromise.

16
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4
Ensure the right people are
informed

When an attack occurs, it’s important to know not
only what needs to be done, but also who needs to
be informed immediately. You should have
checkboxes for whoever from the security team is
on duty at the time – starting with the CISO and
the security operations centre. It may also be
necessary to notify the CISOs of key customers.

Constant evolution

Finally, remember that even if you have a
well-thought-out and structured cyber crime
plan, you will need to regularly revisit and update
it. Cyber crime itself is constantly evolving, so you
need to ensure constant training for your security
team, constant education for employees and
keep up to date with how the security space is
developing, so that you can remain in step with
the bad guys.

The buck stops with the CISO

In the event of a security attack of any kind, the CISO is ultimately
the one who’s accountable, so the buck stops with them and it’s
their duty to inform the CEO and other board members of the
details. It’s also their job to ensure that a proper security strategy is
in place and that the correct tools have been applied to make the
business as secure as possible. Don’t let other C-level executives
get involved in this process, because this is a genuine case where
too many cooks will spoil the broth – hand the responsibility to a
strong, experienced CISO and let them drive the entire process.

5

9

Perform a root cause analysis

Once an event has occurred and has been dealt with, says
Mohanlall, it’s important to undertake a root cause analysis,
in order to determine how the breach occurred and what
can be done in future to mitigate such problems. Any
lessons learned from this must immediately be applied to
your security strategy, to ensure that security is beefed up
and that next time, things are done better.

6
Have a plan for dealing with the media

Cyber crime is music to the ears of the media, as it so often means
compromised personal or financial data. The last thing you want is
the media finding out about an incident that may have actually been
minor, and blowing it out of proportion. Therefore, have a plan to
respond to any incidents, ensure that someone senior is nominated
to talk to the press and be proactive about this, so that you can
control the flow of information. Also, be sure to be open, transparent
and honest with key clients and reassure them that all precautionary
measures are being undertaken.

7

8
Education, education, education

To close the loop on cyber crime planning, it’s vital to run
regular security awareness campaigns within your
organisation, to ensure all employees are aware of the role
they play in keeping the business secure. Often, employees
aren’t aware of how simple things like their personal social
media posts can be exploited by hackers to obtain
passwords, thereby opening the organisation up to attack.
Thus, it’s important to maintain a constant stream of
educational campaigns related to security.
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The biggesT asseT
and weaKesT linK
When it comes to the ﬁght against cyber crime, an
organisation’s biggest asset – its staff – can be the
weakest link. How do you transform them into a
key part of your defence?
by natasha meintJies PHOTO: suPPlied

he best technology in the world can’t protect
against humans and human error (or malice),”
says Linda Misauer, head of global solutions at
Striata. Citing IBM’s ‘2016 Cyber Security
Intelligence Index’, she notes 60% of attacks are
carried out by company insiders, either
deliberately or inadvertently.
“Organisations tend to focus on creating
awareness of cyber security risks, but seldom
manage to change the behaviour that leaves
the company vulnerable. Having the right
policies and procedures in place is critical, but
organisations need to adopt a security culture if
they’re to adequately protect themselves at a time
when hacks are getting more severe and more
frequent,” she says.
Thabang Rapuleng, a director in Cliffe Dekker
Hofmeyr’s Employment Practice, says one of
the most important assets a company has is
information, and one of the easiest ways to get to
that information is to compromise an employee.
The biggest risk, he says, is no longer some form
of virus or computerised attack from an external
source, but staff.
Kirstin Keuning, awareness head at Wolfpack
Information Risk, adds disgruntled employees
also pose a large threat to the organisation should

T

“all Of THe securiTy sTePs Taken in
an OrganisaTiOn can be negaTed by
One careless click Or One unsecured
sTOrage device cOnnecTed TO THe
neTwOrk.”
carol thomas, Civil Aviation Authority
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there be a poor or incomplete off-boarding
processes when they leave the company.
what’s at risk?
Carol Thomas, CIO at South Africa’s Civil Aviation
Authority, says: “All of the security steps taken in
an organisation can be negated by one careless
click or one unsecured storage device connected
to the network.”
Because of higher mobile data costs, employees
seek to take advantage of resources at work. As a
result, they bring in their own devices, which can
expose the company to threats of cyber breaches
through viruses, says Rapuleng. “For those
with malicious intent, cyber breaches can be
something as simple as copying information onto
a flash drive or even emailing it to an account
outside the network.”
Sometime, employees transfer data back and
forth from other computers via various media
to office computers, says Henk Olivier, MD of
Ozone Information Technology Solutions. He
adds that most employees don’t pay attention
to anti-virus applications or patches when they
work on their personal devices and this makes
them an easy target.
Olivier states most new viruses are intelligent
enough to distribute themselves across the
network, which can then cause an outbreak
from within.
Weak passwords used by staff open companies
up to the risk of cyber attackers too, says
Rapuleng. “Hackers are now targeting employees
who are negligent in practising good cyber
security hygiene.”
counting the cost
Industry commentator Adrian Schofield says the
damage from a cyber attack can be enormous –
affecting financial, operational and reputational
aspects. Systems may have to be oﬄine for an
extended period, depending on the efficacy of
the backup/restore processes, resulting in lost
business and reduced cash flow. Customers and
suppliers linked to systems may become ‘infected’,
incurring their own recovery costs while losing
respect for your failure to protect them.
Keuning adds the Protection of Personal
Information Act means that companies may also
have to pay as much as R10 million for a data leak,
while EU regulations, the General Data Protection
Regulation, could see a fine levied of €20 million,
or four percent of global turnover, whichever is
greater when it comes into effect in May next year.
This applies to any company in any country that

handles EU citizens’ data, including South Africa.
Further consequences, according to a Deloitte
Advisory study, include higher insurance
premiums, operational disruption, lost value of
contract revenue, and loss of intellectual property,
notes Misauer.
Turn weakness into strength
So what’s the solution? Companies need to
have policies in place and make sure they’re
implemented. Ongoing staff training is also
vital. Although companies have systems that
remove spam, this isn’t helpful if a staff member
can’t identify spam, phishing or malware, says
Rapuleng. He adds scammers also use social
engineering, which can be harder to identify
because they can be highly deceptive.
“This is why employees need to be trained on
how to identify threats of cyber attacks,” says
Rapuleng.
Thomas also says staff need to understand the
risks they personally face, such as identity theft, as
well as how risks can affect the organisation. She
also notes policies are only one piece of the jigsaw,
and should be driven by the IT department.
Solutions, Rapuleng recommends, include a
system that allows organisations to monitor what
employees are doing with the information they
have access to. He points out that, while not every
staff member is high-risk, every employee has
some level of risk associated with them.
Another option Rapuleng cites is to limit the
level of information employees have access
to so they can only access data essential for
their specific function. “Employees should not
be allowed to copy company documents onto
private flash drives or email them to their personal
email addresses without prior authorisation.”
In addition, says Rapuleng, employees should
always lock their computers when they’re away
from their work stations. They should also be
made aware of their duty to report any suspicious
activities, such as requests to access documents not
necessary for fulfilling their work duties, he adds.
Other tips Thomas recommends include
ensuring that no software is downloaded by
users without security checking, and that security
upgrades and patches are applied. She adds a
facility for anonymous reporting is one of the
best ways to identify collusion, which can be
undetected by most application controls.
Misauer concludes: “Ultimately, you want to
achieve a strong culture of security that becomes
a fundamental part of your organisational
behaviour.”

Thabang Rapuleng,
Cliffe Dekker
Hofmeyr

How to spread the word
The following are methods that could convey cyber threats to employees:
• Talks and workshops
• Videos and questions on a learning management system; this tracks performance and
whether or not employees have completed training modules
• Posters and infographics on the threats and where to report suspicions or incidences
• Simulated Red Team exercise, such as phishing (spear phishing & whaling), bad USB drops,
physical social engineering exercise
• Policies
• Induction processes with HR

Source: Wolfpack
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TECHNOLOGY

ASCENT TECHNOLOGY DELIVERS LONG-TERM
VA L U E T O I N S U R E G R O U P M A N A G E R S ’ D ATA
P L AT F O R M E N V I R O N M E N T
Longstanding partnership delivers value across a wide range of Managed Database and BI, Consulting
and Support Services.

Insure Group Managers and its subsidiaries have a strategic focus
on providing financial services for the South African short-term
insurance market, including premium collection management,
premium financing, niche financial services and tailored financial
arrangements to this sector.
Founded 25 years ago and celebrating it’s 25 Year Anniversary this
year, the company is today directly and indirectly responsible for the
management of up to R15 billion of premiums.
Insure Group Managers is an independent financial services
company, which has proven to be successful in providing trusted
and secure relationships to clients, living up to its promise of
Comfort, Convenience and Compliance.
According to Insure Group COO, Ian du Toit, the company’s
collections environment is quite complex, and operates on a
number of proprietary systems required to keep it operational.
These systems in turn, utilise an in-house data platform consisting
of both Oracle and Microsoft SQL Servers.
“We initially acquired Ascent Technology’s services to manage our
Oracle database environment, which is core to our finance system,
managing as it does both premium finance and broker acquisition
finance. This is obviously one of their core competencies and
Ascent has provided us with the required skills and experience
needed to manage the Oracle database environment for around 20
years now.”
“About 15 years ago, we added Microsoft SQL Server to our data
platform and when we did so, Ascent took over the administration
and management of all our database systems. Considering that
the data and the database systems are vital to what our company
does, we didn’t want to put it into the hands of just any company.
However, thanks to Ascent’s reputation as a Heterogeneous
Database Management Organisation and the fact that they had

A B S O L U T E DATA E X C E L L E N C E
© 2017 Ascent Technology | All Rights Reserved.

Ascent has not only taken over the responsibility of
managing our entire database environment, but has
also been instrumental in modernising our broader data
platform, including assisting us in moving to a hybrid
cloud architecture. This has provided us with scalability, flexibility and
agility, as well as the automation necessary to eliminate the need for
manual inputs. It also delivers the comfort, convenience and security
our clients demand.
Herman van Eeden , IT Infrastructure Manager at Insure Group

already been a trusted partner of ours for several
years by this point, we were comfortable with
them running and maintaining the complete
environment,” he says.

complement and a lot of manual input. Not only
would this be time-consuming and expensive,
but the potential for errors to creep in was there
as well. It was clear to us that we needed to
further automate the systems,” he says.

Long-term view

Van Eeden explains that the growth he is talking
about is demonstrated by the fact that the
database systems used to be accessed by about
30 internal users only, whereas today on the
online system there are more than 1 000 such
users.

IT Infrastructure Manager, Herman van Eeden,
adds that the Insurance outsourcing area is a
fast changing arena and as such, it requires IT
systems that can be flexible and adaptable.
“For example, Insure Group has grown so rapidly
in recent times that it had become challenging to
maintain the running of our collections service
via an on-premises system.”
“To do this would have required a large staff

“These users are the company’s clients and they
want real-time data at their fingertips; Insure
Group is committed to providing them with the
requisite visibility and insights. For us, it is all
about giving them complete transparency in
relation to their data.”

ADVERTORIAL | CASE STUDY | INSURE GROUP

“Ascent has not only taken over the responsibility
of managing our entire database environment,
but has also been instrumental in modernising
our broader data platform, including assisting
us in moving to a hybrid cloud architecture.
This has provided us with scalability, flexibility
and agility, as well as the automation necessary
to eliminate the need for manual inputs. It also
delivers the comfort, convenience and security
our clients demand,” he says.

Database Security and
Compliance
Du Toit indicates that as a registered financial
services provider, Insure Group has a number of
obligations related to regulator requirements and

legislation. Ascent provides Database Security,
Compliance and Monitoring Solutions that offer
full audit capability and enable the company
to keep up to date with the latest legislation,
such as the Protection of Personal Information
and the Financial Advisory and Intermediary
Services acts.

“Security and Compliance is not the only matter of importance for
us. The nature of what we do means that it is absolutely critical
for us to have fully tested and up-to-date Disaster Recovery (DR)
systems in place, as we simply cannot afford downtime. The high
availability delivered by Ascent ensures that both our normal
operational and our DR processes are robust and effective,” he
states.

“Not only does Ascent provide technical
expertise in respect of Protecting, Securing and
Managing our critical data, but as the database
administrator, we also rely on them to serve as
an objective third party to provide the necessary
credibility to our data security. In other words,
when we are questioned about security matters
by auditors or even clients, Ascent is able
to provide them with clear and independent
answers, thanks to their integrity and autonomy.”

Ascent MD, Johan Lamberts, points out that the Insure Group
exists in an interesting space, in that while it is wholly reliant on
technology to conduct its operations, this is clearly not its core
business.

As a registered financial services provider, Insure
Group has a number of obligations related to regulator
requirements and legislation. Ascent provides Database
Security, Compliance and Monitoring Solutions that offer
full audit capability and enable the company to keep up to date with
the latest legislation, such as the Protection of Personal Information
and the Financial Advisory and Intermediary Services acts.
Ian du Toit, COO at Insure Group

Contact details

Tel: +27 11 745-1340

Email: info@ascent.tech

“We are pleased to be the Insure Group’s trusted advisor and long
term partner in their business journey. They have always been
able to rely on us to provide the skills and expertise needed to
ensure their database environment operates at optimum level. Our
relationship goes back some twenty years already, and I expect
what has been a long and successful partnership to continue for
many more years to come,” he says.
Du Toit adds that Ascent has a respected reputation in the Database
Management and Administration space, which compliments the
reasons why Insure Group values their partnership so much. In
addition, he says, the company brings innovative thinking and
strong technical knowledge to the table.
“We are now looking forward to taking the next step in our
relationship and are in active discussions around moving further
to the cloud with Ascent’s help. This will offer our company
further increased flexibility, and in terms of the sheer volumes of
transactions we handle, will clearly be extremely beneficial to us.
We are now focusing on moving our entire data platform to the
cloud, and expect Ascent to be with us on this journey, every step of
the way,” he concludes.

Web: www.ascent.tech

data goVernance and integrity |

a TighT grip
As data becomes ever more valuable to
organisations and criminals, the need to increase
data governance increases too.
by dave glaZier PHOTO: suPPlied

onnected smart devices, artificial intelligence
and ubiquitous mobile services are
materialising, finally being propelled into reality
after years of talk. Data generated by all these new
sources pulses back and forth, ever more detailed
and voluminous. It shows where we are, what
we’re doing, what we like, and what we’re striving
for. It flows between individuals and companies,
into governments and law enforcement agencies,
to criminal underworlds and cyber terrorist
networks, and everywhere in between.
So, just how will we govern data in the future?
Can it be governed? Who will be responsible?
How will we create rules that carry across
national boundaries?

C

the need for data governance
At a company level, Dataversity.net author
Jelani Harper points to a number of benefits
for an organisation that develops mature data
governance policies. These include:
• improved levels of compliance
• reduced risks
• better inventory management
• higher data quality
• greater transparency.
However, Harper says these are all auxiliary benefits.
“The principle objective of data governance,” he
argues, “is to further the ends of business.”
Wits University lecturer and CEO of The
Thinking Cap, Prof Pete Janse van Vuuren, sees
two primary driving forces currently shaping the
data governance debate. The first, he argues, is
the push towards transforming ‘big data’ into ‘big
knowledge’ (sharper insights that provide in-themoment information to inform business decisions
or changes in strategy). The second, is the way
consumers are reinventing entire industries, as

“every single cOmPany Has a deeP
resPOnsibiliTy TO TreaT daTa wiTH
cauTiOn.”
Prof. Pete Janse van vuuren
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they flood the airwaves with data, across mobile
networks, social media networks, and the endless
digital services available to them.
As these two forces come together, Janse van
Vuuren says the laws and ethics around data
management become very complex. Ultimately, it’s
now possible for a number of different parties to
have detailed information about our personal lives.
“The opportunities for crime and for abuse are
huge, especially when we consider the threats of
terrorism and human trafficking, for example.” At
some stage, he adds, there will be an overriding
consensus from individuals, corporates and
governments alike, that we need stronger data
policies to govern the explosion of information
that we’re seeing.
euroPe’s gdPr coming in
In another Dataversity.net piece, author Paramita
Ghosh echoes this sentiment, writing: “The global
community is finally waking up to the urgent need
of the day – the formation of data committees and
stewardships to implement data governance and
data quality in their organisations.”
The European Union’s General Data Protection
Regulation (GDPR) shows the strength of the intent
from European lawmakers – and with South Africa
generally taking the lead from the European region,
Janse van Vuuren says local organisations should
take note. It will also impact any local organisations
handling the data of EU citizens.
Aside from consolidating the fractured landscape
of data privacy regulation across Europe, the GDPR
strives to protect and empower all EU citizens with
better data privacy, placing stricter rules on how
organisations deal with customer data. It comes
into force on 25 May 2018.
GDPR can be read alongside our own set of new
data privacy legislation, the Protection of Personal
Information Act – which holds organisations
accountable as they go about collecting,
processing, storing and sharing the personal
details of their customers and users – as well as
the updated frameworks in the King IV codes of
corporate governance.
Janse van Vuuren foresees a further tightening
of rules for the collectors of information, perhaps
ultimately culminating in a state where we have
a smaller number of well-accredited and wellmonitored entities, managing data collection on
behalf of more general companies.
Looking within the organisation, he says every
single company has a deep responsibility to treat
data with caution. By clearly separating the policers
of the data (the IT team) from the users of the data

Tomorrow’s
soluTions for
ThreaT and
VulnerabiliTy
managemenT
Do more with threat–centric
vulnerability management
— the Skybox® Security Suite.
• Context–aware
vulnerability analysis
and prioritization
• Real–time threat
intelligence of
vulnerabilities
exploited in the wild
• Comprehensive attack
surface visualization
across physical, virtual
and cloud networks

Prof Pete Janse
van Vuuren, Wits
University and The
Thinking Cap

(business, sales and marketing teams),
organisations can set out on the right foot.
ethics around data use
In the digital era, unstructured data from
social and other open internet channels
can be very useful for organisations to
better understand their customers, and
to target products and services more
effectively. But Janse van Vuuren says the
use of even this freely-accessible, external,
unstructured data must be parsed through
IT – where all of the governance rules
can be applied – and then dealt with in a
very structured manner by the sales and
marketing teams.
“On the one hand, we have the
authenticity and protection, governed by
the IT department. On the other hand,
we have questions from business about
how they want to use that data, what
do they want to get out of it? So all the
ethics around the data’s use; that needs
to be the responsibility of business.”
Having this sense of co-ownership –
but with very clear lines drawn between
who’s responsible for which aspects of
data governance – is key to capturing the
greatest value from the data, as well as
ensuring that no legal or ethical lines are
crossed.

VULNERABILITY
CONTROL

THREAT
MANAGER

HORIZON

With a sound data governance
programme in place, organisations can
set themselves up to use structured and
unstructured data to have the greatest
impact. As Harper points out, data is
ultimately there to serve the business’
ends.
This thought leads us into the
fascinating realm of infonomics – as
we move from considering data as
something that’s generated as almost
a ‘side-effect’ of doing business, to
becoming centrally positioned as a
formal asset, something that can be
measured and reflected on the balance
sheet.
Gartner emphasises this in its paper
that looks at ‘100 data and analytics
predictions through 2020’. “Enterprises
will need a new financial discipline such
as infonomics to manage and exploit
information as an asset, and improve
the yield or return on those corporate
investments,” notes the report.
Janse van Vuuren concludes that data
conversations are certainly evolving,
from purely cost-optimisation, towards
looking at how data can be harnessed to
create new services, build entirely new
products, and target and reach markets
with greater accuracy.

www.skyboxsecurity.com
Evolve and see what
you’re missing.
Enable more accurate vulnerability
prioritization by correlating information
about vulnerabilities in your environment
with real–time intelligence of those
being exploited in the wild. Give security
teams the power to target action where
it matters most and be proactive against
the threats of ransomware, malware,
exploits and targeted attacks.

oliver.nothen@skyboxsecurity.com
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Cloudy but safe
Security remains an issue for the CIO, but the right
approach should see off the naysayers.
by Rodney Weidemann PHOTO: supplied

nterprises today are eager to optimise and
grow their businesses, and cloud computing
can play a major role by reducing IT costs and
speeding up operations. However, even though
the cloud has been around for some time, security
concerns linger in the minds of many executives.
Perhaps the biggest concern is giving up
control of the organisation’s data to someone else,
because, ultimately, it’s still your data and you’re
responsible for it. Add to this the numerous acts
that prescribe serious consequences for those
who fail to protect, for example, customer data,
and it’s no surprise to find cloud security concerns
still abound.

E

Barrier or not?
Security certainly remains one of the main
discussion points when cloud adoption is
mentioned within an organisation. According to
Alec Davis, CIO at GrowthPoint Properties, a lot
depends on the vendor.
“If your company is looking for something like
a Software as a Service (SaaS) offering, then it will
be entirely reliant on the vendor and the services
it offers. In this instance, it’s their security that
must concern you. Therefore, it’s up to the CIO
to ensure the appropriate measures are in place
– they must apply their mind to the security issue
and ensure that the right boxes are ticked.
“On the other hand, if you’re building your
own infrastructure through an Infrastructure as a
Service offering, then your security is only as good
as that you yourself build, so the effectiveness of
cloud security is all on you,” he states.
Keith Stewart, technology director at Thomson
Reuters Sub-Sahara, says security is important in a
much broader manner than just cloud.

“Do your due diligence around the
provider you choose, to ensure they
can deliver this level of security.”
Keith Stewart, Thomson Reuters Sub-Sahara
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“It starts with you, so you need to ensure
that good governance and principles are in
place related to organisational security. Then,
when it comes to the cloud, you need a clear
understanding of what your concerns are. In
other words, understand what you’re putting in
the cloud and how potential security breaches
might affect this, and by extension, the business
as a whole.
“The good news is that often, you will find that
a reputable vendor has better security than your
own. After all, the cloud is their business, so it’s
vital for them to offer superb security. The key
is to do your due diligence around the provider
you choose, to ensure they can deliver this level
of security. In the end, though, good security
principles begin within the enterprise. If your
business has strong security principles and a good
understanding of the subject, you’ll be able to
take this knowledge to the cloud provider and ask
them the right questions,” he says.
It can still be challenging
According to Ian Jansen van Rensburg, senior
manager, VMware Sub-Saharan Africa, even with
good security, there are still challenging issues to
overcome.
“Public cloud is there for customers to access
from any device on the internet. An unsecured
device connected to the internet can thus pose
a security threat without the user even knowing.
This is one of the biggest security challenges – a
lack of awareness and knowledge about security
on the consumer side.
“CIOs need to ensure they partner with the
correct security vendors, and, more crucially,
think about not only securing the perimeter,
but their entire organisation, from the perimeter
through the device and into the datacentre,” he
suggests.
Davis adds the cloud in the past had a
reputation for unexpected outages, something
that all vendors have suffered from at some point.
“And, of course, security breaches have also
happened, and will continue to do so, but the
statistics are now in favour of the vendors.
There’s also strong encryption available today
in the virtualisation space, which is vital when it
comes to disaster recovery, where encryption is
necessary from start to finish.”
Stewart highlights another challenge –
accessibility of the data. If critical data is kept in
the cloud, it needs to be available at all times.
“Vendors need to have measures in place to
ensure availability, and to handle potential data

The c-level conundrum
Other than the CIO, some C-suite executives are often less
technically-minded, and are thus more easily frightened by
what they have read around cloud security breaches.
Often, says Alec Davis, CIO at Growthpoint Properties,
they feel there’s huge risk in relation to moving company
data into the cloud, and they tend to be more risk-averse.
“Thus it’s up to the CIO to educate the other board level
executives about both the benefits and the strategies to
mitigate the risks. A major part of the discussion around
moving to the cloud is making these senior people comfortable
with it and convincing them that such a move is safe.”

breaches. Then, of course, there’s also the issue
of data sovereignty. Only once you know how a
provider will handle these issues and mitigate the
risks should you make a decision about which
vendor you will use. Remember that challenges
will always exist, so the answer lies in addressing
these correctly.”
But there are answers
“One key way to mitigate security challenges is to
ensure effective education for employees. While
your C-suite may have a strong understanding
of what cloud entails, this may not be the case
for ordinary employees. So security from this
perspective means educating them and also
ensuring that their use of mobile devices is
governed by well-crafted policies, and that you
have a mobile device management solution in
place,” continues Stewart.
Davis says although cyber crime is inevitably a
concern, much of the challenge arises internally,
from staff not adopting proper security measures.
“It’s important for CIOs to ensure proper
employee education in terms of the potential
risks and what each individual can do to turn
themselves into a human firewall to mitigate
against threats and attacks. This requires constant
education and message reinforcement. In
addition, you should be using software that allows
your administrator to monitor what employees
are clicking on and how well they’re sticking to
your security policies.
“So, in effect, you can close the security loop by,
from your side, having the correct tools in place,
and from the vendor’s side, by ensuring you have
a watertight service level agreement with them,”
he concludes.

Alec Davis,
Growthpoint
Properties
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bacK From The
brinK
When properly implemented, cloud backups are a
suitable measure against ransomware.
by Joanne carew PHOTO: suPPlied

ackups are critical. Just ask any of the
enterprises that were crippled when the
WannaCry ransomware encrypted their critical
business information. Cyber crime simply can’t be
ignored. In fact, ransomware attacks have risen
250% in 2017, according to a report from
Kaspersky Lab. The same study highlighted that
while many think that these attacks only target
PCs, they’re increasingly aiming their efforts at
mobile devices too.
For business, this new threat landscape makes
backups evermore important. “We currently live
in an age where the world is run by technologies
that were partly designed decades ago, when

B

“imPrOving daTa backuP and
recOvery is a PriOriTy fOr
OrganisaTiOns Of all siZes. wiTHOuT
iT, THey migHT be able TO cOllecT daTa
– buT THey wOn’T able TO creaTe value
frOm iT.”
morne Bekker, NetApp SA

networks and security requirements were much
less complex,” notes Morne Bekker, country
manager at NetApp SA. What this means is that
many organisations lack backup and recovery
procedures advanced enough to handle everevolving threats.
head in the clouds
By its very nature, security is something most
organisations will want to keep in-house, feeling
understandably uncomfortable about turning
over confidential data to a cloud provider, outlines
Bekker. But managing data security in-house
puts undue strain on the technical resources
and the CIO, who simply can’t afford to ignore
cloud as a solution to their backup-and-recovery
woes. “Public or private clouds offer near-infinite
scalability, deliver dramatic cost reductions and
promise the unparalleled efficiency they need to
compete in today’s marketplace,” states Bekker.
Stergios Saltas, MD, Striata South Africa, shares
this sentiment. Cloud backup services allow for
simplified, automated, offsite backups that are
accessible from anywhere at an affordable rate,
he says.
Backups in the cloud provide businesses with
a number of benefits – from improved mobility
and continuous resiliency to cost savings, says
Kevin Hardy, MD for Africa, BT Global Services.
Storing files remotely also adds an extra layer of
security, he continues. “Considering the amount
of data businesses deal with and need to store
today, the cloud provides organisations with the
opportunity to back up their data safely. While this
approach alone will not combat cyber crime and
the potential risk of being infected, it will assist
businesses in ensuring their business-critical data
is always safeguarded.”

clOud backuPs – key quesTiOns
BT Africa’s Kevin Hardy says any business considering cloud backups needs to ask some fundamental questions. These
include:
• Who’s really responsible for the data? While you may be handing your data to a cloud service provider (CSP), as the data
owner, it’s your responsibility to ensure the data is secure.
• Where is the data? Different countries have different requirements and controls around the location of data. This must be
discussed with your CSP.
• Who has access to the data? Insider attacks happen. Businesses need to know who’s managing their data and what controls
are applied to individuals with access to this information.
• What’s the maturity of the chosen CSP? More mature CSPs will have a well-established track record and should already
have secure processes in place. And if the CSP goes out of business, you need to know what happens to your stored data.
• What happens if there’s a security breach? No provider is hack-proof, making it critical to have plans in place to minimise
disruptions should a disaster occur.
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Data in different forms
Striata South Africa’s Stergios Saltas believes only after
an organisation has separated all its data into different
categories can it decide how to best leverage cloud backups.
He says the different data classifications include:
• Mission-critical data: This is used in key business
processes. Losing access to mission-critical data means a
rapid loss of revenue and potential loss of customers.
• Vital data: This data doesn’t require instantaneous
recovery for the business to remain in operation –
company secrets are considered vital data.
• Sensitive data: Includes any private customer
information of proprietary business information that
should be protected against unwarranted disclosure.
• Non-critical data: Should this information be lost,
corrupted or damaged, it can be reconstructed with
minimal effort.

Any effective cloud service provider will
offer automated backups, to guarantee that
this information is safe and current. Automatic
backups work across various devices, copying files
from selected folders into the cloud. Any changes
are automatically replicated, which means that
the business doesn’t have to do anything to stay
backed up, Hardy points out.
“Improving data back up and recovery is a
priority for organisations of all sizes. Without it,
they might be able to collect data – but they
won’t be able to create value from it,” says Bekker.
Only by understanding the vulnerabilities of
their business, and of the cloud, can companies
effectively leverage cloud as part of their data
backup and security strategy.

Kevin Hardy,
BT Global Services
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STAYING AHEAD
OF CYBER
CRIMINALS
s

tatistics show that there has been a rapid rise in cyber
attacks over the past year, with the nature of the
attacks getting worse. More than 4 000 ransomware
attacks have occurred every day since the beginning of
2016, with WannaCry starting 2017’s ransomware season
off with a bang.
“Keeping all your information and systems safe has never
been trickier. Security is a catch-up game at best, with the
criminals always having the upper hand. From hackers
and hacktivists, to sophisticated cyber criminal gangs and
nation-state funded advanced attacks, these threats can
be catastrophic. Add to this growing business complexity
and increasing staff count in multiple locations, and even
third-party vendors and suppliers – all of whom have
access to sensitive information, and you can understand
the CIO’s frustration,” says Mariana Kruger, Kruger, GM: ICT
Converged Solutions at MTN Business.
A comprehensive security policy that addresses all threats
and risks, while allowing the business to still run smoothly,
is the starting point of effective security, she adds. “An exact
analysis of the IT infrastructure and threats to the sensitive
data of a company is the basis for planning adequate
protective measures. Virus protection and firewalls are
standard components which most companies use.
Sensitive information, such as the credit card information
of customers, electronic personnel files, contracts as well as
research and development results, might require additional
protective measures.”
Those measures include having restricted access to data
and using encryption technology. Companies should also
introduce clearly stipulated and binding IT guidelines, in
which they define how employees are allowed to use the
internet and private devices at and for work purposes.
“The catastrophic consequences of successful attacks are
forcing organisations to approach security from a riskbased, proactive perspective. In the past, most companies
approached security from a vulnerability assessment point of
view, and developed a budget accordingly. However, these
assessments are technical and focused around technology,
making them fairly useless at identifying vulnerabilities
around people and processes,” Kruger explains.
“Add to this the effect that an increasing number of smart,
connected devices are being added to the network, and
it becomes clear that businesses are just not keeping up
with the pace of cyber crime. Organisations are being

Mariana Kruger,
MTN Business

bombarded by a multitude of threats, each of which they
need to defend themselves against, while cyber crooks only
need to succeed once to gain access to a company’s most
sensitive and valuable information.”
In light of this, Kruger points out that businesses could
find it more beneficial if they decided to switch to external
service providers, such as managed security services
and Security as a Service, in which businesses can rent
security solutions and delegate complex security problems
or questions to experts. The benefits of using external
service providers include lower costs, flexibility and a high
availability of specialists.
“Security needs to be an ongoing initiative, not just a
yearly assessment. Success is dependent on having a
mature information security plan in place, and a way to
make accurate, risk-based decisions. With security delivered
as a service by specialists, there’s no need to continually
throw money at the problem and hope for the best. This
approach provides peace of mind as well as a good way
to bridge the disconnect between business and the IT
department, who often see the very real risks posed by
today’s advanced cyber threats differently,” she concludes.

mtnbusiness.com/za
011 912 3000
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inFosec as a serVice
Alongside Kaa, the snake from the Jungle Book, InfoSec also says: “Trust in me.” But
should you? And will you?
by tamsin oxford PHOTO: karolina komendera

verything is a service, from the firewall that
protects the company, to the cyber criminals
that continuously strive to crush it. Malware is
now available as a service, hacking can be bought
as a service, modern-day crime is on offer ‘as a
service’. Many organisations are turning to
managed services to gain access to security tools,
systems and skills that simply aren’t available
internally, or are too prohibitive to develop and
maintain. The landscape has become competitive
and complex, challenging both the enterprise in
its race to keep systems secure, and the small to
medium enterprise in its struggle to introduce a
semblance of security while remaining in budget
and business. However, the concept of InfoSec as
a Service (ISaaS) is hardly new.
“Almost every organisation already subscribes
to some form of Infosec as a Service,” says Jon
Tullett, research manager, IT Services, IDC SubSaharan Africa. “It’s very much an established
model. We use anti-virus, we get updates on
systems, we get security updates, we receive
central certificates of authorities and verification
lists. The reason for this is that we understand
doing it by ourselves is impossible.”

E

where there’s a need
It isn’t a huge leap from the simple security
outsourcing to the ongoing support model of
ISaaS. A survey undertaken by CIO, CISO and
Computerworld in the United States found that
56% of respondents were already using outside
help for their information security strategies while

“we invesT sO mucH in in-HOuse
securiTy and yeT OrganisaTiOns are
HOPelessly insecure.”
Jon tullett, IDC

40% had already turned to service providers for
long-term support.
“This trend is being driven by a lack of skills
and finances,” says Vernon Fryer, cyber security
specialist, NEC Africa, and head of the African
cyber business and Cyber Defence Operation
Centre. “It’s far better for a business to outsource
security to a professional company that provides
that service. It’s a strong model that has
historically been hampered by the fear factor, but
today, it’s gaining traction.”
The organisations that provide third party
support for the beleaguered business often have
access to the best skills and expertise. Talent
oozes from every secure pore, offering the
tired CIO, already juggling issues around cost,
disruption and agility, a much-needed break.
That said, should the CIO of a lean IT operation
simply hand over their security considerations to
a specialist?
“No. You should absolutely not be handing
InfoSec over to a third party or organisation with
such a high level of confidence,” says Tullett. “You
should approach this in a far more measured way.
The reality is that we invest so much in in-house
security and yet organisations are hopelessly
insecure. The threats we’re up against, the rapidity
of change, the only way to keep on top of this is to
engage with a third party service, but you have to
do so with a far more mature view of your InfoSec
capabilities and that will mean less confidence.”
It means that if you recognise the true impact
of cyber crime and the true vulnerability of the
business, you can’t hand over InfoSec to anyone
with absolute certainty. Hand over, sure, but don’t
just skip blithely in without a nod to reality.
“It’s vital that you do due diligence on the
organisation and ensure reference sites are well
documented,” says Fryer. “Engage with other
organisations that have used the business. There
has been an unfortunate trend over the past 18
months where the skill sets of the organisations
providing these services are not always up to par,
so request the certification of the skills you are
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DATA GROWS

INDUSTRIES
WE FIGHT TO ENSURE THAT COSTS DON’T DESTROY THEM
Data is today’s business driving force, but data costs can also
prevent effective and efficient work. That’s why Cell C recommends
the Sponsored Data product as a cost-effective solution for
businesses. It allows you to use specified zero-rated URLs to access
your organisation’s website, and Cell C will reverse bill you for the
usage of a specific URL quickly and accurately. Say goodbye to
expensive connections and dedicated bandwidth and transmission
links, and say hello to Cell C’s quick and easy solution.

Call one of our advisors today on
084 194 4000 or go to cellc.co.za/business
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employing. Do a quarterly or bi-annual review of
the organisation. Not a complete due diligence,
but an independent audit. Also make sure the
service is maintained locally and not offsite in a
foreign country as this can become an issue.”

Vernon Fryer,
NEC Africa

“yOu’re dealing wiTH
OrganisaTiOns THaT are gOing TO
Have a very inTimaTe knOwledge Of
yOur OrganisaTiOn, POTenTially very
dangerOus infOrmaTiOn, sO THese
agreemenTs need TO be irOn-clad.”
Jon tullett, IDC

location, location, location
Fryer raises a valid point – be aware of where
the data and services are stored because the
governance and compliance issues that surround
local and international data are about to become
even more complicated. Any South African entity
doing business with a European country has
to consider the EU’s General Data Protection
Regulation directive and those doing business
locally have to consider the Protection of Personal
Information Act. The SLAs and NDAs signed
between business and service provider must
adhere to the letter of the compliance law, and
there must be clauses around how information is
disposed of at the end of the relationship.
“There are documented regulations the
business should follow and boxes they need
to tick when it comes to governance and
compliance in this space,” says Tullett. “When
disengaging with an outsourced service provider,
ensure there’s documented understanding as
to how this will happen. You’re dealing with
organisations that are going to have a very
intimate knowledge of your organisation,
potentially very dangerous information, so these
agreements need to be iron-clad.”
Ultimately, adopting ISaaS requires trust, but
also an understanding around the level of trust.
Look for the long-established track record with
exceptional results and for a service provider that
has experience within the right vertical market.
“You want someone who is going to be a
good fit culturally with the minimum of friction,
and there will be friction because security is an
adversarial space – a third party provider is going
to flag up the areas of concern because it’s their
job to point out deficiencies,” says Tullett. “You
can reduce confrontations if the business is a
strategic fit and use them to highlight ways to
improve security and the business.”
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planning againsT cyber crime
For the CEO to see how important the CIO’s job is, just turn the IT systems off. Then let
them you how important IT is to the business.
by stePhen Brookstein, cenTral kiTcHen TecHnOlOgy
manager, nandO’s

hy wait until after a cyber attack to have ‘that’
discussion on security and its budgetary costs
to the company? There needs to be an honest
conversation within the business between the
C-suite and CIO regarding security, because,
nowadays, this is one aspect you don’t want to
skirt around.
For Nando’s, securing our brand identity and
information is vital. Our IT security approach
is multi-layered, and it’s an area we take very
seriously. It’s not something you give to the new
‘techie’ to manage or treat as a part-time task. It
requires focus and constant review.
IT is the most important infrastructure
component of the modern business. If the trucks
can’t get orders delivered due to the IT system
being down, then you can’t make any money. If
customers can’t buy at the tills, again you can’t
make any money.
By following best practices, Nando’s ensures it
puts as many layers of security in place that make
best business sense and are financially viable. This
is an important point of departure around what
a business can afford in terms of security and the
level of risk that’s mitigated by securing the IT
environment.
Basically, the business and IT need to gain an
understanding that, nowadays, everything in the
digital environment needs to start with security,
because if you’re not secure, you open yourself up
to attack. Being breached or even having a virus
breakout can be measured in lost productivity
and a loss in confidence of the business and its
IT capabilities. The key is having the right kind of
strategy in place in terms of being flexible in your
security approach, and ensuring that it has been
tested and is working.

W

iT is THe mOsT imPOrTanT
infrasTrucTure cOmPOnenT Of THe
business.
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Educating staff is also vital, especially in a
business that converses with staff at all of its
stores via digital platforms. This is amplified by the
increased sophistication by which phishing emails
function, to lure staff into opening dangerous
attachments or clicking on malicious links. A
company’s best defence is in educating its staff
and keeping them informed and up to date on
security threats.
Nando’s runs penetration tests regularly – this
is part of the company’s strategy of looking for
vulnerabilities in its network. I believe this is
the only way you can really know what your
vulnerabilities are. It’s crucial to regularly test your
systems and ensure they’re up to par defending
the business against cyber threats.
Many companies don’t know how vulnerable
they are and most think that because it’s ITrelated, they can just give it to the IT department
to solve. However, IT security is every user’s
responsibility. Unfortunately, IT is usually on the
back foot due to budget constraints. You’re only
as secure as the money and time you spend
on your IT security strategy. The security of a
company is of paramount importance, especially
with the advent of the ‘bring your own devices’
policy and customer-facing WiFi. Simply put, the
attack vectors are on the increase.
With our global cloud strategy and installation
of advanced point of sales software, conducting
penetration tests has become crucial to ensuring
the level of security we adopt is adequate. Should
the company experience a cyber security breach,
the repercussions can be dire. Apart from brand
reputation, being attacked will also have a severe
financial impact on the company. As custodians
of information, businesses need to understand
that everything is digital and no matter how good
your systems are, if your cyber security is not
up to speed, you leave yourself open to a cyber
attack. With the onslaught of cyber crime and
the ever-changing landscape, the biggest threat
is that we actually don’t know what’s next. My
advice is to follow best practices and ensure you
put as many layers of IT security in place that the
business can afford.

