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I

n an ideal world where technology
was truly understood and accepted
across organisations, the role of the CIO
would be much coveted and much easier.
However, the reality is that we’re not
working and living in that idyllic state of
ITopia just yet.
According to Klaus Schwab, founder
and chair of the World Economic Forum,
we’ve moved from the first industrial
revolution, which used water and steam
power to mechanise production, to the
fourth industrial, or digital, revolution
we currently find ourselves in. While
technology has played a significant factor
in each iterative industrial revolution,
information technology is still not fully
accepted as a key part of the business
at every organisation, despite the vital
enabling role it plays.
As we enter the era of digital
transformation, this seems the natural
time for IT to step out from the shadows
and align to the business, becoming
more than a service provider and driving
innovation. For that to happen, the CIO
must not just understand the intricacies of
how their business operates, but also be
able to map the latest technology trends
to them and ensure it meets the overall
strategic ambitions too.
Disruptive digital businesses are
built with technology integrated into
their fabric. The challenge is for more
established businesses to drag themselves
to a similar state. The job is made easier
if the CEO takes the time to understand

IT’s value and the CFO has the inclination to
realise how it can be used to generate profits
or drive new products or business models. By
understanding and enabling the role that the
CIO and IT perform, both the CEO and CFO will
no longer view IT as a grudge purchase or cost
centre, but rather as an investment into the
future of the company.
In this edition of Transformer, we look at
why IT continues to struggle with aligning
itself to the business. We investigate how
improved relationships between the CIO and
CFO is beneficial and how the CIO moves from
being perceived as a functional workhorse to
becoming known as a strategic transformer.
From a technology perspective, we look at the
reasons why some CIOs are embracing shadow
IT – how are CIOs aligning this with the needs
of the business? We also look at who is driving
cloud adoption within the business? And how
to structure the IT team to meet the business
needs in a world where services are outsourced
to the cloud?
In this edition, we also tackle the various
issues that percolate around working with the
business or fighting it in the move to ITopia, I
hope you find this edition thought-provoking
and useful.

Ulrike Weitz
Editor

To access the additional content
in our digital versions (iPad,
Android and/or PDF), scan the QR
code or visit books.itweb.co.za
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Scene setter |

The elusive problem of
transformation
The benefits of organisations powered by modern technology are undeniable.
But making the change remains very difficult. Why?
by James Francis | PHOTO: SUPPLIED

A

re there any words currently more loathed in
business hallways and seminars than ‘digital
transformation’?
It’s a vague statement at the best of times,
indicating shifts in environments brought about
by new technologies. At its most overused and
overstretched, digital transformation is a catchall for every pain point felt by companies in their
technology ecosystem. For an industry known
to throw around jargon like coins at a Roman
parade, ‘digital transformation’ has become so
abused, it has even spawned break-off phrases
such as digitalisation and ‘business-driven IT’.
These try to box a very complicated and messy
journey as a mere evolutionary adjustment.
There’s no argument that technological systems
have become vital for businesses to continue,
much as electricity and door locks also became
steadfast enablers of better business. You simply
can’t do without these.
The end of tech vs. business
Yet, unlike paying the utility bill or locking up
after closing time, digital has turned into a bit
of a monster. It’s expensive, all-encompassing
and borders on the inexplicable. In the past this
uncomfortable reality could be put aside, since
technology served more operational roles that
kept things in line. But it was inevitable that digital
norms would start influencing line-of-business
areas, especially as those responsible for revenue
and growth use digital tools to enhance their
own abilities. At the same time, the operational
functions IT served have been hugely enhanced,
demanding prompt adoption for business success.
In the last decade, technology has made the
final push into the business vanguard. Back in
1985, the Harvard Business Review published an
astounding article titled How Information Gives
You Competitive Advantage. The authors correctly

4
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postulated how information technologies are
reshaping the ways businesses operate. But
even their forward-thinking couldn’t predict the
staggering impact that would evolve, particularly
as new system frameworks such as cloud expand
and commoditise access to truly aggressive
growth technologies.
It has reached the point, says Cuan Kloppers,
Group CIO of Vumbiwa LoC, that the very
separation of information technology and
business should be questioned.
“The mere fact that we still talk about ‘business’
and ‘IT’ as two separate entities is in itself a
barrier to alignment and contributes to causing
a distance. We don’t talk about ‘finance’ and
‘business’ or ‘HR’ and ‘business’. We need to
acknowledge IT is a part of the business,” he says.
It’s fitting to note that HR was actually once
seen as separate from the business. HR practices
arrived in the early 20th century, born from
businesses begrudgingly looking at employee
welfare. By the 1930s this had evolved to a more
proactive attitude of keeping talent aboard
(though still in very basic and often antagonistic
terms). Today, HR isn’t only parcel to business, but
a key pillar. How can IT be brought to the same
level?

“The mere fact that
we still talk about
‘business’ and ‘IT’ as
two separate entities
is in itself a barrier
to alignment and
contributes to causing
a distance.”
Cuan Kloppers, Vumbiwa LoC

Bad for business
There are two conflicts in the relationship, says
Kloppers, as business players still view IT as a
cost centre and operational function, with the
CIO as a ‘cost guardian’.
“This generalisation of the primary role of a
CIO has an enormous negative impact on the
perception within the business, that IT is antichange. After a while, we find that businesses
stagnate in their IT investments and become
complacent to run IT effectively and efficiently.
The attitude of ‘why fix what ain’t broke?’
becomes prevalent,” he says.
This view once made sense, particularly as
IT systems didn’t evolve fast enough and were
major cost burdens. That no longer adds up.
Instead, criticism is often aimed towards the
culture of a business as the source of prevailing
prejudices against technology. One common
mistake, says Kloppers, is that CIOs still report to
the CFO, rendering IT as a cost-driven service,
not an innovation engine.
The most effective remedy is the escalation
of IT into the stratosphere of the business.
Any leader who carries the transformational
responsibilities of a company has to operate
on the Exco. Such a rule applies across the
board: if a company wants to improve its
customer service or marketing, it doesn’t help
if executives in charge of those drives have
limited access to the 50 000 foot view of the
business. It not only speaks to putting the right
people at the right elevation, but to scrutinise
the influence and autonomy they have over
other parts of the business.
For example, driving marketing may require
that department to hold serious sway over
the logistics of how products are distributed.
It’s crucial to appreciate the overlaps between
business areas. Keeping IT at arm’s length,
instead of letting it drive some of the agenda,
is still an incredibly common mistake many
companies make.
Stuck on tech
Prevailing attitudes scupper transformation on
both sides of the line. CIOs and IT departments
are often complacent in being reactive, suited
to their past roles as operational cost guardians.
As such there’s a habit of focusing on the input
side of the business – the means by which
information will be derived and disseminated –
instead of weighing the outcomes.
“It’s easy for any one of us to fall into the
trap of managing the IT tools alone, because

Cuan Kloppers,
Vumbiwa LoC

it can become extremely complex. CIOs need to
keep their eyes on the ball – the product. IT is the
input, but intelligent information is the output,”
says Kloppers.
To break away from old habits, Kloppers
references Ernst & Young’s article The DNA of the
CIO. This splits the elevation of technology roles
into three levels: on the first level the functional
CIO ensures IT runs at its best. The second level
sees the CIO as an enabler, such as an information
broker and business partner. At the final tier is
the transformational CIO, where innovation and
transformation come into play.
In short, the journey towards bringing business
and IT into the same stable gains momentum
through the CIO’s own evolution: “Technologists
need to be able to collaborate, liaise and network
across all levels of the organisation. There’s an
old IT saying: ‘Technology enables business, but
people make it happen!’” he concludes.
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How THE CIO should drive
the digitalisation agenda
Digitalisation is fundamentally changing organisations and the CIO knows
this. But how can they convince other executives that they should be the
ones to drive ITS ALIGNMENT TO THE BUSINESS?
by Rodney Weidemann | PHOTO: SUPPLIED

T

he role of the CIO today is very different to
what it was a mere decade ago. The rise of
digitalisation and the role IT now plays in
reducing costs, increasing efficiencies, improving
flexibility and enabling innovation means that
today’s CIO needs to be at the forefront of
agenda-setting within the organisation.
There’s no doubt the modern CIO is expected
to do more than simply ‘keep the lights on’ –
instead, they’re expected to play a crucial role in
helping to drive greater alignment between IT and
the business.
They should do this by sharing with the board
possible digitalisation opportunities that can be
implemented by IT, as well as how these can
positively impact the business of the company.
After all, using technology to maximise business
productivity creates a platform whereby an
organisation can realise true business success.
The silver bullet
The question then, is whether digitalisation is
a silver bullet to overcome the disconnect that

“As for the CIO, they need to have the
digitalisation conversation from the
point of view of making the business
aware that digitalisation is not only
key to innovation, but more than
likely to the actual survival of the
enterprise.”
Gil Sperling, Popimedia

6
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generally occurs between IT and the rest of the
business? “The fact is, businesses today should
be digital businesses,” says Gil Sperling, founder
and CTO at Popimedia, pointing out that it’s
fundamental to success in today’s world.
“There are many benefits to digitalisation that
the CIO can point to, including reduced costs and
increased efficiencies, but the key differentiator
is innovation, as digitalisation helps businesses
evolve more rapidly and develop better, new
products,” he says.
According to Thomas Di Giacomo, CTO at
SUSE Information Technology and Services,
digitalisation might not be the ultimate silver
bullet for driving increased alignment between IT
and the business, but it definitely offers a fantastic
opportunity for the two sides to get much closer,
in a way that wasn’t possible a few years ago.
“Digital transformation is, of course, a journey
with no final destination, but it should certainly
serve as a foundation on which to build long-term
IT and business processes, relationships and plans
on an ongoing basis,” he says.
Moreover, while digitalisation might be more
of a progressive transformation than a ‘big bang’
approach, there’s little doubt that enterprises need
to put in place steps to change and adapt, if they
haven’t already.
“Something else that’s important to note is
digitalisation is not something only associated
with companies doing business in the IT space;
it’s affecting all industries - from retail and
finance to hospitality, manufacturing and more
– as digitalisation is virtually a pre-requisite to
addressing any given market in the future.”

effect, the other executives need to understand
the importance of the CIO driving this agenda,
and in backing him or her to do this.
This means the CIO must translate tech-speak
into the kind of numbers and figures the other
executives can understand and relate to. If the
CEO can see how it will assist the business
positively in monetary terms, there’s a good
chance the company will accept the move to
digitalisation.
“As for the CIO, they need to have the
digitalisation conversation from the point of view
of making the business aware that digitalisation is
not only key to innovation, but more than likely to
the actual survival of the enterprise,” Sperling says.
“Therefore, if the business is to adopt a digital
outlook, the change required to achieve this must
come from the top down. The CEO definitely
needs to buy into it and needs to have a visionary
outlook to be able to realise the CIO is the person
best placed to design the future of the business.”

Anthony Ivins,
Tsogo Sun
Thomas Di Giacomo, SUSE
Information Technology and
Services

Leading the charge
Of course, when it comes to driving the
digitalisation agenda, and the closer alignment
of business and IT, Di Giacomo indicates it might
be a stretch to expect the CIO to set the business
agenda for the whole organisation.
“Nonetheless, CIOs should definitely set the
digital transformation agenda in coordination
with other executive leaders’ business agendas,
in a collective and collaborative manner. CIOs
need to be an active part of the business
agenda discussion by proposing how different
digitalisation scenarios can help the business, in
providing new revenues streams, reducing time to
market or innovating new products,” he states.
Sperling adds for digitalisation to be truly
effective, the gap between the CIO and the rest
of the C-level executives needs to be bridged. In

Big time buy-in
So what does the CIO do after obtaining buy-in
from the rest of the executives?
“Firstly, it’s important to remember that
businesses are ultimately about people and
they also need to be taken into account when
significantly changing the organisation’s
processes. The key to keeping people happy
during the digitalisation process is to encourage
them to be open-minded and to provide plenty of
training,” says Di Giacomo.
Don’t forget, continues Sperling, digitalisation
can be threatening and intimidating to employees
– many of whom may be concerned that they
will be made redundant by such a move – which
is why education and awareness is so critical.
“The other thing CIOs need to be aware of is,
with the speed at which technology is developing
and the pace required to keep up with these
changes, they must establish a clear set of
principles and a vision for the organisation. This
will prevent them being tempted to go after every
shiny new technology and instead only focus on
what can be of benefit to their organisation.”
“It’s important to know what you want to do
and where you want to go and only focus on
implementing the technologies necessary to drive
the business forward. Once you’ve committed
to a path, and maybe a partner, you simply must
stay the course. If you’re constantly chopping and
changing, it will inevitably overwhelm you, the
business and the employees, ultimately leading to
failure,” he concludes.
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Go beyond improving existing
processes

Sheldon Halgreen,
technology director,
Noscotek

The Protection of Personal Information (PoPI)
Act is focusing CIO’s attention on data, creating
a great opportunity to embark on the digitaltransformation journey – and strengthen the
bottom line.

“D

igital transformation of the data environment and
ultimately business workflows has the potential to
save money, drive efficiency and even open up new business
opportunities,” says Sheldon Halgreen, technology director at
Noscotek, resellers of Laserfiche. “PoPI compliance will happen
naturally as part of this process. Accordingly, we believe CIOs
should see PoPI as the catalyst for something much bigger, and
that delivers real business value.”
Laserfiche has leveraged its global experience to create a
Digital Transformation Model that provides a framework to guide
companies along the journey from the initial digitisation of
documents to the streamlining and transformation of processes.
For example, PoPI requires companies to manage access
to personal data they hold, something that’s easier to do
once documents are digitised in Phase 1. Similarly, document
digitisation means that critical documents can be stored

securely, and will be protected by the company’s existing
disaster recovery processes.
Phase 2 sees that all information is stored centrally,
reducing data-entry errors, eliminating duplication of work,
allowing proper document classification and easy retrieval. An
organisation at this stage will easily be able to comply with
PoPI’s requirements to use data in line with its owner’s consent,
and only to share information as required for the agreed
purpose. There is one version of the truth.
By Phase 3, Automation, Laserfiche can really start to
help companies automate the processes that use the digital
documents. For example, Halgreen says Noscotek has recently
helped a client to automate and digitise its entire staff
requisition process successfully.
“By taking paper out of the process, we’ve been able to help
them get an incredibly complex process, from the initial request
to onboarding the successful candidate, being driven by the
system,” says Halgreen. “In other words, when an employee
has to do something, he or she will get an alert. Now the
business really starts to see huge value – but it’s all built on the
foundation of digitisation.”
Examples like this reinforce Halgreen’s point that digitising
data makes it easier to manage absolutely, not just in terms
of PoPI. When data digitisation is undertaken as part of an
overarching strategy to create a digital workplace, it opens up
new avenues for the company.
A case in point, Noscotek helped one large car hire company
digitise its paper-based records, thus freeing up two floors of
storage and many members of staff. Once the client had come
to grips with operating digitally, it realised that this excess
capacity could be used more effectively funding new business
development out of the company’s existing resources and
budget.
In the digital world, it’s no exaggeration to say that a
company’s ability to use its data to best advantage separates
good companies from great ones and, ultimately, determines
sustained profitability.

Partners on the digital-transformation journey
Changing the way an organisation deals with data can appear
to present a challenge – that’s why choosing an experienced
partner, such as Laserfiche, makes good sense, Halgreen says. Its
value proposition has many components, from the intellectual
property contained in the Digital Transformation Model and
its enabling software solutions through to the consulting and
customisation provided by Laserfiche resellers.
Laserfiche’s Security Records Management is one of the
solutions the company can offer to help implement each phase
of the Digital Transformation Model. It enables the repository to
be configured in line with business strategy, ensuring regulatory
requirements don’t impact the business.

For example, specific documents can be redacted to
ensure that sensitive information isn’t seen by people who
don’t need to see it, while allowing them to access the rest of
the information in the document.
In addition, a full audit trail means that everybody who
accessed a document is recorded, along with what they did
with it. This is a very useful security tool and, of course, can
be used to validate the steps taken to protect the sensitive
information in the event of a data breach.
“Digitising documents is going to happen, sooner or later.
Our approach is to partner with the CIO to make this as
painless a process as possible – and deliver a growing number
of hard business benefits,” Halgreen says. “CIOs already know
that digitisation is the best answer to PoPI compliance in the
longer term, and by offering the solution as a hosted option
per user per month, we’re aiming to make it easy to take the
right decision, and get so much more as well.”

Hennie Nieuwoudt, New Business
Development Manager and
Bianca Bornman, New Business
Developer, Noscotek.

For an initial, obligation-free assessment workshop ,please contact Hennie Nieuwoudt and Bianca Bornman,
011100 4678 or hennie@noscotek.co.za and bianca@noscotek.co.za.

Relationship building |

CIO and CFO: New best
friends?
A traditionally adversarial relationship is maturing into something much
more positive as the digitalisation of business takes hold.
by James van den Heever | PHOTO: Karolina Komendera

C

IOs and CFOs used to be on opposite sides of
the fence, recalls Len de Villiers, Telkom’s CIO.
Looking back on a long career, De Villiers says
CFOs typically saw IT as a cost centre and, frankly,
something of a grudge purchase.
“They now understand the role of IT better,”
he says. “However, given that IT is now often the
largest budget item after HR, the CFO’s scrutiny is
always going to be intense.”
Contributing to the evolution of the CIO
and CFO relationship dynamic, is the fact that
digitalisation is increasing the way business is
developing. Each member of the C-suite will
need to understand the impact of digitalisation
on the way their functions operate – and the
business as a whole. “If you’re not automated and
computerised, you’ll find yourself with a cost or
income ratio problem,” De Villiers observes. “Back
offices are disappearing, and companies know
they have to invest in technology to stay in the
game.”
As a result, across the C-suite in general, the
potential business benefits of technology are
already better understood.
But the CIO’s relationship with the CFO remains
a critical one and needs special attention – even
if the CIO no longer reports to the CFO. For one,
the CFO is a permanent member of the board,
whereas the CIO seldom is. De Villiers believes it’s
critical that the CIO develops an understanding
of how finance works. For example, the rules

“No matter who the CIO is talking to,
he or she must talk business not three
letter acronyms.”
Clive Donninger, Motus Corporation
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governing funding of large capital projects are
changing, and the CIO needs to understand the
pressures the CFO has to face.
In particular, the emergence of the ‘something
as a service’ model is helping to give both parties
more room to manoeuvre. “Most companies are
struggling with funding and reporting capital
expenditure,” he notes.
Can THe CFO cut it?
Abdullah Verachia, who heads up the Future CIO
programme at the Gordon Institute of Business
Science (Gibs), says that digital disruption raises
issues for CFOs and CIOs to negotiate. How, for
example, to allocate budget for fundamental
change?
He asks whether CFOs are equipped to
understand these long-term issues, as their
traditional focus has been short-term. “It’s a very
hard conversation to have, because you have to
manage the current business and still provide
enough money to handle the long-term process
of digitalisation,” he says. “In a way, you have
to separate the technology discussion from the
digital discussion.”
Verachia recommends that CIOs help CFOs
expand their horizons by exposing them to
outside experts and visiting companies overseas.
He says business schools are also starting to
react to the need of exposing CFOs to new
ideas, beyond their conventional professional
development.
Dr Jeff Chen, strategic advisor to the Digital
Disruption Programme at Gibs, also advises CIOs
to spend time building a formal relationship
with their CFO. He believes involving the CFO
in formulating the digital strategy is important
to build both trust and understanding. “Try to
develop measurements to help CFOs better
understand how well a project is doing,” he says.
“It’s also important to discuss projects in terms of
lost opportunity, and not just risk.”

Conversation between the CIO and CFO
needs to be framed in terms of value delivered
rather than cost, Chen says. A view with which
Nathan Williams, CIO of the Mineworkers
Provident Fund concurs. “If you begin with the
return on investment, then the cost becomes
almost incidental,” Williams says. “The way one
approaches the conversation is critical.”
Clive Donninger, CIO at Motus Corporation
(importer and distributor division), puts it like
this: “No matter who the CIO is talking to, he or
she must talk business not three letter acronyms.
The CIO is responsible for building the enterprise
architecture, without which most digitisation
strategies will fail. To ensure the correct
architecture is implemented, the CIO needs to
understand the business strategy and also receive
the relevant funding.”
Reporting lines: Horses for courses
Many see who the CIO reports to as a gauge for
the digital maturity of the organisation. Does
the CIO report to the CEO or COO, or still to the
CFO? Donninger argues that this is a red herring:
the CIO’s place in the corporate organogram
should be determined by what makes sense for
the organisation itself. For example, Motus is a
group with several operating companies and two
divisions. Donninger is CIO for one of these, and
for him, reporting in to the CFO makes better
sense because it enables him to operate at the
strategic, group level. It also drives standards,
which could become lost if the CIO’s office is
driven by the operational needs of the group
companies.
In the end, he adds, the CFO controls the purse
strings and ‘IT has to spend money to make
money’: building a relationship with the CFO is
vital whatever the organisational structure. And
the only way to move the discussion away from
saving money – which is really just treading water
– is to demonstrate how technology can open up
new revenue streams.
Williams makes a similar point, arguing
that the CIO has to take the time to explain to
C-suite colleagues how IT enables the business
to become more agile, and more capable of
delivering its strategic goals. Only then will it
move from being a cost to a profit centre.

Len de Villiers, Telkom

Technology budgets will continue to
grow, but size isn’t enough: the money
must be well-spent. The quality of the CIO
and CFO relationship increasingly impacts
a company’s sustainability. Building such
a relationship takes work for both parties
but, quips De Villiers, if this relationship is
strained, it’ll raise red flags for the CEO: “If
you don’t have a good relationship with the
CFO, the CEO will never leave you in peace,”
he concludes.
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CIO role |

The packhorse of
transformation
Strategic or functional: redefining the boundaries of the CIO.
by Tamsin Oxford | PHOTO: Karolina Komendera

F

orrester’s Predictions 2016: The New Breed of
CIO report revealed that the CEO is expecting
the CIO to evolve from being simply the custodian
of technology to becoming a more active and
strategic partner in driving revenue. That said, the
CIO evolution from a packhorse carrying the
weight of technology, to the strategic developer
of agile solutions that pivot and show return on
investment is going to take time. Some
organisations still dither on the divide between
motherboard and boardroom when it comes to
how they harness the potential of their CIO.
“There are many problems in the relationship
between IT and business,” says Lorraine Steyn,
co-founder and simplifier-in-chief, KRS and KRS
Mobile. “The demands from business are huge,
and most IT departments are struggling to keep
up. This is largely due to skills shortages, business
complexity and pace of change.”
To ask if the CIO is packhorse or partner is
perhaps too simplistic a query. As with anything,
the impact of the role is dependent on sector,
market influence and budgets. Organisations
swaddled in red tape may see the CIO as nothing
more than a roadblock, limiting technology
adoption and expansion, and this view is
potentially true. The CIO doesn’t operate in a

“It’s important for the CIO to
understand where technology
fits into the bigger picture of the
organisation, and for the team
to know how to communicate the
solution and execute it.”
Juan Thomas, PBT Group
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vacuum and they still have to juggle the needs
of the business units alongside the challenges of
compliance and security.
Horses for courses
“It depends a lot on the type of industry you
operate in,” says Juan Thomas, CIO, PBT Group. “For
some it’s crucial that the CIO be part of the team
that executes implementations. It’s important for
the CIO to understand where technology fits into
the bigger picture of the organisation, and for the
team to know how to communicate the solution
and execute it.”
The role of CIO has undergone a fundamental
change, primarily driven by digitalisation, disruption
and the demand for business to be more agile and
scalable than ever before. Forrester points out that
the pressure on the CIO is only set to increase as
the CEO pushes digital transformation beyond the
customer and into the business operations that
drive growth.
“In the current age of digital transformation,
organisations are realising they have to transform
and adapt their business models in order to survive,”
says Henning Lange, CIO, Elingo. “Those that do
this faster have a competitive advantage and many
South African organisations are recognising the
value of the CIO in this digital journey. The result
is CIOs have a unique opportunity to play a more
pervasive role in the organisation.”
Trusted ally
A recent study by Gartner found that only 23% of
CIOs are considered trusted allies by their CEOs
– that’s a quarter of CIOs involved in making
strategic decisions about the company. Only a
small percentage of CIOs are considered strategic
partners and that is, in all respects, a mistake.

“If your organisation somehow manages to exist
today without digital capability, rest assured your
competitors are busy innovating and it’s inevitable
that the non-digitally aware organisation will lose
ground and probably even disappear entirely,”
says Clyde Brielle, CIO, Curo Fund Services. “The
CIO has to be strategic because the digital world
is complex and ever-changing. Organisations
need an individual who can take ownership and
drive the necessary strategies to keep the business
competitive.”
The CIO understands the dynamics of holistically
building out solution stacks. The CIO has the
experience and skill sets that can solve existing
problems and address new ones through the deft
use of technology and implementation. It’s also
the CIO who handles the software development,
database infrastructure, network and cloud services
and so much more.
“The CIO has to work hard to stay abreast of all
these fast-paced fields,” adds Steyn. “The field is
too complex for a reactive CIO to survive and an
attitude of continuous learning is essential to a
company’s survival.”
Copy, paste?
However, there are still those who implement the
same solutions in the same ways as everyone
else. Often it’s just different flavours of the same
problems and opportunities. With this light shining
on the role, it’s easy to see why some think the
CIO is nothing more than the equine carrier of the
IT solution with a switch at their belt – stick the
technology in, turn the light on, repeat if a glitch.
“Truly original thought, innovation and disruption
is few and far between,” adds Briell. “Think Elon
Musk and Tesla for example. However, there’s still
an opportunity within the organisation for the CIO
to harness the good things going on in the digital
space and proactively craft innovative solutions
that benefit the company. Unfortunately, all too
often CIOs in our country are wrestling with issues
that hold them back from being proactive and
innovative.”
A glimpse at the digital landscape created by
bricks and mortar to attract the digital citizen gives
testament to that fact. Poor online offerings dangle
limply from the hands of most local organisations,
lacking in a strong digital strategy to drive them
forward, to transform service delivery and create
dynamic and engaging platforms. Most customers
approach the digital presence of a South African
organisation with the kind of trepidation reserved
for anacondas and suspicious bags at airports.

Clyde Briell, Curo Fund Services

“CEOs need to help CIOs in becoming more
proactive and engage them as strategic partners
going forward,” says Lange. “If they don’t they’ll
lose market share and fall behind organisations
that understand digital, recognise the value of
online and have CIOs that know exactly what
direction to go in.”
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8 steps to driving
better alignment

The concept of driving business and IT alignment has become something of a mantra across
enterprises in this era of digitalisation. Despite much noise about it, many organisations are
no closer to achieving this Utopian state. Here are a few ideas to get the ball moving.

Accept things must be
done differently
Get the right team

Driving business and IT alignment requires
action and involvement from the CIO and
other C-suite business executives, including
the CEO, CTO, CMO and chief customer
experience officer. Business analysts on
the lines of business (LOB) side should
also be involved, at least at a management
committee level. Top-level buy-in is
crucial and robust, regular communication
between CEO and CIO is essential.

01

02

There needs to be a realisation that things
will be done differently than before. Having
this buy-in to be open to change and
disruption is half the battle won. While
most companies understand that digital
transformation needs to happen, the idea of
integrating a function previously perceived
as a cost centre so closely into the business
strategy is daunting. In addition, business
strategy is usually longer-term, while IT
moves very quickly, so finding a balance
between immediate gain and long-term
sustainability is critical.

Learn as much as you can
about both sides

There needs to be a comprehensive
understanding of the business – not just
its vision for the future, but also of the
market, the business processes and where
the opportunities and gaps lie. At the same
time, you need to identify and document
all current IT assets and processes, detailing
aspects such as who uses what, who
supports what, the costs, skills required and
the current asset lifecycle. Knowing where
your business is going and learning how
technology can help you get there needs to
be the starting point.

16
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03

04

collaboration is critical

There must be executive level support for any
initiatives that involve technology, both from
an LOB and IT perspective, so there needs
to be sufficient levels of communication and
collaboration between LOB and IT. This should
include the sharing of information, breaking
down of silos between technology and the
business, a deep understanding of the required
business outcomes, a thorough business
analysis and the matching of this to the relevant
technology.

Be open-minded

TRAINING CREATES GREATER
UNDERSTANDING

For executives, IT-focused workshops and
training can be organised to allow for an
understanding at a practical level – not
pie-in-the-sky ‘future of IT’ stuff, but rather
two to four week courses that will enable
them to get their heads around the details
effectively. Similarly, IT needs a better
understanding of the business, so bring IT
professionals into the business decisionmaking process, so they can learn about it.

05

06

KEEP COMMUNICATION
CONSTANT

The organisation must be open-minded and
be prepared to allow technology partners to
guide them on this new digital journey. IT
should gather information from various sources
throughout the industry and share this with
the business, at a business level. If IT is to
map technology to business problems, then
business must be aware of what’s on offer so
it can ask questions of proposed solutions,
before these are implemented. After all, with the
implementation of new technology comes a
change in how a business is operationally run.

Business and IT must meet regularly to map
out both of their needs. Regular stakeholder
discussions between LOB and IT need to
occur, to ensure that the outcomes, risks and
constraints – such as cost, skills required, and
so on – are clearly understood and that the
project is scoped out clearly. Communicate
constantly to make sure your planning is solid.

07

08

it’s an ongoing process

While driving business and IT alignment is
essential for success in today’s digital world,
be aware that it’s not a project that can be
completed within a certain period – it’s a
cyclical and ongoing process. Therefore,
don’t expect to ever reach the goal of aligning
the two completely, but focus on constantly
drawing the two nearer to one another.
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DATA GROWS

INDUSTRIES
WE FIGHT TO ENSURE THAT COSTS DON’T DESTROY THEM
Data is today’s business driving force, but data costs can also
prevent effective and efficient work. That’s why Cell C recommends
the Sponsored Data product as a cost-effective solution for
businesses. It allows you to use specified zero-rated URLs to access
your organisation’s website, and Cell C will reverse bill you for the
usage of a specific URL quickly and accurately. Say goodbye to
expensive connections and dedicated bandwidth and transmission
links, and say hello to Cell C’s quick and easy solution.

Call one of our advisors today on
084 194 4000 or go to cellc.co.za/business
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| Shadow IT

LIVING with the shadow
Shadow IT is a given in every environment and impractical to
stop. So if you can’t beat them, how do you join them?
by James Francis | PHOTO: Karolina Komendera

T

here’s no need to qualify the scope and
impact of shadow IT to this audience. A
combination of IT project overload, impatient
users and on-demand application services have
carved a new ridge in the valley of business
technology.
This goes against the natural order of control
and is often unfairly characterised as IT being
territorial. Yet nobody would ever suggest, say,
if the finance department complained about
shadow payments, that they’re being overly
protective. Functions need to operate within
certain silos for a reason. If people start using
technology outside of the ambit of the business’
technology framework, it courts problems.
But there’s also a reality that has to be
accepted: shadow IT is driven by a need that
isn’t being satiated or exacerbated by the
rapid consumerisation of technology. Wishing
shadow IT away is about as practical as banning
non-company smartphones. So how can
technology leaders get the best out of this
trend and also retain the oversight their roles
demand?
No dodging your shadow
The most apt place to look for an answer is
at companies where shadow IT is a de facto
part of the landscape. In specialised tertiary
education, it’s a given. The Gordon Institute
of Business Studies (Gibs) attracts established
professionals, who bring with them established
practices. Telling an executive working on
their MBA they can’t use Dropbox or Gmail is
counterproductive, particularly in a business
where synergy with the customer, who’s also
the student, is an absolute requirement.
Adrian van Eeden, CIO at Gibs: “Because I
was pretty much starting a greenfield operation,
people weren’t hiding from me. To the contrary,
the traffic past my desk consisted of many
smart folk desperate for help. I could see that
most of them wanted to do the job they were
hired for, and because IT hadn’t been providing

them what they needed to perform, to their utter
frustration, they were forced to deviate to get the
work done.”
Sometimes it can be the business, not IT, that
steps on those toes. In Van Eeden’s case, he notes
that business requirements eventually evoked
centralisation and standardisation, ‘which caused
a lot of frustration in organisations comprising
smart, liberal-thinking people’.
Yet this is necessary in a fast-changing industry.
“Education is being disrupted by digital
opportunities and we must either grow a
centralised front-facing capacity radically, or come
to terms with the fact that our client is much
more digitally enabled,” he says. “Rather than be
a draconian policy enforcer, we become partners
with these people, helping with the drudge work,
and guiding them over the treacherous paths of
compliance. This is the journey I chose to take my
team on,” he says.
BYOT for success
To facilitate this, Van Eeden and his team took
a different view, ‘bring your own technology.’
The goal is self-enablement, with base platforms
provided for students who aren’t as technologyable. Guidelines are given in terms of basic
requirements, such as security practices, but
there’s an acceptance that the fluidity of shadow
IT in Gibs is a permanent fixture.
“We have a central team which provides
technology enablement for learning, but our core
business is design. My team does research and
recommends tools which might work for different
learning processes, and we provide a central
buying and distribution service.”
The number of design combinations by Gibs
staff for learning tools is almost infinite, Van Eeden
adds. “Which is why, we need to be supportive
and not dictatorial. A lot of freedom is given to
the different departments – one example is the
development of web portals. These are usually
only reigned in if there’s a risk of brand damage or
straying away from the core business.”
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| Shadow IT

“Rather than be a
draconian policy
enforcer, we become
partners with these
people, helping with
the drudge work, and
guiding them over the
treacherous paths of
compliance.”
Adrian van Eeden, Gibs

It’s interesting to note that with the previous
example IT often collaborates with Gibs’
marketing department, which oversees branding
and related elements. To truly turn shadow IT
into a positive, IT shouldn’t be the only prefect
roaming the school halls. Since shadow IT results
from business problems, it’s apt to consider which
areas of the business have a stake in the success
or failure of a particular shadow IT event.
There’s still the matter of shadow IT being
counter-productive to compliance. Looking again
at a marketing example, Van Eeden says direct
marketing where people operate their own lists
has been a challenge, not the least due to CPA
and PoPI legislation. These regulations have
actually been a secret boon for helping raise
awareness: “I’ve become a fan of PoPI. Through
our awareness campaigns, understanding of the
consequences of non-compliance has made
many people think twice before trundling off on
a Sisyphean endeavour, when generally we get
roped in at some point – often closer to the end
than the start – when I then have to manage the
grumbles about ‘obstruction’ and ‘overly rigorous
policies’.”
Everyone owns technology
Shadow IT is unavoidable, says Van Eeden. He
equates this to riding a bike: in his generation,
most people could ride a bike. Some did so quite
badly, but they got around nonetheless. IT skills
are today’s equivalent and expecting people to
not engage with these is the same as demanding
only good cyclists can go for a ride.
It’s important to find alignment between
organised and user-driven IT. There’s no way
you can keep up with an educated user base that

Adrian van Eeden, Gibs

travels a lot and encounters new technologies all
the time. Instead it should be harnessed to your
benefit.
“I find that consciously opening up to being
educated by these students is far more valuable
than trying to be the king of the hill. There’s a lot
to be said for informal crowdsourcing of your
research. My job then becomes about making
client dreams come true, and ensuring they
don’t morph into nightmares. This requires a lot
of humility and social energy and you have to
balance being approachable and consultative,
with the job of protecting the business and
sometimes drawing the line,” he concludes.
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Push or pull?
The battle to drive cloud is on between business and CIO, who
is pushing hardest?
by Tamsin Oxford | PHOTO: SUPPLIED

C

loud adoption in South Africa has been slow
and steady. Concerns about risk and limitations
of infrastructure have inhibited adoption and made
many a business and CIO wary. However, the
relentless flow of cloud benefits and capabilities
has seen even the most nervous of organisations
take the step, but who’s driving this – is it the CIO
or is it the business? Is one the enabler while the
other remains the old ball and chain?
“There are two kinds of business at the moment
– one is admin-intensive and needs to run as
cheap and nasty as possible, and the other is
looking to be more agile, flexible and competitive,”
says Alec Davis, CIO, Growthpoint Properties. “The
business that looks for cheap won’t run to the
cloud quickly as it isn’t necessarily more costeffective than doing it yourself. The business that’s
looking for agility will push to the cloud more
quickly.”
In addition, Davis also believes there’s a
generational mentality impacting on cloud
adoption. Organisations run by the older
generation are likely to be held back by the
business as cloud is viewed with suspicion and
doubt. The CIO has an uphill battle convincing
the purse strings that cloud is the future – it’s
perceived as a high-risk concept that has to be
explained and validated at every step.

“When the CIO is championing the
cloud conversation, they have to
do a lot of stakeholder management
and selling internally.”
Kabelo Makwane, Accenture Cloud First
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“Younger companies and CEOs tend to
understand the value of cloud and really don’t
care what the CIO implements, as long as they
get a service and it works,” says Davis.
That said, there’s a definite difference in the
speed of cloud adoption when it’s pushed by the
business rather than the CIO.
CIO-led cloud
“When the CIO is championing the cloud
conversation, they have to do a lot of stakeholder
management and selling internally,” says Kabelo
Makwane, MD, Accenture’s Cloud First business.
“The primary drivers of cloud are value realisation
and innovation. Ultimately, it depends on the
industry and where the company is in terms of its
maturity.”
In addition to reservations around the validity
of cloud and the perceived risks, there are the
challenges of budget and relevance. Organisations
that recognise the benefits of cloud in terms
of agility and flexibility will be more inclined to
push for its adoption and find budget to pay for
its implementation. It’s the push-me-pull-you
combination of price sensitivity, agility, service
and solution that can see the business swing one
way and the CIO another.
“CIOs are generally keen to try out new
technologies and innovations, but they’re held
back by budget constraints and legacy systems
that make the move to the cloud complex,” adds
Davis. “Then again, if the CIO is conservative, riskaverse and restrained, the business may be the
one pushing for the cloud. There are too many
factors in breaking down the debate between the
business or the CIO.”

There are also too many variables in every
individual business to tie cloud adoption, or not,
to any one particular role or entity. The cost factor
is an issue, as is awareness and understanding
of how cloud works and whether or not existing
infrastructure is capable of handling it. Perhaps
the CIO is pushing back against the organisation’s
desire to throw cloud into every corner because
it’ll create more issues than it’ll solve.
“We’ve a few cases, both locally and globally,
where organisations have deployed cloud
technologies and put the clichéd cart before the
horse,” says Makwane. “There are documented
cases where moving to the cloud is costlier
because the governing framework wasn’t in
place and the case not properly thought through.
People did a lift and shift, and migrated all their
bad habits into a new operating environment.”

Alec Davis, Growthpoint
Properties

Legacy ball and chain
BT’s CIO 2016 report found that 65% of CIOs
were struggling with their existing infrastructure
as they battled to support the rapid adoption of
digital technologies such as cloud. It underscores
the point that legacy infrastructure is impacting
on digital transformation, regardless of who sits
behind the wheel of adoption.
“When I left South Africa four years ago, the
conversations around cloud were extremely
difficult,” says Makwane. “New technology had
come in and it was the first part of the cycle of
acceptance. Today, I think organisations and
CIOs are very clear on the benefits of cloud
and the momentum in the local market is quite
extraordinary compared with four years ago.”
The informed CIO is very much aware of
the benefits of cloud and how it can foster
innovation and corporate transformation, but
they’re no longer alone in pushing the agenda
to the business. Today, the business leader is as
aware of the cloud as the CIO and the suspicion
that surrounds its capability, cost and risk, is
fading under the spotlight of proof of concept.
As more organisations adopt the potential of the
cloud, more follow suit. It’s perhaps not so much
a battle of the CIO and the business but rather
a partnership in creating an organisation more
capable of tackling the challenges of the modern
market.
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Saya Setona – offering lifechanging technology to the people
Vodacom. It also has local government deals in place, such
as a broadband solution project with the Maluti-A-Phofung
municipality in the eastern Free State.
The company is focused on several areas of ICT
application development, including 2D and 3D design
software, data management, service automation, WiFi,
systems security and infrastructure, among others.
Its core business is to develop and supply solutions to
clients who want to exploit the technology forces of big
data, Internet of Things, the cloud, artificial intelligence and
mobility to improve their systems.
While the company’s target market is broad, Setona is
confident their services will benefit both enterprise and
small-to-medium business users.

People’s input
Moepi Setona, MD, Saya-Setona

i

f technology is an enabler, then ICT digital innovation
support services firm Saya Setona is the name behind
that technology. That is how the customer intelligence
(CI)-centric startup is positioning itself to achieve its 2020
vision of ‘innovative transformation in our lifetime.’
Saya Setona, incorporating its tech services silo
SayaTechno, is a relatively new entrant to the managed ICT
services market.
Founder and MD Moepi Setona is comfortable with the
firm being described as a Kasi ‘startup’. Just a few months
at its incubation office at the Innovation Hub in Pretoria,
the company is a trusted services partner to the SME and
large enterprise market segments. It has established itself
as the link that connects technology manufacturers, service
providers and clients.
Although a young business, it has already secured
meaningful industry alliances with many of the large
players in the market, including Dell OEM, Microsoft and

The business has been founded on the principle of making
technology accessible to the end user. Setona believes that
technology is no longer the exclusive domain of academics,
developers and IT professionals. He wants to see
technology in the hands of those who really need change Saya Setona’s solutions are built to benefit ordinary people,
to the extent that they transfrom their lives.
“There’s not enough discussion around what innovation
can do for citizens, especially when it comes to service
delivery. The key thing we have identified is that citizen
participation is what will drive service delivery to its best
efficiency,” says Setona.
The company has developed a platform through which
it structures unstructured data and then provides access
to ordinary citizens. “With the product we’ve built, we
are centralising big data, structuring the data, and using
citizen intelligence … we need that for us to be able to drive
technology in these environments. How do you enable
the citizens to use technology, if you don’t involve them?”
Setona adds.
Looking ahead, Saya Setona’s strategy is to help
empower technology users by leveraging advances in
communications, analytics, big data, IoT and business
intelligence.

Email: mcdonaldms@saya-setona.co.za
Office Contacts: +27 712 377 269, +27 12 844 0063
www.saya-setona.co.za
SayaSetona

SayaTechno

| SECURITY

Fighting the gorilla
While IT fights to align itself with the business, one ever
evolving area is cyber security, and the threat levels are
only going to get higher.
by Adam Oxford | PHOTO: Karolina Komendera

R

ansomware ‘will spin out of control’. It will
‘diversify, hitting... bigger targets’. ‘Ransomware
will be one of the most dangerous menaces in the
threat landscape’.
Those remarks, from IDG, TrendMicro and
InfoSec Institute all come from reports published
at the end of last year analysing the issues CIOs
and security practitioners could face in 2017. After
the global outbreak around the WannaCrypt virus,
which crippled services from enterprises as diverse
as the British National Health Service and Telkom
in May, no-one wants to say ‘I told you so’, but
the truth is many within the industry have been
expecting something like this for a while.
And few believe it will be the last, either.
What makes the WannaCrypt episode all the more
frustrating is that it was preventable: Microsoft had
already patched Windows 7, 8 and 10 operating
systems against the flaw that allowed WannaCrypt
to infect machines, and the highly vulnerable
Windows XP should have been upgraded a long
time ago.
Because of this, the whole episode is reflective
of deeper issues around business security, and the
challenges faced when trying to balance business
priorities against an evolving threat landscape.
Mark Walker, associate vice-president: SubSaharan Africa for IDC MEA and Turkey, says the
message is getting through to the boardroom.
“What’s clear is security is top of the agenda
alongside cloud and digital transformation,” says
Walker. “Budgets, too, are starting to take security
more seriously.”
Rebalancing budgets
“The overall IT budget might just be keeping step
with inflation,” Walker adds, “but there’s more
allocated proportionally to security and cloudrelated technologies. Spending is shifting away
from hardware to cloud-related technologies,
and security is a beneficiary of that.”

One of the driving factors behind this, says
Walker, is senior staff are being forced to take
more responsibility for potential shortcomings.
Personal liability is at stake for data breaches
under the PoPI Act in South Africa as well as
similar legislation in Europe, the General Data
Protection Regulation (GDPR) which comes
into force next year.
“It’s not scaring people,” Walker says.
“However, it’s making people pay attention.
Your name is on the compliance register. The
downside is that it means you’re always on the
back foot, looking out for human factors you
can’t control like the disgruntled employee, the
deliberate sabotage or the mistake.”
To this end, he says, security is becoming
increasingly an HR problem as well as a
technical one.
The beast, evolved
The current threat landscape, while continually
shifting, is well understood today. Over the last
few years, a long line of blue chip corporations
globally have fallen victim to one attack or
another in the most public manner possible.
From the White House Twitter account to the
e-mail servers at Sony, the need for a shift in
mindset from ‘secure the perimeter’ to ‘secure
your assets’ using encryption and strong
authentication has been clear.
The challenge now is to take that and put
it into practice. And that’s not just a question
of increasing budgets. In its recent Identifying
the Real Information Security Budget report,
Gartner found that not only do many
organisations not know what their security
budget is anyway – because individual bits
of security spending are often part of other
accounting lines – but relying on numbers
won’t tell you how secure you are if you’re
spending on the wrong thing.

ISSUE#12 | Q2 2017

23

INNOVATE FOR SUCCESS

A LEADING
PROVIDER OF

INNOVATIVE
ICT SOLUTIONS

LEVEL 1 B-BBEE PROVIDER
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| SECURITY

“You’re always on the
back foot, looking out
for human factors you
can’t control like the
disgruntled employee, the
deliberate sabotage or the
mistake.”
Mark Walker, IDC

Mark Walker, IDC

“Many organisations struggle to determine
how much to spend on IT security,” says Riaan
van Boom, MD, MWR Infosecurity. “An investment
many see as similar to insurance in that you don’t
want to pay more than you have to. However,
in light of the increasingly sophisticated threat
landscape, recognition of the importance of an
ongoing cyber security strategy – rather than the
implementation of a once-off application, tool or
technology – is indeed on the rise in South Africa.”
‘Security’ and ‘insurance’ are about to become
more than an analogy, too. While improving
security defences is a priority, one area that’s
starting to be debated in the boardroom are
specific policies that pay out in the event of a
cyber attack. This could offer protection against
financial damage and liability claims as a result of

data breaches, but also loss of business coverage
during recovery. While it may be seen as an
admission that no security will ever be enough, it
could be a business essential, if anyone can figure
out how to do it properly.
“The holy grail of insurance is quantifying the
extent of potential losses and estimating the
probability of those occurring,” says Vica Manos,
director at Anthemis Groups. “In cyber insurance,
this is far more complex than it sounds, as the
very nature of the risk keeps evolving at speed.
New ways of thinking are needed in two areas:
first, probabilistic and adaptive AI-driven cyber
risk models are required. Second, these models
demand appropriate datasets to be chosen,
collected and presented in a consistent and reliable
manner. This, today, remains a challenge.”
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Does team size matter?
Cloud computing’s forgotten debate: understanding the impact of the cloud
and outsourcing, on in-house human capital and intellectual property.
by Dave Glazier | PHOTO: Karolina Komendera

C

loud computing conversations are very quickly
evolving. Now, it’s less about the ‘opex vs
capex’ (operational vs capital expenditure) angle,
the new licencing models, or the data security
concerns. Discussions now centre on the exciting
new artificial intelligence tools we can layer atop
our data, the brand-new business models and
service offerings the cloud enables, and the new
partnerships, value chains and ecosystems that
suddenly appear.
In his book The Inevitable, technologist Kevin
Kelly describes the ethereal concept of the cloud
as ‘the union of a zillion streams of information
intermingling, flowing into each other.’
“The cloud is the new organising metaphor for
computers,” he continues, “the foundational units
of this third digital regime are flows, tags, and
clouds.”
For today’s forward-looking organisations, then,
it seems inconceivable that we wouldn’t want to
be a part of this cloud revolution, to dive into the
streams that Kelly describes, and capture these
flows of data as they traverse their way into and
out of our organisations.
Innovation and differentiation
But the reality of embracing cloud is obviously
far more complex than this. One of the lesserdiscussed aspects is the impact of cloud migration,
and an ever-increasing move to outsourcing,
on the human capital resources and intellectual
property that resides within the organisation.
Put simply: if a firm outsources too much
or relies excessively on widely-available cloud
services, will it struggle to innovate, or think
strategically about the use of technology within
the enterprise? Will it fail to attract and retain top IT
talent? Will the organisation start falling behind its
more creative or innovative peers?
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Yemi Oguntade, IT director for ABO and DBU
at Cummins Africa, believes that overcoming
the cloud’s ‘human capital paradox’ requires an
organisation to take a structured approach. It must
decide what to outsource and what to keep inhouse, what to migrate to the cloud and what to
manage on-premise, and when.
“Our framework considers those tools and
processes that provide us with differentiation
or innovation. For those bespoke processes
that support business innovation and capability
improvement, we would look to keep these inhouse,” Oguntade says.
The more basic, more commoditised services
that don’t yield any differentiation, such as systems
of record, are moved to outsourced providers and
cloud platforms, he adds.
Oguntade notes that a number of emergent
business services can only be served using
cloud-based architectures – including many
customer-facing tools, services that require realtime availability and data interrogation, or some
of Cummins’ sales optimisation and automation
services.
For Oguntade’s team of 15 IT professionals, this
is the definition of agility, he argues: “the ability to
change direction without losing speed”

“For those bespoke
processes that support
business innovation
and capability
improvement, we would
look to keep these inhouse.”
Yemi Oguntade, Cummins Africa

Deep vs broad skillets
Joseph Modipa, CIO at Cecil Nurse Business
Furniture, also runs a slimline IT team that’s able
to serve the demands of ten branches across
the country. His approach is to leverage cloud
and outsourced services for deeply-specialised
technology requirements, and keep a small but
highly versatile team in-house.
“When you move to the cloud, you still need
professionals to manage relationships with internal
business stakeholders and with the external IT
providers,” he says. “When I’m employing, I’m
looking for versatile IT professionals that can
perform a range of tasks.”
Having risen through the ranks of in-house
technology teams earlier in his career, Modipa
appreciates the need for retaining intellectual
property within the team, as key IT players for the
connective tissue between different areas of the
organisation.
He adds that many aspects of the IT portfolio
– like instilling IT governance, compliance,
and responsibility for security – are simply not
something that can be outsourced, however
aggressive a cloud migration approach may be.
Aggressive Cloud plays
Alec Davis, CIO at Growthpoint Properties,
runs arguably one of the country’s most cloudprogressive IT portfolios. Driven by the timings
and demands of being spun off from Investec
a few years ago, and by bottom-up pressures
from end-users, Davis describes the independent
Growthpoint as ‘highly outsourced from day one’.
“By utilising cloud tools, we’re able to do
things faster than we would if we were to build
everything ourselves. We have the ability to switch
services on and off, across all our different offices,
which is very important,” he says.
From a human capital perspective, Davis’
relatively small internal team is wholly-focused
on designing applications and playing a business
development role, without worrying about
operations support and infrastructure.
Perhaps the biggest risk to this strategy, he
concedes, is the exposure to exchange rate
volatility, as the majority of Growthpoint’s cloud
services are currently internationally hosted.
Davis notes that the likes of Microsoft Azure and
Amazon Web Services have a richness of features
and a limitless of scalability that local options can’t
currently match.

Joseph Modipa,
Cecil Nurse Business
Furniture

Restrained approach
At the other end of the spectrum, Belinda
Milwidsky, IT manager at legal firm Fluxmans, says
the highly sensitive nature of the data it holds has
created a conservative approach to the cloud.
“We’ve invested in our secure datacentre,
which gives us the peace-of-mind that our data
is fully protected within the confines of the office.
In all industries, new data sovereignty and data
protection laws – including PoPI – may temper the
general shift towards moving data to the cloud,”
she adds.
Fluxmans also operates with a number of
bespoke business applications, says Milwidsky.
“As such, we have a lot of specialised skills
and knowledge within our team. It’s essential
to carefully manage the skills transfer when
individuals decide to leave,” she adds.
Milwidsky says her team is still able to access
specialised skills and support from outsourced
partners, and feels the firm’s generally conservative
approach to cloud doesn’t inhibit its ability to
innovate.
“In terms of our priorities, we certainly need
to continually innovate, to drive the business
forward,” she says.
Perhaps the biggest difference with running
a largely on-premise and in-house IT portfolio
is the amount of time spent on human capital
development and people issues – which Milwidsky
says accounts for about 50% of her time.
Ultimately, it seems a CIO’s approach to human
capital and IP issues in a cloud era depends largely
on the type of business they’re serving, as well as
the existing structure of the IT estate.
The more established your team, and the wider
your landscape of bespoke applications, the more
likely it is to find larger in-house teams.
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Work with business
or fight it?
The ever contentious issue, how do we align
IT with the business?
by Yoav Tchelet, CIO, Bayport | PHOTO: SUPPLIED

H

istorically, IT has been kept at arm’s
length from business. For many, the
IT function is seen as the realm of
specialists and the geek world, where the
talk is all bits, bytes and binary, which
business doesn’t understand. That
cultural perspective has been carried
through into the boardroom, and for a
long time, IT hasn’t had the right
representation at the top levels. More
often than not, there hasn’t been a full
understanding of how IT can impact and
enable the business.
Even with representation at an
Exco level, IT is often still seen as the
operational extension or part enabler
of the overall strategy rather than
being intricately tied into the goals and
objectives of the business. If a business
has a ten-year strategic roadmap, nine
times out of ten, a significant component
will be driven by technology, so it’s
absolutely critical that the CIO has a
voice and seat at the table, otherwise
opportunities will be missed.
CHANGE IS HERE
Things are starting to change, however,
and ‘digitalisation’ is an inflection point
that can be leveraged. It can be seen
as an opportunity for IT and the CIO
to change mindsets, gain the trust of
the business and, through inclusive
transformation, exert innovation. The
new digitalisation approach brings
disruptors into generally controlled
environments, and thinking around
innovation starts to change in terms of
what you can do, and the quick wins
you can bring into the business that start
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showing and demonstrating value. This
has the potential to drive new business
lines, or to create new strategies.
However, before the CIO comes in
with a magic digitalisation wand trying
to sprinkle innovation dust everywhere,
it’s important for them to have context.
They need to look at the business,
beyond the ‘plumbing’, from the CEO/
CFO perspective and understand the
challenges faced and the strategic goals
and objectives. The CIO also has to
understand the various components
that make up the business, so they have
a full view of the bigger ecosystem. By
understanding how everything operates
at an organisational level, it will make
alignment efforts easier.
INFUSING TECHNOLOGY
With that big picture perspective, the
CIO, and wider IT team, also needs to
ask, ‘how can tech enable every area of
the business, from the customer and
back across all the departments?’ Part
of that process is understanding the IT
maturity of the business by conducting
an assessment of the IT environment and
processes.
Then there’s skills – it’s vital to have the
right kind of skills in-house, not just in IT,
but in the business as a whole. Aligning
the operational business skills with IT
skills is also a key area for consideration,
especially for project management tasks.
In a lot of organisations, it’s almost as
if the IT piece has been delegated by

the business. There seems to be a lack
of shared responsibility if something
breaks; this needs to change so the
successes or failures are shared.
Employing some kind of a methodology
like Agile always helps with getting the
required interaction, getting the goals
understood by business and creating
conversations.
OPEN COMMUNICATION
It’s also important to make sure you
have the right communication channels
in place, because then everything else
becomes a lot easier. With more regular
interaction, you can break down barriers
so it becomes a simple thing for any
person on an operational level to interact
with an IT person. It’s important to build
trust in IT. Once the communication
channels are open, it becomes a
completely different environment. Then
business starts coming up with all sorts
of ideas to drive innovation.
While it’s important to understand
cost components, having the right
measurements and realistic milestones
in place and clearly defining what
success or failure looks like is also vital.
Success can’t simply be measured by
meeting budget; there needs to be equal
responsibility between IT and business.
And remember, we have to stop
thinking it’s IT and the business, it’s all
business. And if we can get that message
across, alignment will be a lot easier and
more successful.
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