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protect
your secret
sauce
part from being famous as the home of
TV news network CNN and Delta
Airlines, and the host city of last year’s
Microsoft Ignite event, Atlanta, Georgia was
also the birthplace of Coca Cola. Created in
1886, a key factor in Coca Cola’s marketing
success in the early days was the fact that no
one knew the actual ingredients that gave it
its distinctive taste. In fact, Coca Cola’s recipe
has long been a closely guarded secret and
one that has given it a competitive
advantage, which has been successfully
leveraged to become one of the most
well-known brands across the globe today.
While the dynamics of business may
have changed massively since the 1880s,
companies today still rely on their own
secret sauces for success. The essence of
today’s secret sauce is often found in the
confidential data an organisation holds,
such as intellectual property, market
intelligence, as well as personal information
about customers, employees and partners.
This sensitive data is often found circulating
throughout the organisation, being utilised
and updated by employees. With this freeflowing of information come three key
challenges – keeping it secure; maintaining
the privacy of personal details held; and, a
complex regulatory landscape.
Findings from the Breach Level Index,
note there were 974 publicly disclosed data
breaches of organisations, which led to
the successful theft or loss of 554 million
data records in the first half of 2016 alone.
That’s 3.04 million records compromised
every day.

A

Data governance is undoubtedly an
area of growing importance for every
organisation. And in South Africa, the
creation of the Protection of Personal
Information (PoPI) Act and subsequent
hiring of the Information Regulator are
acting as a catalyst for organisations
to ensure they have taken appropriate
precautions.
In this issue of Transformer, we look
at the key issues around this subject
matter, including corporate responsibilities
for data governance and compliance
within an organisation, and the role of
the chief digital officer. It’s clear that
there’s no single approach adopted by
all organisations and the wide spread of
data throughout an organisation means
it needs the involvement of a broad
range of key players. In your discussions
with your non-technology colleagues
about this subject, there may be merit in
sharing this publication. I hope you, and
your colleagues, enjoy the articles in this
edition and find the content useful and
insightful.

Ulrike Weitz
Editor

To access the additional content
in our digital versions (iPad,
Android and/or PDF), scan the QR
code or visit books.itweb.co.za
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Why is data governance
important now?
Data is everywhere and everything. Not
surprisingly, governance and compliance
FOR INFORMATION TECHNOLOGY AND DATA ARE
more crucial than ever.
by james FRANCIS PHOTO: SEAN WILSON

he march of technology is great, isn’t it? All
this new ability unlocked through channels of
immense scale and flexibility. Digital
transformation, as laboured as the phrase has
become, still marches on, sowing wonder and
awe in its wake.
At least, that’s how many from the outside see
it, picking the fruits as they become available.
For technology professionals, it’s a more mixed
basket of juicy consumables and painful nettles.
The emergence of technology from a sideline
contributor to a core of the business is creating
tension and new levels of responsibilities inside
organisations.
And that’s simply the general picture. The
more nuanced arena of data is compounding
things, not the least because data culture is
being buttressed by a legion of regulations.
Most prominent is the Protection of Personal
Information (PoPI) Act, a broad piece of legislation
that’s stirring concern due to its ‘take no prisoners’
persona. PoPI penalties can be heavy and its
requirements serious, leaving no business exempt.
But PoPI is just the cavalry of a larger force, the
shock and awe component of an intimidating
army. Companies have to deal with expanding
levels of compliance, standards and governance
practices. This has made it tempting to give the
minimum required effort and then presume the
matter is laid to rest.

T

“Many companies are still
approaching data governance as a
compliance tick.”
Ashleigh van Kerckhoven, KPMG
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“Many companies are still approaching data
governance as a compliance tick,” says Ashleigh
van Kerckhoven, CIPM, CIPT and CISA manager
at KPMG. “How do we tick off our various
compliance obligations? In most instances, how
to do the bare minimum to obtain compliance?”
This approach is a huge wasted opportunity,
she believes. “Adopting sound data governance
practices has tangible benefits and value for
organisations.”
The three sisters
Compliance and governance are not the same
thing, yet often confused. Compliance is to
implement mandated laws, while governance is
voluntary good practice. For example, companies
have no choice to comply with the PoPI Act, but
they have a choice in adopting King IV, the new
governance guidelines.
That said, good data governance is not really a
choice either. It’s a business imperative that aligns
well with compliance as well as risk.
“The three sisters are governance, risk and
compliance,” says John Giles, managing attorney
at Michalsons. “I don’t really like the term ‘data
governance’. It should be ‘data governance, risk
and compliance’. The concept of IT governance
is well known, but data governance isn’t. But if
you take data, you should be governing it well.
Governance aspects include a structure or model
or hierarchy of people who are going to deal with
that data. It’s like a sports team having the coach,
the captain and vice-captain. When it comes to
data, these should be very clear.”
This is the prudent point: data governance
is the foundation for getting the best out of
data. A company that ignores this is effectively
ignoring its data. Good governance supports
good compliance and vice versa. Following PoPI’s
demands are pyrrhic if you can’t make sense of
your data in the first place.
Facing down PoPI
Even though it has been well covered in the
media, PoPI isn’t leaving the topic pool any time

| Scene setter

John Giles,
Michalsons

soon. This is due to three critical considerations.
First, PoPI applies to everyone. Even though
the possibility of exemptions and changes loom
– Giles cites the changes to the Promotion of
Access to Information Act (PAIA), which initially
required even street hawkers to have a PAIA
manual on hand – at present any organisation
that holds personal customer information must
comply. Second, the regulator that oversees PoPI
began its work at the end of December last year.
Finally, PoPI’s commencement date, yet to be
announced, is likely to arrive in 2017. Companies
will have a year’s grace period to implement –
that may sound long, but it really isn’t.
However, focusing solely on PoPI is missing
the bigger picture. Last year, the European Union
ratified the General Data Protection Regulation
(GDPR), a new law that aims to streamline data-
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related concerns. Compliance is critical for any
company wishing to do business in Europe, but
even if they don’t, the GDPR serves as a blueprint
for many other data laws, including regulations
developed across African nations.
Data legislation discerns three groups: the data
subject (customer), controller (company) and
processor (service provider). In South Africa, the
last two are called the ‘responsible party’ and the
‘operator’. Earlier laws placed responsibilities on
the responsible party – the business – whereas
newer laws spread these across to the operator
– the service provider offering data management
services.
This approach changes the nature of the risk
(and does weigh the size of an organisation
as well). So spheres of responsibilities must be
well-defined both inside a business and with its
data partnerships. PoPI takes this to heart, even
stipulating in section 21 of the Act the level of
contractual veracity between the parties, says Dr
Peter Tobin of PTC.
“PoPI stipulates a minimum accepted threshold
for contractual agreements to be in place. Start
with existing contracts and see if they meet
compliance and governance requirements. There
are often many holes that can be plugged and
thus meet basic requirements. When something
goes wrong, there will be finger-pointing. Acts like
PoPI facilitate for this, but under the assumption
that you have the right contracts in place,” he says.
Data governance for everyone
These laws are also placing a bigger emphasis
on risk. Not just the chance of hackers getting
their hands on the data, but also matters of
document retention and even the location and
usage of data. This is becoming pertinent with
cloud services, where concepts such as data
sovereignty (how data must conform to the laws
of a country it resides in) and data localisation
(the requirement of data to remain in specific
territories) dictate the boundaries of what you
can and can’t do. Ultimately you must feed
everything through a risk filter to get a clear
sense of priorities, says Giles.
“It’s very important to look at the risk that the
data is exposed to and then try manage those
risks so the data doesn’t end up in the wrong
hands,” he adds.
We started this article talking about
technology’s emerging role in business. It is

“Governance aspects INCLUDE a
structure or model or hierarchy of
people who are going to deal with
that data. It’s like a sports team
having the coach, the captain and
vice-captain. When it comes to data,
these should be very clear.”
John Giles, Michalsons

prominently articulated in King IV, which states
in its 12th principle that IT governance should
support the business to set and achieve its
objectives. Though voluntary, King IV is a very
good governance framework for companies and
ought to be studied closely. It also reflects an
ongoing trend in these matters: the simplification
of laws and guidelines to further include smaller
companies. This is both good and bad, but clearly
reflects a policy will to embrace future growth
in SMEs and startups. As such, nobody can really
ignore any of this, even if only from the vantage
of building a viable and responsible enterprise.
Governance (the act of governing) is about
control and oversight – effective management
of aspects of a business. Compliance is following
the law. Risk is the measuring stick for priorities.
Knowing where to start is tricky. Some companies
focus on governance and deal with compliance
as and when its risks become critical. Others
focus heavily on compliance, which often has a
constraining effect.
The right balance is to take both to heart,
weighed by risk and paced on company
priorities. All three must be continuously
scrutinised and adjusted not for the sake of neat
paperwork, but as part of an evolving business.
They are the practical foundations of a digital
transformation strategy, which explains why
digitally mature organisations are having a far
easier time implementing new acts such as PoPI.
Securing the buy-in from leaders is critical, as
implementing any of the above will also result
in crucial changes for the business, including
new roles for data management. But don’t wait
for commencement dates or ignore salient
governance advice. It may just be the riskiest
thing you could do to your company.
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Westcon-Comstor’s
BlueSky your
ultimate
local Azure
partner

By Leane Hannigan, Cloud Solutions Director at
Westcon-Comstor Southern Africa
icking a cloud solution for your business can be a bit like
playing Russian roulette. So ask yourself some key questions:
Does the service provider have a local support presence? Is their
usage model consumption-based? Can you draw analytics from
their solution to help you make better decisions on your cloud
usage? Is it available today and can it be rolled out tomorrow?
These are all qualified and valid questions when building a cloud
model – in fact they are questions you should email through to
prospective partners before you set up a meeting.
What do we have that is so different?
True digital aggregation is something very few local businesses
can offer. In fact, the Westcon-Comstor BlueSky platform is
currently the only digital cloud product and services solution that
is not only available today, but that offers features that will help
you tick all of the above checkboxes.
Built from the ground up, BlueSky puts the power of the cloud in
your hands. It enables your reseller or cloud service provider to
help you better monitor your cloud usage, define what cloud
services you need, derive analytics that will help you better
manage your usage, and identify potential gaps in your business.
What’s more, it comes with proven support from global vendors,
in addition to Microsoft, which has selected Westcon-Comstor’s
BlueSky solution in Southern Africa as a platform of choice for
Azure in the local landscape.

Why should I get Azure from Westcon-Comstor?
With the support of the BlueSky system, we give your Azure
experience that little bit extra. Not only can you buy your Azure
services from a local reseller or cloud services partner, but you
are as a result assured of local support, local management and
– most importantly – local billing.
With the inherent analytics built into BlueSky, your chosen
partner for cloud services can also offer your business insight
into the data acquired through your implementation. This will
help you to build better consumption models as well as provide
a qualified and quantified view to enable you to budget more
appropriately.
Where can you start?
The first phase of Westcom-Comstor’s Azure roll-out focuses on
key components of the Azure stack, including its Backup,
Identity Management and Storage Capabilities. Notably, as a
result of its integration with BlueSky, the Westcon-Comstor team
will be able to couple a host of value-added services for
customers. BlueSky will alert your cloud partner on your usage
and consumption of Azure, and for that matter, all your Microsoft cloud solutions, and then create a recommendation on
future use, by week, month and even year.
Why Westcon-Comstor’s BlueSky?
One of the biggest reasons we believe BlueSky is the perfect
partner for your Microsoft needs is that it is available today. Yes, all
of the features mentioned above are switched on right now. In fact,
I can unequivocally state that BlueSky is the only true cloud-based
digital aggregation platform available in the local market today.

For more information please contact:
Tel: +27 11 848 9000
Email: sales@westcon.co.za
www.westcon.co.za

| Networked economy

business processes, evolving organisational culture,
reducing business risks and realising strategic
objectives. “This, in conjunction with the emerging
spotlight on privacy and continuing onslaught of
cyber security breaches worldwide, means that
organisations must bring business operations, IT,
legal, risk and compliance together in order to
define a pragmatic approach to managing cyber
security and privacy risks.”

Ashleigh van
Kerckhoven, KPMG

Data governance in a
networked ecosystem
The world may have become more connected,
but what do all of these networks mean for
data governance?
by Joanne Carew PHOTO: Vernon Reed

he networked economy is made possible
thanks to technology that integrates and
connects many aspects of businesses and
organisations with each other. This
hyperconnectivity enables the creation of products,
services, business models and processes that
weren’t previously possible, and allows for the
sharing of data from customers to suppliers and
vice versa, and between partners to improve
service levels, transparency and efficiencies.
Part of becoming more engaged in the
networked economy entails investing in sound
data governance practices that consider privacy,
cyber security, information lifecycle management
and data risk management, says Ashleigh van
Kerckhoven, CIPM, CIPT and CISA manager at
KPMG. Businesses will need to do so if they want
to retain their competitive edge, while managing
business and operational risk.
As company boundaries become increasingly
blurred, there’s a greater need for a holistic approach
to securing information assets, streamlining

T

Considering ownership
No conversation around data governance would
be complete without discussing data ownership.
This is according to Frank Buytendijk, a Gartner
fellow for data and analytics.
Take a simple bank transaction. “If I were to
transfer money from my bank account to your
bank account, who owns all the information
generated around this transaction? Do you own
it? Do I own it? Does the bank own it?” he asks.
What makes the process of determining ownership
complicated is the fact that multiple parties are
contributing little bits of data to complete the
process of sending money from one person to
another. “I’m submitting my personal details,
then the bank adds some payment processing
information, then it goes to your bank and more
data is added and finally the money is delivered to
you. And in order for you to access it, you’ll need to
provide some sort of information. It’s data, on top
of more data, on top of more data. But who owns
this data? And thus, who is responsible for ensuring
it’s stored correctly and kept safe?”
With this example, because these banks own the
process of transferring funds from one person to
another, essentially, they hold the data connected
to this process and they’re likely to be responsible
for handling the governance of this information.
“But in a distributed world, and a networked
business ecosystem, it’s not that simple. And this
confusion around data ownership can become a
huge issue,” he continues.
“Without realising it, we’re already emerged
in a network economy,” says Van Kerckhoven,
“propelled by technology disruptors and early
adopters. Many organisations within South
Africa are already leveraging the benefits of the
network economy to drive customer insights and
establish product/service differentiation; insurers
like Discovery and Momentum, and technology
businesses like Kaching, Uber, and Airbnb are
each engaging in an increasingly networked
economy. However, whether these organisations
have considered the privacy impacts of these
technologies remains to be seen.”
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Seeking wood, finding trees
Data governance is more than the management of data and frameworks, IT
ALSO INCLUDES ACCOUNTABILITY and compliance.
by Tamsin Oxford | PHOTO: Supplied

ccording to The Data Governance Institute,
data governance can be defined as the
‘exercise of decision-making and authority for
data-related matters’ and it includes a ‘system of
rights and accountabilities for information-related
processes’. In short, it’s everything the
organisation needs to consider when it comes to
its data assets.
This tricky topic encompasses a broad
swathe of duties, responsibilities, legalities and
compliance commitments, and it’s joined by
confusion around role responsibility, employee
awareness and shifting compliance landscapes.
Staying on top of data governance is a hefty
task and nobody seems to know exactly who’s
responsible for it. Does it lie with the CIO,
traditionally the holder of the IT kitchen sink, or is
it the realm of the CEO? Or someone else?

A

No simple answer
For Riaan van Boom, MD, MWR Infosecurity
South Africa, the data governance chalice should
be grasped by those at the very top. “In our
experience, the responsibility of data governance
from a security perspective should lie with the
CEO and the board of an organisation. They’re
responsible for the appropriate dissemination
of what comprises good data governance
throughout the business,” he says.
It’s a fair point, and one that Rynier van
der Walk, CEO, Ansys Limited, agrees with.
“Responsibility should lie with the board of

“Everyone in the company has to
know what data governance is and
understand what it means in terms
of transparency, security and
compliance.”
Neil Robinson, Relate Bracelets

10
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directors through the Audit and Risk committee
under management by the group IT manager.”
Meanwhile, Tania Morgan Weyer, MD, Promeal,
tips the responsibility hat towards the CIO. As
does Naven Naidoo, CEO, Planet Fitness. However,
others are not convinced that either the CIO or
the CEO should be the one in charge.
“King III recommended that this should be
the CFO’s responsibility,” says Max Makgoale,
CEO, Vuma Telematix. “That said, the rest of the
C-Suite should carry equal responsibility as data
is generated, stored and controlled by all divisions
today. This responsibility is not clearly defined
in most businesses and as data is becoming a
tradable commodity as well as a competitive
advantage or risk, more thought has to be given to
its governance.”
Simon Carpenter, CIO, SAP Africa, concurs:
“We’ve long said that ‘time is money’. Today it’s
more compelling to say ‘data is money’. So pressing
and important is the issue of data management,
that some organisations, in addition to a CIO, are
appointing a chief data officer (CDO) to ensure not
just compliance, but also to ensure data can be
monetised and used more effectively.”
To achieve such a lofty goal, the business has
to look at data governance holistically, making the
role of data governor one that’s held by everyone
in the organisation. It should be defined and
upheld by the board and the C-Suite and then
clearly filtered down to every single one of the
company’s employees.
Collective responsibility
“I don’t believe that data governance is any single
person’s responsibility at all – it is an organisationwide philosophy,” says Neil Robinson, CEO, Relate
Bracelets. “There should also be a focus on the
development of a data governance council,
which is made up of shareholders, directors and
remuneration committees and makes sure the
organisation’s data governance strategy is carried
out properly and checked regularly.”
A council that puts data governance at its heart
is a viable alternative to simply dumping it onto
one person’s lap and running away. It allows for
representation across all essential departments
and areas of the business and is far more likely to

Simon Carpenter,
SAP Africa

develop policy that is relevant to each department
or business unit.
CEO of the South African Institute for Business
Accountants, Nicolaas van Wyk, points out: “It’s
challenging to define data and the set roles of
each committee or individual; data governance
is a team effort. It’s discussed, analysed, and
applied to the different categories for it to put
the company to an advantage, and be positively
functional. More data doesn’t necessarily mean it’s
better and more useful to the company.”
Difference of opinion
The roles are clearly blurred – not everyone is
convinced as to which role belongs to whom, or
why – so there’s a need to ensure every person
in the organisation knows what data governance
means and how it affects them. Through judicious
use of a data governance council, clear policy
and company-wide awareness, the business can
engage with employees around the issues that
surround data governance.
“It has to become an inbred culture from person
A to person B, not just the CEO or CIO,” says
Robinson. “Everyone in the company has to know
what data governance is and understand what
it means in terms of transparency, security and
compliance.”
This is, it seems, one area where most agree.
The creation of processes, procedures, role
responsibilities and supporting systems are vital
in eliminating role confusion or lack of employee
awareness.
“Data management is a collaborative
engagement that needs to be taken seriously

by all parties,” says Jacques du Toit, CEO of Vox.
“A strong security ethos needs to be instilled
across the organisation, coupled with a clear
understanding of the processes, and the steps
required to uphold them. It’s vital that all staff
members understand why it’s important to drive
these processes and behaviours.”
It seems that perhaps the laying of responsibility
for data governance is as complex as the topic
itself. What is clear, however, is that it has to be
embedded into the company culture, it must
have clearly defined parameters and a leader or a
team must be given ultimate responsibility over its
development and implementation.
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data governance 101
The vital role that data plays in the digital enterprise means that a well
planned out data governance programme is essential. There are a number
of considerations to make.

Appoint a data governor
Under the PoPI Act, the CEO is ultimately
responsible for the protection of personal
information. But the CEO can’t do
everything in an organisation. So there
needs to be a strong leader, with the
mandated authority of the CEO, to head
up data governance. PoPI deﬁnes the
responsible person as the ‘information
officer’. The appointed leader doesn’t
need to be a technology genius; they
do, however, need to understand the
pervasiveness of data throughout the
organisation, compliance issues and be
able to provide political leadership.

01

12

How does the land lie?

02

The data team will need to undertake a
data-governance assessment following
an established methodology across
the entire organisation and produce
an inventory of the data locations,
current custodians, existing controls and
documentation. This benchmark will help
provide a starting point and road map to
determine a future path.

Gather a team

With an information officer appointed,
there needs to be a team or council
assembled to assist with the identiﬁcation
of data sources, the creation of policies
and dissemination of a governance
programme. Because data resides in
diﬀerent departments, a collective
comprised of members from across the
organisation will increase the likelihood
of developing a holistic view of the data.

ISSUE#11 | Q1 2017
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Conduct a risk
assessment

By knowing where all of your data resides, the
workflows and touchpoints it goes through,
and the levels of care and governance already
being exerted across it, you’ll have some idea
of who has access to it and perhaps how ‘safe’
it is. But also ask yourself some questions:
How reliable is the infrastructure that each
of the data sets resides on? How often are
the datasets backed
up? How easily can
the data leak from the
organisation? What are
the hazards that might
result in your data being
compromised?

What’s it worth?

Undoubtedly, data is one of the
company’s most valuable assets. But
quantifying its worth is a tricky task.
While very simplistic, applying a basic
test may provide a good benchmark
to determining value. If each of your
organisation’s datasets was in the hands
of your competitor, what value would
they place on the information? If your
organisation was found to have failed to
comply with data governance practices
and was held up as the landmark test
case for the Information Regulator,
how much damage would that do to
your organisation’s reputation? What
impact would that have on the value and
operations of the company?

05

Lights, camera, action

06

Once the data governance strategy
is in place, its execution will be key.
Guided by the information officer
and their team, any new procedures
will need to be disseminated across
the organisation, because you need
the entire organisation to buy into it.
Education and communication will be
vital for all those that will be impacted
by the data governance strategy. They
must receive sufficient training to
ensure compliance, and processes and
workflows must be adjusted accordingly.
A related set of training will need to be
provided, if not currently in existence, to
raise awareness of cyber-security threats
among employees.

Setting the strategy

Having an idea of where the data resides, how
it’s currently controlled and used, and its value,
will help in setting a data governance strategy.
But such a strategy can also be used to focus
thinking around improving data quality and
consistency – especially important for business
intelligence success, and how data can be
used within the organisation for competitive
advantage. A data governance strategy should
outline access controls – how and which people
can interact with the data and the responsibilities
for data stewardship. The strategy should also
provide guidance around the lifespan for data,
including when it can be archived for cheaper
storage, length of retention or disposal of data.
Operational issues such as the frequency of backups to ensure business continuity should also be
addressed. From a wider organisation perspective,
the data governance strategy must align with
wider corporate governance programmes.

07

08

Constant audits

In the digitally-driven world, things change
quickly. With this in mind, there’s a need to
keep track of the data governance strategy,
including the data sets, the value attached
to them and the risks. Against this backdrop,
annual audits are likely to be outdated. So
conduct more frequent audits of your data
security practices, access levels, processes,
workflows and risk assessments to see how
things are changing and if any resolutions
are required.
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Defining the CDO
A job so new that some incumbents have to
write their own KPIs, yet so important that
salaries are in the R1m – R2m range. How does
the chief data officer’s role slot into the
enterprise organogram? And can they look
after data governance?
by Tracy Burrows PHOTO: supplied

he role of chief data officer (CDO) is emerging
as one that every large organisation will need
within the next five to ten years. But exactly what
CDOs will do, what their responsibilities will be
and who they will report to are still under debate.
What is clear, however, is that they will play an
important role in company governance, risk,
compliance and strategy as data becomes the
lifeblood of enterprise.
Over a year ago, Gartner was quoted as saying
that up to 90% of large companies would have a
CDO role by 2019 as business leaders sought to
maximise their data assets. Gartner noted that not
all of them would be successful and that most
would be learning on the job.

T

Data and regulatory overload
Debra Logan, research VP and Gartner fellow, says
the 90% may have been an overstatement.
“This figure should have been qualified.
In reality, we expect significant growth in
the number of CDOs being appointed in
heavily regulated industries such as banking,
pharmaceutical and healthcare. In less regulated
industries, the introduction of CDOs is likely to be
closer to 50% over the next few years. But overall,
there will be double digit growth in the number of
CDOs being appointed over the next few years,”
she says. Data should not be the CIO’s job – there

“The CDO will be hands down more
important than the CIO.”
Debra Logan, Gartner
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is simply too much data and too many areas of
data management to consider now, she believes.
And because data is often central to business
success, it demands a specialised focus.
Logan believes growth in demand for dedicated
CDOs will also be due to an increased focus
on governance, risk and compliance. For this
reason, many new CDOs internationally have
backgrounds in regulatory, legal and consulting
fields. To a lesser degree, CDOs are also
being appointed from analytical and business
backgrounds, Logan says.
The local CDO emerges
Mari-Lize van Reenen, director at BI career
management specialists Information Dynamics,
says demand for CDOs is picking up in South
Africa. “We’re starting to see job specs emerging
for CDOs in South Africa, and we expect this
demand to grow over the next few years,” she
says. “However, it’s a very new field and the
role is not well-defined, even in international
organisations. We have heard anecdotes of CDOs
being appointed and tasked with writing their
own job descriptions.”
The CDO’s role typically depends on the
industry he or she works in, Van Reenen says.
“In a regulated industry, the role might focus
on governance, risk and compliance, while in
a sector such as media, the role might focus
more on analytics and marketing. But whatever
the industry sector, the CDO will typically be
appointed as a member of the board and Exco,
and will report directly to the CIO or COO. It’s a
senior level post commanding salaries in the
R1 million to R2 million per annum range.”
A place in the hierarchy
Mervyn Mooi, director at Knowledge Integration
Dyanmics, has also noted an uptick in CDO
appointments, but he sees the CDO role as one
that should support the CIO role. “Traditionally,
the CIO had ultimate accountability for everything
related to information technology management
and provisioning, and this included data. With data
governance and compliance becoming increasingly
important, it’s compelling organisations to create
the new role of CDO. I think this role should be
one level below the CIO, but dealing only with
data content, processes, principles, standards and
people. The CIO has a broader scope.”
Mooi believes CDOs will become crucial,
particularly in heavily regulated industries.
“Where compliance, data quality and security
are crucial, the CDO is crucial. Because data is

Scarce data
science skills,
surging demand
Data scientists are a rare
breed, particularly those
with business acumen, soft
skills and management
experience. But demand
for these skills is surging
globally.
In the UK, a recent study
by marketing technology
firm BlueVenn found that
72% of marketers consider
data analysis to be the most
important skill for their
organisation to acquire
over the next two years,
with 65% considering data
management more vital
than social media.
Gartner expects an
increase of the automation
of data science tasks and
growth in citizen data
scientists in the coming
years, but notes that
while this trend will help
overcome the skills gap,
it will drive a need for
increased governance.

becoming so pervasive and touches everything
in the organisation, they have to start specialising
in data. But you may even find organisations
requiring more than one CDO or even multiple
CDO teams across business clusters or divisions.”
CDOs are more likely to emerge from the ranks
of general managers and risk managers, believes
Mooi, rather than from the IT team. “A foundation
in governance or law might be a good start,
along with some understanding of IT, analytics,
business and management. The CDO will have
to collaborate actively with a variety of subject
matter experts in the organisation, possibly
establish a centre of excellence, and will have to
negotiate at board level. They will also have to
have autonomy to drive the organisation forward

Debra Logan,
Gartner

in terms of data standards. You won’t find people
like this off the shelf.”
Fast track to data value
On the question of who will be most crucial to
the business 20 years from now, Logan says: “The
CDO will be hands down more important than
the CIO. The situation today might be compared
with the building of the US transcontinental
railroad in the 1800s. At first those building
the infrastructure were crucial, but once that
infrastructure was in place, that’s where the
economy started to boom and others rose to
prominence. Today, the IT infrastructure is in
place and the data is starting to flow around, and
this is where the real value will emerge.”
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taming the ocean
When it comes to ‘big data’, siZe matters less
than smarts.
by JaMes FRanCis photo: suPPLied

he election of Donald J. Trump as the 45th
President of the United States is a divisive
subject, and it’s probably in poor judgement even
raising him in such an unrelated topic. Yet it
would be great to hear him use his talents for
hyperbole and drama to tell us how big ‘big data’
is. “Big data is HUGE. It’s really HUGE. It’s
AMAZING. UNBELIEVABLE, in fact.”
Yet even President Trump’s bluster doesn’t
come close. Anyone with half a toe in technology
knows this: at the rate that we hear about peta-,
exa- and zetabytes, it’s tempting to believe these
names are being made up. But they’re real, trying
to plot the circumference of big data, the ‘must
have’ of the modern operational world.
The problem with big data is on the can: it’s
big and growing every second. This represents
enormous quantities of data that need to be
interpreted, often under the symbolic gun held by
the rest of the business. Data represents value and
insight, two glib words for very useful yet elusive
things. When you’re tasked with climbing an
ever-growing mountain, charged by necessity and
chained by hype, how do you win?

T

CLiMBing LOOKs easy FROM The TOP
Not so long ago, storing all this data made
headlines. Projections predicted catastrophic
data growth that, in the most dramatic scenarios,
would outstrip storage.

“people sometimes argue more
about cost of analysis than the
effort of getting the data in the
first place.”
yudhvir seetharam, Wits university and FNB
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Instead storage became very cheap and
abundant, not the least thanks to new
developments in compression, networks and
virtualisation. So the big data paradigm adopted
a stockpiling mindset, failing to appreciate that
analysing that data represented the real costs
waiting in the wings.
“The economics behind storage is good for
scale: the unit costs of storage decrease as you
buy more units,” says Yudhvir Seetharam, senior
lecturer at Wits University and head of Analytics
at FNB. “Acquiring the skills and systems to
analyse the data is more expensive and often
this is where most disagreements take place. I
find people sometimes argue more about cost of
analysis than the effort of getting the data in the
first place!”
This is unlikely to change, because while other
aspects of big data are becoming cheaper, there
are no obvious economies of scale for sorting and
analysing data, even when you factor in the arrival
of artificial intelligence.
Governance and compliance are also major
concerns, as they dictate many of the shoulddo’s and musn’t-do’s of the emerging big data
landscape. Companies are wary of two things:
the liabilites they could face and the edge they
might lose. Yet at the same time, the cultural
and leadership shifts to enable a data-driven
environment are often not the first buds on
the data tree. The question of data exploitation
becomes a chicken-and-egg problem usually left
in the hands of the business’ technologists. So if
you encounter an immovable object, what do you
do? Simple: you make it smaller.
MOunTains inTO MOLehiLLs
“The problem around big data and business is
that too much data becomes dumb data,” says
Jonty Bylos, corporate account manager at
GetSmarter and consultant on its MIT Fintech and
MIT Big Data/Social Analytics courses. “People
become swamped and we don’t curate it well for
actionable outcomes.”
The size of big data is often what overwhelms
projects. When climbing a mountain, it’s always
better to follow familiar terrain. This is generally
overlooked, says Seetharam. “A lot of the time
you have business-as-usual data, without having
to build anything new. But people aren’t using
that effectively.”

The primary outcome for big data projects is
to cater insight to the business. How and what
that insight might be is another debate, but it’s
important the business comes to appreciate
the complexity of a big data environment. It’s
tempting to cultivate new data streams and
reach to outside sources when building a big
data project.
But the business should have a wealth of
seemingly mundane data. This can be a highly
effective catalyst in establishing bonds between
business and analytics, especially if you maintain
the ‘business outcomes’ approach.
A company of mountaineers
Philosophically, many misunderstand big data.
Traditional heavy users of data analysis were
focused on reducing risk and costs. Big data
caters for that, but the real promise is as a means
for expanding frontiers, creating new leads,
satisfying existing customers and finding unseen
opportunities hidden between the folds of the
business world’s sofa.
Big data changes companies, which is why
the company must be co-opted. Though it is
tempting to focus on the challenges of technical
skills, soft skills in data are equally important.
“We attract a lot of executives who feel
swamped by the concept,” says Bylos. “They didn’t
really know what it meant when, for example,
they needed more server capacity. These are
basic things, but once they have the context, they
get a better collaboration going. The quick victory
is to get executives up to speed on things that
have direct consequences and material impact,
and understand the context of how the data is
collected and curated.”
Seetharam reflects a similar view that executive
understanding of big data is crucial: “You can
build fancy models, but if your team can’t
communicate to anyone, the value is much lower.
A lot of people know how to do their jobs, but
they don’t know how to promote or sell what
they’re doing. Being able to communicate an
idea is very important, to the point of selling an
idea because you have the backing of what your
model shows. Soft skills are definitely needed if
businesses want to make use of the analysis.”
Companies sometimes look to dashboards
to mitigate this analytics divide. Says Bylos:
“The hope is that as better software and user

Yudhvir Seetharam,
Wits University and
FNB

interfaces emerge, perhaps these will reduce
that lead time in terms of getting better attuned
analysts in the field.”
Unfortunately, software cannot change
attitudes, notes Seetharam: “Do users want this
information at their fingertips? It’s one thing to
make someone’s job more efficient, it’s another to
tell them what to think when they sell something.
Are your users willing and able to use the
information effectively?”
Ultimately, the challenge may not be too
much data, but instead knowing what to do with
it. That requires the hearts and minds of the
company, cultivating their willingness to assail
at least part of this mountain and locate that
edelweiss of insight. Bring them along and you
will all reach the summit.
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Not just sunshine and
rainbows
Taking your data into the cloud could
have a serious impact on governance and
compliance matters.
by Rodney Weidemann PHOTO: Vernon Reed

oving to the cloud offers many advantages,
but from a data governance and compliance
perspective, there are a number of implications.
Perhaps the one looming largest over the local
industry is the PoPI Act. With governance and
compliance thus becoming increasingly critical to
enterprises, there are obvious concerns that
impact such a move, including which type of
cloud – public, private or hybrid – is best and how
to deal with the thorny issue of data sovereignty.
According to Jayson O’Reilly, director of Sales
and Innovation at DRS, the move to the cloud is
being driven by business, which is enthused by
the levels of agility and the cost savings obtained.
Because this is the key focus, they’re moving
full speed ahead to the cloud and only worrying
about governance and compliance issues after
the fact.

M

Crucial implications
“Currently, we’re in a situation where it’s often
a case of move first and consider the legal

“With big data comes big
responsibility, and the management
of this data needs to go hand in hand
with data governance strategies and
transparent procedures.”
Patrick Maphopha, NetApp Africa
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implications later. This can cause problems for
an organisation, however, since legally, they’re
ultimately liable if the information they store in
the cloud is compromised, rather than the cloud
provider,” he says.
Sean Maritz, CIO and group executive at Eskom,
adds that concerns about security and legislative
compliance can obviously inhibit cloud adoption.
“However, if you put proper governance and
guiding principles in place, it can actually give
you more security and control. Eskom, as a stateowned enterprise, is also required to comply with
data sovereignty laws, which means that we have
adopted a hybrid cloud model, as this enables
us to secure and protect a wide range of data
classifications.”
Patrick Maphopha, CTO, NetApp Africa,
highlights that as South Africa begins to embrace
the digital economy, data has become the new
currency.
“Data has the potential to reshape businesses
and they’re quickly realising storage in the hybrid
cloud becomes paramount. You could say that
with big data comes big responsibility, and the
management of this data needs to go hand
in hand with data governance strategies and
transparent procedures,” he says.
Maphopha says individual organisations have
their own strategic reasons for handling their data
in a particular way or adopting a particular cloud
strategy, which is dependent on a multitude of
factors.
“The best way to ensure you have control of
all the different pockets of your data is to view
data as a fabric, spread across all your business
activities, holding them all together in a single
protective and productive cloth. With proper data
management, you can begin to view data in this
way and then the approach you need to adopt
should become clear.”
Balancing the pluses and minuses
Maritz says there are some notable benefits to
moving to the cloud, including massively reduced

Retaining and deleting data
Patrick Maphopha, CTO, NetApp Africa, says the PoPI Act
states that those affected must comply with eight principles,
which aim to make sure personal information is:
• Fairly and lawfully processed
• Processed for limited purposes
• Adequate, relevant and not excessive
• Accurate and current
• Not kept for longer than necessary
• Processed in line with the person’s statutory rights
• Kept secure
• Not transferred to other countries without adequate
protection.
The very nature of the cloud will ensure the lawful
enactment of these requirements, he says. For example,
through the cloud, certain data may be automatically
deleted after a given time period.
Furthermore, continues Maphopha, according to PoPI,
companies are responsible to destroy or delete personal
information or ‘de-identify’ it as soon as reasonably
practical, when they are no longer authorised to retain
this information. This requires that businesses have an
information register that can act as an information or
data map. This, in turn, will help in keeping track of all
sources and storage locations of personal information,
but also means preparing systems to be able to cope with
the possibility of removing records, including unique
identifiers.

capex costs, improved IT agility and the ability to
be more responsive in meeting business needs.
“The cloud also gives you better control over
expenditure and allows for more flexible
contracting, as well as reducing IT operations
costs by leveraging new technologies and sharing
IT resources, including skills and infrastructure.
Most beneficial of all is that the cloud is really the
key enabler for true digital transformation, so the
sooner you’re in the cloud, the quicker you can
begin transforming to meet the future.”
He adds that it’s not all sunshine and rainbows
with the cloud, which also has some downsides,
notably a potential or perceived increase in total
cost of ownership (TCO).

Sean Maritz,
Eskom
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“it’s incredibly difficult to stay
compliant With data sovereignty
rules these days, because of the
proliferation of such cloud-based
applications.”
Mike Rees, Commvault

A cloud service tends to be priced by
the vendor at the sustainable TCO, with an
allowance for the costs of the ongoing functional
enhancement necessary for the service to remain
current, he says.
“This can make cloud services appear to be
expensive, relative to other sourcing approaches.
There can also be tradeoffs between the TCO
of cloud services and on-premise applications
at different numbers of users and transaction
volumes. It’s therefore important to understand
the TCO impact of a cloud service, and model a
range of usage scenarios to understand the cost
impact, so that you can be confident that this will
remain within budget tolerances.
“Furthermore, it’s also important to build
understanding of the TCO of existing internal and
outsourced IT solutions within the organisation,
so that cloud services and solutions are evaluated
on a like-for-like basis, compared to other
sourcing options. Another challenge is the
potential for data loss, which is an issue that
needs to be closely managed,” says Maritz.
daTa sOveReignTy in The shadOW
Mike Rees, territory account manager at
Commvault, suggests that most organisations

minimum reQuirements for popi compliance
According to Werksmans Attorneys, companies can assess the amount of preparation needed
to ready themselves for PoPI by considering the following minimum requirements:
1. Audit the processes used to collect, record, store, disseminate and destroy personal
information, to ensure the integrity and safekeeping of personal information in their
possession or under their control.
2. Define the purpose of the information gathering and processing.
3. Limit the processing parameters - personal information may only be processed if it is
adequate, relevant and not excessive.
4. Take steps to notify the ‘data subject’
5. Check the rationale for any further processing
6. Ensure information is complete, accurate and of high quality
7. Notify the information Protection Regulator
8. Accommodate data subject requests
9. Retain records for required periods
10. Cross border data transfer – remember there are restrictions on the transfer of data into
and out of South Africa.
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today are fairly well versed in the basics of data
sovereignty, but the real challenge comes with
employees using cloud-based applications.
Even if a business has processes in place to
ensure information that has to remain within
the country’s borders does so, these can be
undermined by an employee making the simple
mistake of storing critical information in an
application like Dropbox.
“It’s incredibly difficult to stay compliant with
data sovereignty rules these days, because of the
proliferation of such cloud-based applications,”
Rees says.
“The security and data management players
in the market are developing better solutions to
handle challenges like these more effectively. I
foresee a point where organisations adapt their
data loss and prevention solutions to ensure that
– based on the content of a specific document –
these indicate where such information is allowed
to be stored, thereby preventing information from
being stored in high-risk applications.”
Maphopha adds that data sovereignty is just
one aspect of data security and ensuring data is
secure is not simply an exercise in compliance,
but is also essential for protecting intellectual
property, optimising storage and ensuring
business continuity.
“The benefits of compliance already enable
organisations to address loopholes in policies
and practices. The enactment of PoPI has
simply formalised these requirements and

“the benefits of
compliance already
enable organisations
to address loopholes
in policies and
practices. the
enactment of popi has
simply formalised these
reQuirements and made
best practices around
data security legally
enforceable.”
Patrick Maphopha, NetApp Africa

made best practices around data security legally
enforceable,” he says.
dOn’T geT LeFT Behind
Another challenge related to PoPI is that certain
industries, like the financial services sector, are
required to store data for lengthy periods. With
technology constantly evolving, there is a concern
that this data might, in a few years, only be found
in an out-of-date and inaccessible format.
Michael Needham, senior manager: Solutions
Architecture for CIS, Russia, Middle East and

Africa at Amazon Web Services, says that one of
the biggest challenges seen in South Africa is the
fact that longstanding institutions store data in
multiple legacy systems.
“With multiple platforms at play, accessibility
to a central data point becomes an issue. Many
vendors currently store data in special formats
for fast retrieval or strong compression. With
the onset of the cloud, and the cost of storage
coming down, there is less need to store data in
these vendor-specific formats, making this less of
a challenge moving forward,” he concludes.
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Do the right thing
PoPI shouldn’t change the way you do
security, if you’re doing it right.
by Ben Kelly PHOTO: supplied

ecurity remains a critical issue for all
organisations. However, the increasing
importance of regulation and compliance, and the
threat of liability means this needs to be front of
mind for all CIOs.
Add to this, the ever-expanding scope of the
enterprise IT function, which is increasingly being
tapped to drive business innovation. This goes
beyond its more traditional functions of ‘keeping
the lights on’ at head office.
Some key areas of innovation being punted
by the market are around the Internet of Things
(IoT), increased mobile connectivity and ‘bring
your own device’ (BYOD). All of these expose
organisations to increased risk and open
pathways for security to be compromised.
Martin Pretorius, risk manager and compliance
officer, E4, comments that concepts such as these
can be daunting for IT professionals as the control
over devices moves away from the IT department.
“To begin protecting data, you must always have
knowledge of what you need to protect. Ensure
you define your infrastructure, your data fields
and all communication points well, analyse the
flow of information in the areas where data can
be sensitive, and in those areas make sure you
employ control.”

S

“To begin protecting data, you
must always have knowledge of what
you need to protect.”
Martin Pretorius, E4
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Nic Laschinger, CTO, Fleek, adds that the
core issue for the security function centres on
minimising business risk while not inhibiting
functionality.
“The balancing act is trying to give away as
little as possible while not affecting business
performance. With the proliferation of network
devices, many of which are shared with nonauthorised personnel (like children), the challenges
of maintaining ease of use while securing sensitive
information have increased exponentially.”
The future implementation of regulations such
as the PoPI Act is the one thing attracting a lot of
attention as it formalises many of the issues that
companies have had to deal with internally over
the past few years.
Laschinger says what has changed is that PoPI
has formalised the consequences of data theft or
loss and introduced the legal requirement that
organisations report these to the regulator, and be
able to prove that all reasonable steps were taken
to protect the data.
To be able to report breaches, the IT function
needs to be aware of them, and it may need
to increase its monitoring or implement new
technologies to be able to do this.
Proof
“In order to prove it has done what’s required to
protect the data it holds, IT needs to engage in
everyone’s least favourite thing – documentation.
Processes and procedures to secure data need to
be documented, followed and regularly audited to
ensure they’re still applicable. They also need to
be updated as technology, criminal ingenuity and
circumstances change,” he says.
Pretorius says that in order to counter the
ever-evolving threats, the strategies employed by
security teams need to evolve as well.
“In the old days, everyone thought that
installing a firewall and a good network base
intrusion prevention system was enough; the fact
is it never was. The bad guys are determined, and
to beat them we have to be more determined.

“Test, analyse, repair and re-test your security.
Train and educate your people,” Pretorius says.
He adds that one of the biggest threats to
securing data remains the human factor, which is
also the most difficult to control. As a result, the
softer issue of user education plays a vital role
in protecting data and must be the first step in
ensuring a secure data environment.
Empty trash
Part of PoPI involves the secure disposal of
personal information once it has reached a
point where it may no longer be legally retained.
However, this requires that organisations – both
large and small – have a clear view of the lifecycle
of information.
Laschinger says the IT function needs to work
with the organisation’s information officer to
ensure that an audit is conducted at the start of
the PoPI compliance process to determine what
data the organisation holds, where it’s housed,
how it’s secured, and how long the organisation
is authorised to hold that data for. From there, the
information needs to be managed throughout
its lifecycle, and both systems and processes will
need to be put in place to manage this and ensure
that data is securely disposed of when it reaches
end of life.
Pretorius concurs, saying that it’s more difficult
to track data than to technically dispose of data.
“Companies need to make sure they know
what data they have, where it is and for how long
they’re allowed to have it. Once they have found
the rhythm of when data has to be disposed of, it’s
relatively easy to automate archival and disposal
for any electronically stored data.”
When it comes to protecting data under PoPI,
there remain two imperatives: the first is that
companies treat the personal information they
hold in compliance with the law, which really
means do the right thing. But also the law requires
that should things go wrong, companies are able
to prove all reasonable steps were taken to protect
the data, and that’s almost as important.

Nic Laschinger, Fleek
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We need to talk
about PoPI
The time for PoPI compliance is fast
approaching; your organisation must
get serious about data governance and
cyber security.
by Belinda Milwidsky, IT Manager, Fluxmans Attorneys
Photo: Karolina Komendera

ata is a key asset for the modern organisation. Cybercrime
and the hijacking of people’s identities are on the rise, which
makes it more challenging to keep personal information secure.
The PoPI Act applies to the entire information lifecycle and will
enforce rigorous requirements on South African organisations to
ensure they have effective governance around the use and
management of data held, in both physical and electronic forms.
The mismanagement of personal information held by an
organisation could adversely damage a company’s reputation.
However, under PoPI, it could also result in financial penalties
or executives facing prison sentences for their negligence.
From a practical perspective, an organisation needs to be
aware of the personal information it holds, the locations where
it resides and the length of time necessary for data retention.
As part of the PoPI Act, natural or legal persons (customers,
employees, partners or suppliers) are entitled to ask for a
complete register of where their personal information is held
by an organisation; I suspect many organisations still have data
siloed away, and without an advanced document management
system, the task will be near-impossible.
Depending on the size of the organisation, there will be a
need to appoint an Information Officer, who will be responsible
for the management and dissemination of the records and
personal information. Some bigger South African organisations
will need to have committees, employees or departments
dedicated solely to this task. Although likely to be running less
complex and dispersed data storage architectures, I suspect
smaller organisations that attempt to comply will suffer with
the operational and financial burdens of the PoPI requirements.
Irrespective of size, an organisation needs to decide how
important the information it holds is and mitigate the risk, so they
need to conduct a risk assessment of the data and reputational
value, in case of breach, perhaps even scenario-modelling what
the implications could be if the worst were to happen.
As data pervades many workflows across organisations, and
touches many individual employees, an organisation-wide
drive and commitment for compliance need to be pushed
down from the top. If no one is appointed to oversee PoPI,
then the CEO, who is ultimately responsible for compliance,
will need to run the implementation. Stringent regulations

D
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will have to come down through an organisation on how
information must be handled.
Education is key
Organisations need to take responsibility for educating their
staff as some of the biggest threats, wittingly or unwittingly,
are from internal sources. The education programmes have to
be tailored for your IT staff, and I would recommend separate
training for the rest of your user base, irrespective of their IT
maturity levels. PoPI isn’t going to make provisions for the
technology competency of users. Ignorance is not an excuse.
That old adage also holds true for training staff about the
dangers and realities of cybercrime. The biggest preparation
for dealing with a cybercrime breach is educating users on
how to recognise the attempts, including social engineering,
and how to handle it. The IT function also needs to provide a
supportive and understanding helpdesk so people are proactive
at reporting issues, such as where they are uncertain about
e-mail authenticity.
It’s easy to write here that organisations need to educate
staff, but the reality is that not every employee values training
or wants to be taught. If that’s the case, then ultimately the
responsibility for PoPI compliance lies with the CEO, but it
depends how seriously the CEO takes the legislation themselves
as to how strictly they will enforce policies and education.
CEOs and other senior executives have many different
priorities, so if you feel you’re fighting a losing battle trying to
convince them of the severity of PoPI, sometimes an outside
voice, such as a respected consultant, can help sound alarm
bells much louder than your lone voice in the boardroom.
Even though the Information Regulator has been officially
appointed and the countdown for compliance has begun, I
suspect many organisations are going to take a ‘wait and see’
approach, as happened with FICA. My advice for now is raise the
issue and persuade the CEO of the importance of PoPI, practise
good data governance, and spread the message through your
organisation by educating your staff about PoPI and cybercrime.
PoPI is coming, and – to borrow from the Scouts – Be Prepared.
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