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W e produced this publication in the
midst of the proverbial interesting
times for South Africa. Just how the
political and economic changes that this
country is undergoing will impact on
business remains to be seen; it’s early
days yet. One thing is clear, the
electorate has expressed its ennui with
corruption, and government – and
business – need to clean up their act.
While the subject matter for this
quarter’s publication may seem to rely
on shock value for effect, the CIO can, in
fact, go to jail for certain transgressions,
although this is the exception rather
than the norm. However, there have
been instances where CIOs have been
imprisoned for their actions – or their
failure to act! In the articles within this
publication we explore the boundaries
of the CIO’s ambit as dictated by current
and pending legislation – and provide
advice on measures that he or she can
implement to ensure that no breach
occurs.
What’s becoming clear is how the role
of the CIO is shifting away from being
technology-oriented to being systems
and processes-focused, with the
associated liabilities and responsibilities.

Thus the CIO’s relationships with the
company’s executive committee members
becomes more vital than ever to ensure
company-wide compliance – we’ve been
saying for years that the CIO needs to
have a seat at exco level; this just cements
that argument.
As the scope of his responsibilities
widens, so does the potential for personal
liability, and this is where the CIO or IT
manager really has to cover his – or her –
bases. Everything from software licensing
to the protection of client information is
now the CIO’s responsibility, so having
systems and processes in place and
possibly even a team to implement them,
is becoming increasingly important.
While the pieces of relevant legislation
are many and the burden they place on
the CIO onerous, to say the least, Carol
Thomas of the South African Civil Aviation
Authority sums it up perfectly when she
says, “What’s good for the company, will
ultimately be good for you”.

Enjoy the read.
Ulrike Weitz
Editor

To access the additional content
in our digital versions (iPad,
Android and/or PDF), scan the QR
code or visit books.itweb.co.za
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GO DIRECTLY TO JAIL. DO NOT
PASS GO
WHAT WOULD SEND THE CIO BEHIND BARS, LOOKING PEAKY IN ORANGE AND REGRETTING
THE STRING OF ERRORS THAT LED TO THEIR INCARCERATION?
BY TAMSIN OXFORD | PHOTO: SUPPLIED

T

he title of chief information officer (CIO)
comes with more than just a nice desk, a
place at the boardroom table and a healthy supply
of bottled water. It has terms and conditions
attached. It’s complex and demanding, placing a
remarkable burden on the shoulders of those who
opt into the role. It’s also something of a legal
minefield. The CIO has access to privileged
information and resource-rich data, to systems and
passwords, to documents and systems, and one
ethical slip or mistake could see them either in jail
or suspended.
The South African Companies Act defines
various duties and liabilities for directors and
CIOs or IT directors and how they are bound by
these duties and could be held criminally liable
for certain indiscretions. Section 214 outlines
how it’s a criminal offence if such a director or
person was knowingly party to an act or omission
by a company calculated to defraud a creditor
or employee of the company, or a holder of the
company’s securities, or with another fraudulent
purpose.
“The act does make provision for directors to
raise honest and reasonable behaviour on their
part as a defence in these circumstances,” says
Nico Fourie, national director of ICT, BDO South
Africa. “Considering CIOs are in a position of
privilege and custodians of information, their
actions can be closely interrogated in the event
of a criminal investigation. Gross negligence
relating to information policies, processes and
procedures handling, or unauthorised information
disclosure and espionage, could also have criminal
implications.”
JUST SAY NO
But wait, there’s more. In addition to the above,
there’s also the very strict and aware Directorate
of Market Abuse, which is responsible for the
prosecution of offences such as insider trading,
price manipulation and false and misleading
reporting.
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“CONSIDERING CIOS
ARE IN A POSITION
OF PRIVILEGE AND
CUSTODIANS OF
INFORMATION, THEIR
ACTIONS CAN BE CLOSELY
INTERROGATED IN THE
EVENT OF A CRIMINAL
INVESTIGATION.”
Nico Fourie, BDO South Africa

“The CIO is in a special position and is responsible
for caring for information and any requests that
go with it,” says Solly Keetse, head of department,
Directorate of Market Abuse, Financial Services
Board. “So the CIO would be subject to market
abuse provisions if they used information to
ensure that they, or another party, profits as a
result. The most important thing for any CIO is to
not get involved in the buying and selling of listed
securities and shares of the company. Just stay
outside the process or you could fall foul of the
law.”
Keetse also points out that it counts as an
offence if you deal either directly or indirectly
through an agent – if you have insider information
and you instruct your stockbroker, you are in
violation of insider trading. Another one of the
most common commercial offences is EFT
fraud, where the person committing the crime
transfers money into their own bank account
while pretending to be a service provider. Then
there’s the minefield of RICA – the CIO is often the
designated RICA officer and gross negligence in
the handling of this information could lead to the
CIO being liable.

“Contravention of the RICA Act could result in a
fine of up to R2 million, or up to two years in prison
if found guilty,” says Fourie. “Then the Protection
of Personal Information Act (PoPI) is defined to
promote the protection of personal information
processed by private and public bodies and, under
this act, any information officer (or CIO) who
refuses to comply with an enforcement notice
referred to section 77j under the PoPI Act could go
to jail for up to three years if found guilty.”
THEN THERE’S CYBERCRIME
For an even deeper gulp, the new Cybercrime Bill
also sits on the CIO table. Currently, it puts liability
right on top of the IT professional or CIO to ensure
the secure transmission, storage and maintenance
of information assets and plugging exploits. Fourie
makes a valid point: “The Cybercrime Bill in its
current form should not continue.” However, it’s
just one of any number of white collar crimes
currently being committed across South Africa by
people in positions of authority.
“Financial statement fraud committed by
executives at this level is now becoming a
common occurrence,” says Michael Barker,
director, Michael Barker & Partners. “Other
methods used commonly include theft, fraud
and/or the manipulation of figures. There’s also a
growing trend whereby senior executives set up
businesses without the knowledge of their existing
shareholders and profit via various ulterior means.”
The statistics are showing that there’s a year-onyear growth in the number of commercial crimes
reported with an estimated R150bn price tag, and
that’s just in South Africa. And the worst part of
all? Fifty percent of this fraud is committed by the
employee.
“The most common types of white collar crimes
cover EFT fraud, identity theft, stock theft, cash
theft, rolling of debtors, corruption and bribery,”
says Justin Keevy, director, Camargue. “We have
also seen an increase in frauds committed by
outside syndicates where they falsify logos and
send invoices with incorrect banking details to
corporates.”
Keevy and Barker both believe that there’s likely
to be an increase in this kind of crime over the
short term thanks to economic pressures and a
rising cost of living. It has become a significant risk
to business, and puts the CIO under an unpleasant
spotlight.
“The seniority of the CIO’s position is such that
it doesn’t allow for a great deal of supervision or
scrutiny,” says Barker. “The intricate knowledge

Solly Keetse, Financial
Services Board

that these individuals have in respect of IT, coupled
with their seniority in the organisation, allows
them to perform fraudulent actions without being
subject to a great deal of suspicion.”
The CIO is in a position of privilege and the lack
of accountability, and perhaps a failure to segregate
duties, can lead to them having access to critical
information. Passwords, systems and software are
all at the CIO’s fingertips and there should always
be the questions asked and ethics assessed to
ensure the CIO remains on track.
“Untethered access could drive behaviour in
the wrong direction,” concludes Fourie. “A culture
of high value ethics could help to reduce the
temptation to access critical information and
good governance standards should be adhered
to with strong compliance principles and controls
implemented to prevent access to personal
exploitable information.”
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LAW AND THE CIO
TECHNOLOGY AND BUSINESS HAVE BECOME INSEPARABLE; AS THE REGULATION OF
BUSINESS GROWS, SO DOES THE BODY OF LAW WITH WHICH CIOS MUST COMPLY.
BY JAMES VAN DEN HEEVER | PHOTO: SUPPLIED

I

n the past, CIOs thought little about law
except as regards those pieces of legislation
that specifically relate to technology, such as the
Electronic Communications Act. However, as
technology and business have become more and
more entwined, it has become increasingly hard to
draw a clear distinction between ICT law and
general law. CIOs thus have to take cognisance of a
much wider range of laws.
John Giles, managing attorney at Michalson’s, a
firm of attorneys, says that CIOs should probably
use King III as the foundation for their thinking
even though, of course, it’s not a law but a
voluntary governance code. “King III makes ICT
a board responsibility, and it sets the board’s
expectations of the CIO,” he says.
However, observes Marlon Moodley, MD of
B2HA, which offers ICT advisory and strategy
services to boards, both boards and CIOs have
been slow to grasp the implications of King III. In
his view, too many CIOs still lack a voice at the
strategy table, and ICT is still not integrated with
corporate strategy. This makes it hard for CIOs and
boards to appreciate fully the legal implications for
the business strategy they are enabling.
Marius van den Berg, director, EY and a member
of the King III drafting team, says that CIOs need to
own the information agenda rather than simply the
technology one.

CIOS NEED TO UNDERSTAND NOT
ONLY LAWS THAT SPECIFICALLY RELATE
TO TECHNOLOGY, BUT ALSO THE
IMPLICATIONS OF OTHER LAWS FOR
INFORMATION, COMMUNICATIONS AND
TECHNOLOGY IN THEIR ROLE AS BUSINESS
ENABLERS.
6
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In short, CIOs need to understand not only
laws that specifically relate to technology, but also
the implications of other laws for information,
communications and technology in their role
as business enablers. The common thread is
information, which is essentially the input and
output of every business process and application,
and the main ‘cargo’ of communications and
storage networks.
Livia Dyer, a partner at Bowmans (formerly
Bowman Gilfillan), makes the point that the law’s
impact on IT systems is often not so obvious. For
example, the ECT Act gives digital documents the
same legal status as paper ones for the purposes
of litigation – but only if the digital document
is stored in a format that prevents alteration.
Identifying which documents need to be treated
in this way, and adequately protected, is the CIO’s
job.
Similarly, CIOs might tend to focus on the
technical challenges of monitoring employee
communications without fully understanding the
legal requirements contained in RICA – something
that PoPI will further impact.
COMPLEX LEGISLATION AND THE CIO
This leads on to an important point, Dyer says:
legal obligations are often difficult to ascertain
when two or more laws have to be taken into
account.
The Companies Act is a piece of important
business legislation with no direct application
to ICT but, says Moodley, CIOs need to be
familiar with its provisions because of the
close relationship between a business and its
technology. Thus, for example, the CIO needs to
understand the legal implications for the business
if technology misfires – for example, if a systems
outage affects airline passengers. The increasing
integration of SCADA and PLC systems into the ICT
infrastructure is germane here; malfunctioning ICT
that affects the safety of miners underground, for
example, opens up the company to sanction under
mining and safety laws, among others.

In other words, securing these systems against
hackers or ensuring uptime could be a greater
priority. There’s a legal dimension to every business
decision – and thus to every IT one as well.
The legal environment, with its overlapping sets of
regulations and laws, presents a challenge to lawyers.
How can overworked CIOs expect to make sense of it
all – as they must? There’s no easy answer. Perhaps the
most practical solution is offered by EY’s Van den Berg:
build close ties with the corporate legal department.

Marlon Moodley, B2HA

UPCOMING LAWS
Cybercrimes and Cybersecurity Bill
Amendments are still being drafted, but it’s expected
to be tabled in Parliament before the end of 2016. Inter
alia, it defines what cybercrimes are, and CIOs will
need to adjust their policies accordingly.
In terms of this bill, says Giles, the minister will be
able to designate virtually any ICT infrastructure as
‘critical’, which means it will be subject to government
regulation. Many fear that this could be a backdoor
through which state control of private information
and surveillance could be enabled. Giles says that
the president has prioritised this bill because it will
make current, illegal government surveillance legal.
Worryingly, it seems likely that it will come into effect
before PoPI, which could be used as a defence against
excessive state surveillance.
Moodley says that CIOs and the CIO Council of
South Africa should take the opportunity to give input
to the bill when it reopens for public comment.
King IV, to be published on 1 November 2016
In general, it has been designed to be simpler and
more practical to apply. The governance of ICT
remains a board responsibility. Van den Berg says that
applying King IV will yield benefits provided it is not
approached simply as a compliance exercise — but the
new sector supplements make it easier to align ICT
governance with business context.

Ways to minimise risk
All legislation may be found on the website of the Southern African Legal
Information Institute, www.saflii.org/za/legis/consol_act/.
• Electronic Communications and Transactions Act 25 of 2002 (ECT Act)
governs e-commerce in South Africa.
• Regulation of Interception of Communications and Provision of

• Protection of Personal Information Act 4 of 2013 (PoPI) governs how
personal information is processed. The act will commence once a
regulator is appointed, which is expected to be soon.
• Cybersecurity Policy Framework (available at www.gov.za) is mostly
focused on the state. It aims to provide the framework to secure

Communication-Related Information Act 70 of 2002 (RICA) regulates

cyberspace, including ensuring enough of the right skills. CIOs should

the interception of messages and makes it compulsory to register

use it to assess how well prepared they are to respond to cyber-threats,

cellphone numbers.

says the State Security Agency’s head of Communications, Brian

• Companies Act 71 of 2008 provides the basic law for the formation,
management and dissolution of companies.

Dube. The Cybercrimes and Cybersecurity Bill is an output of this policy
framework.
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FASTER TECH, HIGHER RISK
High-speed technology updates present organisational challenges for the
CIO.
BY GEORGINA GUEDES | PHOTO: SUPPLIED

W ith the speed at which technology is
adopted and updated, CIOs have to have
risk management teams and strategies in place to
ensure that no harm comes to their organisations.
Technology is infiltrating the business world
at an ever-quickening pace. For the CIO who
orchestrated the release of solutions and software
into ‘the wild’, risk assessments need to be
made at lightning speed. At the same time, data
needs to be kept secure, which raises a host of
compliance issues. We take a look at how different
South African CIOs are confronting the challenges
that the breakneck speed of tech upgrades
present.
“The biggest challenges CIOs now have to face
is the balance of stability versus the risk of rapid,
constant change to deliver systems, features and
functions,” says Len de Villiers, CIO of Telkom.
“The one – of course – is in diametric opposition
to the other; the more you introduce change, the
more unstable your system becomes.”
As a result of this, he says, CIOs have to find an
eloquent, smart way of introducing systems and
releases regularly to keep up with the business
pressure to deliver competitive advantage, while
at the same time maintaining stability. “If you put
it into percentage terms, anything below 99.9% is
a problem. And it’s a very tough challenge to keep
a 99.9% service level on your system while making
changes.”
RISK MANAGEMENT TEAMS ARE NECESSARY
The challenges presented by high-speed upgrades
are so vast that most large organisations that are
heavily reliant on their IT network for business
now have in place change management teams
that are collectively responsible for mitigating the
risk.
“You’ve got to have a change management
team with the skills and knowledge to understand
the landscape of your technology and
environment, and they have to have the authority
to approve or decline the request for change,”
says De Villiers. “The team is then also responsible
for saying yes or no for the release to go ahead,
based on all the input it has received.”

8
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“THE BIGGEST CHALLENGES
CIOS NOW HAVE TO FACE IS
THE BALANCE OF STABILITY
VERSUS THE RISK OF RAPID,
CONSTANT CHANGE TO
DELIVER SYSTEMS, FEATURES
AND FUNCTIONS.”
Len de Villiers, Telkom

Despite this team’s involvement in the upgrade
process, De Villiers believes that the CIO must be
personally involved in the change decision-making
process.
“They mustn’t relegate or delegate it too far down,
because, ultimately, they are the captains of their
airbuses. They have full responsibility once that
airline is in the air. And once they’ve taken off, to
uncouple or back out of these releases is horrifically
complex. It usually takes more time to back out than
to implement because you have to undo so many
changes, and check so many systems and reports to
ensure that you were successful.”
When we approached the Institute of Risk
Management South Africa for their CIO Gillian le
Cordeur’s comment, we were referred to Michael
Ferenidos, their chief risk advisor. He detailed the
roles played by various professionals in the risk
management team in ensuring the security and
stability of upgrades.
“Heads of risk or chief risk officers would
provide support from a risk management process
perspective by creating a risk framework within
which the CIO would need to operate. The CRO
would facilitate risk workshops with the CIO in order
to compile risk registers in this space. The head of
compliance would also run compliance workshops
with the CIO to uncover legal compliance concerns
pertaining to technology.”
In summary, he explains that the IT or datarelated technical expertise lies with the CIO or cyber
risk team, while the risk management team provides
support from a risk process perspective, while not
being subject matter experts.

SMALLER ORGANISATIONS, SMALLER
CHALLENGES
Of course, the larger the organisation, the greater
the challenges faced when updating or upgrading
technology. For smaller enterprises, the risks are
not yet sufficiently significant to warrant an entire
risk team or department being focused on these
issues.
“At SA Homeloans, our challenges are very
much focused on how we can deliver more
quickly and more efficiently, at the pace and
with the agility needed to improve our business
competitiveness,” says Guy Saville, the director
of IT, credit and systems at that organisation. “We
aren’t yet at the stage where I have the luxury to
think, ‘Whew, we’re delivering so much at such
pace, how can I ensure that all compliance boxes
are ticked at lightning speed?’”
He adds that as a more centrally controlled
mid-size organisation, compliance and legal
issues are less of a concern. “We know exactly
what the impact of any IT development will be.
We don’t face the same challenges as larger,
more widely dispersed organisations where IT
changes and releases might have unforeseen and
unintended consequences.”
He says that larger organisations also have to
work around the fact that it’s difficult to canvas
the views and needs of all potential stakeholders
in a particular system. “They’re too widely
dispersed and may not even initially realise they
are impacted, whereas in an organisation of our
kind, we can. Our risk management is primarily
on the technical side – ensuring that releases into
production are all properly controlled and tested
and robust.”
However, he points out that in bigger
organisations, much of the solution must lie in
understanding the mapping between the business
architecture and the systems architecture.
KEEPING CONTROL OF THE PROCESS
De Villiers outlines how these processes are
carried out in Telkom. “The change is so profound,
so dramatic, that we do 60 releases a year –
which equates to more than one a week. We
schedule them based on a risk assessment done
by our risk assessment team, which understands
the landscape better than anybody else. And we
ask the experts of their particular domains to
come in and have brainstorming sessions around
the potential impact of the change or release of
the system, then make an informed call based on
the risk.”

The teams mostly carry out the upgrades on a
Saturday night so that they can be completed by
Sunday morning. “Why we do that is it gives us the
time to validate and ensure that if there’s a potential
problem on the Sunday morning, we have some
freedom and leeway to sort it out before Monday
morning.”
He says that his team also avoids ‘big bang’
approaches, so that a massive change isn’t released
nationwide all at once. “I don’t like extreme
makeovers. Changing the kneecaps, heart, ears,
mouth and giving a blood transfusion all at the same
time is just too big a shock to the system.”
Nonetheless, De Villiers keeps track of national rollouts from a ‘war room’, and stays in touch with his
tech teams on WhatsApp groups when the update is
going live.
There’s no doubt that CIOs need to plan in advance
and then think on their feet – and as the pace of
change continues to speed up, that footwork is
having to become ever fancier. There’s no single
strategy that provides a blueprint for minimising risk,
but rather, each CIO and risk management team have
to develop their own processes in response to the
multifaceted needs of their organisations.
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Guy Saville, SA
Homeloans
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WHOSE RISK IS IT ANYWAY?
Because internal and external cybersecurity threats impact every area of
the business, including performance, CIOs agree that risk and responsibility
must be shared by the C-suite.
BY MONIQUE VERDUYN | PHOTO: VERNON REED

T

oday’s CIO has a more demanding and
stressful job than ever before. Once the
‘keeper of the infrastructure’, the CIO now
presides over technology that’s an integral part of
every aspect of the organisation.
One of the most critical areas of strategic
responsibility for the 21st century CIO is
technology risk management and security in a
rapidly evolving cybersecurity threat landscape.
As each piece of the business goes digital,
opportunities to catalyse change and scale
operations arise exponentially. Unfortunately, this
increased ability to scale also brings increased
exposure to systemic risks
“The role of the CIO has evolved and can
be unclear at times as more companies are
using digital technologies to transform their
activities, competencies, processes and
models,” says Suren Govender, MD, Accenture
Analytics. “Organisations such as banks see
security as a complex task that should be
the joint responsibility of CIOs and chief risk
officers (CROs). As every digital advancement
creates a new vector for risk, trust becomes the
cornerstone of the digital economy. Digital and
data ethics are increasingly becoming boardroom
conversations, the C-suite sees technology risk
management and security as responsibilities that
should be shared.”
COLLABORATION IS KEY
Recent research by EY, Technology risk
management in a cyber world: a C-suite
responsibility, concludes that now is the time for

IT’S PRECISELY BECAUSE DATA BREACHES
CANNOT BE CONTAINED IN ANY ONE AREA
OF THE BUSINESS THAT SHARED RISK
AND RESPONSIBILITY HAVE BECOME SO
IMPORTANT.

all senior executives at the highest levels of the
organisation to work together to establish a new
mindset and approach to enterprise-wide IT risk
management programmes, including processes
before, during and after a cyber breach.
“The strategic risk of using technology needs
to be appreciated by the executive team as well
as the entire business to ensure responsible
risk-taking and to gather business information
that could provide useful insights for continuous
improvement,” says Mercantile Bank CIO,
Thagaran Govender.
As technology is more pervasively deployed
throughout an organisation, so too the
responsibility for managing risk and security
should be allocated to the areas utilising the
technology, according to Adrian van Eeden,
CIO, Gordon Institute of Business Science. “This
holds for any distributed service, though, not
just technology. A manager in a business cannot
abdicate responsibility from managing their
finances or staff, so why should technology be
any different?”
Van Eeden insists that while his team may help
colleagues to optimise their business processes,
this doesn’t mean he’s responsible for their
operations. “There’s a joint responsibility for
human behaviour on the systems,” he adds.
Managing shared cyber risk responsibility
requires clear guidelines on goals, accountability
and ensuring that action plans are executed.
“What’s critical is the management of relationships
with other business leaders, like the CFO and
CMO as well as the board, given the regulatory
authorities’ oversight of this topic,” Govender says.
“There’s collective ownership of this at Mercantile
from the CEO to our customer experience teams,
with a continuous reminder of the risks and
threats that are pervasive, for customers and
ourselves. There’s no silver bullet, other than
to ensure that the topic is top of mind and the
programmes in place stay relevant.”
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It’s precisely because data breaches cannot be
contained in any one area of the business that
shared risk and responsibility have become so
important. Cyber security incidents can impact
everything from employee relations, to the
organisation’s financial bottom line, its reputation
and, ultimately, its market share.
“A breach caused by a malicious e-mail acted
on by a staff member would involve employee
relations impacting the COO,” says Brandon
Bekker, MD, Mimecast South Africa. “Should the
breach be leaked to the public, the CMO may
need to manage media queries and handle any
reputational damage caused. Containing the
breach and closing it could require additional
software, hardware or external resources, which
brings in the CIO, and possibly the CFO. If it’s a
whaling attack, which typically involves a hacker
masquerading as a senior executive asking an
employee to transfer money, the CFO will be
affected. If the public is informed of a breach that
impacts a business’ market share, the CEO will
have to answer for it.”
A NEW ROLE IN THE C-SUITE
As a result of increased cyber threats, and the
reputational, operational and financial risks
resulting from attacks, the role of the chief risk
officer is on the rise throughout South Africa. It’s
a role geared towards creating a culture of risk
awareness, incorporating risk management into
strategic decision-making and overall corporate
governance, creating a mature approach to risk
management that’s built on the expertise of skilled
and experienced risk managers and business
leaders, and advising the board and all corporate
stakeholders on risk-related issues.
“The CRO is responsible for helping
organisations limit their exposure to risk and
liability, and focus on compliance issues that take
into consideration new commercial laws and
government regulations,” says Govender. “There’s
no doubt that the role is important for ensuring
digital services are conducted safely and securely.
In a world where we can never have enough
defences against the threats, this role is key to
ensuring we ‘anticipate, withstand, recover and
monitor’ security incidents.”
Van Eeden sees it as a question of ‘who watches
the watchmen?’ The CIO is responsible for the

Adrian van Eeden,
Gordon Institute of
Business Science

central deployment of IT solutions for the business,
quickly, cheaply, sexily, or securely – depending on
the immediate business requirement. Something
frequently gives, and it’s often security that can be
seen as getting in the way of agility. “This is where
the independent role of the CRO has much to offer,”
he says. “I would certainly love to spend my time
focusing on innovative digital business solutions and
let someone else be the grumpy old fish who always
brings the risk cloud to the table, but in a smaller
organisation, that is unlikely to happen.”
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ETHICS AND THE CIO |

THE BUSINESS CASE FOR ETHICAL
BEHAVIOUR
The economic squeeze has increased the risk of unethical behaviour within
public and private sectors, but there’s a strong business case for stepping
up the focus on ethics in business.
BY TRACY BURROWS | PHOTO: SUPPLIED

W hile South Africa has world-class ethics
guidelines and protocols in place, ethical
behaviour in the real-world workplace may be on
the decline. In the IT department, the CIO has a
great deal to gain by uncovering unethical
practices and reinforcing ethical behaviour, say
experts.
The Ethics Institute reported in its fourth South
African Business Ethics Survey earlier this year
that awareness of formal standards to promote
ethical business practices remains high – in the
region of 96%, and that around 79% of employees
generally find that corporate values are a useful
and clear guide to behaviour. However, only
two-thirds of employees consistently consider
corporate values when making decisions, and only
35% consistently adhere to them. Worryingly, 52%
of people observing business misconduct don’t
report it – a drop of 16% on the previous survey
in 2013. Professor Deon Rossouw, CEO of The
Ethics Institute, points to the economic decline
as a probable factor behind a decreasing focus on
ethics management and awareness programmes
and a decline in adherence and reporting.
In the public sector, the situation may be
even worse, although it’s difficult to measure
the true extent of unethical behaviour and
corruption. Leanne Govindsamy, head of Legal
and Investigations at non-profit organisation
Corruption Watch, notes that her organisation
focuses primarily on the public sector, where fraud
and corruption in the IT division would mainly
involve irregular tender procedures.
Tender fraud can be a dirty business, she
concedes, with literally millions of rands in
kickbacks and benefits at stake, and threats of
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“ETHICAL CULTURE HELPS
COMPANIES ATTRACT THE
BEST MINDS AND BUILD A
STRONG REPUTATION AMONG
BUSINESS STAKEHOLDERS
AND CUSTOMERS.”
Prof. Deon Rossouw, The Ethics Institute

violence or job losses for those who dare to blow
the whistle. Among the recent high profile cases
were the South African Social Security Agency’s
(SASSA’s) fraud losses in the region of R34 million,
the Passenger Rail Agency of South Africa (Prasa)
allegations of up to R4 billion in bid-rigging in two
of its projects, and the claims that the Department
of Correctional Services (DCS) wanted to overpay a
company by more than R300 million for an inmate
management system.
“In South Africa, we see quite a few conflict
of interest cases where an official drafts the
specifications for a tender in such a way that it
unfairly excludes most bidders or favours a company
that the official has an interest in or is somehow
connected to. Another thing that happens quite a
lot is what is termed ‘javelin throwing’ – where an
official awards a major tender to a private company
with the aim of later securing a job within that
company,” says Govindsamy.
Any number of smaller infractions and unethical
behaviours could be taking place unreported and
unchecked.

and could even face closure as a result. “After a scandal,
it could take a company years to recover,” he says. “Not
only are there the fines and penalties to consider, but
companies incur costs in terms of management time
and disciplinary processes; and there are productivity
implications as a result of low staff morale and
disillusionment,” he says.
It is possible to put a price on ethical behaviour, says
Prof. Rossouw. “Companies might calculate what they
lose annually in terms of fraud, corruption, company
time allocated to investigate and resolve these issues,
and the cost of putting the people on suspension as a
result. They might then determine that if they allocated
an amount equivalent to a small percentage of those
losses to building an ethical culture, they stand to
reduce losses and improve overall performance.”
For companies looking to trade with US or European
business partners, ethical behaviour is a must. “So ethics
becomes the ticket to international business,” he says.

Prof. Deon Rossouw,
The Ethics Institute

THE BENEFITS OF ETHICAL BEHAVIOUR
Taking control of the situation, adhering to a clear
ethical code and infusing an ethical culture into the IT
organisation has a broad range of benefits for the CIO
and his or her team.
Govindsamy notes, for example, that the public
sector CIO is accountable for effective service delivery
to the organisation and – through it – to the public.
“If a tender is wrongly awarded, and an inferior or
overpriced solution is implemented, this negatively
impacts the department’s ability to deliver services. It
impacts the CIO’s reputation and undermines the work
of the team.”
Prof. Rossouw says there are typically two types of
businesses: those that understand there’s a convincing
business case for ethical behaviour and believe their
ethical culture gives them a competitive edge, and
those that have learnt the hard way and resolve to
never again find themselves at the centre of a scandal.
“Ethical culture helps companies attract the best
minds and build a strong reputation among business
stakeholders and customers. In developed economies,
ethical behaviour in all spheres – from business
behaviour through to environmental impact – affects
the bottom line.”
In contrast, companies found guilty of unethical
behaviour risk huge financial and reputational losses,

ENTRENCHING ETHICS
Entrenching ethical behaviour within the IT department
should begin with a clear assessment of the current
situation, says Prof. Rossouw. “CIOs need to carry out
ethics risk and opportunity assessments within their
own sphere of influence. They need to understand
what’s going right and should be reinforced, and what’s
going wrong that they should try to eradicate. Typically,
when The Ethics Institute carries out these assessments,
managers are surprised at the extent of unethical
behaviour in their departments,” he says.
Human nature being what it is, staff may circumvent
rules on reporting gifts over a certain value or getting
sign-off on procurement over a certain value by underdeclaring gift values or breaking up procurement into
smaller tranches. This ‘if it’s not forbidden, it’s allowed’
approach often goes unseen by management.
“Management often has a rosy view of the
organisation. Only when they see the outcome of
assessments based on solid, scientific methodologies,
do they take note of the findings and take action,”
says Prof. Rossouw. “Usually, the simple fact that
management is now focusing on a particular business
area – for example management expense accounts – is
enough to improve ethical behaviour. With a concerted
effort to improve the situation, you’ll typically see a
significant improvement.”
Govindsamy believes that because IT procurement
is highly technical, CIOs have to play a key role in
preparing tender documents and adjudicating bids,
to ensure that the technology specifications meet the
project needs. “CIOs might not have enough of a voice
in these procurement processes at the moment,” she
says. In addition, whistle blowing should be encouraged
more, and whistleblowers must be adequately
protected.
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TOOLKIT |

HOW TO DO YOUR JOB AND STAY
OUT OF JAIL
As CIOs gain more responsibilities, they also attract more personal risk.
BY JAMES FRANCIS | PHOTO: 123RF.COM

A

s a CIO, what are the risks you face on a
personal level? What liabilities are waiting in the
wings in case things go wrong? What are the dark
horses and swans that should keep you awake at
night?
These turn out to be very broad questions. As
business technologies embed themselves deeper and
wider across companies, overlapping with different
functions, departments and strategies, CIO roles have
become more complicated and unpredictable. The
job of a CIO is continually being redefined around
the purpose of the business they serve, which means
there’s no answer for everything.
But there are a few things CIOs should consider if
they want to make sure legal action, fines and even
jail time don’t cross their career paths.
THE BIG PICTURE
In all likelihood, a CIO occupies a high-powered
position in a company, namely through seats on the
board or directorships. These are where they must be
most careful, says Paul Esselaar of Esselaar Attorneys.
“The risk of personal liability in terms of a company
is a very real one. If I was a CIO, that would be my
steady worry.”
A CIO is likely in the firing line if the company
misbehaves. For example, if two directors are found
to cook the books, the other directors can be held
accountable as well. Yet CIOs are often saddled with
job specifications that don’t take this into account.
Esselaar says it happens often: a job spec will not give
CIOs enough room for general oversight.
“If a CIO’s job description does not allow for a
portion of that job to be oversight and training on
company-wide issues, that’s a big red flag. That
means the job expects them to spend 100% of their
time as a CIO. As a director, you can’t do that. It
introduces major personal liability.”
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One highly visible example is the failure of Aurora
Empowerment Systems, where the directors were
fined R1.5 billion for the death of the company. Even if
some of those directors may not have been involved,
they are liable.
FINGERS IN PIES
Combine the responsibilities of high-level leadership
positions with the mutually exclusive role technology
plays in business and it’s clear CIOs really need to
have a tie to all the other business areas. Fortunately,
that plays in both directions: in many cases, direct
liability can land on other leaders. The CEO is most
often the target if things go bad, with arguably the
CFO and COO in tow. Those individuals rely heavily
on technology and the CIO to make sure their backs
are covered as far as governance and legislation
are concerned. CIOs should leverage this to build
strong channels of communication with different
departments.
Lack of clarity and communication is a big
issue, says Esselaar: “Perspectives differ between
departments. They may want quick implementation,
but not the necessary failsafes. They just want it
immediately and don’t wait for factors such as
business continuity.”
Such lapses can cause serious governance gaps,
which can lead to direct liability. Staying on the same
page is crucial if the CIO role is also a key leadership
role.
DON’T LAZE ON LEGISLATION
Compliance is a hotspot for legal trouble. The King
III framework uniquely spends an entire chapter
(chapter 5) on IT governance. But compliance
duties extend beyond that: RICA, FICA and ECTA
are all examples of acts that rely on technology to
implement properly.

123rf.com/profile_albund

“IF A CIO’S JOB
DESCRIPTION DOES NOT
ALLOW FOR A PORTION
OF THAT JOB TO BE
OVERSIGHT AND TRAINING
ON COMPANY-WIDE ISSUES,
THAT’S A BIG RED FLAG.”
Paul Esselaar, Esselaar Attorneys

But the most overarching piece of legislation
to arrive is PoPI (Protection of Personal
Information Act). Very few companies and
sectors are exempt from PoPI and anything from
customer to employee information falls under it.
It is very important that CIOs and other leaders
pay close attention to the relationships PoPI and
other acts create, says Dr Peter Tobin, director of
Peter Tobin Consultancy, which helps companies
manage governance and compliance.
“Let’s say an employee’s e-mail is intercepted
by their manager without consent. That’s
actually a violation unless it was stipulated in the
employee contract. Another example is the risk
from suppliers: do your suppliers have access to
sensitive company and personal information?
If their actions result in a breach or some other
compromise, who is liable? Don’t assume it will
be on them. CIOs must realise that the contracts
and policies of their company will dictate those
outcomes.”

In the same vein, CIOs can’t assume their
companies have their backs. Define where internal
liability starts and ends. Acts such as PoPI expect
companies to have created a single policy view,
and assessed risks both inside and outside, then
adjusted policy and contracts to mitigate those.
“CIOs should be able to implement policy and
training. They need to speak a different language
and be part of interdepartmental cooperation.”
But there’s a big silver lining here, adds Tobin.
If implementing acts like PoPI is seen as a
cost exercise, it will likely be underfunded. But
approach compliance as a competitive advantage
and it will be easier to get the budget and support
for implementation.
“PoPI is actually 20 years in the making and
lags behind European privacy legislation. If your
company wants to do business in Europe, it needs
to meet those standards. So this can be a positive:
how does compliance make a company more
competitive and attractive? Legal action and fines
are not the biggest threats. When the UK telco
group, TalkTalk, was hit by multiple breaches, the
real damage came from their falling stock value
and losing thousands of customers.”
Compliance is a journey and will vary based on
the sector and size of a company. So spin it into
a positive business strategy and use that to your
advantage. Create a generally positive culture
around compliance and a lot of personal liability
concerns can fall to the wayside.
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| PERIMETER SECURITY

SNAP, CRACKLE AND POPI
As the Protection of Personal Information (PoPI) Act looms, CIOs need to
get their ducks in a row to prevent failures in organisational data security
strategies.
BY RODNEY WEIDEMANN | PHOTO: SUPPLIED

T

he Protection of Personal Information (PoPI) Act is
going to change the security ball game as far as
CIOs are concerned, as protecting the private data of
stakeholders will become a legal obligation.
Moreover, the potential dangers to such information
are increasing, with shadow IT proliferating, bring your
own device and social media adding to the number
of potential entry points into the network, and cybercriminality on the rise. Clearly, the CIO has never been
more vulnerable, meaning it’s more important than
ever to implement clear strategies to minimise risk and
protect the enterprise.
Brent Curry, CIO at the Foschini Group, is of the
opinion that a good CIO should already have such a
strategy in place, regardless of the looming threat of
PoPI.
“Data security is good business practice, regardless
of legislation. After all, the organisation’s most valuable
asset today is information, so it should always be
adequately protected against a broad range of threats,”
he says.
“The CIO should also think about including the
business as a key stakeholder in any information
security programme. In this way, the business will be
supportive of the information security initiatives and
this should contribute to a far more successful data
protection strategy.”
Thabo Ndlela, CIO at Tiger Brands, believes that PoPI
will have a big impact on the CIO’s way of thinking and
on the organisation’s operating model.
“Businesses are going to have to change their
operating models when it comes to managing data.
They will likely have to create data management
structures in order to manage the privacy of the data.

“BUSINESSES ARE GOING TO HAVE
TO CHANGE THEIR OPERATING
MODELS WHEN IT COMES TO
MANAGING DATA.”
Thabo Ndlela, Tiger Brands

Brent Curry,
Foschini Group

“If the organisation alters its business processes
with regard to data management, then the systems or
technologies that manage these processes will also
have to change, which will clearly impact the CIO.”
PUTTING DATA SECURITY ON THE AGENDA
For years, security professionals have been trying to
get the attention of senior management, as it has been
shown that no security programme can work properly
unless it’s either driven by or at least has extensive
buy-in from the exco, suggests George Stylianou, CIO at
three6five.
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IS MICROSOFT YOUR NEXT BIG
OPEN SOURCE PARTNER?
loud computing represents a generational shift in
computing. Nearly every organisation right now is looking to
figure out what their journey to the cloud looks like and which
cloud vendor will be their trusted partner to help them take
advantage of everything the cloud provides.
One of the key things that’s part of that journey is to make
sure that the company can take advantage of all the technology
used within their datacentre today, both Windows Server and
Linux-based workloads. Additionally, it’s vital that they can
take full advantage of the commercial software on top of our
cloud platform as well as take advantage of the richness that
open source provides. And in fact, if you look at cloud-based
workloads today, a huge percentage of them are dominated by
OSS capabilities, whether it’s in the Hadoop or No SQL space.
Or whether it’s with new application and container-based
developing frameworks.
Given these market forces, even companies like Microsoft
have transformed and are comfortable to talk to organisations
about open source in a surprisingly credible way. Across the
engineering team within Microsoft’s Azure, we continue to
invest heavily to make sure that open source is first class and
we are proud to able to tell that story to our customers. So we
have expanded our range of open source technologies in our
first party portfolio on Azure. We’re also working to make some
of our core products like SQL Server available on the Linux
platform. We’ve formed deep partnerships with key open source
publishers like RedHat and invested significantly in other open
source technologies like Docker, Hadoop, Eclipse, Jenkins and
others.
This transformation also includes our own employees with
Microsoft’s engineers contributing over 500 million lines of
code into open source projects on GitHub. The result of all of
this momentum is clear to see in the way we’re capturing open
source opportunity. Today, one in three Virtual Machines (VMs)
on Azure run Linux and it’s growing every day.
This transformation has certainly not gone unnoticed, and
every day we see another journalist or analyst making positive
comments about how our bold efforts to embrace open source
have put us on the path to be a clear leader in the cloud.
Now you may be asking, why Microsoft would care about
open source? Well, customers are very interested in running
open source solutions in the cloud - it’s a massive business
opportunity and we are excited to talk to customers about
running their open source software on Azure. The reality
is that open source software is pervasive. If you take a look
at the technology stack from infrastructure through the
application stack and up through the management layer.
There are seemingly countless options in the open source
space. In the past Microsoft was only able to monetise a tight,

C

vertically-integrated family of our own technologies. We
developed software and handed it over to customers who
paid us a licensing fee for the rights to run that software in the
datacentres. In the open source on-premises world, software
developers build software and make their money by providing
support and maintenance services and not through software
licensing. This was contrary to our own licensing-based business
model, and so it was very difficult for Microsoft to build a
business around open source software in the past. However, in
a cloud world, there’s no difference in how we monetise our
traditional Microsoft software and open source software. We
now have the opportunity to expand the array of solutions that
we offer to customers, and it allows us to address new markets.
We now have many examples of how we successfully worked
with a customer to implement their open source in the cloud.
Our work with RedHat is a good example. Many organisations
are interested in deploying existing and new business critical
RedHat enterprise Linux infrastructure workloads into the cloud.
We can offer them real enterprise-grade support for all popular
Linux distributions, and we have an industry-leading framework
for hybrid implementations as well. For these customers, we
provide the option to both bring their own Redhat subscription
and a fully endorsed on-demand downloadable image
available on Azure marketplace. A unique capability due to
our partnership with Redhat is that we have a comprehensive
support with co-located RedHat engineers in the Microsoft
support centre, which is a key differentiator.
Microsoft’s advice to organisations is not to hesitate to contact
us for your open source cloud needs. Some of the key workloads
we see popular in South Africa include Linux infrastructure, open
source testing and development, open source big data, high
performance computing, Java workloads and web applications.
I’m looking forward to seeing the great customers and the
great open source workloads in Azure in the future.

CONTACT DETAILS:
Riedwaan Bassadien
Open Source Strategy Lead
Microsoft
Twitter @riedwaab
Email: riedwaan.bassadien@microsoft.com

What is PoPI about?
PoPI is about giving teeth to the South African Constitution,
specifically the Bill of Rights Section 14, which is about the
right to privacy. This right to privacy is possibly the right that
is most often abused by both public and private bodies.
Over time, companies have come to believe that the
information they collect about people belongs to them,
when, in fact, the law says that information about a person
belongs to that person, ultimately.

Such information is only made available to the company
for a specific purpose and to allow for specific transactions.
In other words, the information is merely on loan to the
company to help it to do business.
The aim of PoPI is to ensure that while that information is
on loan, it’s properly secured and looked after to the best of
the company’s ability. This is why stringent penalties are put
in place for failure to do so.

“PoPI has now placed security firmly on the
agenda, as it makes individuals such as the CIO
or CEO responsible for the privacy of third-party
data. These individuals could, in fact, end up
being fined or even going to jail should PoPI
breaches occur.”
This, he adds, will make both security and
privacy more important considerations, as far as
senior management is concerned.
“Once the buy-in from senior management
is there, it’ll be easier to obtain the finances to
secure data. And once more funds are made
available for security, it’ll be up to the CIO
to ensure that these are used to secure data
properly.”
The key to successfully tackling data security
lies in establishing a process, says Ndlela. “It’s
important that the company has policies in place,
along with the processes required to govern
these. The organisation must also be willing to
invest in the technology required to properly
protect both itself and its customers’ personal
information. This, in turn, makes IT security
monitoring even more fundamental.”
Curry, on the other hand, suggests that the
CIO needs to ensure that the organisation has an
information security strategy that supports the
business objectives.
“If such a strategy is not applied, then a
lot of money might end up being spent on
security initiatives that aren’t addressing the
real information risks faced by the organisation.
However, with a risk-based approach,
organisations can identify where they are
vulnerable to external and internal threats and
implement the necessary controls.”

“With the explosion of interconnectivity, thanks
to the Internet of Things, a good approach is to
focus on securing the underlying information,
through data encryption, rather than trying to
apply stringent security measures across all the
other layers of IT infrastructure,” he says.
Ndlela points out that with PoPI making the CIO
responsible for the security of private information,
the CIO role clearly demands greater recognition
within the organisation.
“In the near future, CIOs will need to be part
of the executive and have a seat on the board.
Only by being a part of the exco can they help to
determine the future policies and processes that’ll
be needed to guide the organisation through the
challenges surrounding the implementation of
PoPI and the increasing demand for information
security.”
Stylianou, however, believes that forwardthinking companies will be able to use their level
of compliance to PoPI as a competitive advantage.
“I think that PoPI could be the best thing
to happen to IT security, and although it will
cause a lot of changes in the way we do things,
ultimately PoPI will serve to help the CIO in the
task of limiting the risk to a company’s data,” he
concludes.

Ways to minimise risk
• Find out precisely what personal data is stored and
where it is kept.
• Be aware of how that data enters your systems and how
and when it is transmitted to other systems.
• Places where personal data may be stored, like access
control systems using biometric data, copiers storing
data, backup systems, log files and other such systems,

CHANGES ARE COMING
According to Curry, understanding the value
of personal information to the organisation, as
well as the impact on the organisation if such
information is compromised, is key to determining
the focus of the enterprise’s security efforts and
resources.

must be investigated to ensure personal information is
not left unsecured.
• Encryption should be viewed as an extremely important
tool in your privacy arsenal.
• Implementing structured methods and clear policies
around the handling of personal information will now
become vital.
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ORGANISATIONAL SECURITY |

DEFENDING AGAINST THE ENEMY
INSIDE
People are often seen as the weakest link in the security chain.
BY JOANNE CAREW | PHOTO: SEAN WILSON

A

n HR executive copies salary data to a flash
drive to review the data on their home PC.
This same exec then copies the data on to his/her
home computer, which his/her neighbour can
access via an unsecure WiFi network. A sales
person accidentally leaves a printout of customer
data on the bus. In most cases, this behaviour isn’t
likely to have serious consequences, but the
reality is that both of these employees have been
involved in some pretty risky activities.
For FNB Business CIO Peter Alkema, these
scenarios leave employers in a quandary. Should
an organisation ban printers and USBs to avoid
any unintentional data leaks? He believes that this
type of highly intrusive process control generally
assumes that employees are incompetent and
that they are likely to act in a negligent manner.
But how should a business find the balance
between empowering employees to think better
versus developing processes that cover every
conceivable loophole?
Managing the Protection of Personal
Information Act (PoPI), which sets out conditions
for how a business can lawfully process personal
information, can prove to be a major headache.
“The amount of work required in achieving
PoPI compliance is often underestimated by
companies,” notes Juan Thomas, CIO at PBT
Group. “It isn’t a legislative project in isolation,
but, in fact, requires an enterprise-wide approach
to not only deal with implications for systems or
data management, but for employees too.”
At MTN, handling this headache entailed
fostering an ‘embedded culture of privacy’ across
the organisation. According to Benjamin Marais,
MTN South Africa CIO, when looking at how
the telco’s data is gathered and processed, they
could handle any gaps in terms of compliance
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with PoPI regulations. They were also able to
identify any overlaps with other legislation like
PAIA and RICA and could determine the best way
to ensure compliance to all of these in the shortest
possible timeframe. Part of this journey saw MTN
appointing Divisional Privacy Champions.
These people are tasked with monitoring
compliance in their own areas under the PoPI
guiding principles and they receive support
from the information officer and regulatory/
compliance team, he continues. “This highly
dynamic and complex technology space demands
that compliance levels are consistently monitored
and any possible gaps are identified well in
advance and corrective measures are put in place.”
Thomas agrees. “The benefit of an enterprise-wide
approach to PoPI is the opportunities it presents to
improve existing systems as well as dealing with
change management and end-user behaviour.”
TRAINING IS THE TRICK
It’s crucial that CIOs work with CISOs and broader
security teams to design the correct training
and awareness programmes and offer these
to employees on an ongoing basis, says Enza
Iannopollo, Forrester’s analyst serving security and
risk professionals. “It’s not a new remedy, but it’s
still a milestone.” Organisations not only have a
regulatory obligation to provide employees with
proper training and awareness programmes, but
regulators also recognise this to be an effective
strategy to mitigate cybersecurity and privacy risks,
Iannopollo adds. “In other words, when a breach
happens because of an employee’s unintentional
mistake, CIOs who can show that they have
implemented sound training and awareness
programmes have much better chances of limiting
their liability.”

“WHEN PEOPLE FEEL
SUBORDINATED TO A
PROCESS, THEY ABDICATE
RESPONSIBILITY.”
Peter Alkema, FNB Business

But Alkema warns against training just for
training’s sake. The most important strategy is
training a workforce in a way that goes beyond
box ticking and really gets to the heart of why
these skills are important, he stresses. “If there’s
an open culture of learning about security,
challenging poor practices and whistle-blowing,
then this crowds out the protected spaces where
bad habits become risks and risks become
compromises.” Alkema believes that empowering
people with training and awareness and then
trusting them with a culture of responsibility
improves security management. This ties into
Gartner’s theory around people-centric security,
which sees an organisation developing an
environment that centres on trust and selforganising teams. “When people feel subordinated
to a process, they abdicate responsibility; if you
treat them as if they are incompetent, it’s highly
likely they will be negligent.”
Treating users of data as valuable people assets
in an organisation encourages them to think
of their data assets in the same way, concludes
Alkema. “It’s crucial that business users of IT assets
such as the sales person and HR exec mentioned
above understand how crucial their role is in the
value chain of data security. IT standards can
protect ‘data at rest’ but it’s often the ‘data in use’
that requires employees to think carefully and
avoid negligent behaviour.”

Juan Thomas, PBT Group

At risk
According to FNB Business’ Peter Alkema, employee actions that compromise data
protection generally fall into two distinct categories: intentional and unintentional.
• Intentional acts by employees are deliberate, often in collusion with others and usually
with some benefit accruing to the individual. Such acts would likely fall under the
company’s disciplinary procedures. These actions could even go against the laws of the
country, leaving the person liable to censure or prosecution and impacting their working
prospects.
• Unintentional acts are the most common. They compromise data protection owing
to negligence, weak processes, poor data protection, or a lack of training. Usually it’s a
combination of all three.
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| THE COMPLIANT CLOUD

WHO’S TAKING YOU TO THE
CLOUD?
Cloud computing has become the phrase de jour for technology
implementations in South Africa.
BY IWAN PIENAAR | PHOTO: KAROLINA KOMENDERA

M

oving data offsite or into a virtualised
environment has attracted significant
corporate interest for both its cost-savings and
efficiency benefits. Yet, what are the legal
considerations when it comes to customer data
and who you choose to partner with on a cloud
migration?
According to Benjamin Marais, the CIO at MTN
South Africa, there are a number of key issues that
need to be addressed when embarking on this
transition.
“The most fundamental of which revolves
around data security and privacy. Hosting
confidential data with cloud service providers
involves the transfer of a considerable amount
of the control an organisation has over its data
security. Clients have to make sure that the
provider understands its data privacy and security
needs as well as the applicable legislation and
regulations, such as the Consumer Protection Act
(CPA) and Protection of Personal Information Act
(PoPI) it’s governed by,” he says.
Part of this regulatory framework, Marais
believes, entails the jurisdictional challenges
around cloud computing.
“Cloud services are not limited geographically.
This requires knowledge of the data laws in the
jurisdictions in which the services are being
offered, in other words where the data is stored
and where the services originate from.”
Adding to the complexity of this environment
is the lack of a framework to resolve conflicts of
policy, law, and regulation in cloud computing.
Marais says that it also needs to be taken into
consideration that no country will be willing
to surrender its jurisdiction to another foreign
authority.
“In the event of a dispute leading to litigation,
the jury is still out on how a court order will
be effected in the event the respondent is in a
different jurisdiction,” says Marais.

“IT ALL REVOLVES AROUND
ENSURING THAT CLIENT
DATA IS STORED CORRECTLY
AND PROTECTED AGAINST
MALICIOUS USERS OR BEING
COMPROMISED OR LOST.”
Charl Nel, Professional Evaluation & Research

Yet, according to Charl Nel, the CIO at
Professional Evaluation and Research, regulations
governing the cloud should not be considered to
be recent developments.
“South Africa isn’t facing issues other countries
have not had to overcome. In fact, US companies
that have to comply with the Sarbanes-Oxley Act
have a much more difficult time with stronger
requirements,” he says.
SECURITY AND BUSINESS CONTINUITY
Of course, security is something that’s been an
inherent question to the cloud ever since it started
gaining momentum. The concentration of cloud
computing resources and its users represent a
concentration of security threats because of their
size and significance.
“Cloud environments are often targeted
by virtual machines and bot malware, brute
force attacks and other attacks. The client has
to ensure that the cloud service provider has
sufficient access controls, vulnerability assessment
practices, and patch and configuration
management controls for adequate protection of
the client’s data,” adds Marais.
The biggest advantages of the cloud –
providing a convenient business continuity and
data availability path – is also one of its biggest
risks.

ISSUE#9 | Q3 2016

25

advertorial

Five steps to the
right app For
your business
The demand for mobile applicaTions has
never been greaTer Than iT is righT now.
businesses are sTarTing To realise ThaT
an app has The poTenTial To opTimise
Their processes or improve Their
cusTomer service.
ccording to Eric Clements, founder and CEO of
Kazazoom, app development has a significantly higher
chance of success when following five steps borrowed and
blended from the worlds of start-ups and enterprise
development.
Kazazoom has built its reputation on developing a
deep understanding of its clients’ organisations and their
business requirements. This is one of the key reasons, says
Clements, why Kazazoom is able to design apps that add
genuine value to the customer’s business.
“One of the things that makes us so effective is our
unique experience in digital strategy, digital delivery
and start-up style collaboration. Our use of Scrum
delivery methodology enables our team to deliver in
this highly iterative manner, which allows our clients
to see a demonstration every two to three weeks. This
means the customer can follow the progress of the app’s
development and even request changes during the
process,” he says.
According to Clements, the five steps to developing the
right app for your business are:
• Have an app strategy (Know and agree the ’why’)
• Do experience design up-front
• Be highly iterative in development
• Be focused
• Continuous improvement
He explains that with the first step, it is about strategising
extensively so that you know what you want and
more crucially, why you want it. The second step is all
about creating an app that looks great and where the
development team can understand what needs to be built,
from pixels to interactions. Kazazoom is able to prototype
the apps it develops using solutions like Proto.io or Axure,
which reduces development time by up to half. “In the app
development world, making changes after development is

A

Eric Clements,
Kazazoom

an expensive exercise in time – designing right up front
helps developers avoid rework,” says Clements.
“The third step, highly iterative development, is
what allows for regular demos of the app during the
development process and makes mid-development
changes in scope much easier to deal with,” he says.
“The fourth step is about ensuring that the team has
two to three weeks to focus per feature. Not changing
their focus during this period is a key aspect of the Scrum
methodology. Instead, Scrum planning sessions are used
to allow for changes between sprints,” says Clements.
Lastly, he adds, comes the need for continuous
improvement. This is about providing ongoing support,
and enhancements, so that the app will continue to meet
changing mobile standards well into the future.
“We run our business according to these five steps and
are well positioned to help customers adopt this approach
or to borrow aspects from it.”
“Kazazoom delivers mobile app development with startup agility, backed by extensive enterprise development
and digital strategy experience. We have a strong track
record, effective security and most vitally, we are a
local organisation with a keen understanding of local
conditions and challenges. We know that the three most
important words to our customers are: ‘the right app’, and
they know that we deliver this,” concludes Clements.

ContaCt Details:
Email: sales@kazazoom.com
Phone: +27 (0)10 596 7108

Benjamin Marais,
MTN South Africa

“A major risk to business continuity in the
cloud computing environment is loss of internet
connectivity. A client should enquire from the service
provider what controls are in place to ensure internet
connectivity. Other factors to consider are what
effect would a seizure of a data-hosting server by law
enforcement agencies have on the company,” says
Marais.
He feels that the hosting of the computing
resources and data of a client at a cloud service
provider makes the disaster recovery capabilities of
the provider as important as that of the client.
For Nel, part of the decision-making process
should include how open the services provider is to a
partner-led approach with the client.
“The client needs to have the peace of mind that
the checks and balances are in place from a data
security and protection perspective at the provider. If
the client doesn’t feel that the provider is trustworthy
or willing to work closely with it for its specific
requirements, then it’s best to look elsewhere,” says
Nel.
REGULATORY LIMITATIONS
However, despite these challenges, Marais feels that
it is the legislative environment in South Africa that’s
limiting the adoption of cloud computing.

“We need to have more regulatory certainty when
it comes to the cloud. The various legislation that’s
purported to address it [cloud computing] is still not
passed into law,” he says, referring to PoPI and the
Cyber Security Bill.
“Furthermore, the intention of the Films and
Publications Board to regulate online content through
the Films and Publications Bill could harm cloud
service providers by holding them responsible and
accountable for any content that may be classified as
undesirable on the cloud,” adds Marais.
In such instances, Marais says, by virtue of the fact
that the cloud service provider is the responsible host
of such data, there is the potential that the provider
may be seen as being complicit in the storage of
undesirable material. In line with the stipulated
provisions of the Bill, these providers may need to
actively monitor and police the storage of undesirable
content.
Despite these concerns, Nel feels that regulation
like PoPI is necessary to protect the end-user.
“Any act, by its nature, is designed to protect
the consumer. It all revolves around ensuring that
client data is stored correctly and protected against
malicious users or being compromised or lost. The
regulatory environment is in place to make sure
everyone is protected and that IT professionals (both
at the company and at the service provider) are doing
their jobs properly,” says Nel.
A DIFFERENT APPROACH?
Marais says that the legislation needs to be aligned
with regards to cloud computing technology.
Additionally, he feels that cloud computing provisions
need to be included in the Cyber Security and Cyber
Crime Bill.
“Regulatory intervention is also necessary. We
(as the industry) would like to see ICASA (the
Independent Communications Authority of South
Africa) introduce cloud computing regulations
that are in line with the Bill and the Electronic
Communications Act, which serves as the
overarching legislation with regards to cyber-related
matters,” says Marais.
Irrespective of this, Nel feels that cloud computing
is clearly the future of business.
“We’ve moved beyond the stage where companies
can afford, or want to invest in, having millions of
rands’ worth of servers at the back office. The answer
lies in the design of a cloud computing approach that
fits the specific needs of the business and still aligns
to regulatory compliance,” Nel concludes.
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LEGAL AND LICENSED
Illegal software, out-of-date licences and a CIO who may end up in jail. This
is the cold world of non-compliance and its legal ramifications.
BY TAMSIN OXFORD | PHOTO: MOEKETSI MOTICOE

T

he risk of running unlicensed and illegal
software on a machine extends far beyond
the idea that a man with a black coat and a stick
will arrive to smack the proverbial wrist.
Illegitimate software is linked to cyber-attacks,
malware and unauthorised network activity
thanks to factors such as planned loopholes built
into the code. In addition to being a security risk,
it’s a legal one. Organisations face potential fines if
caught, and CIOs can face criminal charges if
found complicit.
According to the Business Software Alliance,
the value of unlicensed software use in South
Africa sits at US$274 million, a high figure that’s
attached to a nice high statistic – 33%. That’s
33% of computer software in the country that’s
unlicensed and illegal. While nowhere near as
high as other countries in Africa and the Middle
East, and boasting a whole 1% drop since the
last BSA Global Software Survey in 2013, it’s still
a figure that should give the business pause. It’s
also one that has a clear split, according to Warren
Weertman, senior counsel – EMEA, BSA.
“If you take a look at the larger South African
corporates, such as the banks, they certainly have
robust systems in place to manage the software in
their organisations,” he says. “What we’re finding
in South Africa is that it’s the small to medium
enterprises (SME) that don’t have these processes
in place and don’t control what’s installed.”

“IF THE CIO IS BEING SUED IN THEIR
CAPACITY FOR ALLOWING COPYRIGHT
INFRINGEMENT, THEN THEY COULD FIND
THEMSELVES IN JAIL.”
Warren Weertman, BSA
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The challenge for the SME is that they often
face rapid growth that isn’t scaled appropriately
in terms of software, licences and the legalities
around them. While some SMEs do have the right
processes in place, a broad look at the market
shows a clear line between the well-established
enterprise and the SME, especially in terms of
software asset management (SAM).
“I suspect that SAM programmes are generally
not run as a matter of course, but that it may be
in South Africa a relatively rare practice,” says
Herman Blignaut, partner, Spoor & Fisher. “It’s
likely that, where these types of programmes
are run, they’re for the best part limited in South
Africa to the local operations of multinationals.”
THE BUCK STOPS HERE
As the designated senior executive responsible
for the information technology and computer
systems in the organisation, the CIO is
responsible for ensuring that licences are
compliant and legal. And yes, the role does
face potential charges if they are found to
have, according to Blignaut: “full knowledge
of and wilfully committed/allowed flagrant
infringements of copyright”, although he believes
that this would be in the most exceptional of
circumstances. He also points out that the failure
by a CIO to ensure that, for example, licensed
software was installed and used throughout an
organisation, may put them in breach of their
employment contract with the organisation and
could be the basis for the company to pursue
disciplinary action.
Weertman adds: “If the CIO is ultimately
responsible for the software being used on the
network and there are instances of copyright
infringement and software being used without a
licence, then absolutely, the Copyright Act allows
for both civil and criminal level prosecution.”

“There’s clear criminal liability for copyright
and the law doesn’t differentiate the size of the
business. If the CIO is being sued in their capacity
for allowing copyright infringement, then they
could find themselves in jail.”
The Copyright Act, no. 98 of 1978 provides for
both criminal and civil infringement of copyright,
each having its own remedies such as fines
or imprisonment and interdicts, damages and
delivery-up, respectively. Blignaut does point
out that it’s highly unlikely that a CIO could be
imprisoned because of his organisation’s use
of unlicensed software. However, that doesn’t
push aside the fact that the role of CIO is the
gatekeeper of technology.
KEEPING LICENCES CURRENT
Andre van Rooyen, head of IT, Fulcrum Group,
says: “Ultimately the CIO is responsible for
ensuring that licences are compliant, but business
should take ownership of the problem and be
made aware of it through software audits. It’s
also worth considering the impact that rapidly
changing licensing models can have on the
business and how models differ from product to
product.”
It’s all very well to point a judgmental finger at
the CIO, but Van Rooyen has a point – software
licensing models are mercurial at the best of times
and are not really designed to make life easier
for the compliant organisation. This is, of course,
a good reason for SAM programmes and doing
regular software reviews to address issues across
application and situation.
Weertman agrees: “To reduce risk, companies
need to regularly evaluate the software installed
on networks and devices, constantly assessing
their status and licence requirements. Another
important step is to lock down the network as
much as possible to prevent employees from
installing software on devices. We once did an
audit where one of the employees was running
Age of Empires on their PC and the company
didn’t even know about it. That begged two
questions – how did they install it and did they do
any work...”
The BSA recommends that there be IT policies
and procedures in place to ensure employees
understand exactly what they can and cannot do
– a laptop remains company property regardless
of who is using it and usage has to adhere to the
rules that govern the organisation. And, perhaps
most importantly, to ensure that the software

Andre van Rooyen,
Fulcrum Group

being bought is legitimate – the BSA found that
many companies have ended up with dodgy
software because they bought it from equally
dodgy resellers. The CIO has to make sure
they have sound policies in place to ensure IT
assets are being managed properly and systems
are as robust as possible to avoid any legal or
commercial risk and to avoid possibly losing their
job and reputation.
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LAST WORD |

STAYING OUT OF JAIL
How do you manage personal risk?
BY CAROL THOMAS, CIO, SOUTH AFRICAN CIVIL AVIATION AUTHORITY | PHOTO: SUPPLIED

U

nfortunately, the ‘Get out of jail free’ card is only a
fictional concept from the board game Monopoly.
In reality, staying out of prison requires a good moral
compass, excellent governance, an awareness of what’s
happening in your organisation and strong relationships
with key stakeholders.
At a high level, I would suggest three of the most
pertinent areas in the workplace where the CIO needs
to pay particular attention to their legal responsibilities
and actions are privacy of personal data, software
licensing and fraud.
KEEPING PERSONAL DATA PRIVATE
One of the most highly publicised additions to a CIO’s
legal liability came through the Protection of Personal
Information Act (PoPI). Technically, the liability resides
with the CEO, but in practice, a lot of responsibility for
its implementation is delegated to the CIO. While the
law has been enacted, until an Information Regulator
is officially appointed, I suspect there won’t be a lot
of traction towards full PoPI compliance. Even after
the appointment, there’ll be a year’s grace period. It’s
probably on most organisations’ priority lists, as the
CEO will be ultimately liable, but possibly quite low
on the list. I suspect over the next 12-24 months, the
momentum around this will build.
FULLY LICENSED?
The correct licensing of software within organisations
has probably been overlooked by many. A responsible
organisation must be auditing its IT environment
on a regular basis. I don’t think many management
boards fully understand the process and implications
of licensing, and that’s key to the challenge. It’s the
CIO’s role to keep the board educated and informed.
It probably requires a stepped approach, perhaps even
creating a software licensing policy for board buy-in
and approval. Fitting that policy into your strategy and
operational plans for the year ahead can be useful.
ALL ABOUT THE MONEY
The final area, fraud and corruption, is largely driven
by personal financial gain of the individual or even a
syndicate across an organisation or ecosystem. The
opportunity to commit fraud can be something you as
a CIO might face temptation for from unethical vendors
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looking to secure a deal; alternatively it could be
something your employees are profiting from and you
unfortunately find yourself in the middle of.
My recommendation is to limit personal risk by
keeping procurement at arm’s length. Obviously, you
need to specify what you want, but leave the process
of procurement to the people that specialise in it. Also,
be aware of the relationships your employees have
with suppliers. You might stumble across something
that doesn’t feel right, but don’t walk away from it. Trust
your instincts and investigate.
HOW SHOULD I ACT?
What guides your behaviour and reactions to such
situations is obviously a deeply personal matter, driven
by your own moral compass and experiences. As a
CIO, you’re probably employed by an organisation of a
certain size, with risk, governance and audits protocols,
and codes of behaviour in place. Some smaller
organisations may not have IT governance protocols in
place, and this is a key set of documents to develop.
If you find anyone acting in a criminal manner in
your organisation, you need tangible evidence before
you can escalate the matter. Be careful who you
talk to about your suspicions. You need to know the
stakeholders within your organisation-who can you
turn to about the matter?
Some C-suite executives may prefer to keep blinkers
on and not know what’s going on, but I think if you
ignore, it then you’re party to it and that’s a higher
personal risk.
CYA
When it comes to managing your own personal risk,
formalise the fact that you raised these issues with the
relevant stakeholder. If you don’t formalise it, effectively
it doesn’t exist. In corporate environments, you need
the audit trails of communication, whether it’s official
documentation or formalising a conversation by e-mail.
LASTLY…
By staying on the right side of the law, in most
scenarios, what’s good for the company will also be
good for you.
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