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n 2012, the hacktivist collective Anonymous
broke into the mail server of Syria’s Ministry
of Presidential Affairs and accessed the e-mail
accounts of a number of officials. A few months
later over 2.4 million e-mails from that attack
were given to Wikileaks.
In 2013, Barack Obama’s Facebook and Twitter
accounts, and the e-mail accounts of his staffers,
were hacked by the Syrian Electronic Army. In a
non-related story, the Twitter accounts of Burger
King, Jeep and Top Gear presenter Jeremy
Clarkson were among others compromised
during the year. Ironically, in 2013, Anonymous’
Twitter account was also hacked.
In 2014, as millions of soccer fans were
watching the Brazilian football World Cup,
a much smaller number of local hackivists
were taking down the websites of supporting
organisations including the Brazilian
Intelligence System, Hyundai Brazil, Brazil’s
Football Confederation and Bank of Brazil.
More recently, Hollywood’s Jennifer
Lawrence and Kirsten Dunst along with The
Big Bang Theory’s Kaley Cuoco and countless
others all had nude pictures taken from their
iCloud accounts and splashed across the
internet. And it’s not only ‘big names’ who
are targeted by cyber criminals. It’s said that
more than 600 000 Facebook accounts are
compromised every day.
There are of course many more examples,
but it’s clear that cyber security issues have
developed into significant problems that now
require government and top-level corporate
consideration.
A holistic approach is required to mitigate
against cyber threats, requiring advanced and
evolved identification, protection, detection and
response capabilities across the organisation.
Is it going to be expensive? Probably. But it’s
still less costly than the cost of reparation once
security has been breached. And Microsoft’s
strategy is to assume breach. Assuming breach
requires a shift in mind-set from prevention
alone to containment after breach.
As such, managing risk is an important
element of your cyber security approach, but
before risk can be managed it needs to be
identified and prioritised. Elements to consider
are whether these risks are being assessed
and addressed accordingly and are your staff

sufficiently informed of the latest cyber threats?
Do you have a cyber security strategy for your
business and do you enforce it? Would you
truly know if you have been breached? Can
your business systems detect the undetectable?
Are you doing enough?
With increasingly strict regulations about the
safeguarding of information cyber security is
certainly now a board-level issue. Businesses
tend to think the risk of attack is relatively
low, but if it does happen, the impact can be
significant.
The outlook is clear: businesses need a
proper cyber risk strategy that focuses budget
on a holistic approach, one that complies with
the five silos of security (identify, protect, detect,
response, recover) as identified by the National
Institute of Science and Technology. There
will always be an element of risk. All people,
processes and technology need to be covered
by that risk mitigation strategy. And then – and
only then – can your business be assured
that it has an effective and resilient security
architecture.
In this, the second issue of Transformer –
the official publication of the CIO Council of
South Africa, we take a long, hard look at cyber
security, how it interplays with key megatrends,
and related issues such as the PoPI Act. We also
look at some of the considerations behind a
security strategy, what to do in a crisis and how
to handle one of the least well-documented
threats – the sysadmin going rogue.
We hope you find this publication interesting,
useful and thought-provoking.
Please let us know your feedback or questions
at uweitz@microsoft.com
Marius Haman and Herman Opperman
Guest editors
Disclosure: Herman Opperman is an architect within the
Cybersecurity Global Practice at Microsoft, and Marius Haman
is the lead of Microsoft’s Digital Crimes Unit.
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Cybercrime trends |

Security:
A board-LEVEL
issue
South African organisations need a multilayered security strategy that focuses on
people, processes and systems.

by Kirsten Doyle PHOTO: Karolina Komendera

lobally, threats to online security have grown
and evolved considerably, affecting individuals
and businesses alike. Cyber criminals are
opportunity driven and seemingly have the time,
expertise and resources to bypass detection.
Although online security measures are being
designed every day to keep up with the latest
threats, cyber threats will continue to evolve,
finding vulnerabilities in new software,
applications, and devices.
So says Reshana Pillay, partner in the personal
injury and insurance departments at law firm,
Hogan Lovells, adding that threats from mobile
devices are on the rise too, as are ‘account
takeovers’ where cyber criminals take over webbased accounts like Twitter and Gmail. “Globally,
cybercrime is becoming more sophisticated and
complex each month – let alone each year.”
With the advent of mobile, both tablets and
phones, cybercrime is becoming increasingly
developed, says Avi Mistry, director of enterprise
at Intel South Africa. “Unsuspecting users
dependent on their ‘gadgets’ are often unaware
that crucial information is being compromised.
Cybercrime is a business that is currently larger
than the global drug trade at approximately $500
billion per annum.”

G

A local view
Pillay says the South African threat landscape
mirrors the global view. “From a cybercrime
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perspective, South Africa faces the same
challenges as those experienced by the rest
of the world. In fact, according to the recent
McAfee software Global Cost of Cybercrime
report commissioned by the Center for Strategic
and International Studies (CSIS), fast-developing
malware and security breaches are costing South
Africa over R5.8 billion each year. Cyberspace is
changing how we interact and do business, and
South African companies are fast becoming a
prime target for cyber criminals.”
Mistry says through mobile and cloud, borders
are becoming irrelevant. “The physical and
logistical constraints that normally influence or
restrict behaviour don’t appear with internetconnected devices. Cyber criminals sitting across
the world can still reach unsuspecting victims in
South Africa as easily as they could reach victims
in the US or Europe.”
To deal effectively with today’s cyber risks and
increasingly sophisticated adversaries, South
African organisations of all types and sizes need
a multi-layered security strategy that focuses on
people, processes and technology, and covers
‘protect, detect and respond’, adds Marius Haman
from Microsoft’s Digital Crimes Unit.
However, he says in South Africa, many
businesses still perceive cyber security as an IT
manager’s job, when in fact it is a board-level
issue. “There’s frequently a disconnect between
security and business issues.”

Marius Haman,
Microsoft

Haman says the risk manager has a role to
play too. “Cyber risks must be treated as strategic
business risks, not just as purely IT risks, and
ensure top executives and board members, have
ownership of the cyber security strategy.”
Breaches can be catastrophic to the entire
business, not just in terms of money, but in terms
of damage to the company’s reputation. Non-

technical management must understand the
extent and nature of potential cyber risks.
Pillay agrees: “Information security is now
a board agenda item by virtue of the fact that
it forms part of IT governance and should
not be considered a technical issue for the
IT department to deal with. South African
organisations need to ensure they have
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“Cybercrime is a business that is currently larger than the
global drug trade at approximately $500 billion per annum.”
Avi Mistry, Intel South Africa.

developed an information security framework
and that an information security management
system is implemented.”
How prepared is South Africa?
Haman believes too many South African
companies think throwing money at security and
buying a technical solution only will solve the
problem, ignoring a defence-in-depth strategy
that takes on a more holistic approach. “It’s a cat
and mouse game between law enforcement,
criminals and businesses, and at the same time,
threats are evolving.”
According to Pillay, South African organisations
need to implement and utilise the necessary
resources, policies and procedures to
effectively prevent and mitigate cybercrime.
The introduction of the Protection of Personal
Information (PoPI) Act is aimed at changing the
way South Africans protect, handle and store
data and personal information. South African
companies, who aren’t adequately prepared for
cybercrime, need to implement corporate policies
and procedures for the reporting of cybercrime
within their organisations.
Haman agrees and adds that South African
companies aren’t where they should be in terms
of classifying data, and that businesses need to
be able to identify their key information assets
and services, and protect the most sensitive or
proprietary data first.
Only once companies understand what data
is most valuable, can they assess their potential
vulnerability to attack, as well as what the fallout
could be should an incident occur. “PoPI and
other legal obligations will help drive the point
that it isn’t just an IT issue, and show that the
government is taking steps in the right direction.”
Haman adds: “International standards are
forcing companies to be transparent about how
data is stored, protected and if any breaches
occur. Although, in South Africa these standards
don’t apply yet, they are coming.”
Companies also need to ensure they have
adequate cyber liability insurance in place as
the costs associated with a cyber lawsuit can be
exorbitant. Cyber liability insurance cover should
be considered for both third party and first party

cyber exposures and risks, says Pillay.
It is Mistry’s view, that although South African
banks are among the most sophisticated financial
institutions in the world, and are constantly
re-assessing their security posture with a view
to improving their client’s online profile, other
market verticals do tend to lag behind and react
to threats, often too late, rather than taking proactive measures to counter threats.
Future trends
Cyber threats will continue to evolve, finding
vulnerabilities in new software, applications, and
devices, says Pillay. “South African organisations
need to make their employees aware of computer
security and train them on security procedures,
as many data breaches result from basic
employee negligence as opposed to sophisticated
cyber attacks. Additionally, users can protect
themselves by using reasonable safety and
security precautions online, keeping their security
software current, and updating all applications
with the latest security patches.
For Mistry, the notion of password management
is by far the most complex issue faced by South
Africans. “For organisations, consumers and
individuals alike, we have to remember too
many passwords. Quite often, we use the same
password all over, which exacerbates the problem.
If hackers attack one site, there is a very high
likelihood that the passwords harvested can be
used elsewhere successfully. Intel is making huge
inroads into eradicating passwords altogether. ‘You
are your password’ is the new Intel strategy behind
enhancing security. Facial recognition, biometrics
and gesture response (all natural human actions)
will replace 16 character passwords with alphanumeric and case-sensitive requirements.”
Haman says there is also the issue of
information sharing. “There aren’t a lot of stats
and information on cyber crime in South Africa,
there’s no holistic picture. Businesses are hugely
reluctant to share, and disclose any breach
events, and until they are obliged to, there will
be no full picture of the South African problem.
Businesses, law enforcement and the industry
need to work together to get a full picture of the
problem in South Africa.”

ISSUE#2 | 2014

09

Megatrends: Mobility |

Managing mobility
Mobile computing implementations require effective management to ensure
gains in employee productivity and efficiency as well as to create new
business opportunities. Attention to security is essential to make sure the
move to the mobile workplace doesn’t jeopardise sensitive information or
weaken compliance with governance or data protection requirements.
by Simon Cashmore PHOTO: Karolina Komendera

obile computing is no longer the barbarian at
the gate of the enterprise threatening to
overturn the information systems and processes
that ensure the wellbeing of the organisation. Its
power to disrupt is increasingly being harnessed
by CIOs to support and extend the strategic
objectives of the organisation. Mobile
technologies are delivering a myriad of services to
customers and employees as organisations
capitalise on their ability to reach audiences at
any location and at any time. The sophistication,
complexity and pervasiveness of these services
will increase dramatically in the next few years.
Research group Gartner reckons around half of
the world’s corporate employees will work in
mobile workspaces by 2017.
For CIOs, the big challenge posed by the
ascent of mobile computing is management. The
CIO needs to ensure the mobile technologies
implemented do more than pander to the
demands of employees but yield tangible gains
in productivity and efficiency as well as deliver
the new business opportunities expected by
executive management. Furthermore, CIOs must
make sure the move to the mobile workplace

M

“User awareness of the need for
security remains a big challenge. It
doesn’t matter whether information
is on a mobile device, a laptop
or a desk computer. Users need to
be reminded of the risk of losing
sensitive information.”
Anthony Schoombie, Murray & Roberts
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doesn’t jeopardise information security or
weaken compliance with governance regulations
or data protection laws. Failure to protect
strategic data, as well as sensitive employee
and customer information, could plunge an
organisation into calamity.
Protecting the data
John Giles, managing attorney at Johannesburg
law firm Michalsons, points out that new data
security legislation, such as looming Protection
of Personal Information (PoPI) Act, could result in
companies being hit with fines of up to R10 million
or face criminal prosecution if they are lax
about protecting customer information. “The
reputational damage of a security breach is often
huge,” he adds.
Enhanced security, that provides greater control
and protection of information as well as easier
management of such facilities, has become
a key feature of the raft of new products and
services developed to support mobile workplaces.
“Attitudes to mobile computing have matured a
lot in the past couple of years,” says Suren Naidoo,
CEO at CIO Consult. The focus of most CIOs, he
says, has shifted from managing and controlling
mobile devices brought into the organisation
by employees to managing data, processes,
workflows and strategies. Mobile device
management (MDM) has evolved into enterprise
mobility management (EMM), adds Naidoo.
from MDM to EMM
EMM suites, delivered as in-house solutions
or provided off-site as Software as a Service,
span a broad range of functionality and
sophistication. Entry-level EMM offerings have

stepped up the performance of earlier MDM
suites by enabling organisations to govern not
only the use of mobile devices but also manage
mobile applications, content and security. More
comprehensive EMM suites further enhance
employee productivity with features such as
mobile workflows, mobile service management
and enterprise app stores. Some advanced EMM
suites offer development tools and processes
that enable organisations to create, deliver
and support niche apps for specific groups of
employees, as well as integration facilities to link
such apps with other mobile technologies as
well as corporate ERP systems, and analytics and
automation systems to fine tune performance.
“Most security management within an EMM
environment involves establishing and monitoring
service level agreements (SLAs) with suppliers,”
says Naidoo. The scope of the SLAs depends on the
scale and complexity of the mobile environment
as well as the security needs of the organisation.
Key considerations include employee expectations,
business objectives, application performance,
grading information access, integration of
technology platforms with established systems and
processes, internal governance regulations and
data protection legislation.
It’s all about the environment
Anthony Schoombie, IT security and governance
officer at Murray & Roberts, adds that the focus
of the organisation and the environment in
which it operates has a big influence on how
mobile computing is deployed and the type of
management and security systems that need
to be adopted. “Retailers and banks are gaining
great business traction by rolling out mobile apps.
There is not the same urgency for companies in
industries such as construction. The business is
very different. Applications are more specific and
users tend to be older,” he says.
Schoombie adds that one of the most pressing
security issues in the mobile environment is
human behaviour. “User awareness of the need
for security remains a big challenge. It doesn’t
matter whether information is on a mobile
device, a laptop or a desk computer. Users need
to be reminded of the risk of losing sensitive
information,” says Schoombie.
New data protection laws, such as the PoPI
Act, are likely to help raise user awareness of the
importance of security. Naidoo argues that such
legislation also provides organisations with a
framework for ensuring effective data protection
systems and processes. “It’s driving behaviour

Anthony Schoombie,
Murray & Roberts

and ensuring organisations comply with security
standards,” he says.
Naidoo adds that external testing of security
systems is essential. “Organisations often don’t
have sufficient in-house expertise to fully test
the security and compliance of their mobile
environment,” he argues.

PoPI looming
Companies working to ensure their mobile workplaces meet the security requirements of
the new Protection of Personal Information (PoPI) Act are likely to have around 18 months
to get their house in order.
“Mid 2016 looks as though it’s going to be the important date by which companies must
comply with PoPI. We expect the legislation to come into effect around mid 2015 and firms
will be given a year’s grace in which to comply,” says John Giles, managing attorney at
Johannesburg law firm Michalsons.
He adds that the search for an information regulator has begun and the regulatory office
is likely to be in place next year.
The new legislation will govern how organisations gather, use and transfer third-party data.
It requires them to apply appropriate and reasonable measures to ensure that such data is safe.
“If an organisation loses third-party data, by having one of its laptops stolen for
example, it will have to report the incident to the person or legal entity affected as well as to
the regulator. The regulator will have the power to impose a fine of up to R10 million on the
offending organisation. Alternatively, the regulator could institute criminal proceedings
against the organisation. The legal entity affected, be it an individual, a company or trust,
could also sue for damages,” says Giles.
“The likelihood of anyone going to jail because of PoPI is very low but organisations that
breach the law could create serious problems,” he adds.
Giles says organisations are becoming increasingly aware of the importance of PoPI and
beginning to ensure their security standards comply with the new legislation.
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Megatrends: CLOUD |

Locking down the
cloud
Many CIOs are making – or are currently pondering – the
move to the cloud. What factors should be considerED to
ensure company data remains secure?

by James van den Heever | PHOTO: Karolina Komendera

he cloud computing model continues to
attract real interest and buy-in from CIOs and
their C-suite colleagues around the world for very
good reason. “Perhaps the real benefit is that
cloud offers CIOs a way to access — and the
OEMs to offer — integrated complex software and
hardware solutions in a very ‘digestible’ and
supported way,” says Leon Wright, business group
leader: cloud and enterprise at Microsoft Africa. “It
removes much of the pain relating to deployment
and management complexity, something that has
a big impact on the company’s own resource
needs, covering both people and infrastructure —
and it’s very quick.”
It’s worth emphasising the concept of speed
because it’s emerging as one of the key success
factors for modern business. Frustration with
the slow pace of change within traditional IT

T

Moving to the cloud: What to do
Coca-Cola’s David Visser says the best thing he did was to listen to his peers – he identified
CIOs in the same industry who had gone before him, and benefited from what they had learned.
The key to a secure cloud is the vendor you select, says Associated Motor Holding’s Clive
Donninger. You’re looking for a local partner with a global footprint with a proven track
record in your industry. “It’s all about checking out the vendor’s bona fides,” he advises.
The vendor should be financially strong, too, Visser says. And, service level
agreements should carry financial consequences and be reported on monthly, adds
Microsoft’s Leon Wright.
Wright believes that potential vendors should participate in industry standards like ISO
270001, SSAE 16 and the Cloud Security Alliance, as well as adhering to relevant regulatory
compliance. He advises an annual audit of the provider by an independent third party, and
ensuring services are backed by monthly financially-supported SLAs.
Given that most security breaches are the result of internal mistakes or breach in
process, Wright says another thing to look out for is practical, easy management of things
like user privileges and access to cloud services – a vendor that enables single sign-on to
multiple cloud services makes it easier to manage the security as people move in and out of
the company or need access to new cloud services.
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departments drives business units to purchase
the services they need direct from the cloud,
creating a dangerous ‘shadow IT’ organisation.
Cloud’s promise of speedy deployment is one way
to help corporate IT deliver to ever-increasing
demands spurred by changing business models
and requirements.
The other big benefit, not to be
underestimated, is the reduction of the cost of
managing complex IT environments and keeping
them updated and compliant.
David Visser, director of IT at Coca-Cola
South Africa, says that when he assumed his
role in 2012, the company needed to upgrade
its existing hard- and software in order to
comply with the international parent company’s
security regulations.
In addition, explains Visser, “My vision is for IT
to be acting as an enabler of the business, so I’ve
spent time leading the integration of the IT team
into the business. I felt strongly that we aren’t
an IT company but a beverage company. The IT
team should not be managing a datacentre but
using technology to enable optimal functioning of
other divisions to achieve the company’s set goals
and objectives.”
The security bogeyman
Despite the compelling reasons to consider
cloud, there’s considerable evidence that security
considerations is holding South African corporates
back, a view that was expressed by the executive
head of cloud computing at Vodacom Business,
Nkosi Kumalo, at the Cloud World Forum Africa in
June this year. Visser, by contrast, says the security
of the cloud per se was not a worry for him — the
main issue was choosing the right cloud vendor. It

PoPI alert
Three sections of the Protection of Personal Information Act
(PoPI) are already in force, and the full act is expected to be
enforced from mid-2015. From that date, companies will
have a year to comply – a timeframe that is way too short,
believes Verine Etsebeth, a senior law lecturer at Wits.
Etsebeth points out that PoPI requires businesses to
implement numerous policies (the basic set numbers 11), get
them signed off by management, and then get its staff trained.
“Besides, implementing PoPI isn’t an action, it’s a
journey because you need to constantly monitor that it’s
being adhered to – and you need a proper audit trail to be
able to prove you are complying,” she says. “All that takes
time and considerable effort.”
The big departure in PoPI is that customers have to opt
in – the old opt-out regime is no longer enough, Etsebeth
advises. Because the Act is so wide, that means a company
has to get consent from its customers about where there
data is stored, and with whom it will be shared. “You’ll
need to be as specific as possible, but once you have got
active consent it doesn’t really matter whether the servers
are here or in Peru.”
Leon Wright,
Microsoft

probably helped that the local board was already
accustomed to using a cloud-based solution to
run its meetings, so the concept wasn’t new.
Visser has already moved Coca-Cola’s e-mail,
collaboration tools and file storage into the cloud,
and is busy selecting the vendor for a fully cloudbased datacentre.
Clive Donninger, CIO at Associated Motor
Holdings (part of the Imperial Group), says the
company’s e-mails are hosted on Imperial’s
private cloud and the new dealer management
system will be hosted by an international cloud
vendor. Two pilots have successfully been
completed. Donninger says that the hosting of
the company’s data by a third party has not been
flagged as a concern by anyone.
In part, he feels this confidence can be
attributed to strong governance, which ensures
that the cloud provider cannot even use hosted
data for statistical purposes.
Other key points include ensuring data is held
in more than one datacentre and that both are
within South Africa’s borders. Private cloud is, he
believes, also intrinsically easier to secure than
public.
“In the end, personal information on paper is
the biggest source of leakage,” he adds. “If you
think of how much paper there is floating around
the organisation, I think I’d be much happier if it
was all electronic!”.
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| Megatrends: Analytics

The Security of
Things and Big Data
As the world’s data stores are opened up for exploitation through
big data and as the Internet of Things ramps up, there’s another
consideration: security.

by Donovan Jackson PHOTO: KAROLINA KOMENDERA

arbage in equals garbage out, regardless of
scale, so for big data analysis to deliver
accurate insights, it stands to reason that the
sources should be somewhat trustworthy; and as
ever more devices are connected to the internet,
what sort of implications are there for the
security of the information they transmit and
receive (information which itself can become
part of big data)?
Alto Africa director Oliver Potgieter says the
Internet of Things (IoT) is somewhat linked to big
data as the data generated by the proliferation
of connected devices is valuable. “However,
when you are collating from multiple sources
for analysis, there’s a problem. The more input
sources, the more potential holes you have.”
But Andy Brauer, Business Connexion CTO,
points out IoT is nothing new. “Car tracking
systems have a sensor with an IP address, smart
meters are going into homes, ATMs are connected,
home automation systems are on the internet,
video surveillance is hardly a new concept…”
He also notes the data transmitted by ‘things’
individually has no real value. Instead, the real
security issue with ‘things’ is if they’re taken
over by unauthorised third parties. “That was
reportedly demonstrated by Stuxnet [in 2010]
when the Iranian nuclear program was infiltrated
by the US. “By intercepting even simple devices
like traffic lights [many of which have SIM cards

G

and are connected things] you could do a lot of
damage without leaving the house.”
It is at the end-point therefore, where security
has to sit, Brauer asserts. “When something
communicates, you need identification, validation
and confirmation before then being allowed to
get in.”
Fruit of a poisoned big data?
Brauer says a lot of companies get confused with
big data and think that it refers to what they have
internally. “That’s just business intelligence [BI].
When you connect to the rest of the world, then
we’re talking big data and that means publically
available data stores from any one of a very large
number of sources,” he says.
But what about GIGO (garbage in, garbage out)
at scale? Lourens Swanepoel, chief technology
and innovation officer, Avanade South Africa, says
the notion of ‘poisoned data’ has always been
a risk even when data existed on paper. “Now it
is so much easier to provide disinformation and
inaccurate data. Take the numerous examples of
data/information/stories on our Facebook pages
that are out of date yet presented as new, or
inaccurate or false,” he points out.
Potgieter agrees that information quality is a
perpetual issue for analytics. “The principle isn’t
bound by scale, so that doesn’t change for big
data. However, given the sheer size of data sets,
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Helping rewrite
the rules
Business Connexion and Microsoft
may have been partners for a long time.
But this is definitely not an excuse for
business as usual. Quite the opposite...
ighlighting the partnership between Business Connexion
and Microsoft seems almost redundant once you
consider the long history between the two. Business
Connexion transformed from a software reseller into an
integration giant largely on supporting the services that
Microsoft created. In turn, Business Connexion helped drive
Microsoft products to customers, creating awareness and
fuelling adoption. It’s a shared journey that started in 1997
and has been growing ever since. Business Connexion is not
only one of Microsoft’s oldest certification partners and home
to a deep pool of Microsoft skills, but it’s a critical role-player
as the world transitions towards cloud and services models.
“Business Connexion does work with other vendors, but
our Microsoft lineage is very strong,” says Charles Lalieu,
managing executive for public cloud. “It’s such a pervasive
force for business and productivity technology that very
few of our customers do not use Microsoft services at
some level. So apart from the fact Business Connexion has
stood alongside Microsoft for nearly two decades, it just
makes sense to be in such a partnership. Not all solutions
may involve direct Microsoft technologies, but the indirect
management of some of those technologies is almost
always a given.”
Lalieu says this to point out that the Business
Connexion / Microsoft partnership is not simply one of
convenience and history, but also the reality of good
business. Being able to understand and deliver on Microsoft’s
technology promises is what has helped raise Business
Connexion into one of South Africa’s integrator giants.
Given the current revolution – some may say turmoil – the
ICT market is experiencing, it requires such a steady and
experienced hand to bring the most out of solution offerings.

H

Changing demands
“Several things are changing today’s market. Consumers
want best-of-breed at their fingertips, but without being
dragged down by the accompanying complexities or dealing
with multiple agencies. Cloud and ‘Something as a Service’
concepts are changing how we acquire software and use it
in an organisation. Above all, there’s no more one-size-fits-all
and while many solutions look similar, the devil is in the detail.
Everyone needs something slightly or even radically different.”

Charles Lalieu,
BCX

This is one of the key roles Lalieu sees Business
Connexion playing in the future: creating new ways to
help customers get the most out of Microsoft technologies.
Whether it’s a datacentre powered by Azure software or
an instantly deployed business suite that a customer can
buy and manage with a few clicks online, it’s clear the old
way of doing business is wheezing on its last breath. As
Microsoft’s offerings expand, there’s even a growing market
for creating OEM services to third parties. Lalieu mentions
a Business Connexion deal with one of Nigeria’s largest
mobile operators, which is selling rebranded Microsoftpowered, Business Connexion-designed products directly
to its customers.
“The potential of what we’re seeing emerge in the ICT
landscape is very exciting and even a little scary. Microsoft
has been investing a lot into this future and Business
Connexion is well positioned as a partner to take those
concepts forward.”
Go with the flow
It is, of course, not only about the future. Many companies
thrive on the Microsoft ecosystem and Business Connexion
continues to find new value for them, allowing customers
to seamlessly evolve as the landscape changes.
“It’s a win-win,” says Lalieu. “Business Connexion
leverages Microsoft’s technology and Microsoft finds more
traction with Business Connexion’s clients. It’s Microsoft’s
role to build a technology future in this rapid change and
Business Connexion’s job to make sense of that for its
customers. This is not something you build overnight,
which is why Business Connexion is an unshakable and
steadfast Microsoft partner with the history to show for it.”

Contact details
Charles.lalieu@bcx.co.za,
www.bcx.co.za
011 266 5111

| Megatrends

“We’re really in a
situation where data
has never been as
valuable as it is at the
moment, and we have
so much of it, but it
has also never been as
vulnerable.”
Oliver Potgieter, Alto Africa.

the solutions you use to ensure information
quality will probably be different.”
Where that big data exists informs what kind of
solutions those will be, continues Potgieter. “The
obvious place is the cloud and that brings a whole
heap of benefits and potential issues. We’re really in
a situation where data has never been as valuable
as it is at the moment, and we have so much of it,
but it has also never been as vulnerable.”
The use cases for big data are varied (and,
admittedly, occasionally somewhat opaque)
and include such things as detecting fraud,
understanding what’s being said about products,
tracking mood and sentiment. But there’s a
problem and Swanepoel puts his finger on the real
challenge in terms of leveraging big data once
a business case is figured out. “Having a welldefined and managed master data management
[MDM] strategy is of paramount importance.”
Not, then, all that different than ‘regular’ BI.
Getting MDM sorted, he says, can be difficult
without the right expertise, but there’s also a
further element to which he draws attention:
“Educating staff is also critical. As part of the
MDM strategy, businesses should focus on data
quality, meaning the reliability and application
efficiency of data, particularly when kept in a data
warehouse. Data quality assurance measures,
which verify the reliability and efficiency of data,
also need to be implemented and maintained.”
Security is better than you think
Far from the raucous headlines that might give the
impression that the IT industry is in a shambles
where security is concerned, Brauer says it tends
to be top of mind for most companies. “Security is
part of our daily lives and daily business. All things
today should be designed with security in mind

Lourens Swanepoel,
Avanade South Africa

Standards, not security
Ever the technologist, Business Connexion’s Andy Brauer says a bigger issue is that of
standards and getting ‘internet things’ to work together. “The bigger the scale – and
certainly the scale of the IoT is and will continue to increase dramatically – the bigger
the necessity for standards. As devices become more affordable, almost anything can be
connected to the internet, from cars that drive themselves, to trees which can report their
need for watering back to the municipality.”

and operated with that as a guiding philosophy. It’s
not a big deal, it’s just part of the deal.”
Potgieter also feels the industry largely
has these ‘at scale’ security challenges under
control, but differs with Brauer over how well
implemented available security solutions are. “A
bigger issue is whether enterprises have the will
to secure data effectively. The way most operate
is that until they’re hit by a hammer, security isn’t
that big a deal.”
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Ghost
outside the
machine
Often security strategies
are based around policy and
technology. But the weakest
link has always been human
users and in the emerging
era of social networking,
BYOD and Generation Y, this is
amplifying significantly.

Suren Govender,
Accenture Analytics
by James Francis PHOTO: KAROLINA KOMENDERA

n October a Spanish nurse was hospitalised
for contracting Ebola, all due to a small error:
brushing her face with her gloved hand while
removing protective gear. A brief mistake led to a
major consequence. Modern businesses face a
similar dilemma: what if someone takes a photo
of a whiteboard containing critical company
strategy for their own records, but that file is
uploaded to the internet? When online accounts
of celebrities were hacked this year, causing a
torrent of their personal photos to be released
online, most of the victims weren’t even aware
the photos were being stored in the cloud. Does
your workforce know any better?

I

“BYOD is only the precursor to a
shift where we’re starting to change
the model with which we secure
enterprise endpoints.”
Dionisio Zumerle, Gartner
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Security is a major concern for most companies,
but often looked at as a technology or policy
problem. The soft skills of employees get a lot less
attention. Yet according to a report from Check
Point, 87 percent of respondents blamed human
error for security breaches through personal devices.
This is not a new phenomenon, social engineering
victims to give up key access codes was a key part
of Kevin Mitnick’s hacking efforts back in the 1980s.
However, as business and pleasure mixes on the
device level, security knowledge of the individual
has become a much bigger concern.
Bring your own expectations
“From a people point of view we are moving
towards controls that allow employees to do their
job without locking them down,” says Dionisio
Zumerle, principal research analyst at Gartner. “But
also while being able to intervene on behaviour
that isn’t what the enterprise wants.”
Companies have established three different
approaches to the problem when it comes to
mobility and ‘bring your own device’ (BYOD).

These are:
• provide the devices and skip the BYOD trend
entirely
• enforce end-to-end policies that dictate
everything about the devices in question
• strike a balance between policy and employee
awareness.
Supplying devices is not working, Zumerle
points out. The BYOD movement started as an
underground one as employees were able to
buy personal devices that were superior to those
supplied by companies. Though there are areas
where company-supplied devices work best,
attempting to implement it as a general rule is
swimming against the tide.
Heavy-handed end-to-end measures can also
fall short, says Evert Smith, senior manager of
cyber risk and resilience at Deloitte: “People will,
by nature, push back against draconian laws or
policies. The more restricted they are, the more
chances users tend to take. Many users see their
device as their life outside of home and take a
great deal of ownership over it. If regulations are
only enforced because ‘we say so,’ they almost
never work.”
This debate extends beyond simply which devices
can be used. Social media has become a prominent
experience for many employees, especially socalled Generation Y hires. This opens a new can
of behavioural norms that can threaten a security
regime. But simply banning social media services
is the wrong approach, says Suren Govender,
managing director of Accenture Analytics.
“To truly leverage the benefits that mobility and
social media can provide, the technology strategy
needs to embrace mobile devices as aligned to
an agreed corporate mobile strategy, policy and
landscape, dovetailing deployment roadmaps
of the consumer market. Eligible users should
have more choice over their corporate mobile
devices and there should be a suite of mobile
collaboration and productivity tools available.”
A team effort
Using personal devices promises more buy-in
and responsibility from the employee, especially if
they’re expected to work outside of the office. But
this requires effective communication and habits
from the company.
“There are an awful lot of requirements already
that most companies don’t follow and there really
isn’t enough proactivity around this,” says Allan
Wattrus, director of outsource optimisation at
Bytes Systems Integration. “For example, making
a user aware of their corporate responsibility as

far as the PoPI Act is concerned and the problems
that can be created for a company if a user
doesn’t take that seriously.”
One approach is to have an enrolment system
which allows employee devices to qualify for
network access through both protocols and training,
suggests Zumerle: “Many companies now only allow
access to enterprise resources after a user qualifies
through technical and training credentials.”
Policy remains a powerful tool, says Wattrus,
especially when applied to more nuanced
situations: “Controlling the information at source
rather than at destination is the more popular
approach. For example, you may force devices to
disable cameras during meetings.”
It’s about assessing your risk and striking the
right balance for the company, adds Smith: “If you
are in a technology environment where accidents
can easily happen, you will have to lean more
towards policy enforcement and device restriction
than just relying on goodwill.”
But try to avoid the trap of simply thinking
of mobile culture as bait for disaster. There are
tangible benefits that come from exploiting it,
says Govender: “Generation Y employees innately
understand that the exchange of personal
information is done as an exchange of value which
relates strongly to their experiences as consumers.
In the online world, consumers are often required
to provide personal data to gain access to content
or services. As companies begin to offer new
services and products based on consumer data,
such as location services, they need to show
consumers the value in sharing their information.
This insight can be gained by tapping into the
behaviours of their savvier employees.”
The new security order
The overarching advice is to accept the security
landscape is changing – top-down approaches
lacking engagement of the workforce die once
personal devices enter the fray.
“BYOD is only the precursor to a shift where
we’re starting to change the model with which we
secure enterprise endpoints,” says Zumerle.
The challenge of users and their devices in
the business is the stepping stone to a larger
conversation, one challenging traditional security
paradigms. But this process is ongoing and may
take a while to implement.
“A security culture shift is difficult to do and it
has to come from management that understands
both people and risk, and how to marry the two,”
says Evert. “That won’t happen overnight. It will
take years.”

The social evil
Social engineering is the
dark horse of security
breaches, the rather
non-technical approach of
masquerading as another
person in order to gain
access. One of the oldest
tricks in the cybercriminal
handbook, it’s often
overlooked in security
conversations. Yet thanks to
social media it’s easier than
ever to scrape personal
information together for
such an attack.
This is highly effective
and, according to Gartner’s
Dionisio Zumerle, one
of the main vectors in
modern attacks. Several
of the major breaches at
US companies were in
part the result of social
engineering, though few
companies disclose this. In
South Africa there’s no onus
to reveal them at all and as
such no measure of how
broadly the practice is used
to infiltrate local firms. But
experts agree: it happens
a lot, perhaps more than
any other serious form of
security attack.
There’s really no easy
answer for this, if any
answers at all. Staff
awareness is a must, but
often policy is what falls
short. Have you called
your bank and noticed
they always ask the same
sort of security questions?
That’s a failure of policy
and whatever gaps are
taken in disregarding social
engineering are the gaps
that cyber criminals look
for. Just how easy is it for
someone to call in, pretend
to be an employee and get
a hold of a password? That
may just be the biggest
hole in any security
implementation.
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Measuring the impact
of cybercrime
Undoubtedly cybercrime is a significant threat,
but just how big? And how close to home?

compiled by Alison Job and Adrian Hinchcliffe

ecuring digital assets and the cyber experience are a core
aspect of the IT function, and with good reason. It’s
estimated there are over 550 million computers infected
globally each year.

S

Over the past five year
period, Microsoft’s botnet
operations have received
The cost of cyber-crime to
the global economy

That translates into

18 victims
per second,

is in the region of

US$400
billion.

says Norton.

in the region of

380
million
pings
from infected IP addresses.

A little closer to home
South Africa is
the second
most targeted
country in the
world for internet
fraud and phishing
attacks.

Cyber-crime is costing
South Africa over

R5.8 billion
each year

Microsoft
estimates
that South Africa
is among the

In 2013, South Africans lost over

– 0.14 percent

R2.2 billion

of the total GDP, says
a McAfee report for
the CSIS.

according to the South African Banking
Risk Information Centre.

South Africa was in the top three
countries where the highest number of
cybercrime victims was to be found.

So where do the
cyber attacks
come from?

Russia

2 402 722
Taiwan

907 102
Germany

780 425

#2

China

77%

20

#1

Russia

85%

#3

South Africa
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73%

Ukraine

566 531

Hungary

367 966

top 25
countries
in EMEA
where people use
malware to target
individuals and
companies.

It’s estimated that

over 70%
of South African
businesses are
significantly
unprepared for cyber
liability risks, and in
turn, woefully underinsured
when it comes to managing
the financial and legal
implications that follow a
major cyber breach, says Aon
South Africa.

83%

of South Africa’s IT
decision-makers

admit that DDoS
attacks have
bought down
their systems
for more than
six hours, says
BT Global. The report
further reveals that
although the majority
of South African
organisations

(58%)

have a response
plan in place
should a DDoS
attack occur,
only 20% are
convinced they
have sufficient
resources
in place to
counteract an
attack.

Blasé user attitudes
21% of users are not worried that
their online accounts could be
compromised, or are even oblivious to risk,

says a survey by B2B International and Kaspersky
Lab. It continues:

30% of respondents feel that

financial losses resulting from
cyber attacks are extremely
unlikely.
And perhaps most alarming,
of
internet users in South Africa don’t
believe that cyber attacks are real.

9%

Most common types
of cyber attacks
50%

viruses, malware, worms,
trojans

33%

criminal insider

28%

theft of data-bearing devices

28%

SQL injection

22%

phishing

17%

web-based attacks

17%

social engineering

11%

other

cyber
warfare

Cyber criminal
Through a variety of means and methods, cyber criminals
are looking to steal financial information or personal
credentials from either individuals or organisations. The
over-riding motivation is financial gain or revenge although
intellectual challenges can also be factors.. In fact,
cybercrime is well organised and is said to have structural
similarities to many B2B industries.
Like many other areas of criminal activity the range of players varies from the
single ‘black hat’ hacker through to an organised crime syndicate that use coders
and hackers to gain information, cashers and vendors to sell on the information and
mules and tellers to launder money. Cyber criminals have online communities (part
of the ‘darknet’) where they can trade in personal details, such as credit card details. A
burgeoning trade in crimeware, such as viruses, keyloggers, ransomware or Trojans,
has evolved to such a level in recent years the business model has been dubbed
‘Crime as a Service’.

Hacktivist
Hacktivism has a very different motivation to those of cyber
criminals. Conducted in the name of political or social
justice, hacktivists are individuals or collectives who protest
against the ideology or operations of their victims – whether
that’s state organisations or private sector companies.
Hacktivists aim to raise awareness of an issue or disrupt the
activities of the victim organisation. Some of the most commonlyused methods include website defacement, URL redirections and DDoS.

Cyber spy
The most high-profile examples of cyber espionage are
probably in the name of terrorism or state-sponsored spying
or warfare, but corporate espionage is also a reality. The
motivations vary, but the principle act behind the definition
is the illegal ‘hacking’ into an organisation’s network to
either gain secret information for intimidation, extortion or
‘competitive advantage’ or to sabotage assets or activities.

The motivation behind
cyber attacks:
3%

Who are the bad guys and what
motivates them?

50%

hacktivism

7%

cyber
espionage

40%

cyber crime

Insider
While we’ve focused elsewhere in the publication on the
rogue systems administrator, there are, of course, other
insiders with knowledge or the potential to cause chaos.
Three types of insider classification are: negligent insiders,
malicious insiders and compromised insiders. The most
dangerous are the malicious insiders as they’ll knowingly
target specific data or sabotage systems and information – and
have inside knowledge on where the weaknesses are. Some insider attacks are
about financial gain (such as selling information to competitors), although there are
examples of dissatisfaction.
Norton research shows that 59% of ex-employees admitted to stealing company
data when leaving previous jobs.

* Source: Norton 2013 cybercrime
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The looming impact of PoPI
The Protection of Personal Information Act (PoPI) is a legislative step
towards protecting the consumer against the common corporate cold.
by Tamsin Oxford PHOTOS: KAROLINA KOMENDERA

ccording to research undertaken by IBM and
the Ponemon Institute, data breaches have
become as common as a cold, although they are
far more expensive. The cost is sitting at around
US$3.5 million, an increase of 15 percent on 2013,
and the average cost paid per stolen record with
sensitive and confidential information has gone up
by nine percent to US$145. The South African CIO
has to face more than just cybercriminals trying to
prise open the corporate back door; they have to
come to terms with the key considerations around
PoPI and what needs to be achieved to create a
secure corporate environment.
“The key issues encompass more than how
companies store data in-house, but also include
an understanding of how companies process
electronic information as well as physical records,”
says Wayne Mann, director, group risk, The
Unlimited. “It also speaks to ensuring the partners
that companies share information with are
receiving the right data and apply the same levels
of diligence to the manner in which they store and
process data, to ensure it’s carried out responsibly.”
The Target breach is an excellent case in point.
Target Corp was hit by an extensive theft of its
customers’ credit-card and debit-card data over
the Black Friday weekend. The theft happened
in stores, not online, and was thought to have
involved tampering with the machines customers
use to swipe their cards when making purchases.
The initial source of attack came through one of
Target’s partners, a smaller business with security
systems that weren’t robust or sophisticated
enough. What happened next is everyday news –
the CIO resigned, the CEO followed suit and the
brand lost significant consumer trust.
“Systems hosted outside the organisation
by third parties, written agreement conditions

A

relating to how the data is stored, and security
appropriate retrieval and retention plus careful
scrutiny of the SLAs are essential considerations
for the CIO as they prepare for PoPI,” says Mandla
Mkhwanazi, group CPO, Transnet.
The organisation is quick to blame the CIO,
expecting their expertise to save them all from
the risks inherent in digital business. However, no
matter how sophisticated the system or thorough
the CIO, a lack of senior awareness around the
issues of security will always open a hole in the
defences. A recent Stroz Friedburg survey found

Andrew Kirkland,
Trustwave South
Africa

“execs will need to change the way they think in terms of
taking accountability for the information they process.”
Francis Cronje, corporate governance consultant
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that 87 percent of senior managers in the US
sent work materials to personal e-mails or cloud
accounts and 58 percent had accidentally sent
the wrong person sensitive information. The
impact of PoPI needs to be felt throughout the
business in order for it to be effective.
“There are two key areas CIOs need to
consider first,” says Andrew Kirkland, regional
director, Trustwave South Africa. “From an
organisation perspective, awareness is key and
should not fall solely on the CIO’s shoulders as
it’s a company-wide responsibility. In addition,
PoPI covers a broad spectrum of personally
identifiable information and Condition 7 of the
PoPI Act relates to the technology element, where
everything from an ID number to a personal
opinion is covered. This is hard to protect from
a technology standpoint and one of the things
that CIOs need to consider is how they classify
personal data as this will allow them to consider
the technologies needed.”
No organisation is immune to a breach
and the consequences are fairly dire if PoPI is
ignored – reputational loss, consumer trust, cost
of civil action suits and government fines of up
to R10 million or a ten-year jail sentence.
“Not one division or business unit is immune
to the relevant implications and subsequent
consequences of PoPI,” says Francis Cronje,
corporate governance consultant. “From legislative,
reputational and financial perspectives, the impact
could be huge and execs will need to change the
way they think in terms of taking accountability for
the information they process.”
Today, many organisations are exposed and
Cronje believes the lack of a dedicated regulatory
body with teeth has seen many get away with
breaches and the subsequent privacy infringements.
PoPI has changed this landscape and the CIO has to
consider security and governance as they develop
and implement a sound PoPI solution.
“Putting the correct measures in place to
minimise the impact of a data breach or theft of
personal data goes a long way,” says Kirkland.
“It’s not whether you will be hacked or suffer a
breach, it’s a matter of when. The organisation
needs to ensure that best security practices are
being followed and that there’s an awareness
programme in place to keep employees in tune
with security processes and practices.”
The organisation is not in a position to shrug off
PoPI compliance as the level of punishment meted
out, and the reputational impact, in the event of
a breach will depend on the level of governance,
controls and internal awareness programmes that

the business has in play. As Mann points out, PoPI
is a reality and South African businesses need to
start gearing up for it. Now.
“PoPI is of enormous value to the business as it
shows your customers, clients and policy holders
that you care,” says Cronje. “It also makes for
good corporate governance and that translates
to better business and higher financial yields. Is it
expensive to become compliant? Yes, it is, but the
long-term benefits are enormous and promote
transparency, which always leads to enhanced
corporate responsibility.”

Mandla Mkhwanazi,
Transnet

The PoPI Dynamic
• Out of 314 organisations surveyed across ten countries, all experienced a data breach in
the IBM Cost of Data Breach Study
• The most costly data breaches were malicious and criminal attacks
• A strong security posture, incident response plan and CISO appointment reduced the cost
per recorded breach
• Reputation and the loss of customer loyalty do the most damage to the bottom line [Ponemon]
• Companies estimate that they will be dealing with an average of 17 malicious codes and
12 sustained probes each month [Ponemon]
• 51 percent of senior management admit to taking work-related materials with them
when they leave an employer [Stroz Friedberg]
• 73 percent of employees admit concerns around the safety of their personal information
at work [Stroz Friedberg]
• 85 percent of insider and privilege misuse attacks used the corporate LAN [Verizon
Report]
• Powerful botnets and reflection attacks drove up scale of DDOS attacks by 115 percent
since 2011 [Verizon]
Sources:
1. http://www-01.ibm.com/common/ssi/cgi-bin/ssialias?infotype=SA&subtype=WH&htmlfid=SEL03027USEN#loa
ded
2. http://www.advisenltd.com/wp-content/uploads/cyber-exposures-small-mid-size-businesses-whitepaper-2014-10-14.pdf
3. http://www.strozfriedberg.com/wp-content/uploads/2014/01/Senior-Managers-Account-for-the-GreatestInformation-Security-Risks-Finds-New-Stroz-Friedberg-Survey.pdf
4. http://www.michalsons.co.za/popi-act-protection-of-personal-information/11105
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Turning security
inside-out
Security practices are failing – this is a common view,
expressed by many CISOs and CIOs.
by Jon Tullett | PHOTO: Karolina Komendera

s the impact of social media, big data and the
cloud reverberates through organisations, so it
has led to the massive rise in digital marketing, a
key driver of organisational growth today. The
growing need for technology solutions to better
harness the potential these offer to the business has
led to a unique situation – chief marketing officers
(CMOs) are becoming increasingly involved in the
IT decision-making process. Since this, of course, is
the traditional domain of CIOs, the question is
whether this means that CMOs are now going to be
stepping on the toes of their IT colleagues?
A series of high-profile incidents, such as the
massive data breaches at retail organisations,
widespread technical flaws like the Heartbleed SSL
flaw and the Shellshock scripting vulnerability, and
the escalation of adversary to include national

A

Cyber insurance
The ultimate acceptance of the inevitability of intrusion is insuring against it. Cyber
insurance is growing in popularity in Europe and the US, where over 20 percent of
companies are insured, and establishing a foothold in South Africa. But cyber insurance is
not just about covering the financial impact of an attack, though that can be part of it. In
addition, the insurance provider is primarily there to provide access to specialised skills
which most enterprises do not keep on staff – incident response, legal specialists, crisis
management, brand protection, forensics, and so on – and to ensure that legal obligations
are met, avoiding potential penalties and fines. Cyber insurance is more costly than general
liability insurance, since it’s more of an outsourced incident response contract than just
third-party liability insurance.
CyGeist, South Africa’s first underwriting agency specialising in cyber insurance, was
formed in 2013. MD Natalie van der Coolwijk says there has been a ‘huge uptick’ in adoption
in the last quarter, with awareness growing, brokers more comfortable, and policies
signed. “In the US, adoption was driven out of large enterprises, but here we’re seeing
adoption across the board; South Africa’s smaller organisations are showing themselves to
be more advanced in that respect,” she says.

26

ISSUE#2 | 2014

intelligence services, has left many questioning
whether an entirely new security strategy should
be considered.
“The entire industry is starting to wake up to the
fact that the traditional approach doesn’t work,”
says Kris Budnik, MD: SLVA Information Security.
One option is to turn the security model inside
out. Instead of trying to keep every adversary
out, accept that some threats will penetrate the
organisation, and focus instead on detection and
data protection. Insider threats, for example, are
by definition inside your firewall, so the perimeter
defence model fails before it starts.
A new security model
This is not a new idea – ten years ago the Jericho
Forum, now part of the Open Group, suggested a
shift away from perimeter-oriented defence.
“In a traditional IT security model, protection is
achieved using mechanisms that detect attacks
on information assets,” says Len de Villiers,
group CIO, Telkom SA. “This model surrounds
information with similar protective envelopes
and responds to attempts to break or disrupt this
envelope. Contemporary information security
practice aims to protect the information itself,
with value proportional risk mitigation.”
This is not only a superior security model, but
a better business model too, he adds. “In terms
of response to long-period asynchronous attacks
(advanced persistent threats or APTs) this allows
activities over time to be detected and actions to
be deployed to disrupt the intrusion. Practically
this is leading towards a big data approach to
security information: this approach matches the
need for faster business access to information.”

Anthony Olivier,
Performanta
Consulting
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The emergence of APTs, as demonstrated
in attacks by China’s military hackers and the
global intelligence community, left the security
community feeling outgunned and badly in need
of fresh strategic thinking.
“In many ways this is an evolution of the basic
kill chain disruption principles expressed in the
original Lockheed-Martin paper from 2011,” De
Villiers says. That paper (see sidebar ‘The cyber
kill chain’) broke down an attacker’s steps into
separate stages, suggesting a security model that
accepted penetration, but focused on thwarting
each successive step.
That model lends itself to a reinvented security
organisation, De Villiers says. “This state of
normal assumes that intrusion events will always
exist, but accelerates response to exceptions or
unusual events.”
The groundwork is actually already in place,
says Budnik. “Often the capabilities are there –
most environments are instrumented such that
we could adopt those strategies. Sometimes it’s as
simple as just using them more effectively.”
Budnik thinks the kill chain model should be
extended still further. The Homeland Security
Advisory System, for example, is the colourcoded, low-to-severe rating published by the
Homeland Security Department in the US,
detailing the estimated current level of terrorism
threats. That system, Budnik, suggests, could
be used to rate the level of threat activity the
organisation faces day to day. “Are you a target
today? Who do you do business with? Think
outside the boundaries of your organisation. Are
you unpopular for some reason? Is your industry
being targeted?” That awareness will also suggest
what types of activity to focus on in particular,
he says. An unpopular organisation may face
increased denial of service threats, but one in an
industry being targeted by criminal syndicates
will face more targeted threats.
IT and business, a world apart?
Antony Olivier, MD of Performanta Consulting, has
doubts. “Even if security professionals do take a
new approach, what’s to say they’ll do any better
another way? Security is symptomatic of the gap

The Cyber Kill Chain
In 2011, Eric Hutchins. Michael Cloppert and Dr Rohan Amin, intrusion analysts at Lockheed
Martin, published the now widely adapted Cyber Kill Chain, translating a military approach
into cyber security. The kill chain breaks down an adversary’s attack into separate stages,
suggesting that each step should be handled separately in terms of detection and mitigation,
thereby increasing the chance of thwarting the attack, but requiring acknowledgement that
penetration is inevitable. The stages described in the cyber kill chain are:
1) Reconnaissance
2) Weaponisation
3) Delivery
4) Exploitation
5) Installation
6) Command and control
7) Action on objectives (often summarised in data security as ‘exfiltration’).
Read more: http://goo.gl/MfPQoc

between IT and business: CISOs almost never get
into the boardroom. A philosophical discussion
about rethinking security doesn’t encourage me
much – not until we get the basics right. Most
companies, even very large ones, don’t have the
wherewithal to take security seriously across
the organisation. As a result, everyone focuses
on buying tech, but none of it in isolation solves
a problem. There’s also a strong case for better
penetration testing, but I’m cynical about audit in
any form.”
Budnik agrees, the mindset change can be
difficult. “IS professionals are too focused on
statistics, on what they’ve managed to achieve.
We spend a lot of time doing the basics –
how many spams we stopped or scans we
detected. The challenge is that’s very frequently
a small section of the entire threat landscape. We
need to work with a more analytical mindset:
we’re basically suggesting security guys should
better understand the business.
“Change is coming. No one is on top of it, but
everyone is talking about it. It’s not happening
yet because we’re trying to fit it into traditional
models. But there’s a lot of buzz around security
intelligence and analytics: basically SIEM [security
incident and event management] but with that
additional intelligence,” Budnik concludes.

“This state of normal assumes that intrusion events will
always exist, but accelerates response to exceptions or
unusual events.”
Len de Villiers, Telkom
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Taming The Cloud

By Kevin Derman, GM Cloud and
Hosting, First Distribution

As cloud proliferates, organisations are facing new issues pertaining to BYOD and BYOS.
Luckily for them, cloud brokerages are on the rise as well.
The deal was almost complete, and the finalisation of one lone
document remained. However, this one was a PDF, and it needed to be edited.
“I’m sure there was an edit feature”, you think, as you casually
locate the edit button and click on it.
Quick as a flash a screen pops up and offers you the ability to
utilise this feature if you purchase an annual subscription for $20.
With a draw quicker than Dirty Harry, your credit card is out (after
all you will make R200k on the deal), a password login created,
and a sign up is done.
Perhaps without you even realising it, another piece of cloud software has sneaked its way into your organisation.
The advent of cloud has brought some awesome technological
advancements. It has allowed SMB companies access to enterprise-class software. High performance computing is now available to organisations that never would have had the budget to
buy a single server. Organisations can now scale their computing
needs in an instant, with hybrid cloud environments that grow at
your pace and budget, giving you the ultimate flexibility. In most
instances these cloud environments are also more secure than
companies’ regular on-premise infrastructure.
This sounds like every IT manager’s dream. However at the
same time it has turned every employee into their own IT manager. No sooner have organisations come to terms with BYOD
(Bring Your Own Device) and the management issues that
surround this policy, than the problem morphs into BYOS (Bring
Your Own Software). The problem is not only at the level of the
individual, but also departmental. Who can find online cloud
solutions to run a mail campaign, share documents, manage a

project etc. in the same timeframe that they expect someone
from their IT department to just acknowledge their request.
Most individuals are aware of the dangers of sharing confidential company information through non-secure cloud storage
sharing services. However, often need surpasses logic and
people tend to do what they need to do to get the job done.
When this individual leaves the company, the company loses
all control of any stored data in this ex-employee’s personal
account.
So what’s the solution? Most companies respond with the
heavy-hand policy of creating a rule of no external software
allowed. With BYOD in force, the likelihood of this working is
extremely small. Another option is to provide all the software
necessary internally, an impossible feat in today’s fast moving
IT environment.
One of the more recent advancements that offers control back
to the enterprise is to utilise a cloud brokerage. A cloud brokerage allows companies to make available a choice of public
cloud services to departments and individuals within companies. IT Managers or System Administrators can then see at a
glance which licenses the company has over a range of public
cloud services. They can add or delete users, re-allocate licenses when someone leaves the company and maintain a realistic
view of expenditure across all of these services. The solution
is secure in utilising Single-Sign-On (SSO) technology, and
because all services are consumed through a single brokerage,
the company is presented with one monthly bill.
It seems that it is possible to have your cake and eat it or in this circumstance, consume the cloud and tame it.

“Cloud services will continue to expand within companies, in fact the 2013 PMG Cloud Sprawl Survey found
38 percent of IT respondents turn to the cloud because it offers faster deployment. Savvy IT departments are
focusing on finding better ways to offer enterprise-grade cloud services to internal users as a way to stem
cloud sprawl and safeguard corporate information.”
Joe LeCompte, principal at PMG

brought to you by
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The Need for Centralised Cloud Services Management and Administration
As organisations evolve to an IT as a service model encompassing different public clouds and internal virtualised services,
they will need a common framework for delivering and managing
these distributed services across distributed organisations. They
will need to unify services management across public and private
clouds, with key requirements including:
* Compliance, security and access control policy enforcement.
* Life cycle management, including licensing, administration and
support.

* Self-service fulfillment for their users.
* Enabling departmental charge-backs for external and internal
services.
* Integration with internal IT assets and processes.
How can IT manage this transformation? The answer lies in unifying Cloud operations across the enterprise.

Unifying Cloud Operations Through First for Cloud
As enterprises increasingly combine on-premise IT applications,
services and infrastructures with cloud-based alternatives, they
are beginning to experience the complexity associated with
maintaining centralised control over their hybrid infrastructure.
They are faced with challenges that span the complete lifecycle
management associated with public and private Cloud Services
– including service onboarding, cataloguing, provisioning, access
control, security, auditing, monitoring, reporting, metering, billing,
administration and user support.
Increasingly, enterprises will need a common framework for delivering and managing these distributed services across distributed organisations. They will need to unify services delivery and
management across public and private clouds, with key requirements including:
* Compliance, security and access control policy enforcement.

* Life cycle management, including licensing, administration
and support.
* Self-service fulfillment for their users.
* Enabling departmental charge-backs for external and internal
services.
* Integration with internal IT assets and processes.
First for Cloud addresses these needs by unifying and centralising the lifecycle management and delivery of private and public
Cloud Services, thereby enabling enterprises to maintain a firm
grip over their hybrid cloud computing infrastructure.
Contact: First for Cloud - grant@firstforcloud.com.
All of this can be actioned in conjunction with your regular IT
provider, who will in turn deal with First for Cloud further up the
channel. However, all the advantages and benefits will naturally
remain with you, the valued end-user.

For more information visit: www.firstforcloud.com
Support: 0861 00 99 88
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Who left the door open?
Breaches of information security pose greater financial risk to the
enterprise and personal risk to enterprise leaders than ever before. So who
should take responsibility for information and cyber security?
by Tracy Burrows PHOTO: KAROLINA KOMENDERA

here once, IT security encompassed all
systems and information, today, mobility, social
media and BYOD have taken enterprise data out of
central IT systems and dispersed it. Enterprise data
now resides out of the control of the IT department.
At the same time, high profile international breaches
and more stringent legislation are driving enterprises
to take a serious look at the roles and responsibilities
of all players in securing information.
Professor Basie von Solms, director of the Centre
for Cyber Security at the Academy for Computer
Science and Software Engineering at the University
of Johannesburg, says the question of who should
take responsibility for information security is very
clearly addressed in King III. “It’s the responsibility
of the board,” he says. “Often the CIO may be seen
as the person responsible for cyber security, but the
board members are ultimately the ones who’ll be
held accountable in future. It’s not the IT manager
or IT security manager who will stand in the dock
in the event of a serious breach – it’s the CEO and
the members of the board.”
Prof von Solms says he frankly would not
want to be a member of any board today, due
to the huge risk board members face. “King III is
not legislation, but the PoPI Act will be, and the

W

Big board questions
Deloitte’s Center for Corporate Governance noted in a newsletter that a company’s board
plays a fundamental role in understanding the risks associated with cybersecurity and
confirming that preventative and detective controls are in place.
• Is there someone on the board who serves as an IT expert and understands cyber risks?
• Does the company have cyber insurance?
• Is there a committee assigned to address cyber security?
• Does the company have a chief security officer who reports outside of the IT organisation?
• Is social media a concern for the company?
• Do the outsourced providers and contractors have controls and policies in place and do
they align with the company’s expectations?
• Is there an annual company-wide education or awareness campaign established around
cyber security?
The most recent Global State of Information Security Survey carried out by PwC, in
association with CIO and CSO magazines, found that only 42 percent of respondents say
their board actively participates in the overall security strategy and 36 percent say the
board is involved in security policies. Just 25 percent say boards are involved in review of
current security and privacy threats.
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Companies Act also covers information security.
So at the moment, individuals can’t take an
enterprise to court in the event of their personal
information being compromised, however it’s
only a matter of time before we find major class
action suits being launched.”
Brandell Turner, director at TNK Attorneys,
elaborates: “The safeguarding of personal
information is the primary concern of PoPI.
The Companies Act affords protection from the
disclosure of confidential information and the
imposition of penalties for such unlawful disclosure.
“Also, in sections 26 and 85 of the Companies
Act, the minister (Trade & Industry) is granted
the right, to a limited extent, to ‘protect personal
privacy’ by prohibiting the disclosure of certain
company records related to the names of persons.
A company’s memorandum of incorporation may
further deal with the right to access company
information but this may not diminish any right
related to the protection of personal information.
“A company would ordinarily appoint an
information officer, who could be any employee,
to deal with the protection and dissemination
of its information. Listed and state-owned
companies must appoint a company secretary
who ordinarily fulfils this role.”
Everyone is accountable
Prof von Solms says: “The penny will drop soon
– if it hasn’t already – that board members can’t
just turn up for monthly meetings and consider
their job done. If they should end up in court over
a major data breach, and the judge finds there
was negligence as far as security governance is
concerned, and best practices like King III, COBIT
and ISO 27002 were not taken into account, the
board may face severe penalties – also in their
personal capacity,” he says. “Accepting a board
membership today is just too risky. And with
companies expanding into cyberspace, the risk is
getting bigger.”
The responsibility of the CIO or the CISO is to
ensure that he or she has a voice at the highest

level, says Von Solms. “You must have a voice on
the board. You should not report to the board via
someone who represents you. Any CIO or CISO
who isn’t on the board must fight for the right
to make his or her voice heard. Board members
should support such a move because they
urgently need such expertise in their ranks to
allow them to properly exercise their corporate
governance responsibilities. Cyber security should
be a permanent point on the board’s agenda.
Once you’ve won this battle, things change for
the better in the enterprise.”
Prof von Solms notes that a real challenge lies
in securing those companies who don’t have a
CIO or CISO. “SMMEs and SMEs account for up
to 60 percent of South Africa’s GDP. They hold
personal and sensitive data, and they supply large
enterprises. Yet you’ll often find they don’t have
the skills, awareness or budget to put effective
information security measures in place. This
presents a risk to everyone.”
He points out that hackers can use vulnerable
SMEs as a channel to access their real targets –
the large enterprises who do business with the
SMEs. They can infect the computers of millions
of ordinary individuals to launch botnet attacks
on critical infrastructure or major enterprises.
Therefore, until the entire environment is secure,
nobody is truly secure, he notes. “During a recent
academic visit to Europe, I discovered enterprises
and even governments are going to great lengths
to help secure smaller businesses as part of
efforts to secure the overall environment. Large
companies are supporting their SME suppliers in
improving their cyber security and governments
such as the British government are making a
concerted effort to improve the cyber security
skills base and awareness.”
Taking information security seriously
Anthony Schoombie, IT security and governance
officer at Murray & Roberts, notes how seriously
enterprises take their information security depends
a lot on what industry they operate in. “You’ll find in
South Africa, the financial services guys are ahead of
the game, partly because they’re well aware of the
risks in not adequately protecting their information,
but also because they are compelled to do so. But
in many other industries, enterprises aren’t seeing
information security as critical to their business.”
He feels that in many cases, businesses see
information security as an abstract concept, and
don’t fully engage the CIO or CISO in overall
strategic business planning. “IT needs to have an
equal stake in risk forums, for example. In many

Prof Basie von Solms,
University of Johannesburg

cases, IT is now present in these forums, but it’s
not always a genuine participant. Often, IT is still
boxed into its own category: you have IT risk and
then you have the rest. This ‘wall’ shouldn’t exist,
because risk is risk,” he says.
Schoombie believes responsibility for securing
information rests with everyone within an
organisation. The roles of IT, information security,
risk officers, top management and every level
of the enterprise overlap in securing and taking
accountability for information security, he says.
“These days, everyone is empowered to create or
access company information, so everyone must
take responsibility for securing it.
“They need to consider what they’re creating
– a tender document, for example – and what
the implications are for the business if it fell into
the wrong hands. Then they need to secure it
accordingly. IT can automate and secure only
so much, but individuals are moving around and
changing jobs with company information in their
possession, and therefore securing information at
the source is critical.”

The ‘average employee’ risk
The most recent Global State of Information Security Survey carried out by PwC, in
association with CIO and CSO magazines, among over 9 700 respondents globally found that
the total number of security incidents increased by 48 percent over 2013, with the number
of respondents reporting losses of $20 million or more doubling over 2013. Compromises by
insiders – current and former employees, as well as third parties with trusted network access
– continue to rise. Employees are the most-cited culprits of security incidents, responsible
for 35 percent of insider incidents. Former employees accounted for 30 percent of insider
incidents and current contractors and service providers accounted for 18 percent of insider
incidents. These ‘insider’ incidents were more costly or damaging than incidents perpetrated
by outsiders.
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When the crisis comes…
How a business handles itself in times of crisis is indicative of its
strength of character.

by Rodney Weidemann PHOTO: KAROLINA KOMENDERA

t’s every CIO’s nightmare: the substantial
security breach that leads to vital corporate
data being stolen or corrupted. There’s no doubt
that a situation of this nature is a crisis of massive
proportions, one that has the potential to impact
on the business, its reputation, its customers and
its shareholders.
The question is, should the unthinkable actually
occur, what is the best way to react to such a
disastrous situation? After all, there are governance
issues that need to be dealt with, public relations
and communications challenges that need to be
handled and fellow C-level executives that need to
be convinced that a chosen course of action is the
best possible option.

I

Initial reaction
Carl Scholtz, a director at Extraordinary Minds
Consulting, says it’s considered best practice to
have an emergency response plan prepared for
such an event, in much the same way as having
procedures in place in case of fire.
“It’s always important in such a situation to
communicate well, to acknowledge the incident to
relevant stakeholders and to always communicate
the facts in a succinct manner, in order to beat the
grapevine to the market,” he says.
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Top priority, adds Scholtz, should be protection
of the interests of those affected. At the same
time, it’s crucial to immediately put a stop to the
problem, should it be ongoing.
“Next, look to recover or restore lost data
as quickly and as thoroughly as possible. It’s
equally important to quickly assess the impact
and to establish a top level, highly focused
team, to deal with the various aspects, including
communication and technical and data matters.
Above all, ensure that all key stakeholders are kept
in the loop and up to date,” he states.
According to Alec Davis, CIO at Growthpoint
Properties, the first priority is to keep calm and
make certain you have a plan.
“Incident management needs to have a clear
understanding of what the plan is and ensure
it’s followed very carefully. Make certain the
environment is secured as quickly as possible, both
to ensure it can’t be tampered with further, and to
prevent important forensic evidence being lost. For
this, seek professional assistance,” he says.
“The next step is to convene a meeting to find
out all the facts. Then, depending on the nature of
the event, secure the environment to stop further
breaches of the same nature, and also attempt to
recover corrupted data or recreate it from backups.”

“It’s always important
in such a situation
to communicate well,
to acknowledge the
incident to relevant
stakeholders and to
always communicate
the facts in a succinct
manner, in order to beat
the grapevine to the
market.”
Carl Scholtz, Extraordinary Minds Consulting

Once it’s been established exactly what
happened, how it happened and all similar such
details, determine the impact of such a loss on
the company and on the clients. Davis says the
relevant party should also immediately notify
all pertinent regulatory authorities of the event,
such as the JSE, FSB, SAPS, the organisation’s own
insurance company and the board of directors.
“Finally, it’s important to have the company’s
marketing department put out a statement around
the incident, highlighting the steps being taken. In
this respect, it’s very important to ensure all queries
are answered by a single individual, as this will
ensure the company’s message remains consistent,
thanks to the official spokesperson.”
Dealing with governance issues
Davis indicates the best way to deal with potential
governance issues is determined by the regulation
governing the industry and the impact of legislation
around an incident of this nature, such as the
Protection of Personal Information (PoPI) Act.
“What’s important is to follow the procedures
in place for the organisation, such as reporting
the matter to the board of directors for evaluation
by both the risk committee and the full board of
directors. It’s also important to be ethical and honest
with those people impacted by the breach directly.”

Carl Scholtz,
Extraordinary Minds
Consulting

Scholtz says this is critical, since the data
that’s been breached is likely to be sensitive to
customers if leaked, notwithstanding the fact it
may well breach data laws.
“It’s critical the company assumes responsibility
and quickly acknowledges the incident to relevant
and affected stakeholders. You must not only be
honest, but act fast, in order to ensure all relevant
facts are communicated before the incident
becomes lurid headlines in the tabloids.
“By reassuring those affected that every effort
will be made to protect or recover the lost
data, frayed nerves can potentially be calmed.
Furthermore, if there’s an industry organisation or
regulator, such a body should be notified under
strict confidence,” he says.
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A mobile security
revolution
Mobile devices in the enterprise can be
dangerous. But they can also be incredibly
powerful. This is why MTN BUSINESS
developed an enterprise mobile management
solution that takes the doubt out of your
mobile strategy.

I believe it’s a Pandora’s box. There’s really no other
way to describe it,” says Neil Tomkinson, CIO at MTN
South Africa, waving his hand at a smartphone on his
desk. He’s referring to the maddening duplicity of these
devices. On the one hand they ‘ve already proven to be
highly popular and effective work tools. A recent Gartner
report confirmed as much when it found that nearly half
of U.S. enterprise employees use their own devices at
work. But its generous productivity is met head on by a
hydra of security and management concerns. Applications
alone are a liability – a different report predicts that more
than three quarters of applications tested in 2015 will fail
basic security checks.
Damned if you do, but crazy if you don’t – that’s the
dilemma the modern CIO faces. Tomkinson says: “This
isn’t something that can be avoided. In fact, it will only
become a more prominent issue. Today, you worry about
a smartphone in your organisation, but it’s not long before
other devices like wearables will also assert themselves.
CIOs know they have to act now.”
MTN Business has sought to help companies manage
this inherent duplicity, leading it to develop world-leading
enterprise mobility management (EMM) solutions that
cover all of the bases. To Tomkinson this is not simply
a matter of rolling out a new product to market. MTN
Business finds itself in a unique position to provide a CIO
with what they need.
“As an infrastructure leader MTN understands the
vagaries of the mobile landscape and it continues to
invest extensively in those networks to ensure only the
best performance and redundancies. MTN Business has
built extensive knowledge when delivering enterprisegrade solutions and it’s partnered with the industry’s top
security providers and solutions integrators.”

“

The full package
The phrase ‘end to end’ is thrown around a lot, but
MTN Business truly covers every aspect of addressing
enterprise needs. For example, its EMM offering doesn’t
operate in isolation, but forms part of MTN Business’ largest
unified communications strategy.

Neil Tomkinson,
MTN South Africa

“While MTN Business can address individual elements,
we don’t have to stop there. Through EMM, a CIO can
expect security, app vetting, policy management, even
integrating mobile and fixed ecosystems.”
That last point is pertinent: while mobile workforces create
a lot of potential for companies, there’s no sense in keeping
it isolated from an existing office. Trying to bridge the two
can be an ordeal, which is why MTN Business places special
emphasis on bringing them together. It also espouses a view
of self-management and simplicity, developing tools that
will give managers and executives easy and direct access to
managing their mobile ecosystems.
“The challenges and rewards of mobile in the enterprise
are immense and numerous. So MTN Business’ EMM focuses
on covering all the bases. Devices need to be secured
and managed without impeding operations. Applications
must be vetted and updated regularly. A device must be
disabled when compromised, but duplicated quickly to
ensure no productivity loss. Staff should understand their
responsibilities, but also communicate their desires. It’s a
minefield of requirements for CIOs to work through. This is
why I’m so confident about MTN Business’ EMM offering: it’s
not just about ticking the right boxes. It’s about enabling the
mobile revolution on an enterprise’s terms.”
Mobility in the enterprise is only set to become bigger
and more pertinent. It’s even evolving beyond user
paradigms as machine-to-machine and other connectivity
trends start playing bigger roles. When Pandora opened
her mythical box, it released evil into the world. But hope
also emerged from that box. The future of mobile in the
enterprise is definitely one of those great hopes and
MTN Business’ EMM is there to help create that future,
while helping to keep the dark forces at bay.

product-ss@mtnbusiness.co.za | sales@mtnbusiness.co.za
0877 40 40 40 | www.mtnbusiness.co.za
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It’s also important to be able to persuade
fellow C-suite executives the chosen path is the
correct one.
“The principles of good governance, integrity
and honesty should already be entrenched in an
exco or board, so it shouldn’t really be a difficult
task to persuade them that, in an instance like this,
the interests of the impacted stakeholders should
override – or at least weigh more heavily than –
company interests.”
Davis adds there are numerous cases out there
to refer fellow executives to that would serve as
a precedent.
Under the carpet
He agrees that in a situation like this, where
personal and business reputational damage is
inevitable, it’s very tempting to sweep the mess
under the carpet.
“This is a waste of time, however, as it’s bound
to eventually come out in some way or another;
disclosure upfront by the company and a careful
presentation of the facts around the incident and
what the company is doing about it, is the most
appropriate response.
“The short-term damage this accrues is bound
to be better than non-disclosure by the company
and the complications that go along with the
negative publicity that will occur should the
incident be made public by someone outside of
the company,” says Davis.
Scholtz feels the same way, pointing out that all
stakeholders impacted should be communicated
with as soon as possible, and the extent of the
impact should be explained to them in detail.
“If the stakeholders involved are only internal
– such as when a mail server is hacked – it’s a
matter that can be handled internally. However,
if it affects the public, such as when customers’
banking passwords are compromised, then those
affected need to be informed immediately, so they
can also take proactive action to change their
passwords, for example.
“A final word of advice: never sweep a major
crisis under the carpet; rather be honest. Long-term
damage to the company and its reputation can be
warded off through a quick and positive reaction
to a compromising event. Hide it – only for it to be
discovered later by an outsider – and all the spin in
the world will not save you,” he concludes.

Alec Davis,
Growthpoint
Properties

Big board questions
Deloitte’s Center for Corporate Governance noted in a newsletter that the board plays a
fundamental role in understanding the risks associated with cybersecurity and confirming
that preventative and detective controls are in place.
• Is there someone on the board who serves as an IT expert and understands cyber risks?
• Does the company have cyber insurance?
• Is there a committee assigned to address cyber security?
• Does the company have a chief security officer who reports outside of the IT organisation?
• Is social media a concern for our company?
• Do the outsourced providers and contractors have controls and policies in place and do
they align with our company’s expectations?
• Is there an annual company-wide education or awareness campaign established around
cyber security?
The most recent Global State of Information Security Survey carried out by PwC, CIO and
CSO found that only 42 percent of respondents say their board actively participates in the
overall security strategy and 36 percent say the board is involved in security policies. Just
25 percent say boards are involved in review of current security and privacy threats.
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CLOUD
UNCHAINED
As the cloud grows so does the
potential for its exploitation,
Leane Hannigan, Director at
Westcon Cloud and Software
Solutions Southern Africa,
explores how the cloud needs
to be tightly monitored before
it becomes a threat.
The cloud is without a doubt the environment in
which all businesses will transact in the future.
While the nature of “how” they transact is still in
some cases up for debate, the reality is that no
matter if it is a private, public or hybrid cloud, there
will be some form of cloud. But is business confident
enough to put it all in the atmosphere just yet?
According to a study conducted by BT recently,
spanning 11 different countries, the confidence
of IT decision makers in cloud security is at an alltime low with 76% globally saying it is their main
concern when considering implementing cloudbased services. The same report showed that 41%
of global respondents felt that all cloud services are
inherently insecure and 26% had experienced a
breach where the cloud service provider was at fault.
That said, the very same report shows that 70% of
those same respondents globally (79% in the US) are
adopting cloud storage and web applications within
their organisations and 50% are using mass-market
consumer services instead of the ones that have been
created to work specifically within the enterprise.
But how do we tame the beast? And do we really
want to tame the beast?

+27 11 848 9000
WWW.WESTCON.CO.ZA

out of the cloud in a business as well as attempt
to put a leash on the all encroaching Internet of
Things (IoT). However, as in South Africa we are
still strapped for skills, it may, in the beginning be
just another line item added to your ‘’as a CIO’s
responsibility’’ list.

Leane Hannigan

Cloud and Software Solutions Director at
Westcon Southern Africa

In short no. But we do want to manage it and we
need to better govern it. BYOD will become a reality
we need to control, software-defined data centres
and storage stacks are fast approaching, and
applications are rapidly migrating to the cloud. So
common sense needs to prevail. What we as IT
decision makers need to decide right now is what
models are we going to construct and deploy to
give us back the power and allow us to gain greater
control and security?
Firstly you need to access the risk. In a recent
Gartner report the research giant predicted the
rise of the Digital Risk Officer, a senior executive
whose entire role revolves around managing digital
risk and ensuring that there is the right technology
in play to ensure that the organisation is protected.
It is this position that will govern and drive the roll
Westcon-Comztek recommends
Microsoft® software

Secondly we need to consider that the cloud
provides a single entry point. This is not a welcome
fact when it provides potential threats a one way
street into your business. Here clever virtual
architecting comes into play as does selecting
security vendors who know their business, while
only deploying applications that are developed by
a source / company you know and trust. If you
venture into an off-site or hybrid cloud model be
sure to ensure your provider has checked all of the
security check boxes.
It is very important to remember that the modern
cybercriminal is a professional who sees the
removal of layers of security as a career choice.
In short, it is my view that cloud security must
become smarter and it needs to be adaptable and
elastic, allowing you to shift boundaries to match
the changing landscape of both the organisation
and the solutions it has on offer. Business on the
other hand needs to put systems in place that are
fluid in their approach and that harness multiple
security tools, policies and appliances in order to
button down the proverbial hatches.
Security is all of our concern, and the cloud is all
of our future, and its not just security technologies
that are going to be the ultimate saviours. We need
to be ready for the worst, partner with the best
and consistently stay on top of the latest threats,
vulnerabilities and solutions.

| Inside threat

The devil inside
A rogue systems administrator can wreak havoc with
information assets, but the risk of misuse can be mitigated
with collaborative access policies, preventative
technologies and logging of suspicious activity.
by Carel Alberts PHOTO: KAROLINA KOMENDERA

he time-honoured tactic of spreading fear,
uncertainty and doubt (FUD) seems as
prevalent as ever in the information security
industry. You can’t sell protection to someone
who isn’t afraid of something.
With insider threats it’s even worse. Here, FUD
has fundamentally skewed the discussion. “There
are people who still blindly repeat the statistic
that 80 percent of attacks (alternatively, of losses)
originate from the inside,” says Anton Chuvakin,
VP: research at Gartner, in a blog post.
In reality, insiders are involved in only eight
percent of data breaches, and in 18 percent of all
security incidents, according to Verizon’s Data
Breach Investigations Report (DBIR) 2014.

T

Big deal
Does this mean inside threats are no big deal?
Transformer asked the CIOs of leading professional
services firm Deloitte, whose clients trust
thousands of its consultants with enormously
sensitive strategic and financial information, and
Gijima, a leading local IT company.
Jacques Barkhuizen, CIO at Deloitte South
Africa, says despite the low prevalence of attacks,
they can be devastating.
It sounds about right. Malware incidents, the
usual focus of security activity, occur thousands
of times daily. However, two lone inside
crusaders for transparency and privacy, Bradley
Manning and Edward Snowden, have arguably
caused much greater harm to the reputation
of governments between them than the steady
assault of hackers and malware.

“You can put various technologies
in place to make misuse as difficult
as possible.”
Paul van Niekerk, Gijima

From another perspective, consider what
your IT insiders know and can do. “The systems
administrator has access to practically everything,
and generally understands the design of the
network and configuration of every server,
firewall, switch and router,” says Barkhuizen. “If the
correct security isn’t in place, it’s quite possible
for him or her to plant viruses on the network,
compromise user accounts with unauthorised
remote access and even sell off information – and
to do so for years.”
What are we doing?
In the face of such a threat, it could be expected
spend on insider security to be significant, but at
this point it’s safe to say ‘NSAgate’ hasn’t led to
any dramatic increase, says Chuvakin. “For many
organisations, malware and advanced persistent
threats are such a big focus area that everything
else takes second stage.”
Given the seriousness of the phenomenon,
what best practices are out there?
Technology, policy and people
At basis, it comes down to hiring the right people,
putting the policies and processes in place to
regulate access, and the technologies to prevent,
detect and shut down misuse, whether fraudulent,
negligent or just plain foolish or unlucky.
User access
“You can put various technologies in place to
make misuse as difficult as possible,” says Paul van
Niekerk, CIO at Gijima.
He continues: “Here we see two broad threats,
and two ways of mitigating it. The first focuses on
proactively managing termination of all access
when the administrator departs.”
“This must happen within a very short time,
and a new account must be created for the
successor,” Barkhuizen adds. “There can be no
sharing of accounts.”
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Jacques Barkhuizen,
Deloitte

Monitoring
The greater threat, however, is that the sysadmin
hands in his notice and then gets down to a run
of serious mischief. “To combat this, Gijima has
implemented audit tools to complement the usual
tactics of mobile device management, encryption
of USB drives and so forth, to stop breaches as
they happen.”
While monitoring will vary, at its most intense
it involves automated central logging of each and
every user and administrative action involving
networking equipment and critical applications.
To protect privacy, Gijima has instituted
segregation of duties, ensuring that personnel
with access to this information are ring-fenced
from the rest of the organisation.
Policy matters
But at the end of the day it’s a people issue, Van
Niekerk says. “You need a policy that deals with
information access, and it must be incorporated
into the employment contract.”
This requires a collaborative and coordinated
approach involving HR and IT. Together, these

A security-aware application future
“All roads to the digital future lead through security,” states Gartner in its Top 10 Strategic
Technology Trends for 2015 research paper. “But in a digital business world, security
cannot be a roadblock that stops all progress.”
Instead of blocking and slowing down all access with inadequate perimeter defence,
applications need to be given a more active role in security, giving rise to a more multifaceted approach in which apps are ‘self-aware and self-protecting’. Elements include:
• Security-aware application design
• Dynamic and static application security testing
• Runtime application self-protection
• Active context-aware and adaptive access controls.
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competencies must implement a data access
policy based on an individual’s corporate roles
and responsibilities – including revocation of
access on leaving the organisation.
The basis for this should be a data classification
platform in which data and information availability
and access is set out, as well as its management,
including data ownership, audits and reports.
“It’s not as simple as HR incorporating security
principles in the employment contract or IT
unilaterally implementing a security or password
policy. IT and HR processes need to be aligned.
Yet we find that there’s most often a disconnect,
and many take it for granted,” he continues.
Barkhuizen says Deloitte is currently
implementing such a platform, governing
who can send, access, read and edit data, and
what domains are cleared for external mail.
“It’s a considerable administrative overhead,
but absolutely necessary in this day and age,
also considering the number of consultants we
employ and the extensive engagements they’re
working on.”
At an even more fundamental level,
administrators should have less power of access
and right of insight into corporate information
assets. Again, this centres on segregation of duties.
“No single person on the networking team can
have unfettered access to the entire infrastructure
or know how it all fits together,” he says.
Security for the 99 percent
So, on to the million-dollar question: The average
South African firm is orders of magnitude smaller
than a Deloitte and doesn’t have the IT security
nous or spending power of a Gijima. What to do?
“All organisations should follow best practice,
but if you don’t want to spend R10 million on
automated monitoring and governance, the best
advice is to analyse your threat landscape and build
a security roadmap that’s right for your type of
organisation and industry,” says Barkhuizen. “Over
time, you can slowly but surely strengthen your
security posture. Start with quick wins in the form
of easily achieved outcomes or high-risk areas.”
Examples of the latter include job rotation –
while low-cost, it dramatically lowers insider risk.
But the reality with small organisations is that one
person often ends up doing everything. In such
cases, outsourcing is another way of being virtually
guaranteed of best-practice security at manageable
cost. And basic monitoring tools can further pick
up a lot of malicious activity on servers.
Great security needn’t just be for the one
percent.

| REPORT BACK

Beware
the botnet
The November 2014 meeting of the CIO Council of South Africa was focussed
on security. Here’s what happened.
by Jane Steinacker

n his career, Telkom’s group CIO (and
chair of the CIO Council of South Africa),
Len de Villiers, has had two incidents of
cyber crime that have had his IT systems down
for three or four days.
Speaking at the CIO Council of South Africa’s
cyber security event, De Villiers shared his
experience of these breaches. “The impact of
such a breach, the pressure you experience
and the erosion of your trust in the IT function
are just off the scale, never mind the brand
damage to the industry and your organisation.
Even your personal reputation suffers, and your
relationship with the CEO and the board changes
dramatically,” he said.
“The biggest challenge for CIOs is the fact that
you’ve got to run your business as bosses of IT,
but you also need to take responsibility of the
security of the firm,” he said.
At the event, De Villiers focused on empowering
CIOs rather than focusing on the fear factor
associated with security. “It doesn’t help much
if we scare you, tell you how you’re going to go
to jail and how you’ll lose your job, if we can’t
give you some idea of what you could possibly
do about this,” he said. De Villiers presented a
dashboard that CIOs can use to report, track and
monitor an organisation’s security landscape.
While companies can use elements from
the dashboard provided by De Villiers, vendors
such as Microsoft are taking a more proactive
approach.
According to Marius Haman from Microsoft
South Africa’s digital crimes unit, the company has
taken a ‘different approach’.
“We want to make it more expensive for the
cyber criminals to do what they do,” says Haman,
who explains investigations have shown cyber
criminals use these botnets because it’s a highly
profitable method. By being able to secure
confidential data from the machines infected with
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the malware, criminals are able to relieve their
targets from their hard-earned cash.
Since 2010, Microsoft has taken down 12
botnets and Haman says the company is ramping
it up. Microsoft takes control of the botnet then
doesn’t close it down, but rather allows the
infected machines to make contact with it. This
not only prevents attacks from that botnet, but
also provides information showing how South
Africa is definitely an active target for cyber crime.
In a view of the past 90 days, Haman showed
a visual presentation of over 175 000 hits in
Johannesburg from the B-106 botnet alone. As
one botnet is seized, another appears.
According to Microsoft’s Cyber Security director,
Robin Wright, it takes zero to five days from when
a patch or update is released for new malware to
be created. Wright says the best way to protect
companies is to take a position of assumed
breach and build the security strategy around that.
The event also saw David Cohen of the
Forensic Intelligence Data Solutions provide a
case study on investigating and finding fraud in
the healthcare industry. ITWeb’s editorial director,
Ranka Jovanovic, also presented the results of
the first of its kind local CIO survey. To find out
more about the headline findings visit: http://
www.itweb.co.za/index.php?option=com_conten
t&view=article&id=138273:Survey-exposes-CIOfears&catid=69
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