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LEARNING TO RIDE THE
MOBILE WHIRLWIND
There’s no true business case yet, but South African
CIOs are learning how to integrate mobile into
their operations.

S

by James van den Heever

outh Africans fell in love with mobility when
Vodacom and MTN first opened their doors,
and nowadays it’s hard to find anyone without access to a cellphone. But it was the advent of the smartphone that turned a simple
communication device into a potential minicomputer that could be used to perform
work tasks. The arrival of tablets has merely accelerated
the trend, and raised expectations about what can be done
on mobile devices.
From the CIO’s point of view, this move has meant a
growing number of requests for private devices to be connected to corporate networks, which is a massive challenge
or a huge opportunity, depending on how you look at it.
Probably a bit of each, if one is to be totally honest.
The world is a connected place, so it’s often possible
to mistake international hype for South African reality. We
therefore kicked off this CIO roundtable with a survey of
what the actual state of play was from the point of view of
those present.
“It’s very real for us. Out of some 3 500 people, we have
maybe 400 or 500 using iPads,” says Phil Hartridge, associate director: IT at KPMG. “The company only actually
owns 15 iPads that we use for recruitment purposes, plus
one other—the rest are owned by individuals.”
Hartridge says that, at present, KPMG is only allowing
Apple and BlackBerry devices to connect to its network,
a decision that has been primarily driven by security concerns. In his view, Android cannot be secured cost-effectively to the levels the company would demand.
“Yet,” he adds, introducing one of the consistent themes
throughout, “things are in flux (and moving rapidly), so taking a firm position on anything is chancy.”

Paul Kennedy, CTO at rival firm PwC, reports a similar
state of affairs, with a legacy of BlackBerry devices being diluted with Apple. PwC is also, in his words, ‘paranoid
about security’. Right alongside security, Kennedy sees
support as a major issue.
“With standard desktops and laptops, it’s fairly easy for
technicians to be experts, but when you open up to any device, then support becomes an issue. And in our business,
downtime is money lost,” he says. “Ultimately, we will have
to get the platform and architecture in place to support anything that people might bring, but we’re not there by a long
stretch,” he says.

The paradigm shift

For a large construction company like Aveng, which tackles anything from mines to malls, communication is always
an issue. “We’re usually out in the sticks, and often even
3G is limited, so communication is always a challenge,”
says Ian van der Merwe, group operations manager: IT at
Aveng. “We were strongly into BlackBerry until a few years
ago, but iOS is creeping in now. We’re probably behind the
curve a little when it comes to a strong policy to manage
these devices.”
Van der Merwe adds that data security is a key issue
for Aveng as well, particularly with the use of services like
Dropbox, which could see data being stored anywhere in
the world.
Wahib Kassiem, CIO at law firm Edward Nathan Sonnenbergs, argues that the takeup of mobile requires a paradigm
shift. “As IT people, we need to think about these things differently,” he observes. “From the company perspective, data usage on the corporate network is an issue. And what happens
when users leave the network – do you give them a package?”
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“Of course, when these devices evolve to the
point where they replace the desktop or laptop,
then the whole game changes, and we might
have the money to supply them,” says Kennedy.
The question of how to fund mobile devices
leads neatly on to what all the participants regard as the primary step to take and a key success factor: the need to put a security policy in
place for mobile devices. Security concerns, as
is true in cloud computing, are at the top of the
CIO agenda when it comes to the use of personal devices.

The right policy

(From top) Floris Buys, Telkom
Business; Phil Hartridge, KPMG;
and Ian van der Merwe, Aveng
photography Karolina Komendera
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In common with the IT management of other
professional services firms, Kassiem says device
downtime for highly paid lawyers is something
that can’t be contemplated.
Deon Liebenberg, managing executive: Mobile
at Telkom Business, says the company must itself
be mobile. “For example, we have given 13 000
devices to the sales team, which we manage for
them,” he says. “We only allow a limited number
of devices, mostly BlackBerry, but we do allow
Android as well.”
Floris Buys, executive: Mobile Products and
Services at Telkom Business, adds that the company is moving towards a hybrid model. Such a
model allows a greater range of company-owned
devices and packages, with more frequent upgrade opportunities. “If you give them what they
want, there’s no reason for them to bring in devices from the outside,” he says.
That approach falls short of realising one of
the major benefits of BYOD, argues KPMG’s Hartridge. “That model is ‘choose your own device’,”
he quips. “Surely a lot of the value of BYOD lies
in getting rid of the maintenance and support?”
Liebenberg believes that the financial benefits
can be obtained by simply giving employees an
allowance based on their seniority and need for
mobility, leaving them with the responsibility for
sourcing the right packages – but the expense
of support, as raised by both Kennedy and Hartridge, remains.
For the present, however, it seems widely
agreed that devices will tend to be owned by individuals, with perhaps some funding and/or data
provided by the company.

Hartridge makes the point that the line between
a mobile phone and a laptop is blurring as the
phones get bigger and tablets assume more and
more functionality. “Both have the same sets of
issues, and this is an area that is evolving fast,”
he says. “You have to have a policy first.”
“The key is a policy, and it must apply to all
devices, whether owned by the individual or the
company,” confirms Kennedy. “Support from senior management is vital, and the policy has to
cover all areas, such as usage, security and communication, and it must be linked with other policies such as HR.”
“It has to be an iterative process, and must be
reviewed annually,” continues Hartridge. “When
you first begin, it’s new ground for everybody
and people slowly build up an understanding of
the nuances.”
Thabo Ndlela, CIO at Sun International, takes a
slightly contrarian view.
“People are more paranoid than they need to
be,” he says. “There’s a lot of data that we don’t
value. I think one needs to take the basic precautions and then focus on the customer. You have
to trust people.” Ndlela’s philosophy is founded
on the belief that policies cannot prevent, they
can only correct, and that people will always look
for ways to get around what you try to prevent
them from doing.
As part of the policy-making process, Ndlela
believes that it’s vital to select which areas of the
business will benefit from mobility. “Be very specific,” he counsels.
Given the nature of the hospitality industry, a
great deal of his focus is on customer-facing areas. For example, he is piloting the use of an app
to make checking in and out of a hotel easier and
quicker. “It’s an interesting concept, but you need
to get your back office right first,” he says.
Telkom Business’ Buys makes the important
point that applications, or apps, are critical. “They
are the reason why people buy the mobile device
in the first place,” he points out. In the context of
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data security, therefore, if the company doesn’t
give its employees an app for storing data centrally, then they are just going to use Dropbox.
Edward Nathan Sonnnenbergs’ Kassiem also
notes that, for a law firm, sharing documents
presents a major challenge, exacerbated by its
intense need for confidentiality.
“It’s rather like the different approaches you
would use for dogs and cats,” remarks Hartridge, talking about the difference between innocent and malicious data leakage. “Dogs you
have to keep fed and locked up and pat them
occasionally, and they’re fine; cats you have to
woo by making things nice for them. How do you
get the corporate Dropbox to the top of the corporate app store?”
Employees are like cats, in other words, and so
the route to security (and other) compliance is not
to get a bigger stick, but to provide the easiest,
best and most attractive solution. (It’s testimony
to the intensity of the discussion that there were
no cracks about herding cats at this point.)
This type of mentality sees the IT department
changing the way it works, to return to Kassiem’s
paradigm shift. It’s developing much more of a
customer focus, and this process is being hastened by its need to compete with commercial
apps on the mobile, semi-corporate hardware of
the day.

Specialised apps

Despite the need to restrict the range of devices
that could be welcomed onto corporate networks,
there was widespread agreement that a light
touch was generally required, given that these
devices are personal in a way that a desktop or
even laptop is not. Apps, in particular, could not
simply be pushed out to these devices but would
have to be marketed. In contrast, it remains perfectly acceptable to push applications onto corporate laptops.
When it comes to developing apps for the
workforce, Buys makes the important point that
they have to be handset- and operating systemagnostic. “We see a lot of companies developing apps native to the iPad, for example, which
means that they don’t run on a Galaxy. This is
a very important consideration when choosing a
mobile enterprise application platform.”
So what apps are being used at present? It’s
clear that the corporate mobile world is still very
much restricted to e-mails and calendaring. ERP,
travel and expenses and specialised apps (such
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as auditing) are still not widely available for all
devices. Sun International’s check-in/check-out
pilot aside, the only other examples of apps currently in use were ‘business-lite’ rather than ‘business-critical’. Examples included sharing lifts to
the airport and an office finder.
“Today, there’s no opportunity to put your ERP
on every device that’s out there,” says PWC’s
Kennedy. “Apps are a challenge now, but there
is an expectation that we will be able to do that in
one year from now.”

The mobile premium

The participants were generally agreed that there
is, at present anyway, no real business case for
providing mobility to employees. “We’re still skittish about the value,” Hartridge says. “Although
there’s no ROI, there are non-financial benefits,
but, in my view, they can be easily dissipated.”
These benefits include productivity gains and
the potential for quicker response to time-sensitive e-mails. An additional benefit is the ability
to meet the expectations of young graduates,
who simply expect a much more mobile (and
technology-intensive) working style. This is particularly important for the professional services
companies that compete for the cream of each
year’s crop.
In the end, it’s clear that companies in South
Africa have bought into the concept of mobile, on
the back of growing user demand that emanates
mostly from the executive suite. However, it is
equally clear that CIOs have wide-ranging and
legitimate concerns relating both to security and
support. Striking the balance between allowing
the widest possible range of devices and what
can be managed and supported is going to a process of trial and error.
Significantly, the very parameters of what constitutes a mobile device are changing as smartphones, tablets and laptops converge. What
happens in this area will influence the way that
corporate mobility evolves. But the time will come
when most users will be using one single mobile
device, and IT will have to be ready to support it,
whatever it is.
“At the moment, I think we’re fortunate that
the one device does not replace the others, so
if the one doesn’t work, we can fire up the other.
We need to use the time between now and the
future, when it’s the only thing we’ve got, to actually understand how we’re going to do it,” concludes Kennedy.
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