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Welcome
I

f nothing else Covid-19 has given us
the opportunity to do something we
wouldn’t normally do.
What has been referred to as the ‘new
normal’ will become the ‘norm’. Now is the
time to reinvent, rebrand, and rebuild as we
use it as a catalyst for innovation. We have
the opportunity of re-setting operations as
the world around us changes
In taking action, we create results, and
it’s about developing an innovative game
plan for success in real time, opening up
better ways of working to unlearn, relearn,
and break through.
By thinking strategically we will come
out stronger on the other side.
The response to the Covid-19 pandemic
has accelerated digital transformation
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and amplified the associated challenges
for senior decision makers – especially
challenges around governance, remote
working, and cyber security. Prior to the
pandemic, digitalisation was identified as
a pillar that will support the future digital
economies in South Africa. The National
Development Plan 2030 published in 2012
emphasises how ICT will underpin the
development of a connected information
society and a vibrant knowledge economy
that is more inclusive and prosperous.
As South Africa moves into the next phase
of Covid-19 how is the Public Sector going
to tackle the new cyber security challenges?
We have had the work from home scenario,
but how will cyber security in the Public
Sector be affected if it adopts a semi-remote
working environment between working at
home and the office. How will this impact
on cyber security as employees move their
computers between more secure cyber
defences at the office and the not so secure
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cyber defences at home? How is it coping
with educating its employees working from
home in the importance of cyber security
and how to ensure they do not fall victim to
phishing attacks among others?
How does the Public Sector CIO expect
their relevant sector to change going
forward? Will it be much different from
how it was in 2020? How are you going to
ensure it does not affect service delivery
but improves it? What key lessons have you
learnt this year that can and will assist you
moving forward in 2021 and beyond, which
can also be shared with other departments
within the Public Sector?
All this and more are discussed in this
issue.
Enjoy the read!

Mandla Mkhwanazi
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MTN BUSINESS FOREWORD

The digital
genie is
out of the
bottle
By Magatho Mello, GM for Public Sector
at MTN Business

O

f all the changes wrought by the
Covid-19 pandemic, none have
been more pronounced than in the
education sector. For years, technology has
slowly been incorporated into traditional
teaching practices, with tools such as digital
H2 2020

whiteboards now commonly in use at
wealthier schools and universities. Now, these
tools have been catapulted front and centre.
Educators had no choice but to tap into the
digital revolution and adopt new technologies
to help students complete their work during
lockdown, and while many of these were
technologies that had been used on a smaller
scale previously, just as many were new

tools. Where previous conversations around
digital transformation were focused around
modernisation to help prepare children for
the changing future of work, the pandemic
has highlighted the immediate need to change
how teaching is done to leverage the tools
available.
Before the pandemic forced millions of
students worldwide into distance learning,

surveys conducted among educators pointed
to the fact that the majority of them believed
that classrooms of the future would be
centred around self-paced and personalised
learning. This student-centric approach would
allow children to choose their own pace
and learning objectives based on individual
interests—all of which could be guided by
artificial intelligence, chatbots, and videobased learning.
The reality that made itself apparent
over the past six months is that there
are a great many tools and technologies
that can facilitate better education, but
the entire educational value chain needs
to focus more on digital transformation.
From improved distance learning, to digital
textbooks and libraries, to the digitisation
of the infrastructure and processes that
allow educational institutions to operate, the
pandemic has highlighted many opportunities
to improve the way we teach and learn.
In a recent article, the World Economic
Forum (WEF) asks how effective digital
technology has been in reaching the
almost 1.6 billion students affected by
school closures. The Organisation for
Economic Co-operation and Development
(OECD) reports some sobering figures in this
regard. On average across OECD countries,
9% of 15-year-old students do not have a
quiet place to study in their homes, and
this is disproportionally the case among
disadvantaged students. Only about half of
15-year-olds are enrolled in schools where an
online learning support platform is available,
and 35% of 15-year-olds are enrolled in
schools where teachers do not have the

necessary pedagogical and technical skills
to integrate digital technology in education,
according to school principals.
It is even more sobering to find that half
of the students kept out of the classroom by
Covid-19 (close to 800 million students) do
not have access to a household computer;
43% (some 700 million students) have no
internet access at home. Furthermore, about
56 million students live in locations that are
not served by mobile networks, the WEF said.
In South Africa, we saw many innovative
solutions to precisely these challenges. These
included the creation of online learning
platforms, the zero-rating of learning sites,
and even the introduction of cashless schools.
However, there is still a long way to go to
achieving the kind of transformation that is
needed to enable learning spaces that are
fully digital.
Effective use of education technology
requires more than simply purchasing some
software and devices. We have to think
about how it will affect learners, educators,
and parents. After all, giving learners digital
devices will make no difference if they get
broken or are stolen. Classroom technologies
only matter if educators feel comfortable
putting them to work. This is why the entire
education value chain has to transform for
learners to be able to fully gain the benefits
offered by technology.
It is clear that the digital disruption is upon
us, but for it to make the expected impact,
we need to look at the entire value chain.
Education departments need to consider
the ease of deployment and the ease of
management. Is it realistic to install costly

white boards in schools? Will the security of
the assets be assured, and at what cost? Can
we not look at digital tools that are in the
hands of the educator and leaner without
requiring costly deployment? Can we look
at leveraging this technology to offset other
costs like delivering digital textbooks, and
reducing the costs of printed material in
schools? Learners can now change schools,
and have a complete history of their body of
work online for the new school to review. This
is also an opportunity to address social issues
such as the safety of leaners by tracking
their movements in real-time, in an Uber-like
application, which will give parents previously
unseen visibility and comfort.
Of all the public sector segments, education
has the greatest need to transform fast. This
is a pivotal moment in education – we’re
seeing a fundamental change in how services
are delivered, how tools and assessments are
structured, and how learners, schools, and
companies are engaged and connected. The
genie is now out of the bottle, and various
aspects of remote and distance learning are
here to stay.
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SITA’s acting
chief digital officer,
Sidima Ntsangani

Is digital
transformation
the new normal?
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The prevailing narrative holds that the pandemic
is accelerating digital modernisation. But is this
happening in the public sector?
BY: JA M E S F R A N C I S

T

echnology can play a key role in
everything from distributing services
and information in new digital ways
– like smartphone apps and messaging tools
– to tightening the security of state and
citizen data, fighting the threat of terrorism,
improving inter-departmental collaboration,
developing better operational platforms,
and more.
The information technology systems used
in government were not agile enough to
respond to the changes required. The lack
of validation, integration and sharing of
data across government platforms resulted
in people (including government officials)
receiving benefits and grants they were not
entitled to and applicants being unfairly
rejected as a result of outdated information.
This paragraph, from the Auditor General’s
special report on problems with the State’s
Covid-19 responses, should lift eyebrows.
Not just for its findings, but that it references
the role of technology so explicitly in the first
place. While such narratives have become
quite common elsewhere, in the South African
government there is a reluctance to adopt
technology as anything more than lip service.
Major systems projects are often
implemented and then left mostly unused
or underutilised. Attempts to digitise and
digitalise the state go back to the start of
the 2000s, often through elaborate and

expensive projects. Yet today, courts still use
paper dockets, and the brief advances at
Home Affairs have steadily eroded back to
long lines and paper processes. SARS, long
seen as the leading example of the state
adopting modern digital services, remains a
lonely island.
But perhaps soon we can say ‘remained’.
The AG’s mention of technology systems
might not be an anomaly, thanks to the
Covid-19 pandemic. It’s by now a familiar
refrain to note that the pandemic has
accelerated digital adoption. The most
common examples are of business continuity
and extending services to remote-working
employees. But even on a more fundamental
level, we’re approaching a tipping point.
“The pandemic has really been a wake-up
call for how important cloud is for business
continuity. That’s the bottom line. And the
other benefits then came in sharp focus.

“Previously, those were seen as marketing
and hype. But once organisations are in the
cloud and using it for business continuity,
they start appreciating the extent to which
it also makes the processes more efficient,
and makes responses more agile,” says Arthur
Goldstuck, MD of World Wide Worx.

Public Sector on board?
But does this shift in mind also apply to the
state? It depends on the context, yet there
is plenty of reason to believe the pandemic
may kick-start a digitalisation revolution in the
public sector.
World Wide Worx’s ‘Cloud in Africa 2020’
report reveals that 70% of public sector
respondents see the cloud as key to remote
working, not far behind the private sector’s
tally of roughly 80%. There is a caveat,
which we will address later. But this number
is still higher than many would anticipate,
given the state’s poor track record of
technology implementation. Conducted
as the pandemic ravaged the country, the
report gives reason to believe Covid-related
lockdowns amplified the significance of
digital systems in the state.
The State Information Technology Agency
(SITA) has also seen a shift in perceptions,

“Whoever is offering cloud computing services to the
government has to respond or conform to specific security
criteria to preserve the sovereignty of the state in cyber
space.”
Sidima Ntsangani, SITA

H2 2020
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says its acting chief digital officer, Sidima
Ntsangani, “We saw that there is a change
in attitudes and that people now approve
of cloud to a large extent. Some of them are
more aware of what cloud computing offers,
and what the benefits are. They are starting
to note a risk-to-reward situation where they
see more reward.”
Yet the credit doesn’t all go to the
pandemic’s galvanising impact. There has
been a slow build-up of digital appreciation
and competency in the state. For example,
in late 2019, SITA productionalised the
Government Private Cloud Ecosystem. This
ambitious and inclusive strategy combines
on-premise private clouds operated by
H2 2020

SITA and access to the various hyperscale
providers in South Africa.
The private cloud portion is active
and already running major workloads
for customers such as the Departments
of Agriculture, Land Reform and Rural
Development; and Cooperative Governance
and Traditional Affairs. In the pipeline are
workloads from the Gauteng Provincial
Government and others. These are core
workloads and speak of a rising digital
maturity among those departments.
The private cloud portion is active and
already running major workloads for
customers such as the Department of Arts
and Culture and the e-Services suite delivered

as part of the implementation of the National
e-Government Strategy and Roadmap.
“Departments are approaching SITA
and also getting more education through
various educational resources made
available by hyper-scalers. They’re getting
more information, and are becoming more
enlightened as to how they can be efficient
when they use this kind of technology. And
also now with this pandemic, they see that a
way to respond is by leveraging technology.
Cloud is in that ecosystem that offers the
resources that they need to leverage,”
Ntsangani adds.
Frontline services such as
videoconferencing and collaboration

11

platforms, made ubiquitous by the pandemic,
now support efforts by SITA and IT
professionals in the state. But we must pause
to ask: why did we even need a pandemic
to get to this point? The benefits of digital
transformation are obvious enough that
adoption momentum has grown across most
industries. And the National Development
Plan’s support of using technology should
motivate state players.

Capitalising on the momentum
Digital transformation and adoption require
proactive leadership – and it’s no revelation
that this isn’t happening enough. In the
most egregious example, the worst kind
of leadership nearly dismantled SARS’
excellent digital services. And SASSA’s entirely
predictable failure to modernise its systems
also suggests a leadership big on talk yet
lacking on action, follow-through or even
listening to their IT professionals.
But even on less insidious grounds, the
lack of a leadership continuum has led to
the Department of Home Affairs continually
reinventing the wheel and losing carefullywon digital ground. It also explains why
the state has many technology pockets
of excellence, but a few broad technology
successes.
The caveat mentioned earlier – most of the
report’s respondents were IT managers. The
troops know digital is the way forward, but
do the generals? Without leadership from the
top of departments and agencies to support
technologists and others in their quest to
modernise, these projects will always fail to
deliver scale or value worthy of expectation.
“Everything is there waiting,” says
Goldstuck. “You have willing suppliers. We just

need more willing clients, who aren’t there
due to the lack of leadership.”
Two factors are creating this situation. The
first is an unwillingness to change, especially
from individuals engaged in corrupt
activities and who would prefer even less
transparency. Hence the AG’s call for using
technology more smartly. The second factor
is due to the complexity and cost of adopting
technologies.
Fortunately, SITA is addressing the latter.
The agency is actively introducing policy and
systems to help the state choose the right
systems for the right price. These include
security arrangements with hyperscale
providers, and analytics systems to manage
and allocate over-licensing. And, of course,
there is the shift to OPEX models for
departments using SITA’s cloud ecosystem.
“Progress is an important indicator of
development,” says Ntsangani. “SITA’s
foundational requirement is that whoever
is offering cloud computing services to the

government has to respond or conform to
specific security criteria to preserve the
sovereignty of the state in cyber space.
From the procurement point of view, the
South African Constitution remains the
fundamental standard that guides our
work on what constitutes fair, equitable
and transparent procurement. When a
client wants certain assets or services or
resources to be offered from our cloud
ecosystem, there will be intelligence that
looks to which one of the providers is
providing a cost-effective solution based on
the customer’s requirements.”
In other words, SITA has begun removing
many of the hurdles tripping up digital
projects, such as cost and complexity. And the
pandemic is indeed changing minds through
experience. The value of digital has never
been more apparent or available to the state.
Is digital transformation the new normal for
the government of South Africa? It can be, if
we allow it.

“The pandemic has really been a wake-up call for how
important cloud is for business continuity. That’s the
bottom line. And the other benefits then came in sharp
focus.”
Arthur Goldstuck, World Wide Worx

H2 2020
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Working towards a future not
bound by space and time
Understanding current workflow processes and having a comprehensive
view of business strategy is vital to any entity and no less vital in making
government future-ready.

“W

Rudi Matjokana,
Managing Executive:
Public Enterprise
Vodacom Business

e need to ensure that
government is able to connect
and communicate anywhere, any
time and have the technology to ensure it is always
live, ” says Rudi Matjokana, managing executive for
Public Enterprise at Vodacom Business.
“We are continuously working to make
government future-ready and a step ahead in
terms of services to citizens. Government shared
its roadmaps with us so that we could get a clear
picture of their requirements before beginning
the process of digitisation. In turn, we are guiding
them with what they need to meet objectives,
which includes clean audits.”
Matjokana says that part of the strategy
includes creating a situation where government
sees IT as part and parcel of delivery of their
mandate and not as an addition. He likens
the attitude change to the way electricity is
perceived – as a must-have.
“There is also the need for change
management and end-to-end understanding
of why and in what way we need technology,”
continues Matjokana. “This involves having
partners that conduct the appropriate training,
and we deliver the training component of this.
“Our number-one challenge is low solution
adoption and apathy. We have some very good
solutions, We have great solutions and although
the uptake has been slow, we’re starting to see
increased interest in the solutions as our client
derive value from them. This is important as IT

should be the domain of everyone in government
and aligned to its strategy.
“All government employees need to embrace
digitisation and this starts with empowering
them through providing the right equipment and
tools. Then employees, in turn, need to transfer
knowledge to empower citizens and make them
aware of the tools available to them.
“The reality is that the pandemic has really
exposed all of us. We realised that we had to
make it possible for anyone to work anywhere,
any time and that we needed to create awareness
of the goals, not just here, but in different places
around the world.”

Security challenges
Vodacom Business sees data security as a
critical government focal point, particularly
given the increasing number of cyber-attacks
and the regulatory provisions relating to
the extended adoption of the EU General
Data Protection Regulation (GDPR) and the
Protection of Personal Information (PoPI) Act
in South Africa. Vodacom Business’s Security
Information and Event Management (SIEM)
offering has become increasingly relevant
as it predictively identifies potential security
challenges.
It has also developed some ground-breaking
mobile applications to support service delivery
in South Africa and promote active citizenry.
The aim is to enable residents to engage with
the municipality through multiple channels,
including voice, mobile apps, USSD and email,
through the use of their cellphones – wherever
they are. Using technology to improve the lives of
South Africans in general has a specific focus on
safety, service delivery, jobs and education.
One of the first platforms was the OR Tambo
District Municipality’s citizenship engagement
platform, which allows residents of the district to

“All government employees need to
embrace digitisation and this starts with
empowering them through providing the
right equipment and tools.”
Rudi Matjokana, Vodacom Business
engage the municipality on any service delivery
concerns.
Thetha Nathi, which means ‘talk to us’, provides
the municipality with an omni-channel system
through which citizens can access services and
engage with the municipal administration. It gives
citizens a voice in holding elected government
representatives to account as citizens can view
and report on service issues around them, rate
local government, communicate with ward
councillors, chat with customer service agents and
track progress on reported incidents. Vodacom
Business intends to roll this solution out to other
municipalities across the country.
“Another one of our citizen engagement
platforms is My SAPSs, launched in conjunction
with the South African Police Services,” says
Matjokana. This crime fighting application makes it
possible for citizens to report crimes and give tipoffs to the police and they can do so anonymously
if they prefer to. Users can also locate their nearest
police station and social service facility, via GPS
data, as well as have access to all SAPS social media
platforms. Other services of the app include viewing
missing or wanted persons recorded by the SAPS,
and being updated on the latest crime statistics.
There is also a vulnerability service to assist victims
of family violence and sexual offences. .”
Through the app, citizens can access SAPS’
social media accounts, go into Crime Stop
and provide information on crimes that have

Visit: www.vodacombusiness.co.za

happened or are about to happen. Once all the
necessary fields have been filled in, the person
reporting the crime receives a reference number,
which enables adding additional information
relevant to the crime or follow-up on the
progress that has been made.
If correctly used, this app could really assist
with addressing South Africa’s high crime rates.
This requires the police to react to tip-offs quickly
enough and efficiently, to build credibility. Other
apps can be used to address such arenas as water
and sanitation to respond to any queries logged
by residents to dispatch water management
technicians, ensuring a speedy response to all
residents’ complaints. Citizens will also be able to
log road management issues such as dangerous
potholes and traffic lights that are out of order.
Apps already in the healthcare arena enable
citizens to call for an ambulance, conduct Covid
self-screening and stay appraised of Covid
statistics. The COVID Alert SA app is part of
government’s efforts to contain the coronavirus
and prevent a second wave of infections.
“Being an agile, future-focused organisation
means that we can partner with government
to help them be future-ready. There will still
be challenges, but as long as government – in
part at least – is willing to fully embrace digital
technology and plan for a future that means
readiness, there will be a future not bound by
space and time,” he concludes.
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The rapid lockdown that occurred in March was the
catalyst for significant change in the public sector
– as employees began working from home and
connectivity and security had to scramble to catch up.
BY: R O D N E Y W E I D E M A N N

T

he Covid-19 pandemic has, out of
necessity, significantly changed the
way people work, and from an ICT
perspective, this ‘new normal’ has obviously
had a profound impact on the public sector.
Not only has it meant the strengthening of
digital infrastructure to enable the work
from home scenario, but has in some cases
required new regulatory procedures, new
management approaches and additional
digital literacy training for employees.
The questions then are, how have these
pandemic-related changes impacted on
the public sector? How has government
strengthened its departments and digitally
educated its employees? And what important
IT lessons have been learned from the sudden
switch to a new way of working?

According to Derrick Chikanga, a senior
analyst at Africa Analysis, the new remote
working approach has led to increased
demand for ICT services and infrastructure by
the public sector.
“Even now, some public sector employees
are still working remotely, and this
has necessitated the need for network
connectivity and the migration of work files
to the cloud. As such, demand for network
connectivity and cloud services has increased,
as has the demand for IT security. Overall, the
‘new normal’ has led to increased demand for
a number of ICT services needed to enable
business continuity within a secure operating
environment,” he says.
Mothibi Ramusi, CIO at the National
Lotteries Commission says the biggest change
experienced by the public sector has been the
adoption of work-from-home technology.

“There have been bottlenecks of course, especially
in the more rural areas, so our immediate aim was to
establish a programme to increase capacity, without
compromising security.”
Sidima Ntsangani, SITA

“While it may seem obvious that if one
can work from the office, one should also be
able to do the same from home, the reality
proved somewhat trickier. This was due to
complex issues like guaranteed connectivity,
not to mention basics like forgetting your
password or the workflow and processes
you should follow. Remember that at the
office, you can simply call IT support if there
is a problem, but support is unavailable in a
home environment.”

Better digital infrastructure
He suggests that from the government side,
the biggest stress was related to connectivity,
so there was a concerted drive to increase the
bandwidth capacity available for both remote
workers and citizens.
“Bandwidth provision has long been one of
the public sector’s ongoing service delivery
mechanisms anyway, and thus it naturally
dovetailed with the demands of the crisis.
Ultimately, this focus works in two directions:
externally, it’s about helping citizens to
access government services easily, and about
assisting workers to access the services they
need internally.
“There have been bottlenecks of course,
especially in the more rural areas, so our
immediate aim was to establish a programme
to increase capacity, without compromising
security. The priority was placed on the rural
communities because government has offices
in rural areas too, and in a crisis like this,
more than ever, government needed to be in
a position to work with these communities
in terms of relaying to them the unique
challenges and issues around the disease,”
states Ramusi.
Most CIOs have been ensuring the
continuity of operations by enabling their
employees with effective and reliable
H2 2020
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connectivity as they operate remotely, adds
Chikanga. This has been done through either
fixed-LTE or fibre connection.
“Furthermore, CIOs have shifted to
migrating certain critical work files to the
cloud, to ensure accessibility of such files from
remote locations. In the rural areas, however,
things have obviously been more challenging.
“Most rural areas have limited connectivity,
particularly with regard to 4G/LTE and
fixed-LTE connectivity. Furthermore, fibre
is rarely a connectivity option in most rural
locations due to the low population density
in such areas. As such, satellite connectivity
has emerged as an alternative to both
fixed-LTE and fibre connectivity. Of course,
satellite connectivity remains an expensive
option when compared to the other available
alternatives.”
Chikanga points out, however, that from
a regulatory perspective, the Independent
Communications Authority of SA (ICASA)
ensured broader continued connectivity by
issuing emergency spectrum to major service
providers in the country. This has ensured
improved connectivity to most employees
currently operating remotely.
Ramusi agrees that this was vital,
suggesting that ICASA deserves to be
lauded for the speed with which it made this
additional spectrum available.
““It really did great work here – initially
there were a number of issues with dropped
calls and a lot of network congestion reported
by the operators. However, the release
of additional spectrum improved things
significantly – and with the huge number of
Teams and Zoom meetings being undertaken
H2 2020

as a result of the lockdown,
this proved to be a critical
intervention by ICASA.”

Knowledge is power

“Bandwidth provision has long been
one of the public sector’s ongoing
service delivery mechanisms anyway,
and thus it naturally dovetailed with
the demands of the crisis.”

But what of those employees
who were not at all
technologically-minded?
Chikanga indicates that most
companies only started
providing digital literacy
training to their employees
Mothibi Ramusi, National Lotteries Commission
after they had already begun
working from home.
“As such, training remains a
key challenge at most companies. However,
some employees alternate between
working remotely and going to their offices
occasionally, which provides opportunities to
facilitate the required training.”
Ramusi points out that in his organisation,
they were fortunate in that their team had
in the main already been well exposed to
digital principles, although he adds that some
training was required around the use of
collaboration platforms like Microsoft Teams.
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“This was mostly basic digital and soft
skills related to these platforms – so things
like checking whether the camera is on or
off, using the mute button correctly and
understanding how to appropriately conduct
yourself in a meeting. For these instances,
we continued to run our helpdesk, so staff
could call in and be taken through the
platform step-by-step. You could say that
remote support and remote maintenance
were critical saving graces for us.”

Learning lessons
“Perhaps the biggest lesson we have learned
from this,” he continues, “is to not take
things for granted, especially if you have to
collaborate with other partners. Another
lesson was in effective cost management,
as although working from home opened up
new opportunities for staff, there are data
and connectivity costs that can be massive
when this is an ongoing thing. Finally,
the pandemic outlined the importance of
connectivity for everyone, as those who
were still unconnected were obviously
unable to work during lockdown.”
Some of the lessons identified by Africa
Analysis include the fact that organisations
need to always be prepared for such

situations, by making use of cloud platforms
to ensure their work files are always readily
available to their employees.
“Organisations will also need to ensure that
their employees have access to affordable
connectivity to encourage them to work
from home when the situation dictates. The
Covid-19 pandemic has demonstrated that
employees are able to operate remotely,
provided they have all the necessary support
in place with regards to network connectivity
and the ability to access work files remotely.
“Most notably, though, the lockdown
has demonstrated that it is possible to
continue operating remotely, even in times
of crisis. Even though most organisations are
going to continue operating from a central
location, I think more employees – in both
private and public sectors – are going to be
afforded the opportunity to frequently work
from home, without their employees being
worried about their level of productivity.
Most crucially, the lockdown has resulted
in a greater number of organisations
implementing permanent measures such as
migrating their work files to the cloud. This
will be key in enabling even greater flexibility
on the part of employees, moving forward,”
concludes Chikanga.

“Perhaps the biggest lesson we have learned from this, is to not take things for granted,
especially if you have to collaborate with other partners.”
Mothibi Ramusi, National Lotteries Commission
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An always-on public sector needs
a cyber resilience strategy
This year, organisations
in the public and
private sectors have
had to adopt remote
working conditions for
what had previously
been an office-based
workforce.

W

hile public sector services were
considered essential, this didn’t
stop these organisations from
allowing a large portion of their workforce
to stay home to help minimise the spread
of the coronavirus. By implementing
new procedures and policies for remote
working almost immediately, the move to
keep staff at home and safe during the
Covid-19 pandemic has not necessarily
kept organisations safe as cyber criminals
continue to attack. Cyber threats have
merely followed people home and, if
anything, have increased.
A review of Mimecast’s global customer
threat intelligence data highlighted
the fact that impersonation fraud
increased by 30% in the first 100 days
of Covid-19. Email continues to be the
most popular attack vector, according to
Mimecast’s fourth annual The State of
Email Security 2020 (SOES) research. The
research illustrated that organisations
are vulnerable to email threats at their

Thomas Mangwiro, Public Sector Specialist, Mimecast

perimeters, inside their networks (through
compromised accounts, vulnerable
insiders, social engineering), and beyond
their perimeters (through the exploitation
of their brands and the impersonation of
the domains they own).
Having security solutions that fully
protect an organisation from both internal
and external threats is important, but it’s
been widely reported that human error

remains the cause of 90% of security
breaches. “No technology is infallible, so
training and empowering your last line
of defence – the human – is critical,” says
Thomas Mangwiro, Mimecast’s Public
Sector Specialist. “Training people to be
able to spot something wrong with an
email so criminals are prevented from
executing malicious intent is absolutely
crucial. With a distributed workforce

time to expand that strategy to
make sure it’s more robust.
“By being resilient, you don’t
only focus on security, but also
business continuity in the event
of a successful cyber attack. In
the public sector, being able to
continue to deliver essential
services is crucial and has a
very real impact on people’s
lives and livelihoods. Service
delivery cannot afford any form
of disruption. If you’ve been
attacked, or your email service provider
is down, you should be able to continue
sending and receiving emails without the
world knowing. At the same time, you
should also have the ability to restore
critical data and have your operation back
up and running as quickly as possible and as
if nothing has happened.”
There are three things to consider when
developing your cyber resilience strategy,
says Mangwiro:
n What do you do before an attack
happens? Focus on prevention.
n What happens during an attack? How do
you keep the systems up and continue
with business as usual?
n What do you do after an attack? Do you
have the ability to recover data and any
other corporate IP should you fall victim
to a successful cyber attack?
“Consider the before, the during and the
after; it’s a 360-degree approach to what
the organisation should be prepared for to

By being resilient, you
don’t only focus on security,
but also business continuity
in the event of a successful
cyber attack.
Thomas Mangwiro

and an abundance of scams doing the
rounds, the cost of human error escalates,
so organisations need to take steps to
adequately prepare employees to spot
these threats.
“Researchers from the Mimecast Threat
Intelligence Centre found that employees
from organisations using Mimecast
Awareness Training are five times less
likely to click on a malicious link, because
there’s an awareness around the different
types of attacks that could come their way.
The key is to have frequent, consistent and
engaging content that humanises security.
It’s an effective way to reduce risk inside
the network and the organisation.”
“It’s not just about security,” he adds.
“The public sector needs to look at cyber
resilience. Of course, there’s a defence
strategy to protect the organisation, but
criminals’ attack methods are becoming
increasingly sophisticated and because the
types of attacks are more pervasive, it’s

For more details on how Mimecast can help protect your public sector
organisation, contact Thomas Mangwiro

Email: tmangwiro@mimecast.com or Mobile: 072 736 6170

avoid the disruptive effects of a successful
cyber attack.”
Beyond the traditional perimeters of
email security, organisations must also
consider their domain. “We’re talking
about outside the organisation’s network,
where people with malicious intent are
trying to destroy the value and trust that
you’ve developed as a brand. This is done
by fraudulently replicating your brand
name or websites, and leading people to
a fake website where they capture their
details and use them for malicious intent.
In the public sector, this can be dangerous
as it could lead to citizens handing
over sensitive and highly confidential
information that they might have shared
with a government department. Some
of the most vulnerable of the country’s
citizens could also fall victim to attacks if
there’s an impersonation of a government
department that assists people financially
or otherwise,” adds Mangwiro.
“In short,” says Mangwiro, “it’s critical for
organisations to implement a cyber security
strategy that protects organisations from
traditional threats like spam, phishing and
malware at the perimeter of their networks;
prevents attacks within the organisation by
stopping insider threats and human error;
and protects customers and supply chains
by preventing domain impersonation and
brand damage. Traditional cyber security
strategies are no longer enough to fully
protect an organisation from today’s
cyber threats.”
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HOW IS THE PUBLIC SECTOR COPING?

A public sector in the
age of a pandemic

While the Covid-19
pandemic accelerated
a new wave of digital
services within entities
in the public sector, it
also exposed gaps in a
sector that is behind ICT
adoption.
H2 2020

BY: S I M N I K I W E M Z E K A N DA BA

E

ldrid Jordaan, the founder of
government’s official communications
platform GovChat, surmised it perfectly
when he said: “The Covid-19 pandemic fasttracked ICT processes within the public sector
that would have otherwise taken quite a long
time to be realised.”
Jordaan made the comment at the June
Public Sector ICT Forum, which took place
virtually amid the social distancing regulations
of the Covid-19-induced national lockdown.

With the outbreak of the deadly
coronavirus and subsequent lockdown,
South Africa witnessed the emergence of the
tech-savvy public servant, the rise of videoconference meetings and a rush to adapt and
adopt new technologies.
Even the country’s highest legislative branch,
Parliament, embraced a hybrid system for its
business processes, with MPs working both from
the precinct and remotely, and large metros
such as the City of Tshwane have introduced
chat services on popular instant messaging
platforms like WhatsApp to engage rate payers.
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“The leadership provided guidance
at every turn and through the various
levels of Covid-19.”
Phumza Dyani, Broadband Infraco

Phumza Dyani,
Broadband Infraco chief
marketing and sales
officer

When president Cyril Ramaphosa confirmed
back in March that the country would be under
strict lockdown regulations, public sector
entities, like private sector organisations,
moved towards remote working environments
to mitigate the spread of the virus.
From the State IT Agency to the Gauteng
Department of e-Government, the state’s
institutions remained open for business, albeit
remotely. In the case of the e-government
department, its employees turned to videoconferencing and virtual meeting platforms
such as Microsoft Teams and Skype, to connect
with each other and get on with business.
The lockdown restrictions have since eased,

and the country has, at the time of writing,
moved to alert level one, which has seen a
return to ‘normal’ for much of the social and
business practices.
For Broadband Infraco (BBI), its employees
continue to work from home, the stateowned fibre-optic infrastructure company
reveals. This, as it conducts a risk assessment
associated with the recent announcement of
the move to level one.
However, as and when required and for
reasonable requests, for the purposes of
fulfilling their job requirement, employees
are requested to come to the office to fulfil
certain functions, says BBI.

According to the company, it was prepared
and had adequate systems in place to ensure
full `offsite/home-office’ continuity when the
lockdown hit.

Network failures
“With immediate effect, after the
announcement of the lockdown, employees
could continue with important work as well
as remote meetings. A few of our network
operations centre employees who attend
to network faults and breaks as part of
essential services work, work from the office
on alternate days, together with our field
operations and maintenance teams,” says
Phumza Dyani, Broadband Infraco’s chief
marketing and sales officer.
“We did experience a few network failures,
which took longer to resolve due to the
difficulty in getting resources to remote
sites. For the extreme ones, customers were
understanding and sought to work with the
company in resolving these.”
Undoubtedly the uncertain times brought
on by the lockdown and pandemic called for
decisive leadership and agile systems.
H2 2020

Accelerating digital
transformation in the
public sector
This year has been challenging for most
organisations, particularly for the public sector.
Noluthando Pama, GM,
Enterprise Sales and
Operations, MTN Business

T

he Covid-19 pandemic forced
the ICT industry to accelerate its
digital transformation initiatives,
regardless of legacy challenges, placing
extreme pressure on its IT teams.
As decision-makers rallied to find
digital solutions to meet citizen needs,
partnerships with the private sector
proved instrumental in the provision of
services through technology. While the
primary focus was on ensuring service
delivery during the first few months of
lockdown, many organisations are now
expediting their digital strategies and
journey as this is paramount to efficient
service delivery.
The pandemic exposed the need
for organisations of all sizes to fasttrack their digitisation strategies, while
highlighting existing gaps. Speedy
technology implementations led to a
greater demand for efficient back-end
systems, for example, and many public
sector businesses are only now starting
to look at how to more effectively
manage scale and operational efficiency.
Historically, the public sector had
to consider both digital and non-

digital channels, but the pandemic
has proved that South Africans are
happy to embrace new ways of doing
things. As a result, the future will
see a growing focus on improved
technology efficiency and further
digital transformation. In fact, citizen
demands will likely inform many of the
transformation decisions taken in the
next few years, as will the demands of
public servants who have become used
to working remotely.
Digital transformation
As citizens become much more used to
working online and, therefore, become
more demanding around ease of access
to services and the usability of digital
apps, the public sector is going to be
under increasing pressure to continue
to digitise. However, the people
managing the digital transformation
journey for government agencies face
the same challenges as their private
sector counterparts, in addition to
having their own particular hurdles to
overcome, like outdated infrastructure
and reduced budgets.

For more information on how MTN can co-create
solutions for your organisation, send an email to
mtnbusiness.marketing@mtn.com

Technology partners like MTN proved
their ability to assist those organisations
in working around their constraints
during lockdown, and will continue to
do so. In fact, the pandemic provided an
opportunity for all parties to establish
stronger working relationships,
which will grow as the public sector
matures digitally. Gartner predicts that
widespread digital transformation in
the public sector means government
CIO responsibilities will change rapidly
in the next four years and many of those
future roles do not yet exist.
According to KPMG, undertaking
fundamental digital transformation to
remove unnecessary processes and move
to a ‘to be’ model can deliver greater
effectiveness in terms of improved citizen
and workforce experience as well as longterm cost savings.
Many of South Africa’s public sector
organisations still have a long way to go
to achieve a multi-speed IT environment.
Partnerships will remain key to enabling
them to implement the flexible, fastmoving IT systems they will need to
improve service delivery.
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Broadband Infraco indicates it always
navigated this challenging period together
with the employees and sought to
communicate clearly.
“The leadership provided guidance at every
turn and through the various levels of Covid-19.
The line managers ensured constant interaction
and support for the employees. Additionally,
there was a Covid-19 committee, which was
set up to ensure implementation of all the risk
mitigation activities on the ground as well as
pick up any concerns from employees.
“Despite this, the organisation suffered
one fatality during the lockdown, which was
significant and affected the workforce. The
line function has continued to offer support to
the employees.”

Digital bust
While the country has seen the rise of the
remote workforce in the public sector, this has
also exposed the IT gaps that currently exist.
The slow pace of digital transformation
and adoption of emerging technologies within
state-owned entities reared its ugly head,
resulting in catastrophic outcomes.
The Unemployment Insurance Fund (UIF),
for example, became a prime a target of fraud
and corruption by employees and employers
who made false claims amounting to millions
of rands.

“With immediate effect, after the announcement of the lockdown, employees could
continue with important work as well as remote meetings.”
Phumza Dyani, Broadband Infraco

H2 2020
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Due to the pandemic, the UIF was charged
with capturing and disbursing government’s
Temporary Employer/Employee Relief
Scheme (TERS) benefits.
A report by the Auditor-General of
South Africa, compiled at the behest of
President Ramaphosa, unearthed financial
mismanagement of government’s multibillionrand relief initiatives, such as the TERS.
The reason for this was that the UIF’s IT
systems were not agile enough to meet the
payment objectives of the relief funds.
The AG’s report determined that the lack
of validation, integration and sharing of
data across government platforms resulted
in people, including government officials,
receiving benefits and grants they were not
entitled to, and applicants being unfairly
rejected as a result of outdated information.
The UIF has tried to rectify the situation
by partnering with a number of government
institutions, including the South African
Social Security Agency (SASSA), National
Students Financial Aid Scheme and the
Department of Home Affairs, to get access to
their updated databases.
SASSA also encountered numerous IT
constraints in disbursing the R350 Social
Relief of Distress grant, with attempts to
hack its systems to steal money and delays in
issuing payments, among the challenges.
Government introduced the R350 relief
grant in a bid to provide financial support
to some unemployed South Africans during
the lockdown. This is to ensure unemployed
persons receive R350 for six months, from
May to October.
H2 2020

“Some of the partners were in the e-learning space as well
as the cloud space. We maintained our focus on providing
backbone connectivity while our partners could use the
backbone for providing value added services.”
Phumza Dyani, Broadband Infraco

Targeted at the unemployed, only South
African citizens, permanent residents or
refugees registered on the Home Affairs
system are eligible to receive the social
relief grant.
It also took switching to an updated
database for SASSA to iron out some of the
payment challenges and grievances from
beneficiaries.
Broadband Infraco points to working
with industry partners to respond to the
challenges that came its way. “Some of the

partners were in the e-learning space as well
as the cloud space. We maintained our focus
on providing backbone connectivity while our
partners could use the backbone for providing
value-added services.”
Looking ahead, BBI says emphasis is on
safety and remaining cautious, following all
the safety protocols. “The arrangement of
working remotely from home will remain
for now. We will maintain the vigilance and
continuously assess the risk before a decision
is made to return to the office.”
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BEHAVING LIKE A BUSINESS

Adopting a citizenfirst mindset

Since its founding in 1994, Amazon has reached near mythic status for its
superior customer service strategy. Everything Amazon does starts with a core
commitment to the customer in line with its mission statement, ‘to be Earth’s most
customer-centric company’.
BY: M O N I Q U E V E R D U Y N

W

ith communities all over the
world calling on governments
to transform themselves
with technology, there is much that our
government can learn from Amazon, the
world’s most successful digital business.

The company has built a corporate culture
that knows how to listen, and not just talk,
to customers. Its help centre is packed with
easy to navigate information, customers are
empowered through DIY service, they can
reach out to a real person if they need help,
and ongoing innovation is driven chiefly by
customer needs. Customers can interact with

the company wherever they are, whenever
they want.
Applied in this way, digital technology has
the ability to fundamentally transform the
way the public sector operates and delivers
services to customers, and accelerate sorely
needed progress.
“The challenge is that public sector
H2 2020

26

BEHAVING LIKE A BUSINESS

organisations are totally different from
the private sector, and even more so from
digitised businesses,” says Cyril Baloyi, group
chief technology officer at the City of Joburg.
“A key priority for us is to drive attitude and
culture change at the CoJ municipality. Our
ongoing digital transformation strategy aims
to achieve that by giving employees and
citizens a vastly improved and streamlined
ability to interact and transact.”
From 2018, Baloyi and his team have
rolled out several digitisation programmes.
This began with the development of a new
Government Information and Communication
Technology (GICT) strategy, including a
new ‘structure of today and tomorrow’. An
electronic data management system (EDMS)
has been implemented, enabling enhanced
security, improved regulatory compliance,
easier retrieval, and better collaboration
across departments, along with significant
cost reductions. A new integrated call centre
was deployed streamlining the entire city’s
call centre processes. A new rate clearance

certificate process has improved the
turnaround time from three to six months
down to one week.
“With almost half the population still
without internet connection, we have to
breach the digital divide to make it possible
for all citizens to benefit from these ongoing
improvements,” says Baloyi. “What we have
learned from Amazon and other digital
organisations is the importance of putting the
customer at the centre of everything we do.
We have much work to do to evolve the public
sector into an entity that enables citizens to
feel like they are being treated like a valued
customer.”

Key findings
In ‘The Journey to Government’s Digital
Transformation’, Deloitte surveyed more than
1 200 government officials from 70 countries.
There were five key findings:
Developing a clear digital strategy
The importance of a clear strategy is
undeniable. Government organisations can
benefit from a roadmap that
addresses the key elements of
digital transformation: culture,
leadership, workforce, and
procurement. The strategy must
be accompanied by a mechanism
to track and measure progress
against the digital goals.
User-centricity
A key tenet of digital delivery is to
start with the user. Yet the survey
suggests that many government
organisations are failing to
engage citizens in service design
and lack user-centred design

“What we have learned from
Amazon and other digital
organisations is the importance of
putting the customer at the centre
of everything we do.”
Cyril Baloyi, City of Johannesburg
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skills in their workforce. Exploring inherently
user-centric agile development methodologies
is also critical.
Culture
As organisations mature digitally, they
learn to increasingly employ digital trends
and technologies to reinforce a culture
of innovation and collaboration. Even
designating space and time for groups to
collaboratively work on solutions, ideas,
and challenges could go a long way toward
building a culture of innovation.
Workforce skills
The survey identifies workforce and skills
as the most challenging area for digital
evolution. Many government agencies lack
the skills to take full advantage of digital
transformation. Digital strategists need to
develop a plan that pinpoints what workforce
capabilities they need and how they are going
to secure them.
Procurement
The findings reveal the big changes
government organisations want in the
procurement process: agile development,
less restrictive terms and conditions, and
a more decentralised procurement model.
Any proposed procurement reform should
consider these issues.
Reinforcing a culture of innovation and
collaboration and developing workforce skills
are central to Baloyi’s strategy for the CoJ.
“In 2019, we began using Microsoft Teams
and all the city’s staff and councillors are
using this for meetings, which saved the city
a lot of money,” he says. “Another major cost
saving was the creation of the new council
meeting virtual platform. This has created a
paperless environment for the council and
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councillors attend all their council meetings
online.

How can digitisation make government
better?
A 2019 report by EY, ‘How does digital
government become better government?’,
outlines ways in which governments can
adopt digital technologies pioneered by the
private sector and collaborate to deliver
beneficial digital services that improve the
lives of citizens all around the world. Digital
technologies, the report says, can help
governments to:
• Understand their citizens better and
achieve better outcomes
• Provide services more effectively and
efficiently
• Find new solutions to policy challenges
• Engage with external partners to develop
new delivery models
• Commercialise some public services and
develop fresh sources of revenue
While the South African public sector is lagging
behind the corporate world in harnessing the
power of digital, so too are most governments
around the world. But there are some highly
successful projects that have led the way.
In Australia, the Digital Transformation
Office was launched in 2015. Its goals was
to create a single digital identity to enable
citizens to access government services with
one logon process. In the UK, the government
has created an advisory board to help shape
its digital transformation and government
digital services programme with what it calls
‘digital heavyweights’.
The government of India launched digital
to ensure services are made available to

Cyril Baloyi, group
chief technology
officer at the City of
Joburg

citizens electronically by improving online
infrastructure and increasing Internet
connectivity. Its vision is to transform India
into a digitally empowered society and
knowledge economy.
Ultimately, citizens today increasingly
expect public services to be as personalised
and responsive as they experience in dealing
with the private sector. Governments need to
reimagine how digital can be used to enhance

the citizen’s end-to-end experience of public
services.
“A ‘citizen-first’ culture and mindset must
form the keystone of designing policies and
delivering services,” says Baloyi. “This is
vital if we want to improve service delivery
and service quality, promote transparent
and efficient interactions, improve the level
of trust in government, and drive better
outcomes for all citizens.”
H2 2020
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Intelligent government for improved
service delivery and global competitiveness
There can be little doubt that the one thing the Covid-19 lockdown has highlighted is
the value of the digital infrastructure that enables citizens to work remotely.

E

xisting challenges such as political uncertainties, macro
threats like climate change and job displacement,
demographic shifts and increasingly new complexity
introduced by the globalization of commerce have all been
exacerbated in our new reality. As both the public and private
sectors have adapted to this evolving working environment, new
challenges have come to the fore.
The latter has elevated the role of government to address
gaps in digital access, if it is to enable citizens to live their lives
and engage in work, wherever they may be, as citizens continue
to demand new and improved digital services that mimic
their experiences in the private sector. This makes digital
transformation, the process of converting records and processes
to digital form in order to decrease costs and improve the
interaction experience of their constituents, a non-negotiable in
the delivery of government services in a post-lockdown world.
According to Sunil Geness, head of Global Government Affairs
& CSR at SAP Africa, remote working has become our new
reality. However, when it comes to building new and improved
ways for government to work, innovative thinking,bold action and
implementation from leaders will be required.
“The public sector will, for example, need to define new
approaches to engaging with the citizenry, streamlining service
delivery, team work, collaboration and management, with a
focus on developing new ways of life-long learning, sharing and
maintaining good working relationships,” he says.
“Our experience has demonstrated that government
employees, like those in other sectors, have faced a host of
technical challenges in adapting to working from home. These
have ranged from a lack of appropriate equipment, to poor
connectivity and unreliable access to work systems. Governments
will, therefore, need to redefine how public sector employees fulfil

SUNIL GENESS,
head of Global
Government
Affairs & CSR at
SAP Africa

their job functions optimally, and ensure that technologies are
embedded to enhance effectiveness and improved productivity.”
Geness says SAP can support government in developing a
stronger and deeper relationship with citizens, employees and
communities, by fostering greater trust and enabling more
transparency.
“Our experience management solutions can help governments
tap into the pulse of how their citizens, employees and business
communities are feeling, what they need and where priorities
need to shift, based on empirical decision-making,” he states.
“We then assist public sector entities to establish organisationwide approaches to understanding the ‘why’ of positive and

negative employee experiences, while providing tools to close
the loop on resolving identified issues. Such issues include
everything from ‘pulse-checking’ employees, to ensuring health
protocols are followed and that managers are able to adapt
to new practices or policies.” These tools can also be further
extended to solicit data from citizens to ensure that evidencebased public policy development and increased government
agility are improved in the face of an ever-changing landscape.
Government is compelled to reimagine service delivery in a
post-lockdown era, and to invest in capabilities for intelligent
government capabilities. This allows for the integration of diverse
data sources into a single system, applies intelligent technologies
such as artificial intelligence (AI), Internet of Things (IoT) and
advanced analytics, and delivers real-time insights, thereby
enabling intelligent government capabilities. These insights not
only delve into the operational performance of the organisation,
but also cast light on the experiences of key stakeholders, namely
citizens, employees and business communities.
“This merging of operational data and experience data is core
to building intelligent government capabilities. With diminishing
resources, a severe contraction of the economy and the rise
of citizen expectations, it has never been more important for
Government to have a clear view of the operational performance
of various departments, to optimize outputs and reduce
duplication. This way, they can ensure the efficient allocation of
funds, drive greater productivity within key government functions
and have real-time insight into areas of improvement.
“However, in an experience economy, the experience data is as
important as operational data to the overall delivery of services.
Using experience management solutions, governments can gain
deeper insights into how citizens and businesses experience
public sector services and where improvements can be made.”
Geness suggests that combining operational and experience
data requires a seamless flow of data and a powerful business
technology platform for combining and analysing the combined
data sets in real-time.
“In our case, the SAP S/4HANA platform enables the seamless
integration of a suite of business applications that support

Scan the QR Code for
further information about
SAP Africa’s Public Sector
Technologies or visit

www.sap.com/africa

end-to-end business processes. Through embedded analytics,
governments can also gain a 360-degree view over the total
performance of various departments and government functions.
“Silos effectively block data flows within government entities
and undermine the above-mentioned efforts at building intelligent
government capabilities within the public sector. The good news is
that cloud adoption, whilst respecting government requirements
of data-localisation and data privacy as well as the provisions of
the POPI Act, can help ease the process of reducing silos within
the public sector,” he adds.
Ultimately, by using a single platform for storing, managing and
processing all government data, the public sector can develop a
single source of truth. In other words, one set of accurate, trusted
data that can be analysed for insights into the performance of
various government departments, and then applied in the delivery
of services to citizens andbusinesses
The role of technology companies has evolved in our postlockdown era, he adds. SAP is partnering with public sector
customers with a view to long-term success: the focus is
on ongoing digital transformation to enable government
organisations to adapt to new challenges or take advantage of
new opportunities.
“The uncertain and constantly changing environment created
by the pandemic has only solidified this approach. Today, SAP
partners with public sector organisations to constantly reinvent
and reimagine how services are delivered to citizens and
businesses.
“In addition, SAP helps improve digital access to communities,
and supports digital skills development through a range of
initiatives, including the largest digital literacy programme on
the African continent-Africa Code Week, Siyafunda Community
Technology centres, First Lego League robotics programme and
STEAM programmes delivered through leading science centres.
We believe that by improving digital literacy among the youth,
SAP will attract more citizens into the digital economy, which in
turn further eases the adoption of government digital services,
and ultimately improves the digital competitiveness of nations,”
concludes Geness.
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Cyber in a time of COVID-19

Government agencies in South Africa are working to maintain service delivery, ensure
public safety, and support efforts to improve the lives of citizens in a wide variety of
areas. However, the uncertainty brought on by the Covid-19 pandemic and a slew of
new threats trying to exploit remote workforces have created an environment that is
changing dynamically, and making achieving these goals challenging.
BY: K I R S T E N D OY L E

Mthoko
Mncwabe,
CIO at
ACSA
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overnment agencies in South Africa
are working to maintain mission
readiness, service delivery, ensure
public safety, and support efforts to improve
the lives of citizens in a wide variety of areas.
However, the uncertainty brought on by the
Covid-19 pandemic, and a slew of new threats
trying to exploit remote workforces, have
created an environment that is changing
dynamically, and making achieving these
goals challenging.
When asked how the public sector is going
to tackle the new cyber security challenges
as South Africa moves into the next phase
of Covid-19, Maiendra Moodley, a provider of
advisory services to government customers,
says the cyber security challenge facing the
public sector in addressing Covid-19 is not
necessarily a technology-driven challenge,
but has also emphasised the need to critically
change mindsets. “Cyber security is no
longer a responsibility linked to a job title, as
much as it becomes a common and inherent
responsibility that has to be organisationally
shared. The need to adopt approaches such as
security-driven networking and edge security
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emphasises more the realisation that the
remote edge of the traditional core network
perimeter has irrevocably changed. Covid-19
has accelerated this realisation (beyond CIOs
and CISOs) and with the increase in remote
working, more users have been exposed to
the risks of working beyond the security of
the traditional core network perimeter.
Mthoko Mncwabe, CIO of Airports
Company South Africa (ACSA), says: “As public
sector CIOs, with Covid-19, we are expected to
reduce our IT budgets by a minimum of 20%
to 35% in the financial year 2020.”
With digitisation at the forefront at ACSA,
Mncwabe says he has started reprioritising
corporate and business IT initiatives while
embracing a multi-pronged cost optimisation
frameworks. “We have started looking
into partnering with cloud providers to
rapidly scale our workload capabilities with
appropriate management, security and
access controls in place. This should allow us
to reduce support and maintenance costs
and physical infrastructure. In addition, we
have already delayed hardware refreshes
for a minimum of six to 12 months and have
procured additional support and maintenance
from existing datacentre vendors across the
entire hardware stack, such as server, storage
and network; this is to keep our baseline cost
stable in the short term. At a national level,
we have to start to collaborate more with
other entities and government departments
in leveraging economies of scale.”
However, he says cyber security is at
the core of the activities listed above as
they are ensuring that they refine security
monitoring capabilities to reflect an
operating environment where network
traffic patterns, data and system access
vectors have changed due to increased
remote and mobile operations. They are

“Cyber security, is no longer a responsibility linked to a
job title, as much as it becomes a common and inherent
responsibility which has to be organisationally shared.”
Mai Moodley, independent

also reengineering incident management
workflows to respond to cyber security
events when usual response facilities
and communication channels may not be
available. “In addition, we are communicating
key security awareness messages to ensure
the workforce remains vigilant and alert to
phishing and other socially engineered cyber
attacks that could compromise operational
continuity, data security and privacy when
working remotely. We also engage with our
vendors to understand the potential impacts
to the availability of critical security services
and their security capability and capacity,
and ensure that measures taken extend
beyond pure IT security and include a focus
on compliance and cyber-physical systems
where necessary.”

Semi-remote working
Speaking of how cyber security in the public
sector will be affected if it adopts a semiremote working environment between
working at home and the office, Moodley
says public sector entities will need to place
emphasis on opportunistic, malicious and
targeted cyber attacks that users need to be
aware of. “Public sector CIOs and CISOs will
need to educate their users that the closer they
are to operating on the remote edge and the

further away they are from the traditional core
network perimeter, the less likely that they
will be able to solely rely on IT to implement
measures to safeguard them.
  Says Mncwabe: “It has been predicted that
by 2030, the demand for remote work will
increase by 30% due to stronger preference
for remote work by Gen Z. The Covid-19
pandemic has accelerated this trend, forcing
many public organisations to move a large
proportion, if not all, of the workforce to
remote work. What we are seeing now
post-Covid-19 level one, is that many of
our employees have expressed interest in
working remotely more than they did prior
to the pandemic. Our CFO is looking at
increasing remote work after the pandemic
for cost optimisation purposes.”
Mncwabe states that ACSA has put
several measures in place to mitigate
the risks. “We have provided endpoints,
such as laptops, we have the minimum
viable endpoint protection configurations
for off-LAN activity — signature updates
are received directly from the cloud,
because on-premises managed endpoint
protection solutions do not always provide
management visibility of remote PCs. In
addition, ACSA has become more cautious
about providing access to corporate
H2 2020
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applications that store mission-critical or
personal information and are hosted inside
the network from personal, non-trusted
devices unless it can be confirmed that they
have an up-to-date anti-malware solution
in place. For extra protection, we require
all access to critical systems from outside
the network to use software-token-based
multi-factor authentication. Moreover,
we are leveraging data loss prevention
capabilities through Microsoft InTune to
prevent users from saving sensitive corporate
information onto personal devices or printing
to home printers and all remote access
infrastructure (such as VPNs) is tested and
has the latest vendor and security patches.”
Mncwabe adds that the organisation has
ensured that all capabilities are load tested
to ensure all those working remotely can
connect and that their connections are stable,
and has enabled split tunnel configurations
to minimise backhaul traffic. “We have
ensured that key security processes, such as
patch management, will be executed while
the IT team is working remotely.”

The impact
So how will all of this impact on cyber
security as employees move their computers
between more secure cyber defences at the
office and the not so secure cyber defences
at home? According to Moodley, the role
of cyber security will change. “As opposed
to mainly focussing on monitoring and
ensuring compliance with security policies
and measures, the emphasis will shift more
significantly to business resilience and shared
ownership of cyber security risks. This change
will ultimately transform the tendency to
bolt security measures onto technology
solutions as opposed to creating a new default
where organisationally shared cyber security
H2 2020

management implies the incorporation of
attacks needs to be undertaken as new
security by default across each stage of the
attack vectors arise. Of interest, is that
solution lifecycle.”
the (unintended) consequences of more
Mncwabe says the impact of the Covid-19
employees working remotely is a noticeably
pandemic will reverberate into the future.
greater interest from these employees and
“As IT leaders, we can take action now to
business leaders about these attacks as they
understand how Covid-19 has changed the
are featured in the media, and the questions
future of work, and to ensure our organisations
that follow on whether the organisation
are well-positioned coming out of the
is at risk and what measures should be
pandemic. We are shifting from designing for
taken. The resulting dialogue has created an
efficiency to designing for resilience. ACSA has
opportunity to promote shared ownership
been focusing on streamlining roles, supply
and management of cyber security risks,
chains and workflows. Our organisations will
which should be the goal of cyber security
start to design for resilience as much as we
education.”
do for efficiency. BYOD is our way of life in
“Education and awareness are paramount,”
enterprises today along with connectivity in
says Mncwabe. “Assessing widespread
public spaces. As a result we are using a risk
security threat trends, such as ransomware
framework to select security controls and have
and phishing, requires a continuous adaptive
developed a risk-based approach, focused on
risk and trust assessment strategic approach.
business activities and relevant specific threats,
Phishing is still the top initial access vector
to identify further control requirements and
for malware attacks, however, we have
enhancements. Also, we deployed additional
closed this gap through IBM Security’s
basic hygiene controls, such as anti-malware
X-Force Threat Intelligence. VPN services are
and user authentication, and implemented
also vulnerable, and we are patching and
monitoring and response capabilities to
updating regularly to prevent abuse.”
build visibility, highlight issues,
improve security resilience and
support the identification of
additional threats that might
need to be addressed.”
  When it comes to coping
with educating employees
working from home in the
importance of cyber security and
ensuring they do not fall victim
to phishing and other attacks,
Moodley says cyber security
education is more than an event
or a single checklist driven
activity. “An ongoing effort
to emphasise opportunistic,
Mthoko Mncwabe, ACSA
malicious and targeted cyber

“As IT leaders, we can take action
now to understand how Covid-19
has changed the future of work,
and to ensure our organisations
are well-positioned coming out of
the pandemic.”

ADVERTORIAL

Security culture: secure your humans
This year, the world has had no choice but to work from home, thanks to COVID-19 and the
consequential lockdowns to contain the virus. But while some industries ground to a halt,
malicious online behaviour has managed to flourish, forcing businesses to seriously consider how
to thwart the onslaught of attacks, while their workforce exposes vulnerabilities from home.
The impact of COVID-19 on cybercrime, according to Interpol,
has shown a significant target shift from individuals and small
businesses to major corporations, governments and critical
infrastructure. “The biggest impact that they’ve seen is on the
social engineering side: phishing scams and fraud related to
email or social media phishing,” says Anna Collard, SVP of content
strategy and evangelist at KnowBe4.com. In the time between
January and April, one of Interpol’s private sector partners
detected 907,000 spam messages, 737 incidents related to
malware and 48,000 malicious URLs – all relating to COVID-19.
With companies suffering the impact of data and security
breaches on their business, the emphasis is no longer on just
ticking risk and compliance boxes, but rather, doing right by clients,
staff and the information they hold.
But implementing a great defence is not just about
technology, as Collard explains: “It’s about compliance, yes, but
security is every employee’s responsibility too.”
Security culture therefore needs to be defined in a way that
makes it easy to understand, easy to measure and easy to
manage. “Only with a common understanding will we be able
to have informed discussions on how to improve and transform
security cultures to the levels required,” says Collard.
“Sociologists define organisational culture by the ideas,
the customs and the social behaviour of people within the
business context,” adds Collard. “Therefore, the ideas, customs
and social behaviours that influence security should make up a
security culture.”
These influences are then broken down into seven measurable
dimensions. “These dimensions are Attitudes, Behaviour, Cognition,
Communication, Compliance, Norms and Responsibility.”
By creating a universal understanding, organisations around
the world will be able to learn from each other, benchmark against
each other, and build a strong human firewall.

For the full report please visit www.knowbe4.com

ANNA COLLARD, SVP of content
strategy and evangelist at KnowBe4.com

The latest KnowBe4 research findings clearly show the value of
assessing an organisation’s. Using that data, KnowBe4 can then
help train and educate the organisation’s employees to be less
susceptible to social engineering attacks and improve organisation’s
security culture.
“Humans are the easiest targets,” says Collard. “Organisations
with security teams overwhelmed by keeping up with the latest
technology trends should consider just going back to basics. If
between 70% to 90% of all attacks start with a social engineering
attack, should we not focus our efforts on protecting the people?”
“Consider your security culture and ask yourself, ‘Do you have
a security culture? What does it look like? What does it mean to
you and to your people? Is it supported by and role modelled on
leadership?’” asks Collard. “If you can’t answer any of these, perhaps
KnowBe4 should be your next call.”
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ICT FORUM

Use tech for efficient
public service
Public sector leaders consider the potential of ICT to
optimise costs as government looks to recover in a
post-Covid-19 environment.

From the left: Magatho Mello, GM for Public Sector at MTN Business; Victor Kgomoeswana, independent host; Noluthando
Pama, GM enterprise sales and operations, MTN Business, Mthoko Mncwabe, CIO at ACSA; Mandla Mkhwanazl, digital business
leader at Transnet; and Mandla Ngcobo, Government CIO at the Department of Public Service and Administration.
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s the state’s coffers come under
immense pressure because of the
Covid-19 pandemic, the September
instalment of the Public Sector ICT (PSICT)
Forum had the challenge of finding how
best digital technologies can be utilised for
efficient public service.
The coronavirus has been aggressive in
its disruption of normal life and the social
economy, further deepening South Africa’s
unemployment and poverty levels. Even
though the South African economy was under
immense pressure prior to the outbreak of the
pandemic, the situation has been exacerbated
in recent months.
Data from Statistics SA (Stats SA) shows
gross domestic product fell by 16% in the
second quarter when compared to the first
quarter of 2020, as the Covid-19 lockdown
continued to take its toll on the economy. Jobs
lost in the second quarter of this year hit the
2.2 million mark, reveals Stats SA data.
Held under the theme, ‘Optimising cost
for a more efficient public sector’, the
hybrid event featured outtakes from key
public sector ICT decision-makers as well
as a keynote address from the Minister of
Communications and Digital Technologies,
Stella Ndabeni-Abrahams, albeit virtually.
Mandla Ngcobo, government CIO in
the Department of Public Service and
Administration (DPSA), said the issues of
cost and efficiency within the public sector
are regulatory.
“The accounting officer has a responsibility
of ensuring that whatever is being spent or
invested in ICT supports service delivery.
Secondly, it must be cost-effective and costefficient.
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“To ensure that we optimise cost as much
as possible, there are certain things that must
be done. For example, there is a datacentre
associated with each department. This is
happening in the midst of climate change.”
Further on procurement of services,
Ngcobo highlighted a challenge that
government has been vocal about in the past,
saying he has noticed that there are two
markets in South Africa.
These markets, he states, are a ‘market for
public service’ and a ‘market for the rest’, he
states. “The market for the public service is
characterised by a lot of challenges around
lack of transparency and inflation of pricing.
We now know where the expenditure lies; it is
how we are charged for the same goods and
services.”
On service delivery and government spend
issues, Ndabeni-Abrahams told delegates that
reports by the auditor-general of SA have
shown wastage and lack of cost-optimisation.

“As South Africa, we need to figure out
how to leverage technologies to address
inefficiencies and therefore minimise the
wastage that is there.
“As the department, we are working with
National Treasury and DPSA to make sure
we consolidate IT spend to leverage on the
numbers that we have, while we are trying to
digitise the services by government in order
to improve efficiencies.”
The minister said among the areas being
looked into is the deployment of blockchain
for supply chain processes, which must be
transparent. “Gradually, we do believe that
government and the private sector will see a
need to transform how we do things in order
to improve the service that we render as the
public service.
“Key to the use of technology is to avoid
duplication…for us to deliver efficiently, we’ve
got to make sure that we coordinate in order
to collaborate for effective execution.

“We see the ICT sector being at the centre
of these efforts,” she emphasised.
Now in its fifth year, the PSICT Forum has
become a meeting of minds of public sector
ICT decision-makers to deliberate challenges
and come up with resolutions that will enable
the public sector to operate more efficiently.
The PSICT Forum is an independent
informal body, providing a networking and
collaboration platform for public sector ICT
leaders, supported by MTN Business and
Brainstorm.
Reflecting on the future importance of the
forum, Mandla Mkhwanazi, digital business
leader at Transnet and PSICT Forum chairman,
said it was introduced to showcase all those
pockets of excellence, so that we can broaden
this across the public sector.
“When we launched the PSICT Forum,
we wanted to make sure we elevate the
excellence within the public sector. There is
so much excellence happening in the public
sector but we are seeing it in pockets and in
some areas of the sector, it was not visible.”
Speaking about the importance of MTN
Business’ partnership with the PSICT Forum,
Noluthando Pama, GM for enterprise sales
and operations, emphasised that the company
is committed to partner with government to
address some of the challenges faced within
the public service space.
“Everyone can attest to the fact that Covid-19
has forced all of us to transform. There has
been a lot of heartache from a personal level,
but also in communities and within business, as
many businesses have had to shut down.
“On the other hand, it has created
opportunities to innovate and presented
us with agile ways of how we work,
communicate and connect. As much as it has
been devastating on one end, it is presenting
many opportunities.”
H2 2020

Building resilience through
technology
By making organisational changes and digitising processes, the government can
save money, enhance services and improve the quality of life of its citizens, says Renesh Buldeo, managing executive, BCX Digital.

T

he South African government aims
to reduce poverty and inequality by
2030 by building a more inclusive
society through ICT solutions. The National
Development Plan stipulates that by 2030,
ICT will underpin the development of
a dynamic and connected information
society and a vibrant knowledge
economy that is more inclusive and
prosperous. Covid-19 may have delayed
implementation, but digitisation remains a
strategic imperative.
Through digitisation, the government
can provide services that meet the everevolving expectations of South African
businesses, even in a restricted economy
as we face tight budgets and increasingly
complex challenges brought on by
the global pandemic. With digitisation,
government will be able to build its
resilience and ensure business continuity
during any disaster scenario.

Key to the list of government’s objectives
is ensuring that all South Africans have access
to critical public sector services through the
implementation of 4IR technology. Through
digital transformation, South Africa could
go as far as transforming its health sector to
improve the wellbeing of civilians and their
access to important information, especially
during a pandemic or disaster relief scenario.

New partnerships, new
possibilities

Just as companies transformed using digital
technologies, governments are following
suit. Achieving South Africa’s objectives,
the public sector is seeing the value in
strategic partnerships that encourage digital
transformation, enable effortless innovation
and seamless implementation.
Helping map out the country’s digital
transformation journey and finding ways to
utilise the true technology, BCX has partnered

BCX is perfectly positioned to
support its digital strategies while helping
build a bright technology-driven future.

with various government departments to
seamlessly integrate processes, systems,
customers, partners and employees, while
finding the right tools to create new products,
services, and business models.
Working with SITA and the various IT
services at both national and provincial
level, BCX is helping government’s digital
transformation efforts by moving from old
copper infrastructure to new generation
network.
Tapping into innovative technology is
important as the world continues to rapidly
change, resulting in the continuous evolution
of business and the way it is done.
With decades of experience and a key
partner to government, “BCX is perfectly
positioned to support its digital strategies
while helping build a bright technologydriven future,” says Buldeo.
The company has decades of
experience as a key ICT partner to
government, essentially making it experts at
conceptualising, creating, implementing and
integrating systems throughout the public
sector.
Experts in design, creation,
implementation, and system integration in
the public sector, BCX brings with it service
design, informed decision-making and
service delivery excellence.
As such, the company is dedicated to

fulfilling the key digital outcomes outlined
by the government, which will enable the
state to deliver more effective and efficient
services to the people of South Africa.

Innovation

At a time when our country is experiencing
the devasting impact of the Covid-19
pandemic, BCX is heeding the call of our
President in working through it, together.
BCX has worked with the NICD and
National Department of Health to set
up an on-demand call centre to assist
with the overwhelming influx of queries
they are getting. The NICD and National
Department of Health urgently required
a means where the public could contact
them to ask any questions and report if they
were experiencing any of the coronavirus
symptoms.
NICD required a contact centre that had
the flexibility to expand at a moment’s
notice. The initial request was for five agents,
upped to 40 agents, and they expect growth
up to 300 agents to man the Covid-19
Call Centre. With the BCX Contact Centre
on Demand (CCOD) solution, NICD can
implement a contact centre within a very
short period of time (two days) and expand
at a moment’s notice. BCX is also offering
this as a mobile solution, which enables
agents and doctors to work from home, thus
facilitating easy upscaling of the workforce.
BCX CCOD offers NICD flexibility to grow
very quickly based on demand, has a simpleto-use interface, good voice quality over the
BCX Next Generation Voice Network, and
ensures the public will be able to reach an
available nurse or doctor on demand.
There is no doubt that public sector
entities have a mandate to improve
performance while managing costs more
efficiently, making BCX a partner of choice,
with a team of experts on hand who know
exactly how to do more with less.

Getting the most out of its technology
and people, BCX is focused on assisting
the government, delivering connectivity
and enabling digital services, such as
e-Government services.

Empowering South Africa

Fourth Industrial Revolution (4IR) technology
means South Africa’s government has many
more ways to make smart, strategic decisions,
and that this is where the real value lies for
public servants. Digital technologies provide
the public sector with new opportunities
and insights into understanding its
customers, the intricacies of South African
citizens, and their experience-related
problems.
Opening up lines of communication
between government officials and the
general public, new technologies are
empowering citizens by opening-up
lines of communication.
Staying ahead of the
technological curve is critical for the
government to stay agile in the face
of monumental change.
BCX’s aim is to ensure that both
the agency and its customers do
not fall behind and keep up with
the technological advancements by
enabling them to effectively leverage the
right technologies to take full advantage
of the 4IR.
Renesh Buldeo, managing
executive, BCX Digital

For more information contact us at:

www.bcx.co.za
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Going with the (data) flow
It has long been suggested
that government
implements a single data
lake of comprehensive
information, for all
departments to use as
required – but is such an
approach feasible?
BY: R O D N E Y W E I D E M A N N
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overnments across the globe,
including South Africa, have a duty
and obligation to offer effective
and efficient services to citizens, and the
rise in importance of ICT has created a
new platform for government to utilise in
its quest to improve on its efficiency and
effectiveness in service delivery.
One of the most prominent of the recent
technology concepts that has demonstrated
enormous potential for both private and
public sectors is big data. Therefore, it is
no surprise to learn that the South African
government is also interested in exploring
the concept of big data, based on the
logical premise that it holds the potential to
improve service delivery.
We spoke to Mark Walker, Associate Vice
President for South, East and West Africa at
the IDC, for his analysis of the pros and cons
of government attempting to break down
silos and create a more open flow of data
across various government entities.

“It is important to note that
there are very clear reasons
why government uses silos. It is
because different departments
have very different mandates.”
Mark Walker, IDC

Definite constraints
“While it is clear that government, in some
shape or form, owns the key information
about its citizens across each stage of
their life — from birth certificates to ID
numbers, and from marriage certificates to
your personal tax number — obviously, the
data associated with each of these issues
is highly compartmentalised. There are
very valid reasons for this, since it is crucial
that government protects the individual’s
privacy and thus ensures the data is properly
secured,” says Walker.

“Remember too that when private data
like this is consolidated anywhere, such data
sources can easily be misused from a state
surveillance or intelligence perspective.
Therefore, the first challenge is that unless
you have really strong oversight, there will
inevitably be complications relating to the
information’s security.”
Since the state, within the relevant
circumstances, is allowed to monitor
communications and intercept

conversations, as long as there is a purpose,
he explains, security and privacy concerns
are the critical issues that have to underpin
every other decision taken with regard to
data. This includes issues such as who is
using it and why, and whether this use is for
the common good.
“On the positive side, with the judicious
application of data science and AI in an
environment where access to data is strictly
controlled, algorithm-driven platforms can
H2 2020
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be used to collect and analyse data in order
to see patterns emerging. This information
can be leveraged to address key challenges,
such as the climate, the economy or genderbased violence (GBV).”
“The correct application turns this type of
decision making into less gut feel and more
hard data–driven. The aim here is to be
able to feed the most relevant information
to policymakers, while also aiming for
outcomes at the operational and tactical
H2 2020

level that are beneficial to the majority of
people, without negatively affecting other
parts of population.”

Silos – yes or no?
The true six million-dollar question, continues
Walker, is if we can break the various silos and
secure all this disparate data for use by the
entire public sector.
“It is important to note that there are
very clear reasons why government uses
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silos. It is because different departments
have very different mandates, so the data
they utilise is captured and applied in
different ways. It is vital not to fall into the
trap of thinking all data is the same – there
are many varied types, diverse granularities
and so on.
“Personally, I don’t think it is possible to
break these silos easily. A better way would
be for each department to capture, store
and secure the data for their own use, and
then share this with other departments as
needed. Essentially, it would be impossible to
have a SITA of data, where it is all collected
in one large data lake and drawn on by
individual government entities as required.”
Walker says that in other words, it may be
possible to collect and disseminate certain
large stores of data, but this would certainly
have to be done for a very specific purpose,
such as National Intelligence. In essence, he
continues, every time one department needs
information from another, it would need to
request it, motivate reasons why and follow
the necessary processes to obtain it. After
all, when one applies for a bank loan, there
is an entire process that must be undertaken
every single time, because the data itself
changes all the time.
“Remember that it is dangerous to have a
vast lake of private information in one place
to start with. Then, to enable access to it for
multiple people, opens the door to potential
problems. It only takes one hack to break
things, and the weakest link in any data set
is the employee,” he says.
Of course, there are ways to utilise
aggregated data to which analytics can be
applied, and this is all regulated by the PoPI

“Remember that it is
dangerous to have a vast lake
of private information in one
place to start with.”
Mark Walker, IDC

Act, so there are certainly opportunities
for government departments to utilise this
approach instead.
“Ultimately, it’s easy to talk of a single
data lake, but privacy and security concerns
mean that this is unlikely – what is needed
instead is for government to apply its mind
and ask how it can become more relevant,

but at the same time less intrusive in the
lives of its citizens. While some nations
may have gotten this concept right, at
present I think something like this is far
too ambitious an idea when we are living
in a country where government is still
struggling to provide comprehensive basic
connectivity,” concludes Walker.”
H2 2020
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BEYOND COVID-19

Mthoko
Mncwabe,
CIO at
ACSA

In a post-pandemic
world, it’s important
that the public sector
shares experiences
with one another, to
enable a broader scale
of improvement and
development across
government.
BY: R O D N E Y W E I D E M A N N
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The post-Covid-19
public sector
H2 2020

here can be little doubt that the arrival
of the Covid-19 pandemic on South
African shores created plenty of
challenges and difficulties, and its longerterm effects are likely to create additional
problems. This points to the need for certain
things to have to change, going forward.
What is critical is for the public sector to
ensure is that the pandemic not only doesn’t
affect service delivery but improves it. It
needs to draw from the lessons learned this
year, in order to assist it in moving forward
into 2021.
According to Mthoko Mncwabe, CIO at
ACSA, there are certain changes expected of
government entities that are directly tied to
the impacts of the virus.
“As part of the response to the Covid-19
pandemic, public sector CIOs are now expected
to reduce IT budgets by a minimum of between
20% and 35% for the financial year. Moreover,
with digitisation at the forefront at ACSA,
we have begun to reprioritise corporate and
business IT initiatives, while at the same time
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embracing a multipronged cost optimisation
framework,” he says.
“Furthermore, we have started looking
into partnering with cloud providers to
enable us to be in a position to rapidly scale
our workload capabilities with appropriate
management, security and access controls
in place. This should allow us to reduce
support and maintenance costs and physical
infrastructure, such as datacentre space and
heating, ventilation and air-conditioning.”
Mncwabe points out that ACSA has also
placed a moratorium on hardware refreshes
for a minimum of six to 12 months and has
procured additional support and maintenance
from existing datacentre vendors across
the entire hardware stack. This includes
server, storage and network, and is aimed at
enabling the organisation to keep its baseline
cost stable in the short term.
“At a national level, ACSA has also
recognised the importance of beginning to
collaborate more frequently with other entities
and government departments, in order to
more effectively leverage economies of scale.”
Asked whether he thinks the next year or
two will see things being much different to
2020, he suggests that as far as the travel
industry goes, the International Association
of Travel Agents (IATA) has indicated that it
will likely take the industry as a whole some
four to six years before it recovers to preCovid numbers.
“When it comes to fixing much of the
impact the coronavirus has had on the public
sector as a whole, and whether there is a
way to ensure the impacts of the disease
do not affect service delivery negatively,
but rather improve it, I would have to say
that I think there is no silver bullet for this.
Service delivery will be impacted, specifically

“Service delivery will be impacted,
specifically in our industry, where we have
reduced our operational cost by 32%”
Mthoko Mncwabe, ACSA

in our industry, where we have reduced our
operational cost by 32%,” states Mncwabe.
“The impact of the pandemic will also
reverberate into the future. As IT leaders,
we can take action now to understand how
Covid-19 has changed the future of work,
and to ensure our organisations are wellpositioned to come out of the other end of
this crisis stronger.”
To this end, he explains that ACSA is
shifting from designing for efficiency to
designing for resilience. In addition, the
company has been focusing on streamlining
roles, supply chains and workflows.
“It is worth noting that the pandemic has
definitely played a key role in accelerating a
trend that was expected to grow much more
slowly over the next decade – namely that the
demand for remote working would increase,
driven by Generation Z.
“It was predicted that, by 2030, the demand
for remote work would have increased by 30%,
due to a stronger preference for this type of
work from the younger generations entering
the workforce. The Covid-19 pandemic has
accelerated this trend, forcing many public
organisations to move a large proportion, if

not all, of their workforce to remote work,
very rapidly.”
What we are seeing now as the country
adapts to Level One of the lockdown,
he continues, is that many public sector
employees have expressed interest in wanting
to work remotely much more regularly than
they did prior to the pandemic. ACSA’s own
CFO is interested in increasing remote work
after the pandemic, for the purposes of cost
optimisation, specifically in regard to reducing
the facilities required for on-site employees.
“There have certainly been some key
lessons learned during the pandemic, and
it is important that public sector entities
share their experiences with one another, to
enable a broader scale of improvement and
development across government. My view
is that at a national level, our government
has not been as good as it could have been
in sharing the lessons learned. It is for this
reason that the Public Sector ICT Forum
continues to push this agenda – our ultimate
goal is to make sure that we come out the
other side of the pandemic with a more
connected and integrated government,” he
concludes.
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Government CIOs need to find POPI Act
common ground
Unless government CIOs adopt a
common approach to preparing for
the PoPI Act, South Africa’s various
government departments will have a
variety of approaches to the protection
of personal information.
BY: A D M I R E M OYO

T

hat’s the word from legal experts after
the commencement of the data privacy
law in July this year. However, South
African organisations have been given a oneyear grace period to comply with the law.
The purpose of the law is to ensure all
South African institutions conduct themselves
in a responsible manner when collecting,
processing, storing and sharing another
entity’s personal information by holding
them accountable should they abuse or
compromise personal information in any way.
When the PoPI Act (PoPIA) is in force,
businesses that don’t comply, regardless of
whether it’s intentional or accidental, can face
severe penalties. The Act makes provision
for fines of up to R10 million and a jail
sentence of up to 10 years, depending on the
seriousness of the breach.
Lucien Pierce, partner at Phukubje Pierce
Masithela Attorneys, is of the view that there
are a number of reasons for government CIOs
to come together before PoPIA is effective.
H2 2020

Lucien Pierce,
Phukubje
Pierce Masithela
Attorneys

“If one considers various government
policies and discussion papers, such as
the National e-Government Strategy and
Roadmap 2017, it is clear that government
wants to develop and enhance online
methods of providing services to the public,”
says Pierce.
“But, unless government CIOs adopt
a common approach to preparing for
PoPIA, South Africa’s various government

departments will have a variety of
approaches to the protection of personal
information, using varied standards.”
He believes this will result in
inconsistencies and problems when these
various government departments eventually
interface with whatever government-tocitizen portal the government creates.
“A common and agreed approach will
ensure that PoPIA is applied consistently
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across all government departments, will avoid
disparate approaches and standards, and
can leverage economies of scale, thus avoid
replicating the cost of implementing PoPIA in
each department.
“It would, therefore, be prudent for
government CIOs to come together in a
common forum, for example the Government
Information Technology Officer’s Council
(GITOC), and adopt a standard approach to
implementing PoPIA,” Pierce notes.

Demonstrating accountability
Pria Chetty, director at law firm EndCode,
says on the top of the list for government
CIOs would be the governance structures
to demonstrate accountability and
responsibility for the obligations that PoPIA
places on the organisation.
She notes that in addition to a review
of organisational practices of processing
personal information, PoPIA places a
spotlight on third-party service providers
that process personal information on their
behalf.
“Contracts with these service providers
will need to be reviewed to understand as
a matter of priority, existing information
security safeguards, breach notification
obligations and the compatibility of the
service providers privacy laws with PoPIA.”
According to Chetty, currently,
government CIOs are being called on
to demonstrate innovation in service
delivery, including utilisation of digitised
and automated processes and how the
department will adapt to the fourth
industrial revolution.
“Digital innovation must be banded with
diligent assessments of privacy implications
for citizens and how these will be addressed.”

“It would, therefore, be prudent for government CIOs to
come together in a common forum, for example GITOC, and
adopt a standard approach to implementing PoPIA.”
Lucien Pierce, Phukubje Pierce Masithela Attorneys

She is of the view that PoPIA brings a
new level of transparency to information
governance and information security
incidents.
In the current state, Chetty explains,
several government departments are at risk
of exposing poor or outdated information
security and information privacy practices.
“With this is the exposure of South African
society including children to various forms
of exploitation arising from unauthorised
access to personal information held by
government departments. Government
CIOs must see the enactment of PoPIA as
providing that incontrovertible reason and
much needed stimulus to bolster information
security and privacy practices, shielding
society on the one hand and defending
government assets and integrity on the
other.”
Pierce urges that it is important to
remember that, generally, matters move
more slowly in government and with less
than a year left before PoPIA’s one year
‘grace period’ ends, they do not have much
time left to ensure that their departments
are compliant.

“In my view, the quickest and most
cost-effective way for government CIOs to
prepare for and comply with PoPIA is to
adopt a common approach and apply that
approach consistently across government.
“In my experience, organisations such
as government departments, sometimes
employing thousands of people, need about
a year to properly implement PoPIA.
“The longer government departments take
to start their compliance programmes, the
more likely they are to implement it under
pressure, resulting in poor execution and
exorbitant costs. There’s no better time for
them to start their compliance programmes,
than now.”
Concluding, Chetty says: “Government
departments must start with bringing
various roles together to agree on an
organisation-wide approach to the
protection of personal information.
“Simulations, audits and reviews show
that gaps in policies and processes within
the department, including how the various
roles should collaborate and cooperate in
responding to cyber threats and incidents, is
a glaring vulnerability.”
H2 2020
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The efficiency challenge

With a pandemic-driven lockdown changing the way government works, has
it been able to maintain, or even increase, its levels of efficiency to improve its
service delivery?
BY: R O D N E Y W E I D E M A N N

T

he South African public service is
renowned for having adopted the
Batho Pele principles, stating that its
vision is of ‘a better life for all citizens, by
putting people first’. This demonstrates that
the role of the state is vital in improving the
lives of its people, and this function becomes
even more critical during times of upheaval
and instability.
When the Covid-19 pandemic reached local
shores, the question arose: ‘What should be
the role of the state and how will the state
respond?’ The answer to the latter question
was by instituting a strict lockdown that
– while now at Level One – still remains in
place, many months later.
This initial lockdown created a massive
scramble for both public and private sector
organisations to ensure employees could
work from home. The real concern facing
South African citizens was whether public
sector efficiencies – not terribly strong even
before the advent of the virus – would fall
even further during the remote working
period, reducing government services to a
shadow of their former selves.
Speaking earlier this year, Public Service
and Administration Minister, Senzo Mchunu,
said that the reason for the strict lockdown
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Senzo Mchunu,
Minister of Public
Service and
Administration

was to protect the citizens against infection
by Covid-19, with government pledged to
mitigate the harsh effects on the people,
while also supporting the economy during a
time when restricted movement is necessary.

“The Covid-19 virus invaded South Africa at
a time when government was hard at work
to revive a declining economy, fight poverty
and hunger and improve the living conditions
of our people. In the past, we have endured a

Advertorial

Back-end infrastructure the
key to delivering e-services
The public sector has always been a big consumer of IT services, and
adoption of new technologies, albeit slow, continues to grow.

W

e should, in future, see an increase
in the delivery of government-tocitizen (G2C) e-services ranging
from telemedicine and e-education to public
services like identity-document applications
or the renewal of a driving licence.
Vino Govender, DFA executive for
strategy, mergers and acquisitions, and
innovation, points out that the advent
of COVID-19 has helped to accelerate
the implementation of G2C services. The
demand for such services has existed for
some time, he says, but necessity has
helped to speed it up. With lockdown
measures that brought physical gatherings
and interactions to a halt, both the public
and private sectors accelerated their digital
initiatives.
“On the back of this acceleration, we’ve
also seen the implementation of various
new policies related to the ratification,
implementation, and prioritisation of
projects and budgets. This is all about
ensuring not only that the infrastructure is
in place but also that the policies governing
this are, so that these services can be
pushed out rapidly to citizens,” he says.
The importance of public–private
partnerships (PPPs) has also been
accentuated during this time. After all,
states Govender, the private players can
bring skills, capacity, and financial resources
to bear to ensure that there is continuity
in infrastructure, that critical enablers are
maintained, and that the required uptime is
delivered.

“PPPs require a conducive environment
where the interests of all stakeholders are
managed. Think of the situation where we
found we were running out of spectrum
capacity. Government was juggling
spectrum and policy, the networks brought
capacity, capability, and skills, and the
infrastructure providers brought the backend infrastructure and backhaul.
“A big help has been the Internet of
Things (IoT) because it offers predictability.
Take, for example, a public hand-sanitiser
dispenser: when it is running low, a signal
can be sent to ensure it is replaced in
time. Another instance would be sensors
mounted on garbage bin lids that can
inform the waste management department
when they are full. Collecting only full bins
improves efficiency and should require
fewer shift workers so that social distancing
can be more easily maintained.”
Government is a key customer as far
as DFA is concerned, so the company
remains highly focused on this sector
and has already delivered connectivity to
several hospitals and clinics and has built
and maintained municipal fibre networks.
Working closely with the public sector is
clearly part of the company’s DNA.
“Going forward, we see an increased
demand for our services from the country
as a whole, which is one reason we are
involved in the SA Connect project. We
understand that, for people to access
government services, they will need
connectivity. Moreover, we are aware that

For more information on our state-of-the-art wholesale
connectivity, visit www.dfafrica.co.za.

Vino Govender, DFA

what lies at the back of any access network
– whether fibre, Wi-Fi, microwave, or
something else – is the need for resilient,
high-speed, reliable infrastructure.
“As government continues to digitalize
and its digital services increase, so I expect
the demand on our network to increase. To
this end, DFA is focusing on foundational
infrastructure and the backhaul capacity
required to service the needs of citizens
wanting to access e-services. This, in turn,
means expanding our networks beyond the
metros and also increasing our investment
in our long-haul networks,” he concludes.
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number of challenges, including TB and HIV,
but this disease is more daunting, as there
are so many unknowns about this virus. The
current position we find ourselves in will test
the capability of the state to the maximum,”
he says.
“To this end, government encourages those
employees who can work remotely from their
homes to do so. Departments, meanwhile, are
urged to strengthen capabilities by ensuring
that employees have the necessary resources
for remote working and are productively
utilised, while at the same time implementing
a budget consolidation strategy and
improving spending efficiency.”

Driving efficiencies
Asked about some of the impacts of Covid-19
on the public sector, SALGA’s Moses Msizi
explains that a critical negative impact has
been its effect on service providers. Public
sector and SME service provider relationships,
he says, have long been the backbone of public
sector services. However, the nature of the
lockdown has meant these SMEs have mostly
had to downsize operations, making it difficult
to compete with more well-established and
better funded larger organisations, touting
services and solutions that further marginalise
these small businesses.
“While this has negatively impacted
government efficiencies, on the IT side,
technologies have been adopted or put into
greater use to ensure that efficiency can
be maintained, despite most employees
working from home. The most tangible and
effective technology would, I think, have
to be video conferencing. The efficiency
created by the use of this well-established
communication tool has been significant,”
states Msizi.
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“The reality is that with effective time management,
working remotely is rewarding, effective and can ultimately
realise a better sense of self-being.”
Moses Msizi, SALGA

“For one thing, it has reduced operational
costs, by eliminating travel and associated
expenses, such as accommodation and
per diem grants, but it has also boosted
the efficiency of public servants’ time
management.”
Moreover, he adds, as an established
technology, implementation costs were not
that high and the use of videoconferencing
tools, when coupled to the imminent rollout
of the proposed national 5G network, can only
bode well for collaboration with the added
benefit of further cost reduction.
But what of the fact that many government
employees would not have utilised such tools
before – would this not increase inefficiencies
and costs?
“Thanks to hands-on training, coupled
with mobile collaboration apps and access to
YouTube and Facebook videos, most public
servants actually received really efficient
training. Cost is less well-defined, as the
provision of network services for those
employees working from home – particularly
suburbs with poor network latency and
cloud/server access – would have incurred
higher costs to operate.”

Asked whether he feels that – now that
most workers are far more comfortable
with such an approach – the public sector
is reaping increasing cost and productivity
efficiencies, Msizi indicates that SITA
certainly believes so, as there are clear
implementation plans afoot to increasingly
leverage these useful technologies.
“Perhaps the biggest lesson learned by
government during this crisis has been the
fact that working from home has always
been perceived as casual, unprofessional
and unproductive. However, the reality
is that with effective time management,
working remotely is rewarding, effective
and can ultimately realise a better sense of
self-being.
“The biggest challenge still facing
government is whether or not, having
discovered the benefits, efficiencies and
better productivity of these new tools, the
public sector can strike an appropriate
balance between the need for improved cost
savings, especially in the current economy,
and the desire to improve efficiencies. I
believe that with hard work and effective
planning, we can,” he concludes.
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Combining assets
with alliances for ICT
capability
MTN has forged solid alliances to enable
customer-centric solutions

W

ith the Covid-19 pandemic
forcing organisations of
all sizes to kick their digital
transformation strategies into high
gear, service providers with the
capabilities to offer a full digital
platform have been increasingly in
demand. Sudipto Moitra, MTN’s general
manager for ICT in its Enterprise
Business Unit, says that the company’s
partnerships have enabled it to tailor
solutions to meet customer needs.
“Every segment is different, and each
has different requirements. The needs of
the public sector are different to those
in the large enterprise space, and their
needs are very different to those of
SMMEs. We have created a strategy that
allows us to combine existing assets with
appropriate partners in order to provide
tailored end-to-end solutions for our
clients,” he explains.
With connectivity forming the nucleus
of MTN’s ICT offering, the company is
actively growing its footprint, partnering
with industry leaders to provide best of
breed technology solutions. “We partner
with the best of the best, but remain
agnostic because our customer-centric
approach means there is no one-size-

fits-all solution. We have invested
heavily in bringing on board the best
technologies available from OEMs, and
will continue to grow these partnerships.”
Moitra adds that MTN is already
gearing for SaaS, IoT, AI and other
future technologies, and as the network,
the data centre and the cloud continue
to converge, the company will leverage
its partnerships to grow its capabilities
up the stack. “We can no longer view
one technology in isolation. Each is a
vital part of the entire ecosystem. The
convergence of our telco assets and ICT
alliances allows us to offer customers
a full solution, whatever their particular
needs are.”
For example, challenges such as data
privacy requirements and wasteful
expenditure are hindering transformation
in the public sector in some instances.
MTN can provide solutions to help public
sector organisations overcome these,
leveraging its partnerships with the likes
of Microsoft, Huawei and Cisco to provide
localised, aggregated offerings.
MTN has partnered with Microsoft to
bundle connectivity with productivity
applications, which are in high demand
post-Covid. MTN is also looking at Azure

Sudipto Moitra, GM ICT,
MTN Business

with First Distribution as a partner to
enable customers in their move to the
public cloud. The company has similarly
partnered with Huawei in the cloud space.
The relationship MTN has with Huawei
is a highly strategic one as MTN uses
Huawei infrastructure within its own
backbone environment. In fact, MTN
partnered with the Chinese technology
giant to build the data centre for Huawei’s
Cloud infrastructure in Centurion.
“Huawei is not just about networking,”
explains Moitra. “It’s an established player
in the cloud space. We have become a
Huawei public cloud reseller and are
working closely with them to enhance our
AI and IoT offerings.”
Another long-term OEM partner is
Cisco. MTN has invested heavily into Cisco
technologies such as Meraki and Viptela,
and leverages this partnership to assist
customers in distributed environments.
“As technologies converge and
organisations continue to transform,
we need to ensure that we can offer
customers solutions that will meet all of
their requirements. Having solid alliances
is key to this, enabling us to achieve our
vision of offering end-to-end, customised,
future-proof solutions,” Moitra concludes.

For more information on how MTN can co-create
solutions for your organisation, send an email to
mtnbusiness.marketing@mtn.com
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With connectivity, you won’t
need textbooks to learn
Imagine a world where every child in
South Africa can have a brighter
future because they have access to
empowering educational resources.
Connecting learners to the services they need
is now easier, with innovative information and
communication technologies. MTN Business is
in a prime position to partner with you to make
nationwide connectivity for education easier and
more effective. With MTN Business’ connectivity
solutions, we have the digital capabilities to enable you
to educate a new generation of learners.

MTN Business enables the public sector through:
• Managed Networks
• Unified Communications
• Cloud

• Cyber Security
• Internet of Things
• Mobile Solutions

For more information on how MTN can co-create solutions for your organisation,
send an email to mtnbusiness.marketing@mtn.com

