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Better communications equals
better service delivery
As a corporate citizen of South Africa, MTN Business understands the importance to the nation of
effective service delivery. The foundation for improving such delivery is to find a better way for
intra-departmental communication across the public sector. Our goal is therefore to partner with
government to implement the most efficient and cost-effective way of facilitating productive
communication between the critical, Social, Transport, Security and Economic government clusters.
Thanks to a unified communications offering that will foster increased collaboration and
understanding across government, productivity will be significantly increased, costs reduced, and
efficiencies increased. This will ensure that the public sector is well positioned to fulfil its most
critical mandate – rapid and effective service delivery.
MTN Business is the perfect partner for the public sector – we create the kind of connected
environments that serve as an enabler for greater productivity, increased efficiency and effective
service delivery to all citizens.
MTN Business enables the public sector through:
•
•
•
•
•
•

Managed Networks
Unified Communications
Cloud
Cyber Security
Internet of Things
Mobile Solutions

Call us on 083 123 1800.
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ustek is South Africa’s ICT

All of this culminates in Mustek being one of the
easiest and most professional distributors for
South African resellers to do business with. To
succeed at Digital Transformation Requires New

Supplier of Choice, through its approachable,

Business Strategies. Witness the advent of “digital

“can do’ attitude when assisting its resellers with

production,” the processing of data in a way that

product speciﬁcation and solution formulation, as

creates value and allows enterprises to provide

well as superior technical expertise, evidenced by
the high level of technical support and assistance
afforded to its resellers.

digital products and services. The foundation of
any successful digital transformation journey is a
powerful partnership, such as the long-standing

This strategy enables Mustek to offer its

one between Huawei and Mustek. Since 2010,

customers a perfect match for their technology

Mustek has been working with customers across

needs, whether driven by conﬁguration and
customisation requirements, or through tried and
trusted best industry practices and competitive
pricing (as is the case with the multinational
brands which Mustek distributes).

industries to provide the technology products,
solutions and services that enable them to
connect, innovate and transform. Founded in 1987,
Mustek’s position in the South African market
has been built on an unwavering commitment to

Unsurpassed product quality and
reliability at a competitive price point.
Culture of innovation: In 2016, Huawei invested
14.6% of its global revenues in research and
development. Over the past decade, research and
development investments total a staggering USD
45 billion.
Why Mustek?
Longest-standing Huawei distributor in South
Africa. Solid relationships that beneﬁt resellers
and end-customers – optimal solutions delivered
at the best price. A culture of ongoing learning
and skills development. The Huawei business unit
within Mustek holds 14 Huawei certiﬁcations and
always strive to remain ahead of the curve and
anticipate changing trends and customer needs.

Mustek’s position in the South African market

customer satisfaction, the development of some

has been built on an unwaivering commitment

of the most sought-after relationships in the

The Huawei business unit at Mustek employs some

to customer satisfaction, the development of

industry, adherence to stringent quality standards

of the brightest minds in the industry, representing

some of the most sought-after relationships in

and benchmarks as well as attracting and

a collective 65 years of industry experience. Ease

the international ICT market, adherence to the

retaining top talent. Huawei is Mustek’s primary

of doing business. Mustek is a customer-centric

most stringent international quality standards

enterprise technology partner a strategy based

organisation and always endeavours to deliver on

on three core pillars: Breadth and depth of the

its customers’ expectations

and benchmarks, and a stafﬁng policy that sees
it retaining staff that are trained and accredited to
The highest possible level.

Huawei portfolio: From SME to large enterprise
and public sector customers, Huawei solutions
cate for the full spectrum.
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CHAIRMAN’S NOTE

Be smart to outsmart
A

smart city is only as smart as its
cyber security infrastructure. And
herein lies the crux of the issue security is critical, not only for a smart city
to operate, but also for every municipality to
function efficiently.
So how do we ensure our frontline online
defence is on par and up to speed? Who is
responsible for this?
Is a municipality’s IT infrastructure the
gateway to causing harm on an even grander
scale? If it is, how do we then ensure we
can thwart both the criminal element and
hacktivist from gaining entry?
Looking at the law, are we adequately
protected? Will the Cyber Crimes bill be
sufficient?
According to Gauteng’s MEC for Treasury
and e-Government, cyber security has
to become a government imperative in
protecting citizens and the country from the
growing threat of cyber criminals.
Let us all be part of the process in ensuring
we are not the weakest link within our IT
infrastructure and, through IT, contribute

to a safe and secure smart city. In so doing,
we provide the structure that improves
engagement between government and
citizens, including businesses.
In this issue, we provide cyber tips for
municipalities because they could be an easy
target for cyber criminals.
We also look at how the public sector is
rising to the challenge and what needs to be
considered, not only at management level, but
also within the workforce.
And in creating a smart city, what change
management is required for acceptance?
It is imperative that cyber security is a
priority. With PoPI in the pipeline and GDPR
in effect, if we don’t protect the data of our
citizens, it will enable criminal elements to
abuse the data to the detriment of law-abiding
citizens.
It can also cause chaos on an even larger
scale should a municipality’s online assets
be breached. Services will be affected and
who knows what else may transpire from a
hack of this nature – both from a political and
economic nature.

Enjoy the read and let us continue to
engage!

Mandla Mkhwanazi
Chairman,
Public Sector ICT Forum
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By CHRISTIAN WIRTZ. EBU COO

Smart cities are undoubtedly
where the future is headed.
Still a nascent trend,
smart city technologies
are already transforming
the way municipalities
manage their everyday
operations and services all
over the world, and we’re
seeing the proliferation of
IoT technology in multiple
municipal use cases.

Christian Wirtz. EBU
COO

Smart cities have
to be secure by
design

However, the hundreds of thousands
of connected systems that are
being embedded in a city’s critical
infrastructures, while bringing increased
efficiencies, are opening up new
avenues for attack. Any network with
thousands of devices connected
to hundreds of applications, all of
which are talking to millions of others
worldwide, will be open to threats from
multiple types of attacks – whether that
network is an international organisation
operating in multiple countries, or a
smart city. The biggest difference is
that organisations build these types of
architectures with security in mind, but
many smart cities consider security too
late in the project development.
Balancing the promise of smart cities
against the potential of cyber risks,
and managing the associated risks
effectively, will be critical to realising the
potential of smart cities. IoT and other
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smart city technologies cannot only be
used to alleviate immediate issues, but
also allow leaders to use the data they
are collecting to become better informed
on how citizens live and interact with
their urban environments, informing
future plans.
For example, where they might
currently be using IoT sensors to
manage traffic congestion, officials
can use the data these generate to
plan and build better intersections or
roads in a particular area, permanently
easing congestion. Similarly, IoT sensors
can help architectural experts monitor
ageing infrastructures like roads,
bridges and tunnels. Helping structural
engineers detect deformation and
stress before visible damage like cracks
occur not only improves operational
efficiencies, but also provides insight
into how safe structures should be built.
We are already seeing the benefits of
IoT and smart city technologies in places
like Singapore, which is arguably the
most advanced smart city in the world.
Singapore boasts forward-thinking
infrastructure, smart transportation,
smart buildings, and even smart
underground pedestrian malls to reduce
the number of people crossing the road.
Similarly, Copenhagen and Abu Dhabi
have used IoT to solve existing problems

and plan for the future. IoT devices are
helping to develop a ‘Copenhagen for
tomorrow’ by monitoring local water
levels, reducing energy consumption
from outdoor lighting, optimising heating
systems in the city’s buildings and
improving garbage collection. The city of
Abu Dhabi has implemented a number of
IoT technologies across more than eight
verticals to align with the UAE Vision 2021,
creating innovative solutions in areas
such as the health of building structures,
air quality, smart parking, smart buildings
and street light management.
There are similar initiatives in many
other cities around the world, and the
rapid hyper-connectivity and digitisation
of cities will only keep accelerating.
Security must, therefore, be an integral
part of smart city governance, design,
and operations, not just an afterthought.
Cyber security and privacy
professionals need to engage
municipalities, architects, urban planners,
and design engineers, and all the other
stakeholders involved in the creation
of smart cities. The effects of a cyber
attack on a smart city could be far more
detrimental than a breach of a company.
Not only could a cyber incident lead to
potential data loss and financial losses,
but disruption of crucial city services
and infrastructure in health care,

Call us on 083 123 1800.

transportation, law enforcement, power
and utilities, and residential services can
potentially lead to loss of life.
And these threats aren’t a consideration
for the future – attacks against smart
cities are already happening. In March
2018, the city of Atlanta faced a
ransomware attack that hit some of its
customer-facing applications. At one
point, the city had to shut down its free
WiFi network at the Hartsfield-Jackson
Airport as a precautionary measure. The
attack hit five out of 13 city departments,
and it took the city weeks to get back to
normal operations.
As physical and digital infrastructure
continues to converge, interoperability
and interconnectedness between city
systems and data will only improve. The
security goals of a smart city should
thus include the security of data as well
as ensure the safety and resilience of
systems and processes.
The hype surrounding smart cities
may be focused on IoT and the sensors
that can supply endless streams of
data, but security must be an integral
consideration in the building of these
systems. Once these fundamentals are
in place, city officials can focus on how
they plan to process the information
being generated by citizens and sensors
and generate actionable insight. n
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A SMART CITY
NEEDS SMART
CITIZENS
BY THOMAS MANGWIRO, PUBLIC SECTOR CYBER SECURITY
EXPERT AT MIMECAST

A

ccording to the World Economic Forum,
Africa’s population will double by 2050,
with more than 80% of this growth
expected to be in cities. To accommodate
this rapid growth and still ensure effective
service delivery, cities will need to look at new
models for urban development. The concept
of smart cities, which uses sensors and other
technologies to digitise and manage city
assets and resources more effectively, has
gained momentum as a possible solution to
better urban planning and service delivery.
Smart cities use sensors embedded in
critical infrastructure to monitor asset health
and proactively maintain and repair issues.
Smart cities also offer a range of digital
services in an effort to offer a positive citizen
experience. But this digitisation carries
immense risk. As more of a city’s resources
and systems are digitised, cyber criminals
have sight of growing pools of sensitive data
that can be accessed, stolen and exploited
for profit.
This can create immense disruption in
the lives of citizens while also eroding trust
between the city and its constituents. We’ve
already seen the disruption that is caused
when hackers breach public sector systems: in
July, Johannesburg’s City Power fell victim to a
ransomware attack that locked out customers’

access to payments, purchases and other
digital services.
Ransomware is only one attack type: cyber
criminals often create fake websites that
emulate e-government services, and dupe
unsuspecting citizens into divulging sensitive
personal or financial information such as their
login credentials. This information is used by
attackers to commit fraud or is sold on the
dark web.
In many cases, citizens interacting with
compromised or fraudulent systems will also
inadvertently download malware to their
PCs, tablets or smartphones, which is used
for crypto-jacking, malvertising and botnets.
And it’s not only citizens: city employees can
quickly compromise the security and integrity
of their IT systems and put large pools of
citizen and city data at risk by engaging in
unsafe online behaviour.
How can cities protect against the rising
tide of cyber crime? Building greater cyber
security awareness among citizens and
employees is possibly the single most
effective measure to protecting ourselves.
Studies suggest as much as 95% of all
security breaches involve human error.
Cities should, therefore, prioritise ongoing
and regular cyber security awareness training
to equip staff with the knowledge of how to

info@mimecast.com | +27 (0) 11 722 3700
www.mimecast.com

spot cyber risks and how to avoid engaging
in risky behaviour. This awareness training
should form part of a broader cyber resilience
strategy that puts comprehensive security
controls in place to detect and prevent cyber
threats, provides business continuity tools
to maintain uptime during a cyber attack,
and automated backup and recovery tools to
quickly restore access to critical systems after
a successful attack.
Great care should also be taken in building
constant awareness of emerging cyber threats
among citizens. Cape Town, for example, has
shown what is possible in terms of citizen
education when it successfully mobilised
its more than three million citizens during
the recent drought. The rising tide of cyber
threats, if left unchecked, could pose a risk as
severe and immediate as Day Zero did.
Citizens and city employees can go a long
way to protect themselves against risky online
behaviour by avoiding four common bad
habits, namely:
• Opening emails from people they don’t
know;
• Clicking on links without first validating their
authenticity;
• Carelessly opening attachments; and
• Using work devices for risky personal
activities.
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Plugging
the gaps
The Utopian smart city
requires more than just
bold proclamations; project
leaders must protect
against cyber attacks as
early as the planning and
development stages.
B Y: S IMNIK IWE MZEKANDABA

I

n his State of the Nation Address to officially
mark the opening of South Africa’s sixth
democratically elected Parliament this year,
President Cyril Ramaphosa told the nation about
his dream of a new South African city driven by
smart technologies.
“Has the time not arrived to build a new smart
city founded on the technologies of the Fourth
Industrial Revolution?” Ramaphosa asked.
“I would like to invite South Africans to begin
imagining this prospect.”
The concept of smart cities isn’t new to South
Africa, with the country having had numerous
projects that have elements of smartness within
them, albeit uncoordinated. The idea, most
times, is driven by the way the world is moving
as well as improving civic life and service
delivery.
H2 2019

BILL FINNERTY,
Gartner
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Similarly, across the African continent, there
has been an increased drive to deploy smart
city initiatives, whether it’s intelligent street
lights, internet-connected surveillance cameras,
sensors, and WiFi access points, to name but a
few. Rwanda’s capital city Kigali is often billed as
the leader of the smart city agenda in the region.
Further evidence that the era of the connected
city has fully arrived on the continent is from
research and advisory firm Gartner’s 2019
ICT Hype Cycle, which identifies smart city
frameworks as one of the three technologies
that will have a transformational impact on
businesses in Africa within the next 10 years.
However, key to this smart city framework
agenda is cyber security, which often seems
to be on the back burner when it comes to the

Cities not only need to take adequate
measures to secure the data in their
possession, they also need to consider the
ethical uses of that data and the individual’s
privacy. City leaders, at the political and
administrative levels, must keep cyber
security as a priority.”
Bill Finnerty, Gartner

planning, development and building stages of
the smart city, especially given that research
has found that cyber criminals see smart city
implementations as easy targets.

Hackers’ hotspot
The Forrester Research report, titled ‘Making
Smart Cities Safe And Secure: Building
Secure And Resilient Digital Systems To
Serve Citizens’, says while the rapid adoption
of smart city technology is transforming
government operations and citizen services,
these highly connected systems, combined
with hackers’ interest in compromising them
for political and economic purposes, are more
vulnerable than ever.
The research report goes on to highlight
that cyber attacks against smart city
implementations are on the rise, and lists
a number of reasons as to why these are
successful. These are:
• Cyber criminals can take advantage of blind
spots.
• It’s easy for cyber criminals to locate
connected smart city devices.
• It may be impossible to reduce the risks to
outdated legacy city systems.
• Insiders don’t need much technical skill to
cause harm.
Bill Finnerty, senior director analyst at Gartner,
notes that cyber security threats to smart cities
are numerous.
Says Finnerty: “The merging of information
technology with operational technology opens
up areas that were once considered safe,
because of ‘air gaps’ in the network, to new
vulnerabilities. IoT security is less mature than
other areas of cyber security.
“Many devices are built with speed and
cost as priorities and a lack of mature security
practices to harden them. Ransomware attacks,
data breaches and denial of service attacks, as
H2 2019
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Partnering with governments
to achieve service delivery
commitments

O

ne of the factors underlying South
Africa’s increasing service delivery
protests is the frustration caused by
what one might call the ‘expectations gap’,
says Richard Msweli, Group Public Sector
Executive, Adapt IT.
“Communities want a quick response
to their issues whereas the government
finds it challenging to meet the needs
of all of its citizens,” he argues. “This
realisation prompts a discussion on the
role of technology in providing solutions
that will improve service delivery and
whether technology alone can resolve
all challenges faced by public service
institutions.”
Adapt IT has years of experience
providing services in the South African
Public Sector. The sector meets most of its
community service delivery expectations
through the implementation of projects.
One of the key challenges the public
sector experiences is the ability to ensure
that project goals are aligned to the
delivery strategy.
While there are plenty of technology
solutions to this government challenge,
many of them achieve suboptimal results
due to a fragmented implementation
approach. Globally, public sector
departments have deployed integrated
project management solutions such as
the Enterprise Project Management Office
(EPMO) to align projects to strategy.
The statistics from Project Management
Institution (PMI) demonstrate that

organisations that have adopted EPMOs
experience 33% lower project failure rate
in comparison to those that don’t.
An EPMO creates a central project
office to provide guidance across silos and
agencies, develop standardised processes
and introduce project management best
practices. It helps to identify the necessary
human resources and define roles and
responsibilities. By providing a big-picture
view, it also supports the prioritisation of
projects. “Taking the strategic approach
definitely pays big dividends,” Msweli says.
AdaptIT, with its combination of
consulting and ICT expertise, continues
to implement EPMO for both corporate
and government entities. As always, cost
is a consideration. Msweli says that, as
a rule of thumb, an EPMO accounts for
under 1% of the capital cost of a typical
infrastructure project – a highly costeffective way to increase the chances of
success to such a degree.

The right architecture
“The EPMO is one area in which the public
sector can benefit from the experience of
the private sector,” says Msweli. Another
area is the use of technology tools to
optimise enterprise architecture to bridge
the gap between strategy and execution.
The pace and complexity of business
has increased dramatically, and rapid
transformation has become important. To
transform successfully once is rare, but
doing so many times is rarer still, and these

Richard Msweli, AdaptIT
tools were developed to respond to these
challenges.
One of the key challenges of successful
business transformation is change
management as most people view change
negatively. Tools such as these can help
promote collaboration and ensure that
the change takes root. In Msweli’s view,
change management is the make or break
for any project. “When one considers
the role of technology in modern
governments more broadly, it’s essential
to make the point that technology and
consulting providers need to take the
long-term view. That means ensuring that
the solutions they propose are aligned with
the way the world is moving. Government
is for us all, we therefore have a moral
obligation as technology partners to
provide solutions that ensure progress and
success for all,” he concludes. n

www.adaptit.co.za
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examples, all pose risks to government networks
and systems.”

Security first
In South Africa, for example, there has been a
rise in attacks on critical public infrastructure and
public service providers. In July, City Power, the
City of Johannesburg’s electricity utility, was
hit by a ransomware attack that encrypted its
databases, applications and network.
Meanwhile, in May 2018, South Africans
suffered a massive data leak, which resulted
in close to a million personal records being
exposed. This was after another mega leak in
October 2017 that saw personal information of
over 30 million South Africans compromised.
Although South Africa’s data breaches may
not be classified as smart city cyber attacks,
they were still attacks on key infrastructure that
inhibited some city functions, particularly in the
case of the City Power attack.
Speaking about the importance of cyber
security being a key element in the development
stages of the smart city, Finnerty says for smart
cities to become part of everyday life, they have
to work seamlessly in visitors’ and residents’ lives.

Any disruption, especially a cyber security
breach, will have a significant negative impact
on people in the city, he emphasises.
“Take, for instance, the ransomware attacks
that have impacted many governments
globally. If a city has implemented smart
solutions for water, traffic, public services,
transportation and public safety and those
systems cannot function for days or weeks,
that city would experience a catastrophe, with
impacts equivalent to that of major natural
disasters. Lives could be lost, commerce would
be obstructed, the reputations of those in public
office will be severely damaged and trust in the
government will be lost.
“Cities not only need to take adequate
measures to secure the data in their possession,
they also need to consider the ethical uses
of that data and the individual’s privacy. City
leaders, at the political and administrative levels,
must keep cyber security as a priority.
“They need to insist that security practices
be embedded in procurement, design,
development, testing and implementation of
solutions. They need to ensure that external
security assessments and audits are performed

Many governments
struggle with maintaining
existing infrastructure,
and adding smart city
infrastructure to that
portfolio could lead to
additional stress.”
Bill Finnerty, Gartner

regularly and that the government has a plan
and the resources to swiftly mitigate any risks
discovered. Failure to do so could be considered
professional negligence.”

Standardised approach
According to Forrester, cities are becoming
smarter, whether we like it or not, and it’s up
to the CISO to ensure security is core to these
digital smart city initiatives.
Finnerty advises smart city leaders take a
risk-based approach to securing their smart
cities.
“The reliability of the solutions in place need
to be implemented with resiliency as a primary
driver. Based on the risk profile of the solution,
they must be built with redundancy, physical
security, cyber security and the product’s
lifecycle in mind. Many governments struggle
with maintaining existing infrastructure, and
adding smart city infrastructure to that portfolio
could lead to additional stress.
“Governments should consider XaaS solutions
for their platforms, IoT devices and data needs
as a means to mitigate risks such as underresourced departments and skills gaps related to
IoT and cyber security.”
He adds that as the smart city evolves, the
standards needed for the connected systems
also need to evolve.
Finnerty goes on to say the ITU, ISO, IEEE all
have initiatives to develop smart city standards.
“There are also a number of national standards
organisations such as NIST in the US, AENOR in
Spain and Standards Australia that are building
smart city standards in conjunction with the
aforementioned groups.
“Cities need to evaluate these standards to
understand where they fit in their smart city
strategy. Standardisation can prevent vendor
lock-in, promote interoperability and support
data-sharing initiatives,” he concludes.
H2 2019
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Who does
what?
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Cyber security has to become a government imperative
in protecting citizens and the country from the growing
threat of cyber criminals. But where does it fit?
BY: TAMS IN OXFOR D

I

t’s a conversation that’s comfortably held
in business boardrooms and IT forums, but
cyber security remains a vaguely amorphous
discussion when it comes to the public sector.
There’s little clarity around which departments
and individuals are responsible for cyber security
across the different levels of government, and
those departments allocated the role or the title
seem to be either broken or disinterested, at best.
In her budget speech earlier this year, the
Minister of State Security, Ayanda Dlodlo,
highlighted that a 2018 study conducted by the
University of the Western Cape confirmed that,
among those studied, South Africa is one of the
10 most vulnerable countries on the globe at risk
to cyber attacks.
There remain questions around where
responsibilities and accountability lie, where

With the increased focus on governance
and compliance worldwide, the public sector
would be well advised to be guided by the
King Codes on Corporate Governance. These
specify that ICT governance belongs at
board level.”
David Loxton, Africa Forensics and Cyber

cyber security sits across local, provincial and
national levels, and what this all means in
light of the upcoming Protection of Personal
Information (PoPI) Act.
“At a strategic layer, the State Security
Agency is responsible for cyber security from
an intelligence point of view. It also provides
an overarching strategic level of co-ordination
for the organisations that handle cyber warfare
(SA Defence Force) and cyber crime (SAPS),”
says Craig Rosewarne, corporate member,
Institute of Risk Management. “The Post Office
is responsible for cyber security certification,
Home Affairs is responsible for the national
identity system, and other key structures are
also in place to protect our national resources
across transport, services and energy.”
In terms of the SITA Act, the State Information
Technology Agency (SITA) has responsibility
at the national and provincial levels. However,
this act is not uniformly implemented and a
closer look at a government department may
find that it either relies on SITA or manages
its own security. This largely depends on the
resources available and where the government
organisation is based. The reliance on SITA or
other layers of state security tend to vary from
province to province, their historic relationships,
and the agreements they’ve entered into. Some
provinces, such as the Western Cape, Gauteng
and KwaZulu-Natal, have developed their
own information security infrastructure, while
poorer provinces such as the Eastern Cape and
Northern Cape rely on SITA for security support.

The digital journey
“As the Gauteng Provincial Government (GPG)
accelerates its digital journey over the next five
years, and as it is arguably the most important
economy in Africa, the impact of cyber security
incidents affecting service delivery is taken very
seriously,” says Nomantu Nkomo-Ralehoko,
H2 2019
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MEC, Gauteng Treasury and e-Government.
“As far back as 2011, the GPG established a
Security Operations Centre (SOC) that operates
throughout the year, ensuring GPG services are
available to residents.”
The SOC operation netted the GPG a
Premier’s Service Excellence Award in 2017
thanks to its work in curbing, reducing and
responding to cyber security activity. For
Nkomo-Ralehoko, government organisations
need to nurture an innovative and growing cyber
security industry that’s reinforced by worldleading research and development.
“The idea is to develop and maintain a selfsustaining pipeline of cyber security skills to meet
the skills demands across the public sector,” she
adds. “Steps need to be taken to raise awareness
and an understanding of cyber security risks in
the general public, and government organisations
have to work in partnership with other tiers of
government and the public sector to successfully
secure ICT environments.”

Security frameworks
The National Cyber Security Policy Framework
(NCPF) guides government in the protection of
data, with the State Security Ministry retaining
ultimate responsibility and control. However,
throughout these complex structures and layers,
responsibility ultimately lies with each ministry,
provincial and municipal department, and every
sphere of government. It’s also the NCPF that
sets out measures to co-ordinate security across
all spheres of government.
“This means that government employees,
from ministers to directors-general and heads
of department, are accountable,” says David
Loxton, CEO of Africa Forensics and Cyber.
“The Department of Justice and the National
Prosecuting Authority are responsible for
facilitating the prosecution of cyber crime, as well
as the implementation of a plan to review and
H2 2019

align all cyber security laws with the mandates
and objectives of the various state institutions.”
That said, there isn’t a strong inter-department
and ministerial cooperation track record in South
Africa. Coordination isn’t great either, nor is
oversight and review. On the surface, it seems
the South African government has been putting
all the threads in place to create a cohesive
cyber security web of protection.
The National Cyber Security Hub is a part of
the Department of Communications and Digital
Technologies and has been delegated the task of
protecting South African citizens and businesses
online.
“The primary role of the National Cyber
Security Hub is to foster cooperation and
coordination between government, the
private sector and civil society by stimulating
and fostering a strong interplay between
policy, legislation, societal acceptance and
technology,” explains Nkomo-Ralehoko. “It
should promote international cooperation,
develop the requisite skills, research and
development capacity, and promote a culture of
cyber security. It must also promote compliance

with the appropriate technical and operational
cyber security standards.”
“Nobody is specified,” says Loxton. “But
with the increased focus on governance and
compliance worldwide, the public sector would
be well advised to be guided by the King Codes
on Corporate Governance. These specify that ICT
governance belongs at board level. Likewise,
state institutions should designate an individual,
such as the Government Chief Information
Officer, to be accountable.”
According to Rosewane, PoPI should have
an information regulator with overarching
responsibility for enforcing it. “Irrespective of
whether you’re in government or in business, you
should have an Information Protection Officer
mandated by the executive to have responsibility
for PoPI and reporting incidents,” he adds. The
challenge will be pinpointing the person who will
be held liable when the government axe is set to
fall upon itself, if anyone. That said, PoPI is set to
have as powerful an impact on the public sector
as the private, but everything remains on hold
until the president reveals the date for it to come
into force.

Steps need to be taken to raise
awareness and an understanding of
cyber security risks in the general public,
and government organisations have to
work in partnership with other tiers of
government and the public sector to
successfully secure ICT environments.”
Nomantu Nkomo-Ralehoko, Gauteng Treasury and e-Government
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LUYANDA NDLOVU,
Department of
Communications and
Digital Technologies

Greater
risk of
abuse
Personal information is crucial for providing and
improving services. But can the State limit abuse and
over-processing of personal information?
B Y: JAMES F RANCIS

T

he World Economic Forum declared
data as an emerging asset class as
far back as 2011. If personal data is to
reach its full potential, the report declared,

‘a balanced ecosystem with increased trust
between individuals, government and the
private sector is necessary.’
That balance has become topical. It’s a
fact that if the processing – the usage – of
personal information isn’t limited, it can lead

to serious problems. Most of the ire around
personal information is being directed at private
companies, but the public sector runs an even
greater risk of abuse.
Look no further than China, which maintains a
technology surveillance system that resembles
the worst fears of 1984, George Orwell’s
dystopian warning. It’s reported that in some
cities, facial recognition can identify a person
in three seconds, monitoring everything from
jaywalking to alcohol purchases to whether you
H2 2019
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There are new
opportunities to use
personal data for citizen
and government benefits
as a supplier, but also a
threat of abusing the same
information.”
Luyanda Ndlovu, Department of Communications and Digital Technologies

PoPI’s personal
information
conditions
The Protection of Personal Information (PoPI)
Act, once active, will be the final word on
using private information. It stipulates how
personal data can be used on the following
conditions and can enforce hefty fines if
broken:
• The information must be collected directly
from the data subject and obtain the data
subject’s consent.
• The data must be collected for a specific
purpose.
• The data subject must be informed of the
specific purpose of using their information.

H2 2019

regularly attend Communist party meetings.
There is even an app that officials use to flag any
perceived and imagined troublemakers.

The risks of over-processing
Autocratic governments like China revel in
unrestricted access to personal information.
But it’s an issue in liberal democracies as
well, such as was uncovered through the
Snowden revelations. In South Africa, there
are growing concerns around the State
collecting and processing personal information.
Earlier this year, the United Nations Human
Rights Committee noted the South African
government’s widespread gathering of personal
information of its citizens, sometimes even in
contravention of its own laws.
One example is RICA (Regulation of
Interception of Communications and Provision
of Communication-Related Information Act),
obligating anyone purchasing a mobile sim card

to register their details. There is considerable
worry about a lack of oversight and this data
being abused. NGO Right2Know (R2K) and
the amaBhungane Centre for Investigative
Journalism are challenging sections of the act
for not protecting citizen privacy and rights.
Another example, also challenged by R2K,
is the ballooning networks of CCTV cameras in
Johannesburg. According to R2K’s secrecy and
surveillance spokesperson Thami Nkosi, no city
policies are governing these networks, such as
their heights, angles and what happens with
the data. Such policies exist in the City of Cape
Town, but not in Johannesburg.
Yet the owners of these networks make a
good point: they are easier to regulate than
many of the privately-owned cameras already
dotting the city. They also aim to comply with
PoPI, which is the crux of this debate.
The PoPI Act will govern all concerns around
using personal information. This includes limits
on processing.
“One of the conditions for lawful processing
under PoPI is ‘processing limitation’,” says
Monique Jefferson, director at DLA Piper Africa.
“This condition requires that personal information
be processed lawfully and in a reasonable manner
that does not infringe the privacy of the data
subject. Furthermore, in order for the processing
to be reasonable, it should be minimal, adequate,
relevant and not excessive when regard is had to
the purpose of the processing. Thus, only personal
information that is absolutely necessary to achieve
the purpose should be processed.”

PoPI and the public sector
Some in the public sector think PoPI only
applies to private companies, but it covers all
sectors and provides a clear framework, says
Luyanda Ndlovu, CIO of the Department of
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Putting privacy first in state systems
How can civil and technology leaders ensure their systems don’t abuse or over-process personal
information? Monique Jefferson from DLA Piper Africa suggests the following:
• Ensure that there are appropriate justifications for processing personal information.
• Implement and maintain appropriate security safeguards to protect personal information from
unauthorised use or access.
• Develop appropriate retention policies to ensure that the personal information is only retained for as long
as is reasonably necessary to achieve the purpose for which it was initially collected or such longer period
as required or authorised by law.
• Provide adequate training to all individuals who will have access to personal information and ensure that
they’re bound by appropriate confidentiality undertakings.

Communications and Digital Technologies.
“It’s not a challenge to define limits as PoPI
addresses that and PAIA (Promotion of Access
to Information Act) supports the management of
information. But there is a need for an information
regulator due to the big data that is booming
through smart devices and social media. The
existing data governance tools can’t keep up.
There are new opportunities to use personal data
for citizen and government benefits as a supplier,
but also a threat of abusing the same information.
It requires a data regulator that is tech-savvy, as
the threat grows daily.”
The Information Regulator, an office under
the Department of Justice, is the authority on
personal data usage. It’s not yet active, which
some use as an excuse to delay implementing
PoPI, but the office has developed a strategic plan
and is active in current data breach investigations.
Above that, PoPI is not the only legal guidance
around personal information – common law and
the Constitution can also weigh in.
Still, PoPI needs to become fully active and
counter confusion about what can be done with
personal data. One issue is that data custodians
often refuse to share any personal data, citing

the act. This is counterproductive and often a
misreading of PoPI, yet won’t be resolved until
the regulator can step in.
Fortunately, proactive entities can already
engage the regulator to check if their data
frameworks make the cut. One party doing so
is the Western Cape Government (WCG). Says
Zeenat Ishmail, its chief director of Strategic
Management Information: “The WCG has
embarked on a province-wide data governance
programme to better manage the availability,
quality and access of the data and to ensure
coherence in the manner that data is being
produced and used across departments. In terms
of the regulatory environment, the restrictions
of PoPI, as well as all data and information
security, are being considered. In principle, all
personal data is protected and methods such as
anonymisation and aggregation are being put in
place to use personal data to improve delivery
and decision-making.”
Those who manage state systems that
process personal information should not wait
for PoPI to commence, says John Giles,
managing attorney at Michalsons. “They should
start taking the necessary actions to ensure

they process personal information lawfully in
accordance with the conditions set out in PoPI.
There’s no time to lose. We’re currently helping
various public bodies to comply with PoPI.”
Giles notes that there’s still a lack of PoPI
awareness and understanding, and using
personal information responsibly. Many
departments are approaching it the wrong way
and spending a lot of unnecessary money. He
encourages attending PoPI workshops to gain a
clear understanding.
That being said, it’s not all on the public
sector. Many in the technology channel –
vendors, resellers and such – are taking
advantage of the confusion and hindering the
process. More can be done to align technology
services with the public sector’s needs.
“The technology vendors vary in terms of
their offerings. Some do and some don’t (hinder
implementations). There’s a growing discomfort,
especially on the cloud and data residency,
for government to adopt systems. Also, the
existing tools are cloud-based, which become a
challenge around managing the collection and
use of personal data in the vendor platforms,”
Ndlovu concludes.
H2 2019
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Room for a Cyber Security Bill?
The incoming Cyber Crimes bill had the cyber security
part taken out, and the jury is still out on whether we
need standalone legislation relevant to cyber security.
B Y: S IMNIK IWE MZEKANDABA

H

istorically, South Africa relied on a
light definition of computer crime
encapsulated in the Electronic
Communications and Transactions Act (ECT Act)
in 2002. But much has changed since then.
To remedy this, the Department of Justice and
Constitutional Development put forward the
Cyber Crimes and Cyber Security bill in 2015.
The aim of the bill, according to the justice
department, was to give SA a co-ordinated
approach to cyber security, as the country
currently has no legislation that specifically
addresses cyber crimes.
However, the initial draft bill was not well
received, with critics saying it was too broad
and open to abuse, and was a threat to the
fundamental spirit of the internet, which is open
and democratic.
Subsequent changes to the bill, including
the removal of some of the security obligations,
saw it drop the ‘security’ part of the originally
named Cyber Crimes and Cyber Security bill.
It became the Cyber Crimes bill, a move aimed
at making it clear that it’s all about cyber crime
and not cyber security.
In November 2018, the National Assembly
passed the Cyber Crimes bill. Once the National
H2 2019

Council of Provinces approves it, it will be sent to
the president to be signed into law.

Mixed reviews
With the cyber security part of the bill off the
table, there have been some mixed views.
For Lisa Emma-Iwuoha, lead attorney at
Michalsons, South African law needs to deal
with cyber security and its related issues, either
in a separate bill or incorporated into existing law
that deals with security-related issues.
Emma-Iwuoha says cyber security is an
important issue globally, and there’s a need
to address the South Africa-specific issues in
legislation.
Talking to how a Cyber Security bill can be
of assistance within the public sector as well as
for everyone online, Emma-Iwuoha says: “The

focus of a Cyber Security bill would likely be
national security and how to deal with the cyber
aspects and threats to national security. Every
country needs to deal with cyber security issues
as threats to a nation affect everyone and not
just the public sector.”
The attorney believes if South Africa were to
have a Cyber Security bill, it would need to define
related crimes and penalties for committing cyber
security crimes, and look at what governmental
structures would need to be created to assist with
cyber security. In addition, it would have to look
at critical information infrastructures of not just
the public sector, but also the private sector, and
the possible obligations that critical information
infrastructures might have.
It would have to deal with cooperation
between government structures and private
sector structures and cooperation and assistance
between countries, Emma-Iwuoha advises.
Jason Jordaan, principal forensic scientist
and MD of digital forensics firm DFIRLABS, isn’t
entirely convinced that the country needs a
standalone piece of cyber security legislation at
this stage.

If you look at the PoPI Act, there
are already provisions within that
act dealing with security, and in
various other pieces of legislation.”
Jason Jordaan, DFIRLABS
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He says: “If you look at the PoPI Act, there
are already provisions within that act dealing
with security, and in various other pieces of
legislation.”
Jordaan notes that the big problem with
what was proposed in the removed cyber
security section of the Cyber Crimes bill is that
it gave significant control to the state. “The
state is not always best positioned to actually
address cyber security.”

Globally competitive
The PoPI Act promotes the protection of
personal information by public and private
bodies, and all these bodies will be expected to
be compliant with its provisions within one year
of its commencement. It’s also the responsibility
of the Information Regulator, established in
terms of one of the conditions set out in the act,
to issue codes of conduct for different sectors
and it is responsible for education, monitoring
and enforcing compliance, handling of
complaints, performing research and facilitation
of cross-border cooperation.
In other words, PoPI will enable South Africa
to be globally competitive on privacy matters
and international data exchange laws. It also
serves to give the Information Regulator teeth.
Jordaan concludes by saying it’s not possible
to say how a Cyber Security bill would assist
the public sector and everyone that’s online in
the country because there isn’t one on the table
to discuss. “However, we need to bear in mind
that PoPI, the ECT Act and the Cyber Crimes
bill already all provide substantial protections to
the private and public sector, in fact, everyone in
South Africa.”

LISA EMMAIWUOHA,
Michalsons
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Smart cities
won’t be ‘smart’
if they aren’t
secure
By Ian Jansen van Rensburg,
Lead Technologist and Senior
Systems Engineering manager at
VMware Sub-Saharan Africa

IoT is a central piece in the technology chain that can transform an urban
environment into an efficient, interactive smart city. But unless the devices scattered
along this intelligent edge are secure, the cities won’t only not be ‘smart’, but they
could, in fact, be a threat to government and citizen relationships.
The reality we face in Africa is that the population is growing
faster than the public infrastructure needed to support it. Add
urbanisation, poverty driving people to cities seeking work,
the growing use of smartphones, the pervasive use of digital
devices, and public sector services are facing even more strain.
The urban informality in Africa shouldn’t always be construed as
a problem, but rather an asset and sign of resilience and agility,
paving the way for technologies such as IoT as a means for
governments to automate and expedite the delivery of services.

A smart city is not just an urban area dotted with sensors and
cameras, it’s a city where the very foundation is digital. Yes
that can mean that traffic lights are connected to sensors in
emergency vehicles or can adjust dependant on traffic flow
at any given point, but it also means that a citizen can pay, be
serviced by and make requests of their government online. It’s
a digital approach to otherwise manual processes.
The Boston Consulting Group expects spending on IoT by
governments to increase from $5 billion in 2015 to $12 billion in

2020 – that’s next year – and the plans are already in play
for this to grow even further. But it’s not just the sensor or
the device that’s important, the things that are connected
to the internet need to be managed by something, they
need to send their data somewhere, and this data needs to
be made sense of by someone.

Ian Jansen van
Rensburg, VMware
Sub-Saharan Africa

The application

An IoT sensor on a traffic light doesn’t a smart city make.
Smart city applications are almost limitless: street lights
that respond to pedestrian traffic; smart garbage cans
that prompt rubbish collection when they’re full; apps that
alert drivers of open parking spaces. But for the magic
to happen, cities must ensure that they have the right
infrastructure in place.
What’s needed is an integrated management system that
monitors the operation of all sensors and connected devices
– enabling a reliable, interconnected infrastructure – this
could be for public transport or even for intelligent buildings.
The point of a smart city is to improve life for citizens,
and efficiency of service delivery. But if these environments
aren’t secure, the bad will outweigh the good. In order to
understand the security, governments need to understand
that a smart city application is not a standalone solution you
can buy off the shelf.
Smart city infrastructure is made up of many working
parts: a datacentre to house systems, applications and
capture data; connectivity to connect devices; applications
to control the devices; the devices themselves; and then
security around and on every link in this chain. Security
needs to be shrink-wrapped across all aspects of the digital
infrastructure supporting the environment.

The secure city

A secure edge and IoT infrastructure should ideally support
the secure, integrated management of fixed or remote
data gateways to capture, distribute, and analyse data
from a single console. One such management system is the
VMware Pulse IoT Center, a secure, enterprise grade, edge
infrastructure and IoT device management solution for both
IT and OT organisations and any IoT use case.
With Pulse IoT Center, a government organisation with smart
city goals can simplify getting started with IoT, automate
management at scale, extend IT security standards to the
edge and IoT infrastructure, and optimise the value of the IoT

www.vmware.com/za |

data. It creates a cohesive edge and IoT infrastructure that
includes integrated management and robust security.
But it’s not just the central management of devices
that’s important. As mentioned previously, a smart city is
an intricate digital environment made up of many moving
parts. One way to ensure they’re secure is to add security
at the very base level of the system – wrapping security
around every virtual machine, application and even
container used to create this city – something VMware
achieves with its NSX solution.

Cut the risks

The biggest risk is that there are nefarious actors out there
that will do anything in their power to breach the defences
of a government department or agency. Why? Because
public sector departments have the most personal,
sensitive and rich data on their citizens – that can
be used to conduct cyber crime. Based on
the premise that a smart city enhances the
interconnections between a government
and its citizens – a data breach as a
result of an unmanaged IoT device
or unsecure datacentre – could be
potentially disastrous. n

@vmware_za | +27 11 513 4824
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Is
surveillance
a threat
to privacy
in South
Africa?
South Africa is seeing unprecedented levels of
surveillance, and that is a worry.
B Y: SAMUEL MU N GADZE

A

s the debate on unprecedented high
levels of surveillance rages on in South
Africa, many questions have arisen as
to what happens to the data collected, and who
is responsible for its collection, storage, analysis,
protection and disposal.
The City of Johannesburg (CoJ) already has
a network of cameras and is expected to add a
H2 2019

further 15 000 Vumacam cameras to its stable
in the next year.
The cameras watch every person and car
that moves near them. If their algorithms pick
up something strange, such as a licence plate
known to be linked to crimes, the security
companies that rent the data can react.
Vumacam’s system uses Hikvision’s IP
cameras; each camera has a unique IP address
that identifies it on the internet.

Professor Jane Duncan of the Journalism
Department at the University of Johannesburg,
says ethical and legal standards are necessary
and the PoPI Act should apply when installing
surveillance networks in the city.
She argues: “Besides the legal issues,
before embarking on privacy-invasive projects,
the CoJ should have developed a policy and
consulted the public on it, so that residents
could have an opportunity to shape what
happens to their data.
“They (the CoJ) should have also undertaken
privacy impact assessments for each project and
released them publicly, together with statements
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on how they planned to mitigate any risks. The
Vumacam project, for instance, should have
been preceded by such a process.”

Public Interest
There is a need to balance public interest and
privacy with the purpose of public safety, says
Vumacam CEO Ricky Croock, who believes
Vumacam isn’t doing anything illegal.
He says: “Smart safety and security is vital to
all of us – and not just because of our high crime
levels, but also the advantages that it can offer
with improved quality of life and the safe zones
made possible, for example, for tourism and
other business sectors.”
Croock says his company has been engaging
with the CoJ since October 2017.
“We want and encourage a policy, and look
forward to one being implemented as soon as
possible as we want to contribute to and be part
of the solution for a safer society.
“As a tech company, we are alert to the
advantages and downsides of intelligent
systems. We constantly assess and introduce
measures to manage these; intelligent security
is not just about safety – it’s also a baseline for
economic opportunity.”
He is also of the opinion that all stakeholders
and the public should continually engage one
another in shaping this shared future.

“For example, weaving a robust data
governance layer into the smart city network
will help. Intelligent networks will help our cities
function better, but also ensure privacy and
public protection,” says Croock.
In South Africa, the Regulation of Interception
of Communications and Provision of
Communications Related Information Act (2002)
is the main communications surveillance law.
Its stated aim includes setting up a system for
law enforcement to apply for judicial authorisation
for the interception of communications.
The second relevant legislation is PoPI,
which is intended to govern the collection and
sharing of information in the digital age, and is
yet to come into force.
Says Duncan: “A private mass surveillance
network with inadequate public oversight or rulemaking (which is what Vumacam is) is a recipe for
disaster. Imagine what could happen if personal
information about your daily movements in and
out of your house got into the wrong hands.
“There is something fundamentally wrongheaded about allowing an initiative where such
incredibly sensitive information – that rightfully
should require a warrant to access – can be
accessed purely for money, which makes this
project a surveillance network for hire.”
She says many may argue that criminals aren’t
going to wait around for such consultations.

PROFESSOR JANE DUNCAN, University of
Johannesburg

“But, without a proper framework, such
surveillance can give rise to unintended new
threats and vulnerabilities for residents. Your
movements can be tracked in public spaces for
reasons other than crime.”

There is something fundamentally wrong-headed about allowing
an initiative where such incredibly sensitive information – that rightfully
should require a warrant to access – can be accessed purely for
money, which makes this project a surveillance network for hire.”
Professor Jane Duncan
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Dr MY DOMBO, Deputy
Director-General of Health
Care Services, Limpopo
Department
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Biometrics
in government
The South African government has a keen interest in
deploying biometric solutions to improve safety and
security, curb fraud and enhance public service delivery.
B Y: ADMIRE MOYO

T

he South African government has utilised
basic biometrics to support identification
for many years – in the form of
fingerprints and photographs.
More recently, South Africa’s smart ID cards
harness digitised biometric data, and with digital
fingerprint scanners being widely deployed,
institutions such as the banks and the South
African Social Security Agency can verify the
identity of their customers.
H2 2019

Last year, the Department of Home
Affairs announced its Automated Biometric
Identification System, which will, in future, cater
for fingerprints, face and iris biometrics.
For Marius Coetzee, CEO of biometrics
solutions provider Ideco, at the recent ID4Africa
2019 conference, it became clear that the South
African government, like those of neighbouring
countries, has a keen interest in deploying a
broad range of biometric solutions to improve
safety and security, curb fraud and enhance
public service delivery.

Elsewhere, Coetzee says, governments
are using biometrics technologies to simplify
customs and border control, underpin policing
and eliminate fraud. They’re also using nextgeneration biometrics technologies for voter
registration, voter identification at polling stations,
and even for remote voting, which simplifies
voting for citizens, slashes election costs for the
State, and delivers results practically in real-time,
within a 100% secure system.
Ideco implemented the world’s largest back
record conversion of over 32 million paperbased fingerprint records to digital format for
the Department of Home Affairs, completed in
October 2006, to support a fully automated
fingerprint identification system (AFIS).
The company was also involved in one of the
most significant security advances in South Africa’s
criminal justice system: the application of Sagem
fingerprint and palm-print biometric technology to
secure the national Integrated Justice System.
Similar technology is used by the SAPS to
target and capture wanted criminals and is South
Africa’s sole provider of automated criminal
background checks for the private sector. This
service, AFISwitch, interfaces with the national
SAPS AFIS to determine the criminal record status
of a person as part of pre-employment screening.

Prevalent technologies
Grahame Saunders, head of NEC XON’s
identity management portfolio, says, currently,
fingerprint identification technologies are the
most prevalent across government and private
sector institutions in South Africa.
“However, there is a definite move towards
a multi-biometric scenario. As fingerprints have
predominantly been the legacy biometric, being
seen as the more mature of the other options,
it makes sense that for the most part, this
biometric has become institutionalised across
the various sectors.
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“Nonetheless, the Department of Home
Affairs has embarked on a project to implement
a multi-biometric identification system that will
use fingerprints and facial images, together with
iris images.”
According to Saunders, facial recognition has
become a lot more accurate in the past decade.
He points out that accuracies continue to
improve, which creates new opportunities to use
the technology. Recent advances allow real-time
facial recognition, which makes it ideal for law
enforcement, immigration and border control,
and many other uses in the public sector.
The technology is also simultaneously being
put to new uses in the private sector, particularly
in banking, insurance and retail, he adds.

“It’s also easier and cheaper to collect
the raw data. Cameras are embedded
in our daily lives, from smartphones to
CCTV, so collecting facial images is a daily
occurrence. The ease with which we can now
capture substantial volumes of data and the
ubiquitous infrastructure availability – or the
relative ease and low cost with which it can
be deployed – have really made biometrics
the technology of choice for identifying and
verifying people.”
However, Saunders says some of the
disadvantages of facial recognition include
the sometimes poor CCTV image quality,
particularly where there is too much or too
little light, and users who don’t pay enough

attention to good image-capturing techniques for
verification and services access purposes.
Coetzee notes that in the past, inferior facial
recognition systems could potentially allow
access to an unauthorised person using a
photograph of an authorised person. Claims
were also made in the past that it could be
possible to fool facial recognition-based
surveillance systems by using makeup and
accessories to disguise one’s face.
“But this technology has made significant
advances in recent years. Backed by AI, facial
recognition systems are increasingly able to
identify the difference between a live person and
a photograph, and to ‘see through’ attempts at
disguise,” he concludes.

To serve citizens, smart cities need secure
digital systems
A pilot initiative implemented by Microsoft partner Mint Group and the Limpopo Department of Health (DOH)
at the Rethabile Clinic in Polokwane has enhanced the viability of intelligent healthcare at government
clinics through the application of artificial intelligence, and specifically facial recognition.
The Rethabile pilot, which ran from May 2018 to May 2019, comprised of the use of predictive analytics,
operational intelligence and remote monitoring to manage 25 000 patients a month, enabling access control
and queue management, intelligent appointment scheduling, medication dispensing and inventory control.
The pilot significantly enhanced the patient experience from the moment they walked into the clinic,
prevented patients from making multiple withdrawals of their allocated medication and allowed the clinic to
better track the medication dispersion.
The system recognised people’s faces automatically as they walked into a clinic, placing and directing them
in the right queues, dispensed medication based on facial recognition, and recognised patients at a doctor’s
station, enabling the doctor to access the full patient profile, history and log additional notes and actions.
Reflecting on the Limpopo DOH’s vision for transformative healthcare, Deputy Director-General of
Healthcare Services, Limpopo, Dr MY Dombo, says: “We’re living in the 21st century, and public healthcare
should be moving towards more efficient systems by embracing available technologies that can do just that.
“My vision is to have a clinic in the cloud, with seamless and wireless processes across Limpopo. This
entails automatic patient verification upon arrival via facial recognition, which will eliminate any uncertainty
regarding patient identity. Clinic staff should also know which patients are coming before they arrive
to ensure a seamless treatment process. Lastly, all patient data should be stored in the cloud, with all
administrative processes digitised.
“These initiatives will streamline patient care, ease the administrative burden of health workers, and
enable better healthcare for all,” she concludes.

DR MY DOMBO,
Limpopo
Department of
Health
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It all starts with the platform
Government in the 21st
Century is beset with
challenges. Creating a
cross-government platform
is key to overcoming them,
says Rudi Matjokana,
Managing Executive: Public
Enterprise at Vodacom
Business.

I

n today’s increasingly connected world, with
consumers holding a greater balance of power
thanks to technology, customer experience
has become the litmus test for commercial
success. This trend is sweeping across the public
sector as well, and citizen experience is gradually
becoming a consideration for government
departments and agencies.
“Technology continues to transform the way in
which consumers interact with service providers
in the private sector, and they are increasingly
asking why the same principles should not govern
how government deals with them. This trend
will strengthen as a new generation of digital
natives become voters and decision-makers,” says
Matjokana. “Governments are alive to this trend,
and are already thinking how to exploit technology
more effectively to improve service delivery, and,
in many cases, to use taxpayers’ money more
effectively. The concept of citizen experience is in
its infancy, but its time is coming.”
He argues that the indispensable first step in
creating a technology-enabled digital government

Rudi Matjokana,
Vodacom Business

is a universal platform that services all parts of
government. This platform would create the basis
for a single view of the citizen, and support a process
framework within which citizens can engage with
government in a managed, transparent way.
“Such a ‘citizen-engagement platform’ would
simultaneously allow both citizens and government
to see each engagement as it is initiated, and then
follow it through to completion,” he says. “The
traditional call centre approach has been tried, but
it lacks the transparency that is needed—it’s hard
to track each request. Government is both very
large and very complex, so there needs to be a
robust process backbone that provides a clear view
of each engagement and its progress through the
system in real-time.”
Geo-location technology would enable
government agencies to see exactly where citizens
engaging with them are located, and would also
enable oversight of the whole process by, say, the
Presidency at national level or the Office of the
Premier at provincial level. The platform would
also provide a great deal of important data that
could be used to initiate government projects,
hold agencies accountable for performance and, of
course, for budgeting.
In the South African context, it’s clear that such
a citizen-engagement platform would have to
support mobile devices, given that these devices
are the entry point into the digital world for the
vast majority of South Africans. According to
Statistics SA, 86.9% of South African households
in metropolitan areas rely exclusively on mobile
phones to communicate, and 60.1% of all South
Africans access the internet via mobile devices.

www.vodacombusiness.co.za

“An app would be the obvious way to make this
easy and convenient for citizens, given that we
are now living in what some are calling the app
economy,” Matjokana says.

How it could work
As an example of how a universal e-government
platform could promote better and more
accountable government, consider a parent with
an issue relating to school admission. Once logged,
the issue would be directed to the Education
Department, but the system’s business rules could
force an escalation if the query is not resolved
within a stipulated time.
This vision, Matjokana stresses, could be
implemented incrementally. However, he says
that there are a number of challenges that need
to be overcome. A key one is security, given the
fact that the data being shared on the platform
would be both highly sensitive and highly attractive
to cybercriminals. He believes that government
would need to pay great attention to developing
sensible security policies that would, among others,
ensure that data is always encrypted, that only
secure e-mail accounts are used and that employee
laptops are protected when used outside of the
office (at coffee shops or in airports, for example).
Given the sophistication and extent of cybercrime,
it is vital that government works with specialist
providers to ensure the platform is protected.

Enabling smart cities
The creation of such a citizen-engagement
platform that joins the dots across the whole sphere
of government would transform for the better the

way the state and its citizens interact, and support
successful, transparent service delivery. The same
thinking, Matjokana argues, holds good when it
comes to smart cities. The smart city concept
is based on the use of technology to manage
municipal resources more efficiently. As in the case
of the citizen-engagement platform, this implies
joining the dots across the whole municipality so
that all departments are working off the same set
of integrated data. For example, the city would
be able to manage the crowds attending a big
concert in an integrated way, with lighting, traffic,
law enforcement, transport and other role-players
acting together in a proactive manner.
Already, in the City of Johannesburg, police can
access CCTV cameras via their cell phones during
their normal policing duties, enabling them to
monitor city spaces remotely, and target trouble
spots in real time.
“Technology is transforming business, and there
is no doubt that in due course it will transform
government profoundly as well. Government has
the advantage of learning from the private sector’s
mistakes and successes,” Matjokana concludes.
“One of the key lessons is the imperative to move
away from silos and adopt an integrated approach.
And, just as in private sector, choosing the right
technology and strategy partners will be critical to
long-term success.” n
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Smart city dreams
threatened

The massive amount of
data exchanges, integration
between disparate IoT
devices, and dynamically
changing processes create
new cyber threats for
smart cities.
B Y: A DMI R E MOYO

A

smart city should be designed to
achieve holistic objectives, focusing
on intelligent urban ecosystem
development. That’s an assertion made
by market analyst firm Gartner in its 2019
‘Hype Cycle for Smart City Technologies and
Solutions’.
According to Gartner, smart cities and
intelligent urban ecosystems are using an
integrated approach to digital technology to
collaborate and engage with citizens, business
ecosystems and governments. That integrated
approach allows city ecosystems to respond to a
societal, environmental and economic lifecycle
of urban requirements.
By definition, a smart city is an urban area
that uses different types of electronic Internet
of Things (IoT) sensors to collect data and then
uses this data to manage assets and resources
H2 2019

31
CYBER THREATS
efficiently. Smart city technology can help
cities operate more efficiently while improving
services to citizens and businesses, among
many other benefits.

City power attack
Smart cities face many risks as digital and
physical infrastructures converge.
City Power, the City of Johannesburg’s
electricity utility, suffered a ransomware attack
earlier this year that encrypted databases,
applications and network.
This resulted in blacking out the utility’s
IT system, leaving scores of Johannesburg
residents unable to purchase electricity.
At the time of the attack, City Power’s
spokesperson Isaac Mangena said the virus had
infected its database and other software, impacting
on most of its applications and networks.
The City Power website was also affected
by the virus. “It may also affect our response
to some outages, as the system to order and
dispatch material is affected,” Mangena says.
“The damage wrought by the successful
ransomware attack on City Power’s systems

only serves to highlight the importance of
having an effective cyber resilience strategy in
place,” says Mikey Molfessis, cyber security
specialist at Mimecast.
“It’s become an accepted fact that all
organisations are at risk of falling victim to
a cyber attack. Having strong defences and
powerful backup and recovery tools in place can
minimise the impact on business productivity in
the wake of such an attack.”
To help address this challenge, cities should
embed cyber security and privacy principles in
each stage of their development.
In March 2018, the City of Atlanta in the US
also faced a ransomware attack that hit some of
its customer-facing applications.
At one point, the city had to shut down its free
WiFi network at the Hartsfield-Jackson Airport
as a precautionary measure. Overall, the attack
hit five out of 13 city departments, and it took the
city weeks to get back to normality.

Fundamental stages
“When talking about creating a smart city,
we need people to understand that there are

It’s become an accepted fact that all
organisations are at risk of falling victim
to a cyber attack. Having strong defences
and powerful backup and recovery tools in
place can minimise the impact on business
productivity in the wake of such an attack.”
Mikey Molfessis, Mimecast

three levels to the technology,” explains Taru
Madangombe, vice-president of power systems
in Southern Africa for Schneider Electric.
“The fundamental one is an updated power
utility system that is connected – all substations
and power-generating centres must be digitally
connected. This enables smart-ready sensors
to read information, and give out data to other
connected products. The connected systems
need to talk to each other – this is the SCADA
(supervisory control and data acquisition) layer.
This enables the next tier of connected devices.”
Madangombe adds that in smart buildings,
different computer systems have smart access
to all the building management systems, can
control lighting and air-conditioning and are able
to react to the main grid in the event of power
surges.
“Buildings can be linked to zones and these
zones can extend their data exchange to such
systems as public transport. It would then
become possible for a bus transit system to send
an app update to commuters as to its arrival
time and capacity in a selected zone.
“At the third level, we require top expert
analytics, where I could monitor buildings in
Johannesburg, Cape Town or Durban, providing
real data in real-time to the cloud. This is the
apex of smart cities, where real-time data allows
for operational decisions, across convergent
systems in a country,” says Madangombe.

Cyber security principles
“The catch with big data is that companies are
able to get 90% of the information they need,
but they’re only using 20% of that data to make
decisions through simple data overload,” he adds.
Consultancy firm Deloitte notes that the rapid
hyper connectivity and digitisation of cities are
accelerating cyber threats.
In a 2019 report titled ‘Making smart cities
cyber secure’, Deloitte says to tackle the
H2 2019
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The catch with big data is
that companies are able to get
90% of the information they
need, but they’re only using 20%
of that data to make decisions
through simple data overload.”
ISAAC MANGENA,
City Power
Taru Madangombe, Schneider Electric

challenge, government leaders, urban planners,
and other key stakeholders should make cyber
security principles an integral part of the smart
city governance, design and operations, not just
an afterthought.
Piyush Pandey, MD of Deloitte’s Risk and
Financial Advisory practice and smart cities
cyber security leader, says that a smart city is a
complex ecosystem of municipal services, public
and private entities, people, processes, devices,
and city infrastructure that constantly interact
with each other.
He adds that the underlying technology
infrastructure of the ecosystem comprises
three layers: the edge, the core, and the
communication channel.
The edge layer comprises devices such
as sensors, actuators, other IoT devices and
H2 2019

smartphones. The core is the technology
platform that processes and makes sense of the
data flowing from the edge. The communication
channel establishes a constant, two-way data
exchange between the core and the edge to
seamlessly integrate the various components of
the ecosystem.
“This massive amount of data exchanges,
integration between disparate IoT devices, and
dynamically changing processes creates new
cyber threats, compounded by complexities in
the other components of the ecosystem that
wrap around the technology infrastructure,”
says Pandey.
“For instance, data governance can be a
thorny issue for cities as they need to think
about whether the data is internal or external,
whether it’s transactional or personalised,

whether the transactional data is collected
via IoT devices, and how the data is stored,
archived, duplicated, and destroyed.”
In addition, due to a lack of common
standards and policies, many cities are
experimenting with new vendors and
products, which create interoperability and
integration problems on the ground and
exacerbate cyber risks.
“The security goals of a smart city –
confidentiality, integrity, availability, safety, and
resiliency – should be grounded on both the
objectives of traditional IT (to secure data) as well
as those of operational technology (to ensure
safety and resiliency of systems and processes).
These combined security objectives can help
cities maintain a more secure and resilient
operating environment,” he concludes.

33
BEST PRACTICE

Cyber tips for municipalities
ALAN MOON,
City of Cape Town

Municipalities are an easy
target for cyber criminals.
As a repository of valuable
information, municipalities
can provide access to
bigger systems and
services that can be used
to cause chaos.
B Y: TAMSIN OXFORD

O

ften run on legacy systems riddled
with vulnerabilities, a municipality’s
IT infrastructure can become an
easy entry point into larger systems of other
cities and metros, which, in turn, could open
up access to provincial and even national
government entities.
When hackers look for access, they don’t
care where a target is, only how accessible it is.
They’re also swayed by their focus, inclination,
payload and goals, but not all attacks have the
same intent.
An analysis of cyber incidents in South
Africa, according to the African Journal of
Information and Communication, reveals that
the most common type of attack is committed
by hacktivists and criminals, with the common
H2 2019
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cause of most incidents within companies being
human error.

Hacktivist
The hacktivist with a political motivation and
the ability to use systems to push their agenda
is a persistent threat further influenced by a rise
in hackers manipulating data to sow distrust.
The latter is a growing concern, particularly in
government, as perpetrators enter systems,
change information, and leave, often unnoticed.
The result of this level of malicious tampering
has yet to be felt, both locally and abroad, but
its potential to do harm is significant. In addition,
the report also found that there has been an
uptick in cyber espionage thanks to growing
tensions between countries, governments and
global clubs.
China and Russia belong to BRICS, and both
are politically linked to cyber threats against the
USA and Western Europe. Will this impact South
Africa due to its BRICS membership?
It’s a melting pot of possible threats,
potential risks and worrying impact and is one
that few employees working at small, poorly
funded municipalities might even be aware
of. Resources and time are limited, as is an

understanding of cyber crime and how to protect
against it. Yet these municipalities have a lot
of citizen data held within their virtual walls,
information that could be of inordinate value in
the wrong hands. It has to be protected at all
costs to not only ensure confidentiality, but to
maintain the integrity of the municipality.

Impact
“Municipalities are the closest sphere of
government to citizens and are tasked in terms
of the constitution to perform service delivery
functions,” says Alan Moon, head of Business
Continuity, City of Cape Town’s Information
Systems and Technology Department.
“If access to citizen data is lost due to a
ransomware infection, for example, this would
have a severe impact on service delivery
functions and reputation.”
It’s essential that every single municipality
maintains a robust information security
programme that’s designed to protect public
information and that this programme includes
both physical and cyber security controls.
“This is similar to how you would safeguard
your home with gates, fences, burglar bars,
beams and alarm systems,” says Moon.

If budgets don’t allow for a fully
integrated security strategy, start small
by understanding the potential risks and
then build out a solution by protecting the
critical resources first, coupled with strong
education.”
Riaan Badenhorst, Kaspersky

H2 2019

“Governance of security controls is critical in
order to ensure that these controls are deployed
consistently across all areas of the municipality.
It is key to evaluate and select appropriate
security controls that are affordable and effective
against identified potential threats. Due to
the economic climate, it’s not viable in local
government to adopt best of breed security
technologies that may not integrate well with
the existing technology landscape within the
municipality.”

Tip of the iceberg
The problem is that technology is only the
tip of the proverbial iceberg. Even in the most
kitted out, high-end security systems, there
is one factor that always presents a threat –
people. The weakest link is still the person
who falls for the phishing email, is tricked by
social engineering into divulging confidential
information or opening an attachment. For
Moon, the most important tip is to recognise that
staff are the organisation’s lifeblood and must be
empowered to detect potential cyber threats.
“Patch management is also crucial,” says
Vernon Fryer, head of NEC XON’s Cyber Defence
Operations Centre. “South African government
websites have recently been hacked because
patches weren’t applied. They’re not the only
ones at fault; a lot of corporates fail to apply
patches and these give hackers the chance
to simply exploit known vulnerabilities. Cyber
security awareness programmes should be run
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South African government
websites have recently been
hacked because patches weren’t
applied. They’re not the only ones
at fault; a lot of corporates fail
to apply patches and these give
hackers the chance to simply
exploit known vulnerabilities.”
Vernon Fryer, NEC XON

by the IT department or as a service from a local
service provider.”
What’s ironic is that this is easy to fix.
Patches are free and accessible; they just
have to be applied to ensure that systems
are protected against new and known
vulnerabilities. In the organisation, this task
is one that’s normally allocated to the IT
manager, but in the smaller municipality, it can
run the risk of falling by the wayside thanks to
heavy workloads and limited time.
Moon adds: “Often there’s only one IT
manager and an admin support person and they
rely on service providers for maintaining systems.
We recommend the use of standards to assist IT
staff as it’s more cost-effective to support one or
two types of workstation than a variety purchased
from different service providers. A total cost of

ownership assessment over a three-year period
may support this approach.”

EMPOWERMENT
This ties in with the need to empower and train
staff, providing them with the understanding that
they need to not only recognise the threats, but
be proactive in protecting against them.
“If budgets don’t allow for a fully integrated
security strategy, start small by understanding
the potential risks and then build out a solution
by protecting the critical resources first, coupled
with strong education,” says Riaan Badenhorst,
GM, Kaspersky in Africa. “Focus should be
maintained on the most critical information
assets and business processes and on the
types of incidents being reported. Plan the risk
mitigation around these risks and understand

the threat actors that could target infrastructure.”
This neatly introduces another aspect to the
security threat in the smaller municipality –
physical security. In many municipalities, it’s
simple to walk into an office, steal a laptop or
server containing large quantities of important
data, and leave. Security has to be embedded
across every part of the building and any
unauthorised people have to be challenged and
removed by staff. It also has to be balanced
against resources, costs, time and ability.
It’s unlikely that the smaller municipality will
suddenly be granted the resources it needs to
build a robust cyber security posture with the
best of breed technology, but by following these
simple steps, it can build a solid foundation
to protect valuable systems and data. It’s not
perfect, but then, nothing is.
H2 2019

THE ROLE OF DIGITAL TECHNOLOGIES IN TRANSFORMATION
As the technological advances become more refined and
the capacity to connect and collaborate is accentuated, the
world in general, but South Africa, Africa and the rest of the
developing world in particular, are urged to cultivate a
different mindset that is amenable to adopt and adapt to
the use of the technologies especially of the digital type to
successfully manage the economy, improve governance
and the quality of life of citizens. Therein lies the power of
transformation.
Digital transformation is key to the birth of a digital society
underpinned by a knowledge economy where all
economic activities including the public service and
mundane daily life of the citizens are executed and
delivered through the use of digital technologies. For the
past 13 years the government through the GovTech
platform has been the main proponent of digital
transformation and the benefits are immense.
And it all begins with a culture change where daily life and
all its manifestations become interrelated in a virtual or
digital world with data management at the heart. Data
management is pivotal and creates its value chain across
production, storage, analysis, distribution, utilisation and
consumption stages all for a better world – a digital global
village where every citizen partakes and benefits.
With an ever increasing population, the management of
citizens’ data is on the one hand core to government’s
business of planning, development and growth. On the
other hand the management of growing expectations
defines the quality of public services that can be
dispensed, reliant on the advances in digital technologies.
Over the years government and GovTech have been
primarily scoping the problem statement in government
service delivery, identifying gap areas and also
encouraging innovation through ensuring the digital

Digital Transformation - Gearing towards 4IR and beyond

solutions that are relevant and responsive to the immediate
socio-economic challenges. Herein lies the foundations for the
fourth industrial revolution and the South African response to
the inherent challenges.

THE ROLE OF 4IR AND DIGITAL TECHNOLOGIES
IN HEALTH SECTOR AND SHEER CONVENIENCE
FOR CITIZENS - A USE CASE SCENARIO
With the advent of the universal National Health Insurance
framework in South Africa, the need to access faster, efficient
and convenient health care will become even greater, putting
pressure on both the patients and the health authorities to
implement health information management systems and other
applications that are tailor-made, responsive and predictive.
In their wisdom these technologies which are interactive and
are capable of processing high-volumes of patients‘ data in the
quickest time ever imagined, will give power through highly
accessible devices to the citizens that will enable them to
interact in real-time with their personal health information
lodged with the health departments.
This capability brought by the digital technologies will give
citizens the freedom to pre-select health centres of choice
before they leave the comfort of their homes, having been
informed via technology of what is available with regard to
medical expertise, medical technologies, appropriate
treatments and other logistics such as lack of queues and high
availability of hospital beds, thereby saving time and money
and improving health prospects.
Given the pervasive nature of the digital technologies and how
ICT cuts across the sectors, the scenario above transcends the
health sector, encapsulating in its wake just one of the practical
cases of the role of digital transformation in heralding Smart
Communities and the effect thereof on exchange of data
interconnected to the Internet, to highlight benefits for

government in the form of discernible service delivery
improvement, cost efficiencies and citizens’ convenience.
This lays basis for the digital society as envisaged in the
National Development Plan.

THE ROLE OF SITA
Founded as part of government’s foresight and a strategic
response to the unfolding technological world, SITA as an
Information and Communication Technology (ICT) service
provider of government has been in the forefront of digital
transformation, marshalling the public sector to embrace the
changes in the technological space, encouraging active
citizenry through innovation while driving the digital strategy
of government complete with new technologies as part of its
thought leadership role.
The launch of the government private cloud technology and
the universal rollout of broadband programmes are some of the
significant milestones in how far the Agency has traversed the
digital transformation journey and the capacity to which the
state is prepared to invest in technology for the convenience of
the citizens and all this is indicative of the strides that the public
sector and the Agency have made in preparing the country for
the Digital Society.
In so doing, SITA is ensuring that the three key pillars of the
digital society, namely access, transformation and inclusivity
are in place and that all sectors of the society are working
together to narrow the digital divide to promote economic
prosperity, social development and job creation.
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Smart cities
rely on smart citizens
Photography: Supplied

Residents are integral
to the success of smart
cities, but the City of
Johannesburg admits it’s
not yet ready to tackle
citizen education.
B Y: MO NIQUE V ER D UYN
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mart cities are fundamentally humandriven. And therein lies the rub. Homes,
cars, public venues and other social
systems are on their path to full connectivity, but
what about security?
Earlier this year, the Japanese government
launched a campaign where it hacked into
citizens’ IoT devices – including routers,
webcams and internet-connected appliances –
to see how secure the technology is. Given that
almost every IoT provider has vulnerabilities,
it’s easy to understand Japan’s eagerness to
address security (a move that Japanese citizens
found outrageous), especially since more and
more cyber attacks are aimed at IoT devices.
That smart cities need smart citizens to
thrive means the populace must have access
to – and familiarity with – the technologies
that drive much of daily life in today’s digital
world. Embedded sensors will be heavily
woven into the city’s fabric so that public

LAWRENCE
BOYA, City of
Johannesburg
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Without universal broadband access
in every part of the city, citizens cannot
participate in the idea of the smart city. That
is our topmost concern.”
services and infrastructure work together
more efficiently. This opens up a multitude of
possibilities for citizens.
Lawrence Boya, head of the City of
Johannesburg’s (CoJ) Smart Cities Office, says
the CoJ is all too aware of the general anxiety
around cyber attacks. “City Power suffered a
ransomware attack in July, shutting down its
IT systems and leaving some residents without
power. Like most large organisations, we are
working on improving the security of our data
by improving our infrastructure and our capacity
to deal with attacks,” he says. “This is critical
because in addition to our own systems being
held to ransom, we also hold information that’s
personal to residents and account holders across
the city. That’s why we’re taking an holistic
approach to security.”
Boya admits that educating citizens is new
territory for the CoJ, which is still in the process
of sorting out its own ICT governance policies
detailing responsibilities and practices.

“Smart cities remain a novel idea right now,”
Boya says. “The real benefits that will accrue to
residents in terms of efficiencies and convenience
in their interaction with municipalities are
compelling, as is the ability to use technology to
improve service delivery. But our most pressing
issue to address is to ensure that we don’t
create an even bigger gulf between those who
are technology-enabled and those who aren’t.
Without universal broadband access in every part
of the city, citizens can’t participate in the idea of
the smart city. That is our topmost concern.”
Boya says the Smart City Office takes its cue
from the Joburg 2040 Growth and Development
Strategy. “A significant minority have highspeed access via corporate networks, domestic
connections and cellular networks. But broadband
networks are clustered in the main urban
economic nodes, effectively excluding township
areas, informal settlements and non-urban areas.
The majority of households, though, and the vast
majority of adults, have access to cellphones.

“Smartphones are increasingly ubiquitous and
offer important opportunities for bridging the digital
divide through the use of wireless broadband
networks. That is our long-term focus.”

Determining priorities
Over the next five years, he says, the CoJ will
be rolling out wireless broadband to create a
fully connected environment. Before that can
happen, however, general infrastructure like
roads and electricity needs to be provided to
underserved areas. Boya says ICT applications
that enable the vision of a 24/7 city can only be
overlaid once the fundamentals are in place.
Citizen education, it seems, will only become
a priority then. But with research suggesting that
citizen education and engagement are critical
to the success of smart cities, and the number
of connected devices proliferating at speed, the
stakes for protecting digital infrastructure will
only get higher.
In South Africa, and globally, the private sector
learned the hard way that cyber attacks are
inevitable. As cities across the country begin to
adopt smart initiatives, they’d be wise to make data
security a priority from the outset. Underestimating
security awareness and the need for security-savvy
citizens could lead to serious problems. Realising
the full potential of these digitally connected
communities starts with implementing cyber
security best practices from the ground up.

To serve citizens, smart cities need secure digital systems
According to Forrester’s 2019 report, ‘Making Smart Cities Safe and Secure’, while interconnected systems optimise services and improve citizen experience, they also
come with new security and privacy challenges. Forrester notes that smart cities are attractive hacking targets, with hackers seeking to compromise vulnerable systems for
political and economic purposes. In addition, current tools for protecting smart cities aren’t yet sufficient as the digitisation investment has focused on visibility and insight,
with connected systems increasing the threat and attack surface. Lastly, Forrester notes that making smart cities safe demands a zero-trust approach to security, stating
that while smart city deployments vary greatly in scope and function, security pros must consistently apply the same zero-trust principles across all smart city projects to
help protect against cyber attacks.
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Part of the process
For a city to be viewed as
‘smart’, many traditional
processes have to change.
How this is achieved and
the change management
required for acceptance
by workers is the real
challenge.
B Y: R ODNEY WEID EMAN N

W

MSAWAKHE MAYISELA,
eThekwini Municipality
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ith smart cities having come to
prominence again, following the
president’s State of the Nation
Address earlier this year, it’s worth noting that
designing such a city is much more than simply
connecting infrastructure for better insights.
A true smart city should be an ecosystem
in which components of all sectors integrate
seamlessly. This means providing a structure
that improves engagement between
governments, citizens, and businesses, with the
goal of improving public safety, city services,
and delivering a better quality of life.
To achieve these goals, a holistic approach is
required, says Denis Bensch, CIO at FlowCentric,
because processes will be executed across
roles, departments, suppliers and, at times,
even municipalities. Something like tracking and
analysing domestic trade or even the spread of
a pandemic will inevitably cut across multiple
silos. Thus, eliminating the siloed thinking that’s
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generally a part of traditional processes is vital to
the success of building a functioning smart city.
Lawrence Boya, Smart City lead for the City
of Johannesburg, says the city is currently
embarking on a major drive towards modernising
and transforming its business processes, moving
from analogue to digital. Some examples he gives
include the deployment of new CCTV cameras,
the move from paper-based to electronic systems,
and from disparate stand-alone manual operating
systems to integrated and electronic operating
systems. The last offers the potential to shift from
citizens committing to physical visits and queues
in municipal offices, to utilising 24/7 digital
e-services.
“Other technologies that will become
prominent in the city will be the deployment of
sensors in various areas, like CCTV cameras, to
gather data and stream back to a central point
at the city’s Integrated Intelligent Operations
Centre,” he says.

change management
“The changes will be felt across the organisation
through the enhancement of workflows and
the concomitant improvement in efficiencies.
For instance, CCTV cameras already serve as
the ‘eyes’ of the Metro Police, picking up crime
incidences when the police on the ground are
not nearby, and relaying the feed to enable the
force on the ground to be directed to approach
the crime area.”
Boya says that other potential benefits include
having refuse collection on demand, aided by
sensors on bins, communicating to the Pikitup
depots when they must be emptied. The end
goal is to have a 24/7 city that will enable citizens
to interact with government at all times, aided
by AI technology for those times when actual
human interaction is not available.
“Any change that is not properly
communicated will induce a negative response,

The changes will be felt across the
organisation through the enhancement of
workflows and the concomitant improvement
in efficiencies.”
Lawrence Boya, City of Johannesburg

such as the fear of job losses. This has already
been noted in other industries where automation
technology has been introduced. This, obviously,
causes resistance from those who will be affected
by the implementation of such technology.
“The sensible approach is to look at
enhancing business processes, upgrading
the skills of existing employees and using
technology as an enabler to achieve both
efficiencies and convenience for citizens.”

Obstacles
eThekwini Municipality spokesperson Msawakhe
Mayisela says there are many obstacles to
implementing a smart city, not the least of which
is getting managers – who are not data analysts,
but are experts at managing people – to adopt
technology for data-driven decision-making.
In addition, new processes must be adopted
to help drive new behaviour regarding acting
in an integrated manner. “Since technological
changes around the automation of actions and
processes have far-reaching implications for the
future of work, it’s also imperative to mitigate
job insecurity among staff, in order to reduce
their resistance to the introduction of these
technologies,” he adds.

To overcome these challenges, says
Mayisela, municipalities will have to embark
on a huge change management and education
drive, identifying digital threats to employees,
digital capabilities that the municipality
possesses and the digital gaps that exist.
They will then need to develop the relevant
processes to enable the organisation to harness
the benefits and opportunities, while reducing
the risks.
There is always an element of fear that
accompanies any kind of automation or
technology advancement, says Bensch.
People fear the unknown, they don’t want to
appear ignorant regarding the technology tools
they’re required to use, and they fear that their
roles will become redundant and replaced by
technology.
“Fear will inevitably cause resistance and
impede progress, but by making technology
education programmes easily accessible, city
governments can not only mitigate their fears
and give employees a clearer understanding
of technology, they can also communicate the
core benefits of their smart city strategy and
explain the importance of information security,”
he concludes.
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Mobile is the real
enabler of the smart city

D

uring his state of the nation address
earlier this year, President Cyril
Ramaphosa spoke eloquently of his
dream of a new, smart city. While some,
looking at where we are at present, may
have scoffed at this idea, the truth is that
the evolution of technology means that
the places we live are already, by default,
becoming smart cities.
Desiree Letshabo, executive for
business mobile sales at Telkom, points
out that virtually everyone owns at least
one mobile device, and that these offer
convenience and connectivity to users.
She explains that smart cities are all about
digitising operations and making things
more efficient and effective, which is why
mobile is the ideal enabler for a smart
environment, because it puts access to
services directly in citizens’ hands.
“You only need to consider how
embedding applications on these devices
enables many smart abilities. Think,
for example, about how a citizen could
potentially order medicine via a health
app, send a copy of the prescription from
their phone to the pharmacy and then
have this delivered directly to their door
– this really is the essence of what being
smart is all about,” she says.
“Clearly, mobile sits at the core, and is
an integral part of, the smart city concept;
you could call it the glue that holds

everything else together, and this is merely
the beginning. When the spectrum needed
to provide 5G connectivity is released, we
will be able to take things to a whole new
level. It is my firm belief that 5G has the
potential to be a genuine game changer
when it comes to smart cities.”
Of course, adds Letshabo, mobile
alone can’t make a city smart. It requires
a multitude of technologies working
together to drive true success in this
endeavour. This is why Telkom is currently
integrating what it does with its sister
company, BCX, which offers ICT solutions
outside of the mobile field that are also
critical to the creation of the smart
city. By working together, she says, the
companies will be able to offer a holistic,
end-to-end solution.
“There’s one other vital factor that must
be considered, and that is cyber security.
After all, with everything going into the
cloud and digitising, cyber security has
never been more critical. Security should
be the first consideration when planning
any smart initiative, and it needs to be
implemented end-to-end, across all
aspects of the smart city, not just the
mobile component.
“From our side, we offer a mobile device
management (MDM) solution that allows
those in charge to monitor and track what
is happening with each of the devices that

www.telkom.co.za | Desree.Letshabo@telkom.co.za

Desiree Letshabo, Telkom
form part of a smart solution. With this,
you don’t just monitor the device, but you
can also identify risks and alert the user in
order to ensure the danger is mitigated.”
She adds that security is not only
about technology either, as the human
element is just as important, if not more
so. Telkom insists that whenever it
implements a solution, that part of the
project includes user awareness around
how to manage security issues.
“Remember that your people can
unintentionally be a major security threat,
which is why it’s crucial to provide user
education to ensure they’re made aware
of dangers and how to identify potential
security threats. After all, while mobile is
the enabler, the key to a truly smart city is
ultimately to have savvy people as well,”
she concludes. n
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Digital foundations will
deliver a digital province
With its long-term goal
being one of becoming
a digitally-led smart
province, the Western
Cape’s emphasis on smart
comes to the fore in how
the City of Cape Town is
now a leading digital city.

BY: RODNE Y WEID EMAN N

T

he Mother City has long been known as
one of the nation’s most beautiful cities,
and it added to its honours recently
when it was named Africa’s leading digital city.
This is less surprising when one notes that its
economic centre contributes nearly threequarters of GDP in the Western Cape, as well as
almost R5 billion in foreign direct investments.
This digitally-led approach is one of the reasons
more than half of emerging tech companies in
South Africa are based in the Western Cape,
particularly in Cape Town.

The province even has a dedicated
Digital Economy Unit, which aims to further
elevate and position the province as a global
digital region. Its aim is to attract additional
investment into the region and promote
outward trade based on the expertise and
capabilities of the digital workforce and
companies located and operating in the
province.
According to the City of Cape Town’s director
of Enterprise and Investment, Lance Greyling,
apart from the focus on the digital economy,
there are three other pillars of digital strategies
that need to be implemented.
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The first is ‘digital government’, with the aim
being to bring as many government services
online as possible so that people don’t have to
stand in long queues waiting to be helped by an
official. The second is ‘digital inclusion’, which is
all about ensuring that more people are involved
in the digital economy. The third pillar is ‘digital
infrastructure’, which focuses on ensuring the
integration between different industries, as well
as the implementation of a 900km fibre optic
cable connecting various government buildings.
In conjunction with these pillars, Greyling
says the Cape Town government also has a
roadmap that will help it transform into a true
smart city.

Data-centric visualisation
Apart from this digital roadmap, Cape Town also
has a physical map of existing infrastructure,
thanks to Siemens’ data-centric visualisation for
the City of Cape Town. This map outlines various
infrastructure points of the city and its underlying
data, encompassing points like buildings, marine
traffic, railway congestion, zoning, waste-water
plants, postal routes, trees, borders, pipelines
and the ocean.
According to Siemens head of Corporate
Communications for Southern and Eastern
Africa, Keshin Govender, this solution has been
designed as a way to spark the conversation
around the importance of data in industrial
settings and city environments.
“The solution represents current data
attributes – including physical ones like roads
and digital ones like internet connectivity –
derived from Siemens technologies that impact
on the city. The reason we are able to access
such large quantities of data is because our
company is something of a ‘hidden hand’ behind
much of Cape Town’s infrastructure,” he says.
“The advantage this offers is that it allows us
to open up a smart infrastructure conversation,
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Getting smart for emergencies
The City of Cape Town has created an Emergency Dispatch Centre that acts as the rescue centre for the city.
Using enterprise resource planning software from SAP, the city is developing an integrated public safety
solution that enables efficient rescue operations and data-sharing. The data gathered is used for disaster risk
management, law enforcement, metro police, traffic, fire and rescue, as well as the city’s investigation unit.
During the recent water crisis, the City of Cape Town placed a huge emphasis on finding ways to resolve
the issue. One of the initiatives encompassed the implementation of utility meter reading, which helps
to eliminate manual data-process errors. It is estimated that the meter reading system helped the city in
reducing water and energy consumption by as much as 10%.

because this map offers a tangible and
visual picture of the entire city environment,
helping urban planners to make the right
decisions around how best to leverage existing
infrastructure for smart purposes. After all, the
data available on each infrastructure point gives
greater insight into the challenges being faced
in the city, and helps leaders make smart urban
planning decisions in future.”
Govender adds that since the president’s
SONA speech, most citizens have been fixated
on the idea of building a new smart city. The
trouble with this, he says, is that it will simply
create an ivory tower of excellence. Instead, we

should be focusing on making our existing cities
smarter by increasing the intelligence of the
existing infrastructure.
“An example of this is the work being done to
upgrade the signalling on the local train network,
in order to improve safety and help it to run on
time. It’s clear that Cape Town is embracing the
Fourth Industrial Revolution enthusiastically.
With the visualisation provided and the drive
to implement smart infrastructure connecting
energy systems, buildings and industries, I have
no doubt Cape Town will lead the evolution in
the way the city serves it citizens in their daily
lives,” he concludes.

The data available on each
infrastructure point gives greater insight into
the challenges being faced in the city, and
helps leaders make smart urban planning
decisions in future.”
Keshin Govender, Siemens

