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chairman’s note

Welcome
T

hese are exciting times we live in. The
Fourth Industrial Revolution is in full
swing, new skill sets are emerging and
being introduced, digitalisation is coming to the
fore, and government is realising technology is
lacking in delivering services.
What’s especially pleasing is the appointment
of the Government CIO, which we, as the Public
Sector ICT Forum, applaud because it’s important
having this person at the helm, focusing on
driving innovation within government.
With the evolving role of the CIO, in both the
public and private sectors, this position is now
viewed as strategic, enabling government to
deliver a quality and secure service.
One of the key drivers is the need to
modernise legacy systems. We’ve seen the
positive effect this has had in SARS and Home
Affairs, which are leading examples within
government. It’s about digitising current IT
processes, which need to be driven from within,
so government can become more efficient.
Ideally, SITA should be driving the move to
cloud on behalf of the government, and its
GPCE is showing some progress here. This will
take the pressure off the CIO, enabling them
May 2018
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to then focus on innovation within their own
department or sector. It should also be SITA’s
responsibility to develop a strong cyber security
mechanism, thereby ensuring all information
stored on a government cloud is safe and
secure, and cost-effective.
By having a safe and secure government cloud,
information could be shared, eradicating the
need for duplication of data. For example, data
captured by SARS could be accessed via the cloud
by Home Affairs and vice versa. Centralising data
is now feasible and can be organised in a more
cost-effective and efficient manner.
With the Fourth Industrial Revolution, you
need the right skill sets in place to benefit from
innovation.
Transnet is using underwater drones at the
ports to test the quality of the water. In the past,

this was conducted by divers. However, now, all
the extra data generated by the drones is mined
and analysed, which requires a new skill set to
provide new insights. Transnet has also started
using flying drones to assist with the effective
management of ports congestion.
Another effect of innovation is at municipal
level through the creation of apps whereby
residents can notify the relevant municipal
departments of pot holes and faulty traffic lights
in real-time.
The health department is also being innovative
distributing chronic medicine via an ATM
pharmacy in a trial project in Alexandra. Patients
are notified via SMS when it’s time to collect
their medicine and are also sent a code that
they use when collecting their chronic medicine.
Patients in this programme no longer have to

take public transport to the clinic and queue for
their medicine, therefore saving them time and
money in the process. This is a great example of
innovation working for the citizens.
CIOs in government are key enablers of
innovation making government more efficient.
Exciting times indeed and a good story to tell.
In this edition of The Public Technologist
we look at the evolving role of the CIO in
government, and how they’re enabling a brighter
future for all through their innovative actions.
I hope you find the content insightful and
interesting.

Mandla Mkhwanazi
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PUBLISHING PARTNER’S FOREWORD

P

ublic sector ICT has always been the poster
child of doing more with less. As a result,
public sector organisations have long been
considered the poorer cousin of their private sector
counterparts. That’s no longer the reality.
Today’s public sector CIOs have been making
the journey to digital transformation alongside the
private sector. In many cases, the two have been
working together in order to transform the public
sector’s legacy systems, and ICT is starting to
become a strategic focus as a result.
Many organisations are going further than
merely adjusting their ICT strategies in order
to achieve digital transformation, focusing on
developing a vision for the future and what will be
needed over the coming years. The public sector
CIO’s role is, therefore, evolving from leading digital
transformation, to leading digital government.
These CIOs not only need to change the way the
public sector delivers transactional services, but
manage a growing digital society.
Collaboration is, therefore, essential.
Collaboration among various departments and
public sector organisations is key to achieving
the service levels that their constituencies are
demanding, and collaboration between private and
public sector organisations has proved to be the
most effective way to achieving the goals of costeffective and responsive ICT systems.
In order to better serve the needs of the various
public sector organisations it deals with, the private
sector needs to start seeing government as one
customer. In fact, the way technology companies
approach public sector ICT solutions should be
no different from how they build solutions for
private customers. Ultimately, every organisation
needs access to the technology that will enable
innovation and allow them to focus on their core
business, and the public sector has exactly the
same requirements in this regard.
Achieving the kind of progress that South Africa

needs can only be done through partnerships and
two-way engagement between the public sector
and industry. Government needs to be able to keep
abreast of the latest industry and technological
developments in order to leverage best-in-class
solutions. The public and private sectors both
face the same challenges when it comes to digital
disruption, and partnerships will allow the public
sector to access the expertise and resources
they need to deliver the technological solutions
necessary.
Improvements in citizen services are necessary,
particularly since it has been proven internationally
that citizen experience can have a massive impact
on the perceptions of government and the services
it provides. However, with emerging technologies
increasingly taking centre stage in the private
sector, the public sector has an opportunity to use
technology to revolutionise the business of running
a country. The digital disruption we’re experiencing
today is expected to be 3 000 times the impact
of the Industrial Revolution, and the public sector
needs to do more than prepare for this change – it
needs to lead the change.
The Internet of Things (IoT), in particular,
is opening new horizons for the public sector.
Offering new ways to manage assets, collect data,
and enable efficiencies and innovation, IoT is
creating the opening through which public sector
organisations can lead the change. Not only is this
technology revolutionising the delivery of services
such as water and electricity, it’s also a means
through which government can achieve innovation
in defence, logistics, law enforcement and public
safety, as well as healthcare.
“Incremental adaptation to technical change and
disruption is no longer enough. Organisations must
take positive steps to keep pace with innovation. To
do so, first consider modernising IT infrastructure
to improve efficiency and deliver services in
new ways. Next, streamline the processes of IT
budgeting, organisation, and delivery to help drive

mission success,” Deloitte said when detailing the
tech trends public sector organisations should look
out for in 2018.
“Artificial intelligence, quantum encryption,
and other exponential technologies may seem
to be years away, but technology moves fast.
Organisations should start developing partnerships
and capabilities to research, vet, incubate, and
scale these technologies for when they arrive.
Interim steps taken now can lay the groundwork for
additional measures and help prepare for potential
risks as the technologies emerge,” the analysts add.
There’s no doubt that these emerging
technologies are as ground-breaking as the internet
was in the early 2000s. There’s also no doubt that
they will fundamentally change the way things are
done, in much the same way that cloud computing
has. The public sector has a unique opportunity
with these technologies to radically transform
service delivery and gain further efficiencies and
innovation. The path to digital transformation has
been a challenging one, but taking the next step to
future-proofing is essential – and offers enormous
potential.

Giovanni Chiarelli,
Chief Technology and Information Officer,
MTN Business
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Government CIO to
bridge digital gap
ICT has long been heralded as a critical enabler
of service delivery for government institutions
of all levels: national, provincial and municipal.

Mark Walker, IDC

May 2018

echnology can play a key role in everything
from distributing services and information
in new digital ways – like smartphone
apps and messaging tools – to tightening the
security of state and citizen data, fighting the
threat of terrorism, improving inter-departmental
collaboration, developing better operational
platforms, and more.
On 1 February 2018, Mandla Ngcobo officially
assumed his duties as the Government CIO (GCIO) in
the Department of Public Service and Administration,
finally filling the position that had been vacant for
more than six years. The last permanent recruit was
Michelle Williams, who held the post from November
2007 to April 2011.
While it may have taken some time to
permanently appoint someone to the position,
Ngcobo’s appointment not only signals the filling of
a crucial post, but it finally places someone in charge
of leading the e-government and the national ICT
strategy across government.
Kabelo Makwane, MD, Accenture’s Cloud First
business in Africa, believes that if South Africa is to
truly embrace digital, the country needs a set of clear
and effective policy and legal guidelines governing the
new world of data and the cloud.
According to Makwane, the country can fully
harness ICT and digital by accelerating thinking
around regulation and policy.
With the position of the Government CIO
now filled, the office can carry out its mandate
and prioritise the policies that will aid digital
transformation of the public service.
The role of the CIO has evolved from a deliverer
of IT services to a mission-enabling executive, says
market research firm Gartner. The same can be said
of this role within government.
Neville Cannon, research director for public sector,
Gartner, says the role of the GCIO is moving from
controlling costs and providing basic IT capabilities,
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to one of helping government better exploit data and
drive digital business improvements for the citizen.
Cannon says the role must now be outcomefocused. “Efficiency will always be an issue, but
the focus has to be about enabling costs savings
across the entire government service delivery
departments.”
At national, provincial or local level, the GCIO role
differs, states Mark Walker, associate vice-president
for Sub-Saharan Africa at IDC; however, the common
thread is to ensure that technology is deployed
to best serve citizens. To do this, the government
CIO must guarantee that the most efficient ICT
infrastructure and services are identified, deployed,
integrated and maintained at the lowest cost, he
notes.
Walker expresses that the CIO needs to ensure
that strong alignment exists between desired
governmental outcomes and digital transformation
initiatives. “Technology is the ‘glue’ that binds
government processes to each other and to the
citizenry, thus transparency and value are key
strategic CIO imperatives.”

The change agent
CIOs have indicated to Gartner that the
three main areas that weigh heavy on digital
transformation efforts are culture, resources and
talent. Notwithstanding these challenges, the
GCIO must be the change agent that guides this
transformation.

While governments find it hard to transform
and are more comfortable with optimising
services, Cannon points out that they must
seek to better keep up with the changes in the
commercial world.
As a result, whatever the model of
transformational delivery, the CIO must act as a
change agent, he notes. “They must offer their
insights into data use, and technology that can
automate the delivery of services. They must
demonstrate how data can be used to make more
informed and better decisions at critical areas of
the business and leadership.”
Walker adds: “The CIO is a key change agent
in government, especially in terms of driving
digital transformation initiatives such as smart
cities, cyber security and Internet of Things (IoT).
Balancing political objectives with technological
ability, however, is one of the key challenges in a
government CIO’s role.”
According to Makwane, governmental agencies
elsewhere are beginning to plan for a digital future
in a major way.
In his new role, Ngcobo must lead and encourage
the formation of a digital strategy because a
separate IT strategy is no longer sufficient, advises
Cannon.
According to Cannon, digital must become the
norm of how government operates. “Processes
must change to reflect this new operating
model. Processes must adapt to the new

platform approach as this is where efficiency and
scalability will emerge. New technologies such as
AI, blockchain, and robotics, among others, will
demand new skills for the staff.”
He adds: “The adoption of cloud must be an
organisational decision and not simply an IT choice
to embrace or reject out of hand. Citizen and data
centricity must be recognised. Data is at the heart
of digital government, collecting it, using it and
protecting it must all happen sensitively if trust
in government is to be maintained and efficient
services designed and delivered.”
Cyber security, data analytics and autonomous
vehicles will all challenge the new norm for
government and ignoring it will not be seen to be
acceptable by the citizens, states Cannon.
Walker believes the GCIO’s overall technology
vision should align with national development
and strategy plans and also with departmental
level plans and outcomes related to efficiency,
transparency, and effective delivery of services to
the citizenry.
“The Government CIO must be politically aware,
understand key departmental objectives, have
strong relationships at director-general, deputy
director-general and head of department level
and a very firm grasp of technology and the
latest innovations offered as well as with key ICT
suppliers. The Government CIO needs to be wellversed in government procurement processes and
compliance requirements,” he concludes.

GITO vs CIO
GITO DEFINED

In 2000, Cabinet approved the creation of the Government Information Technology Officer
(GITO) position to act as one of the ICT enabling structures in the public service. The GITO
function was established for each department to align and execute its respective ICT
strategy with its strategic direction and management plans. Furthermore, it was decided
that the GITO should report to the head of the department and should be an integral part
of the executive management team within each department.
[Source: Department of Public Service and Administration: “Public Service Corporate Governance of
Information and Communication Technology Policy Framework”, December 2012]

CIO DEFINED

Gartner defines the CIO as the person who oversees the people, processes and
technologies within a company’s IT organisation to ensure they deliver outcomes that
support the goals of the business.
According to Garner, as digital becomes a core competency, the CIO plays a key
leadership role in the critical strategic, technical and management initiatives — from
information security and algorithms to customer experience and leveraging data — that
mitigate threats and drive business growth.

May 2018
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The
changing
role of
the public
sector CIO
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Len de Villiers, CIO Council of South Africa
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Historically, public sector CIOs have seen their job descriptions
change much more slowly than their private sector counterparts. But
the reality is that technology is changing the world at a more rapid
pace, and they can no longer afford to lag.

BY: M O N I Q U E V E R D U Y N

A

decade ago, CIOs were responsible for
ensuring that the organisation had
technology capacity and ability, that
systems were performing properly and were
available, and that they did what the business
needed to be done.
“It was a role that included development,
operations function, production support, project
management, architecture and tech support
functions,” says Len de Villiers, chairman of the
CIO Council of South Africa and Telkom’s recently
retired CIO. “The CIO had to ensure that the
ICT infrastructure was working. In the last ten
years, that has changed because technology
has changed significantly. It has taken over the
world, and therefore taken over business too. It’s
so pervasive that there’s no part of the business

“Efficiency will always be an
issue, but the focus has to be
about enabling costs savings
across the entire government
service delivery departments.”
Neville Cannon, Gartner

that’s not affected, which means the CIO now
has responsibility for almost every component
of the organisation, including distribution, sales,
marketing, operations, logistics, HR, people
management, schedule management, operational
installations, delivery, vehicle management
tracking, and building management.”
De Villiers lists a number of roles and
responsibilities (see sidebar) for the CIO, which
correlate closely enough with those of the
Government Information Technology Officer (GITO)
job description published by the Department of
Public Service and Administration (DPSA). However,
the problem is that public sector CIOs are shackled
by bureaucracy and generally positioned at the
wrong level in government.

A seat at the top table
The responsibilities of CIOs today demonstrate that
they play a strategic role in the organisation, which
is why they need to be positioned in the C-suite, or
top executive level. In the private sector, successful
organisations deploy CIOs who report directly to the
CEO and, together, they ensure that the strategic
plan of the organisation is integrated with and
supported by the strategic technology plan.
In the public sector, CIOs won’t be able to meet
the challenges they’re required to unless they’re
positioned at the right level. Government CIOs need
to report to directors general, ministers, and people
who have the right level of influence to give them
the space to do the job, De Villiers says.
“When you’re managing a budget of R500
million to R1 billion, and more in some cases, you
should sit right at the top of the organisation.
Government will continue to battle to attract the
right talent, and the people employed in those
positions will struggle because they’re not given
the space and authority to do what they have been
employed to do.”
The result, he says, is the government will
continue to play catch-up, and won’t have the
May 2018
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The CIO’s many hats
Len de Villiers lists the CIO’s roles and
responsibilities as:
Cost-optimiser
Security systems advisor
Strategic planner
Talent/retention manager
Business process-optimiser/engineer
Business continuity manager/disaster
recovery director
New systems and solutions innovation
Leader of people and teams
Communicator of vision
Procurement strategist (sourcing and
vendor management)
Operations manager
Stakeholder manager
Strategic problem-solver
Legacy system terminator
Project director (PMO)
Architect of future landscape
Member of Exco
Organisational structure designer
Corporate governance sponsor (King iii/iv)

ability to access the latest and best technology, nor
will it have the capacity to improve service delivery
to citizens.

Simplifying the paperwork
Government officials are well travelled and have been
exposed to the most sophisticated technology the
world has to offer, but they can’t implement what
they’ve seen elsewhere because these solutions are
usually too complex, and there aren’t enough skills
available to deploy them, De Villiers says.
“What’s more, the process of obtaining the
authority to acquire and implement is a nightmare

– taking into account the tender process, the
procurement policy (the Preferential Procurement
Policy Framework Act or PPPFA) and the
governance process, it can take a year or two for all
the correct boxes to be ticked. By the time the CIO
enters the race, the race is over. The technology will
already have been surpassed by something new. It’s
time for public sector CIOs to have the support and
the freedom they need to do their jobs.”
The biggest challenge of all CIOs right now and
into the 2020s will be to enable strategic alignment
between technology and the organisation. That
requires an active partnership with the organisation
so that changes and improvements can be made as
and when necessary. And the world is changing at
such a rapid pace, that CIOs everywhere are finding
it difficult to keep up.
Successful CIOs have to be agile in their
development delivery, says De Villiers. Everything
is about being fast. Rapid application development
and joint application design depend on the
organisation having the willingness to put IT
and business together in the war room for the
duration of each new project, which is why project
management skills are key.
In the private sector, he says, business processes
change constantly, and systems are seldom given
the time to settle down and ‘harden’. “There’s a
battle between two opposing needs – constant
change and absolute stability. And the bigger the
technology estate, the more complex it becomes.
High-level CIOs have on average 500 very large,
complex integrated production systems; when one
change is made, it may well have an impact on
20 to 30 additional systems. The combination of
knowledge and testing ability is vital. At the same

time, these CIOs also have to ensure they keep tabs
on what’s happening around the world and where
technology is heading. It’s a role that requires
a level of flexibility and versatility that’s almost
unfair.
Many CIOs deploy new technology on old
business processes, he adds. The problem with
overlaying a new system on the old processes is
that the organisation doesn’t change. “Good CIOs
must have strong business process optimisation
capabilities as these are fundamental to the
successful introduction of new platforms and new
technologies into the organisation.”
Containing costs is also a critical skill for public
sector CIOs. ICT budgets are generally the second
biggest cost in any organisation, after HR and
people costs. At the same time, CIOs are constantly
being tasked to do more with less.
“This requires the ability to plan to switch off
expensive legacy systems,” says De Villiers. “Legacy
decommissioning is the only way to release funds
in opex and capex budgets, and to enable spend on
new technology to enable the organisation to work
faster and smarter. Thanks to the cloud and the
benefits of outsourcing, today’s CIO can move many
costs from capex to opex, provided that they have a
formidable opex capability.”
Ultimately, the role of the CIO is one that’s
experienced constant change over the years,
reflecting the rapid pace of the digital revolution,
which presents many new opportunities and
challenges. That evolution will continue apace,
and public sector CIOs will need to see themselves
playing a much more strategic role in the future,
even though this may not be as easy to achieve as
they would like.
May 2018
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Shifting strategic CIO gears
The traditional top-down reporting structure cemented into the public sector is seeing a shift as the
strategic, long-term value of the CIO becomes increasingly relevant.
Photography: Nonnie Potgieter
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Stephen Matjena, Limpopo Department
of Transport
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he hierarchical structure of government
has long been the stuff of legend and
bureaucratic pain, particularly for those
who have to work within it. The CIO has been held
hostage to complex reporting structures that have
limited the role’s ability to make a strategic and
sustainable impact on the business. However, this
reporting structure has started to change thanks
to the bursting seams of the Fourth Industrial
Revolution, the influence of the private sector,
and a growing awareness of the importance of
technology beyond just fixing the printer.
Traditionally, the CIO has reported to those who
hold the purse strings – the head of department
(HoD), the chief financial officer or the chief
operations officer. While different departments
may have a variety of configurations and systems,
the general rule of thumb has been that finance
controls the CIO.
“According to the IT policy framework, we’re
supposed to report to the accounting officer,” says
Stephen Matjena, GITO, Limpopo Department
of Transport. “However, I think it’s important
that IT becomes a standing item and a part of
the discussions when any business strategy is
developed. It’s getting better, but at a very slow
pace and the CIO is still seen as the guy who fixes
the gadgets.”
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There are several reasons behind why the CIO is
increasingly recognised as having strategic value.
The first is the Corporate Governance of ICT Policy
Framework that’s eliminating the gaps between
corporate governance and IT governance as
accounting departments ask relevant questions
around how ICT can enable their compliance and
greater efficiencies. Another factor is the maturity
of the department or organisation – those that
have a more mature approach towards IT are very
likely to have the CIO participating in the decisionmaking process.

Transformation mandate
“In my department, I’m part of the executive as
I report in to the HoD and play a role in decisionmaking and strategy,” says Matjena. “In some cases,
however, the HoD doesn’t understand IT or the value
it brings and they don’t involve the CIO, or they only
engage with the CIO at the final part of the process.
CIOs do come up with comprehensive IT strategies
that would deliver on the transformation mandate,
but when it comes to investing money into these
strategies, it never happens.”
For Matjena, this is one of the primary reasons
why public sector organisations struggle today.
The lack of involvement of the CIO impacts on
implementation and integration. Changing this
attitude is fundamental to allowing for the public
sector to evolve in time with the Fourth Industrial
Revolution. Fortunately, change is coming...
“There’s been a shift away from the traditional
reporting structure often found in government and
this is mostly ignited by trends in the private sector
and the impact of the King III report on corporate
IT governance,” says Mandla Mkhwanazi, digital
business leader, Transnet. “This move is seeing
the CIO report directly to the CEO, becoming more
integrated with the exco and sitting at the decisionmaking table.”
Mkhwanazi believes that the public sector is
starting to acknowledge that the CIO is a strategically

influence of the private sector, it’s
the impact of technology failure
on public sector reputation and
functionality.”
The recent system collapse at
the Department of Home Affairs
is a case in point. While not all the
systems were affected, the fact that
people were queuing for hours and
being sent home empty-handed
was enough to see staff threatened
and citizens outraged. It also woke
up a few snoozing souls to the
importance of having a switched on
CIO rather than a CIO busy playing
with switches.
“It’s negative issues like these
that have indirectly elevated the CIO. Leadership is
realising that the CIO is critically important. Even if
not reporting directly to the CEO or the decisionmaker, they can be invited to sit on the board and
provide their insights. The strategic value of the
CIO may not be the reasoning behind this yet, but
things are changing,” concludes Mkhwanazi.

“Leadership is realising that
the CIO is critically IMPORTANT.
even if not reporting directly to
the CEO or the decision-maker,
they can be invited to sit on
the board and provide their
insights.”
Mandla Mkhwanazi, Transnet

important cog in the wheels of success and that IT is
equally critical in enabling this success. The levels of
this awareness remain a mixed bag across those who
recognise how the CIO’s expertise can help transform
department, system and budget, versus those who
just want the CIO to ensure the employees have a PC
and the ‘lights are on’. The CIO also has to overcome
legacy issues and protocols that prevent them from
expanding their role and becoming more engaged
with the business.

Failure leads to success
“We’re starting to see the CIO take on a stronger
role within the sector,” says Mkhwanazi. “However,
the reason behind this shift is more than just the
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What role should the CIO play
in determining overall business
strategy and vision?
By: DaV e G l a z i e r

i

Shaping
strategy
Prof. Pete Janse van Vuuren, The Thinking Cap

May 2018

t’s well known that the global spice trade was
instrumental in the development of our global
economies, stock exchanges and business
ecosystems in the 17th century. But few of us know
that the predominant use of spices was actually to
preserve, rather than flavour food products.
When it was discovered that ice could, in fact,
far more effectively preserve meat, things changed
quickly. “Almost overnight, 80% of the spice
industry fell away,” says Wits University lecturer
and CEO of The Thinking Cap, Prof. Pete Janse van
Vuuren.
The story goes to show that disruption has
always been happening. Even something like ice
was, at one stage, revolutionary.
Today, we focus on digital technologies and their
disruptive impact on organisations.
As digital disruption takes hold, many are
looking to the CIO for guidance. Janse van Vuuren
believes that CIOs today must use their advanced
knowledge of technology, fused with a clear
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“The CTO is the stable man, tasked with keeping everything
running smoothly; but for everyone ELSE, the big focus is
on disruption and breaking processes, in order to create
future value.”
Prof. Pete Janse van Vuuren, The Thinking Cap

understanding of their company’s market and
customer landscapes, to provide essential input
into the overall business strategy.

CHANGING THE NARRATIVE
“CIOs certainly need to get closer to CEOs, but
the messages have changed,” he argues. “They’re
becoming the business translators now, not the
technology translators, so while there may be lots
of excitement about new technologies, the CIO
should only be applying technology to solve business
problems or create business value.
“A CIO simply can’t go in and say, ‘it will cost
this much and take this long’. They need to be
changing the narrative to be ‘we will increase
revenue by this amount over this period’, or ‘we’ll
reduce costs by X percentage’.”
Another key shift, notes Janse van Vuuren,
is that CIOs are expected to conjure up their
own strategies and ideas based on the evolving

technology landscape. This is a far cry from the
old era of simply implementing other people’s
ideas.
Even highly industrialised, traditional
organisations are finding new opportunities in the
digital era – with smart devices, sensors, tracking
and analytics platforms, automation, robotics, and
new plant optimisation software.
“In these environments, we’re seeing another
major trend emerging. As operational technology
and information technology converge, the CIO
is starting to take a lot more responsibility for
operational tech.”

Responsibility outside ‘traditional IT’
But the CIO role is expanding in a number of
other ways as well. A recent Gartner survey of
over 3 000 global CIOs revealed that at least
84% of top-performing CIOs have responsibility
for areas of the business outside traditional IT

– with the most-common being innovation and
transformation.
This broadening of the CIO mandate helps
them to better connect their technology vision to
the business’ needs, and to develop strategies to
transform their organisation. In short, it enables
them to play at a more strategic level – something
for which many CIOs have been clamouring.
As the CIO’s portfolio encompasses a
broader range of activities, and becomes more
strategically important to the business, it’s
essential to have the right mix of IT leaders
supporting the CIO.
“Under the new CIO, there should be clear roles
and mandates for the head of operations, head
of automation, enterprise architects, chief digital
officer, chief process officer, and chief technology
officer,” says Janse van Vuuren.
“The CTO is the stable man, tasked with keeping
everything running smoothly; but for everyone
May 2018
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else, the big focus is on disruption and breaking
processes, in order to create future value,” he
says.
With these portfolio heads in place, CIOs are
free to spend more time on the business strategy
elements of their roles. Compared to the same
research three years ago, Gartner notes that “CIOs
from top performing organisations are spending up
to four days more on executive leadership.
“The more mature an enterprise’s digital
business is, the more likely the CIO will report to the
CEO,” adds the report.

Becoming rainmakers

“As operational technology
and information technology
converge, the CIO is starting to
take a lot more responsibility
for operational tech.”
Prof. Pete Janse van Vuuren, The Thinking Cap

But whether or not a CIO does report directly to
the CEO, there are always opportunities for CIOs to
make the leap – from implementer of technology, to
guider of the organisation’s digital vision.
Janse van Vuuren says CIOs must demonstrate
a keen appetite to be involved in the highest levels
of business, taking the time to truly understand
how the business operates, how its customers
are changing. Ultimately, he says CIOs must
be “thinking like rainmakers: creating enabling
environments and tools for the business to capture
new value streams.”
With technology playing an ever-greater role in
business strategy, organisations are looking to their
CIOs to highlight weaknesses and threats in the
business model, and show how emerging disruptive
forces could affect the organisation.
Ultimately, to stay on the right side of the next
‘ice vs spice’ wave of disruption, firms need a
strong, visionary CIO who has the right mandate
and voice during executive discussions.
May 2018
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How to
create
value with
a limited
budget
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Budget constraints

Public sector IT spending may be
increasing, but so are the costs
of technology and expectations
of what it can deliver. How can
South Africa’s public sector
CIOs balance budget and
service delivery, demonstrating
the value IT can bring to the
organisation?
B y: T r ac y B u r row s

g

artner reported in its 2018 CIO Agenda
Survey that digital transformation,
compliance, security, cloud and analytics
were a key focus for public sector CIOs around the
world, who represented $277 billion in IT spend.
Among them were 66 African CIOs, representing
$3 billion in IT spend. Nielsen recently noted that
CIOs could expect an IT budget increase of 3.1%
May 2018

Mthoko Mncwabe, South African
Post Office
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on average in Africa in 2018, slightly up from an
average of 2.5% last year.
But balancing a marginal increase in budget with
significantly heightened expectations, and the need
to demonstrate value, demands innovation on the
part of the public sector CIO.
It’s a matter of thinking on your feet and innovating
as you go, says Mthoko Mncwabe, the Group CIO
tasked with reinventing the legacy South African
Post Office (SAPO) into a modern, service-driven
organisation delivering on the public service mandate.
Mncwabe, with a lengthy background as a private
sector CIO, moved into the public sector some two
and a half years ago, and discovered first-hand that
public sector CIOs face markedly different challenges
from those in the corporate world.
“Service delivery on a budget is a top of mind
issue in the public sector at the moment, because,
as an organisation, you’re supposed to be providing
free service, which is your obligation in terms of
servicing the public. On the other hand, you’re
expected to be a sustainable organisation. These
are two conflicting scenarios,” he says.
Among the biggest challenges, he says, is the
speed at which the IT organisation is able to move.
Digital technology is advancing at a rapid pace, and
end-user demands and expectations are evolving
in line with consumer technology developments.
But the public sector quite simply can’t move that
quickly. Compliance with legislation and fiscal
responsibility demands a lengthy procurement
process, slowed by a great deal of red tape.
“No matter how much autonomy IT may have
as a business unit, you must follow the regulations,
with committees approving the solutions you’re
procuring. So, if I as the CIO want to go and procure
the latest and greatest gadget, I can’t just do so.
The procurement must be open to other vendors
through the tender process.”
Complicating matters is the fact that in the private
sector, a CIO can meet a vendor, discover from the
vendor what new products and features have been

launched into the market, and make a call on whether
to enrol a trial version of a solution in the organisation.
This isn’t the procedure in the public sector.
Protocol demands that the public sector CIO
must prepare the tender specifications without
engaging with solutions providers – as this could
be seen as giving vendors an unfair advantage. In
the case of new technologies, such as blockchain,
where the CIO lacks high-level skills in-house,
merely preparing the specifications for the tender
can prove challenging.

Buying agile, local
In the face of these challenges, public sector CIOs must
up their game and stay abreast of new trends and
technologies, says Mncwabe. Supporting this, SAPO
favours innovative local vendors as service providers,
which brings the latest technologies and skills into the
organisation, and often at a lower price.
“A lot of the innovation we see in the market
comes from young companies with new approaches,
so when we aim to innovate on a budget, we look at
the new innovators and local players, rather than the
large, established players,” he says.
“The smaller guys tend to come in with innovative
local solutions that are also cost-effective. At the
same time, they’re typically agile in terms of meeting
our requirements and offering support. And because
they’re local, it’s easier for them to meet our skills

transfer and development requirements.”
It’s an approach SAPO has used in developing
its new core digital banking platforms, and it has
achieved significant savings, says Mncwabe.

Building trust
Trust in public sector IT is a multi-faceted challenge:
not only is the public sector CIO answerable to their
own organisation, they’re also accountable to the
public. Often, service delivery depends on several
entities – the government agency and a network
service provider, for example. Should the agency’s
systems fail as a result of a network failure, public
faith in the agency, not the network, is eroded.
“Meeting all stakeholder expectations is a
challenge, which could be addressed through closer
collaboration between public sector entities, and
through public-private partnerships,” Mncwabe says.

Pooled in the cloud
The cloud is a clear priority for global CIOs for costefficient computing and scalability. But Mncwabe
believes shared and integrated resources could go a
step further than just the use of cloud-based platforms.
Public sector IT is still characterised by a great
deal of duplication, Mncwabe believes. By pooling
resources, consolidating systems and collaborating
more closely, all government IT departments stand
to benefit from improved performance on a budget.
“Shared networks benefiting from
economies of scale, or a single point
for identity verification, for example,
could slash the cost of infrastructure,
storage and data management and
improve our efficiencies. With closer
collaboration and more integrated
systems, we could also rationalise
infrastructure and running costs, and
share technologies and knowledge,
so helping all public sector CIOs
avoid having to ‘reinvent the wheel’,”
he says.

“The smaller guys tend to
come in with innovative local
solutions that are also costeffective.”
Mthoko Mncwabe, South African Post Office
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Setting
South
Africa’s
digital
agenda

Mandla Ngcobo, Department of Public
Service and Administration
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Government finally finds a CIO to provide thought leadership on how
to advance the shift towards the digital transformation agenda.
BY: S I M N I K I W E M Z E K A N DA B A

O

ne of the key findings in the 2018 Gartner
CIO survey, which serves to help CIOs and
other IT leaders set and validate their
management agendas for the coming year,
states that government CIOs believe digital
transformation should be a top business priority.
Digital change is one of the key areas that
Mandla Ngcobo hopes to lead in his new role as
Government CIO (GCIO).
After a period of more than seven years, a
government-wide CIO was finally appointed this
year. Ngcobo assumed his duties in February 2018,
taking the leadership reigns of a position that was
previously occupied on an acting and contract
basis. The last permanent GCIO was Michelle
Williams, who held the position from November
2007 to April 2011.
Ngcobo says that in the time of technology
migration and mindset change, there’s definitely

“The need for South Africans to start benefitting
from online government services has got to do
with government understanding, appreciating and
exploiting DATA.”
Mandla Ngcobo, Department of Public Service and Administration

a need for an office, which is represented by a
Government CIO, to provide sound leadership.
“With the advent of digitalisation, one of the
things we’re increasingly seeing in government
departments is that they need more and more open
access to data.”

Top job
With Ngcobo filling the role of GCIO in the
Department of Public Service and Administration,
pundits say his appointment is a crucial feat as
it will provide thought leadership in the age of
digital change.
Ngcobo is now the person who is in charge of
carrying out government ICT policy, something he
believes won’t be an overnight exercise but rather a
long journey. The gist of it is more around mindset
change, he says.
“It’s a journey, and one that we intend taking.
The intention is to say even if the office might
not be fully capacitated, we [will] then bring in
relevant partners who can help government
departments, as needed. What we’re working
towards is being of service to the public service.”
The GCIO office is of the view that one of the
important things that needs to be put in place is a
data governance framework. This, according to him,
is prompted by the reality that government collects
a lot of data and information.
Ngcobo explains that in most cases, such data
is collected more than once as long as the citizen
is interacting with government. It’s important for
government to start analysing this data deeply
with the intention of picking up trends and
predicting future citizens’ requirements where
relevant. Upon being fully utilised, it must be
archived in line with all the prescripts to ensure
public service IT systems remain able to function
optimally.
May 2018
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“Performance of government systems can be
improved purely based on how data gets handled
and managed.”
This is right from the time you generate data
to how you handle warm and cold data, to how
you open data to be accessible, especially among
government departments to how then you go on to
retire the information, he continues.
“The need for South Africans to start benefitting
from online government services has got to do
with government understanding, appreciating
and exploiting data. By doing so, we’ll be able to
understand the trends of who we’re dealing with,
what services they require and to start preempting and proactively providing services when
and where relevant.”

Top agenda
Top of Ngcobo’s to-do-list is to set up a digital
transformation strategy that will speak to uniformity
around relevant policy.
When Ngcobo arrived in his position, he
realised there was a vacuum that would need to
be attended to and he identified two key areas
in government’s digital journey that need to be
prioritised. The most important one, perhaps, is a
cloud policy.
The office of the GCIO has noted that its
priorities are informed by the government

departments that require some guidance on how to
use cloud services.
He elaborates: “You have government
departments currently utilising cloud-based services
without any policies – it’s not ideal. If you look at
trends globally on any issue, technology tends to
lead policy. We’re currently working on putting in
place a cloud-first policy for the public service.
“The idea is to leverage on investments within
the context of the current global economic
conditions to say cloud can really assist
government departments. And then you will know
that done correctly, cloud-based services are key
to digital transformation.”
The second area that Ngcobo’s office plans to
focus its attention on this financial year is the digital
government transformation framework for the

public service, which, as he points out, is prompted
by the digital era in which people live today.
“It’s about total transformation of the public
service from its configuration per department to
how departments collaborate. All this is driven by
design thinking and information technology.”
While Ngcobo remains optimistic about
the prospects of his role in advancing digital
transformation in South Africa, he’s not oblivious to
the challengers that come with it.
The biggest challenges, he believes, will be budget
availability in the context of the current economic
conditions, change management in the public service
and capacity in the branch of government CIO. “All
these challenges dictate that activities towards the
achievement of the above-mentioned priorities must
be pursued over time.”

“Performance of government systems can be improved
purely based on how data gets handled and managed.”
Mandla Ngcobo, Department of Public Service and Administration
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Leading the digital charge
Is the chief digital officer the new sheriff in town, toting her big digital guns and shooting the CIO down to
size? or is she simply a more millennial-friendly deputy?
Photography: 123RF / alphaspirit

BY: TA M S I N OX FO R D

A

t a recent summit held in the UK, a gaggle
of chief digital officers (CDOs) put together
a list of five of the most important tips
for CDOs that play in the public sector. The list
included salient points such as: public services need
to serve everyone, digital needs to transform how
government works across the organisation, and the
importance of a digital infrastructure. Looking at
this list, anyone would be forgiven for thinking that
perhaps this new tech-toting role is set to usurp
the role of the CIO, especially in the budget-torn
public sector landscape.
As the CDO, or digital leader, slowly slips into
public sector entities, are they set to slide into
the ‘IT’ seat at the top table, leaving the CIO
standing, scratching their head looking for a
spare chair?
“The digital officer isn’t threatening the CIO
at all,” says Mthoko Mncwabe, Group CIO, South
African Post Office. “In fact, the only role that’s
really threatened by the arrival of the CDO is that
held by the chief technology officer (CTO). Both
those roles are trying to create a technology
business in the organisation and you can’t have
both at the same time. The CTO is walking out
the door.”
May 2018
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According to Carol Thomas, CIO, Civil Aviation
Authority, the impact of the CDO on the
organisation will be entirely dependent on its
size. Larger public entities could benefit from the
mix of skills and capabilities brought by all three
roles, while smaller ones will be forced to choose
between the two that are most relevant or for
which they have the right skills.
“I think the CTO role will be affected,” says
Warren Hero, CTO, Microsoft. “I would like to say I
don’t think so, but I believe it will have an impact.
However, when you look at what’s required to
scale digital transformation across the public
sector or organisation, the abilities of the CDO,
CIO and CTO are required to ensure that digital
technology achieves its full potential.”

What’s your role?
To fully define the impact of the CDO on the
CIO and the public sector organisation, it’s
worth understanding precisely what this role
supposedly entails. As with most roles that
have evolved under the molten pressure of
rapid technological change, the definition tends
to shift dependent on industry and demand.
However, according to Cisco, the CDO should be
considered as a ‘critical player in forming and
executing on strategy that positively impacts
business outcomes’. They are also essential
in the development of digital strategies, new
products and digital evolution across the
business.
“There’s a desperate need for what the CDO
brings to the table,” says Thomas. “Digitalisation
is happening, and it’s how we approach it that
will make it a success or a failure. It doesn’t
matter if this success is driven by the CDO, the
CIO or the CTO, what matters is what’s achieved
in the public sector and how it helps citizens.”

“The CIO has so much to
deal with that having
a CDO can only enhance
what they’re trying to
achieve.”
Carol Thomas, Civil Aviation Authority

A recent Sopria Steria report on ‘The Citizen
View of Government Digital Transformation
2017’ emphasised the impact that digital
technologies are having on how people live,
work, engage and interact. It also underscored
the importance of digital when it comes to
government transformation. While the report
focused on Europe, the results showcase how
digital delivery engages citizenry and delivers
benefits to both the economy and society. It isn’t
important what title achieves these goals, only
that they have a mandate to do so, and they do it
collaboratively.

“The CIO and the CDO will be working hand-inhand in the future,” says Mncwabe. “The digital
officer won’t have time to tackle the tasks that
lie at the CIO’s doorstep, what they want to do is
look at innovation and how the business can use
technology to make more money. The CDO isn’t
interested in how to manage SLAs with existing
customers or efficiencies, that’s the CIO’s role.”

Better together
For Hero, the CDO should be looking to how they
can rethink business models to take advantage
of digital technology that blurs the line between
digital and physical, finding ways of partnering
with the CIO and CTO to produce solutions and
build platforms that deliver data insight and
increase citizen engagement.
“The CDO should support what the CIO is
doing, working closely with them or reporting
directly to them. They’re an ally, not a threat.
The CIO has so much to deal with that having
a CDO can only enhance what they’re trying to
achieve. This move towards the CDO isn’t likely to
happen quickly, things in the public sector don’t
happen at speed, but there is a drive towards
digitisation and it’s happening slowly,” concludes
Thomas.
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Whither the
data officer?
Clear lines of responsibility need to be put in
place if the public sector is to unlock the value
of data.
BY: A DA M OX FO R D

Raelene Arendse, City of Cape Town

May 2018

outh Africa often looks dreamily to its BRICS
partner India as a model for improving the
development of IT skills and businesses, and
for its technical schools and world-class software
outsourcing ability. One thing it could learn is the
emphasis that the Asian nation puts on data at the
heart of government. All ministries and departments
in India are obliged to appoint a chief data officer
(CDO), whose responsibilities include leading
departmental open data initiatives and ‘identifying
high value datasets’ that should be released to the
public.
Under the Indian model, the CDO appointment is
on top of existing duties (nominations are expected
to be ranked as a joint secretary or above), rather
than the specific role of executive board member
implied in the private sector equivalent title. It’s
also heavily tied into the concept of open data
and ensuring departments have a strategy for
publication, rather than internal transformation
based on data and analytics.
Nevertheless, it’s a recognition of the
importance of data to improving the lives of those
for which government is responsible.
Data, and specifically open data, writes Joel
Gurin at the World Bank, is essential to achieve and
measure progress towards meeting the sustainable
development goals.
“Open data can help strengthen healthcare
systems by connecting patients to providers,
promote education and ongoing learning, and
improve food security on both a large and small
scale,” Gurin says.

An open book
South Africa ranks pretty well for transparency
and publishing data, but it’s not so good at making
data usable. The Open Data Barometer ranks us as
46 out of 114 countries, largely because although
government data is captured and recorded, it’s
not made easily accessible in machine-readable
formats.
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“The difference between a CDO and a
more traditional IT person is that the IT
person is responsible for diagnosing a
problem and fixing it. But the job of a CDO
or analytics person is to be curious.”
Jane Wiseman, Ash Center for Democratic Governance and Innovation, Harvard University

In the private sector, the role of the
CDO is emerging as the person who takes
responsibility for ensuring that data is
collected, cleaned and used in ways that drive
efficiency and improve service. In the public
sector, the aim of the position is similar. In
a report for the Civic Analytics Network,
published at the US Govtech conference last
year, Jane Wiseman, Innovations in American
Government fellow, Ash Center for Democratic
Governance and Innovation, Harvard
University, observes that the concept of a CDO
and ‘data-driven executive’ is still very new
(there are only a dozen or so US cities that
have a CDO). Still, “data stewardship is vital
for solid analytics,” Wiseman says. A CDO can
help to keep work focussed on policy issues
and operational improvements, rather than
publishing for publishing’s sake.
“The difference between a CDO and a more
traditional IT person is that the IT person is
responsible for diagnosing a problem and fixing
it,” Wiseman told the conference. “But the job
of a CDO or analytics person is to be curious.”

Back in South Africa, and, at the moment,
the brunt of these tasks are currently left to
institutions such as CSIR or StatsSA, although the
National Treasury’s recent launch of the Vukameli
and Municipal Money portals shows that it’s
committed to new ways of making data actionable.

Cape Town case study
One notable exception is the City of Cape Town.
It doesn’t have a CDO as such, but there is a
Data Co-ordinating Committee chaired by the
executive director for the directorate of the
mayor, which fulfils a similar function to the Indian
CDO nominees. This has helped focus the city’s
thinking around data strategy: it was already
the first municipality in Africa to launch an open
data portal, and is exploring ways to go beyond
publishing and delivering better services through
analytics.
Councillor Raelene Arendse, mayoral committee
member for corporate services, says: “At an overall
level, the City could be seen to be more at level
two. But certain functions and processes, like the
property value chain, would be at a higher level.”

There are many things to do to mature the
landscape, Arendse says, including developing a
clear understanding of the current uses and culture
around data. Extracting value and improving
service delivery in the public sector requires
strengthening the enterprise data management
function.
“This function needs to be performed on a
continuous basis,” Arendse says. “And it needs to
be transversal and integrated into the everyday
processes of departments and staff.”
It’s a process that will likely take years, but with
focus and strict guidance, it’s achievable.
And there’s the challenge. The recent ‘2018 CIO
Agenda: Government Insights’ report published by
Gartner suggests that Cape Town, India and those
forward-thinking US cities are still the anomalies.
Gartner surveyed 3 160 government CIOs
worldwide. Only six percent said data management
was a priority for spending, and just 16% said that
BI and analytics were.
To really achieve data-led transformation of
public sector business models and service delivery,
we’re going to have to do better than that.
May 2018
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Where does the
public SECTOR
CYBER SECURITY
OFFICER fit in?
BY: J A M E S F R A N C I S

As cyber security threats come more frequently
and have potentially more devastating
consequences, the need for chief information
security officers is growing.

T

Carol Thomas, Civil Aviation Authority

May 2018

he real impact of data theft has yet to be experienced. Experts
estimate that the data stolen from Yahoo since 2014, involving
billions of user accounts, will be felt for years to come – even
decades. Criminals appreciate data far more than the average citizen:
even if you didn’t have a Yahoo account, chances are someone you
know did – and their data could be used to find ways into your
services. It may be as simple as telling them what your childhood pet
was called – which just happens to be a security answer.
Here’s a simple example: when Elon Musk’s Twitter account was
hacked in 2015, the culprit may have used a Tesla employee’s stolen
social security number to fool a domain registrar, then taking over
control of the Tesla domains and intercepting emails. One social
security number, a clumsy third party service provider and – bang! –
account hacked. Are you scared yet? You should be.
Poor information security equals high levels of unmanaged risk.
This is a reality for all companies, but far more poignant for the public
sector – a vast collection of different enterprises, each custodians of
valuable data, and each sharing a symbiotic relationship across the
sector. In a world of big targets, it’s the greatest catch of them all.
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“Security overall is an increasing concern, both in
South Africa and globally,” says Carol Thomas, CIO,
South Africa’s Civil Aviation Authority. “Criminals,
terrorists and the disgruntled are turning towards
cyber as the medium via which to perform their
unwanted deeds. The skills to manage security are
already scarce and this is likely to be exacerbated as
the global skills shortage increases.”
This is a challenge for CIOs. Though security
is part of their mandate, they also have to
focus on overarching strategic themes such as
transformation. As such, the specialised touch
of chief information security officers (CISOs) is
becoming important.

Focusing on security’s detail
According to a new Gartner survey, 95% of CIO
respondents expect cyber threats to increase over
the next three years, and 65% of organisations
currently have a cyber security expert. Clearly the
purpose of CISOs and equivalent roles is being
understood.
But what is the CISO? It’s a role focused on risk:
the CISO typically manages the security risk of data
in the organisation, defining and implementing risk
management frameworks around data. They need
to know where the data is, the risks involved if the
data is stolen, and how to protect that data while
aligning with business objectives.
If this sounds like the operational security hand
to the CIO’s strategic responsibilities, that’s exactly
the case, says Thomas. “The CISO in public service
is more of an operational role, I believe. In many
organisations, they report to the CIO, rather than at
a strategic level.”
Public sector institutions face two challenges:
they’re rich in data, but also often in desperate
need of digital modernisation. CIOs need to
navigate those transitions, so CISOs can be highly
potent additions to the team. It’s a prevalent role
among private sector enterprises, but still less
visible among public institutions.

“Where there are executives focused on security,
the importance of security has been escalated to
a strategic level,” Thomas says. “For the majority
of organisations, I don’t believe that security has
yet reached the appropriate level of organisational
maturity.”

“The CISO in public
service is more of
an operational role,
I believe. In many
organisations, they
report to the CIO, rather
than at a strategic
level.”
Carol Thomas, Civil Aviation Authority

CISOs typically fall into two areas, depending
on their organisations’ digital maturity. In trailing
organisations, the focus is on addressing major
vulnerabilities as well as putting down the
foundations for an information security program.
CISOs in more advanced organisations focus on risk
management maturity and aligning security with
business objectives.
Security threats have grown to such a scale and
speed that specialists are needed. The CIO can’t be
expected to stay on top of every threat. In a world
where a single ID number can hijack email, having
the right people in place is crucial. Increasingly, one
of those is the public sector CISO.

TO MISS OR NOT TO
MISS?
The public sector has access to the Minimum
Information Security Standards (MISS). It’s a
framework on how to handle sensitive and
confidential information in government and has
been around as policy since 1996.
MISS doesn’t apply directly to cyber security,
which is why it might be overlooked by digital
security experts. But CAA’s Carol Thomas notes
it’s an apt framework when looking at the wider
relationships between business, IT and security.
“It’s very good guidance for the business
part of the organisation and a lot of what’s in
there will feed into IT systems. For example,
the document classifications are very useful,”
she says.
The MISS framework covers several key
areas around security behaviour. It prescribes
who holds the responsibility for security
and authorises them to make the necessary
delegations to ensure a secure environments.
There are also the aforementioned guidelines
around managing documents and even lays out
detailed instructions on vetting employees.
This zealous detail may be another reason
why MISS is often overlooked. It may also
require a bit of updating. The employee
vetting procedures were devised when security
clearance was necessary for a small pool of
people. In today’s environment, where even
a janitor could be a security risk, the MISS
guidelines could be seen as invasive, even
impractical when covering thousands of people
in a department.
“MISS makes a lot of sense,” says Thomas.
“But I don’t think it’s taken seriously enough.
It should be modernised and streamlined a bit.
In terms of cyber security, you need to move
quickly. So while the two should be joined and
there should be guidance from MISS, it shouldn’t
be too prescriptive. It needs to paint in broad
strokes what cyber security needs to do and
then allow the specialists to change as the
threats do.”
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ON TREND

The trendy tech CIO
It’s tempting to want to pick the latest new technologies. But how can public sector CIOs choose the
right technology at the right time and not invest in fancy white elephants?
B Y: J A M E S F R A N C I S
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overnments need to ensure their technology
is future-resilient. It’s not a question of
being competitive. If government fails, it
fails citizens and countries. It can destroy lives.
Just consider the delays around the local grants
system, the result of a highly complex and multifaceted technology environment. This saga, which
is still ongoing, demonstrates that moving major
technology systems is akin to turning a giant ship.
If you want to miss icebergs, you have to plan well
ahead.

Planning Ahead
Easier said than done. New technologies are
constantly popping out of the woodwork, offering
great potential. Blockchain, artificial intelligence
and robotic process automation are a few
examples of the latest technologies driven by
modern infrastructure and capable of delivering
huge gains. Leaders can’t ignore these trends,
says National Department of Human Settlements
CIO, Mandla Xaba.
“In the very quick revolving environment of
digital transformation, as a CIO, you should make
new technologies your business to keep abreast
of what’s out there for you and your subordinate
technological skills development.”
May 2018

The slower momentum of the public sector
exists for several reasons. Lusapho Njenge,
chief strategy and information officer at the
Small Enterprise Development Agency, notes
two specific reasons. “The private sector is
able to monetise the potential benefits from
a particular technology and make decisions
quickly, especially if it will place that company
as a market leader. Public sector, on the other
hand, isn’t profit-driven, so it becomes difficult
to make quick decisions on deploying new
technology.”
Second is standardisation: getting
everyone to agree and buy into the merits
of a particular technology takes time. Xaba
agrees, saying that budget and bureaucratic
processes differ hugely between the two
sectors. Then there’s getting approval from
senior executives who aren’t technologically
savvy.
Being able to navigate these barriers
requires planning. ICT strategy is key when
moving from a reactive support unit, the old
IT, to being a strategic business enabler. As
with all strategy, continuous communication,
evaluation and adjustment is important, says
Njenge.
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ON TREND
“We engage with the organisation on a
continuous basis to understand their needs.
We look at the costs versus long-term benefits.
Benefits are usually around how the technology
will enable us to work more efficiently, which
would mean we’re able to touch more clients.
We’re quite good with specifications-gathering
and development, from business case right
down to requests for quotations. We know fairly
well what kind of technology will fit into our
environment.”

“As a CIO, viability and
cost implications should
be your first point of
departure.”
Mandla Xaba, Department of Human Settlements

Appealing to the business
This synergy is crucial to get into lockstep with
modernisation. According to the paper Science,
Technology and Innovation Strategy for Africa
2024, the main priorities should be building and
upgrading research infrastructures, enhancing
professional and technical competencies, and
promoting entrepreneurship and innovation.
Such lofty goals sit well with the altruistic
appeal of public service work. Though many
companies speak of changing the world, often
they’re still driven by profitability. In the public
sector, changing the world is not a line for a
vision statement: it’s a pillar of government.
Those are guiding principles that can be found in
key government plans, says Xaba.

Lusapho Njenge, Small Enterprise
Development Agency

May 2018

37

ON TREND

“As a CIO, viability and cost implications should
be your first point of departure. The technology
you implement should aim at the Medium Term
Strategic Framework for Government Strategic
Plan 2014-2019. This should be implemented not
only for the automation of business processes
from manual to electronic, but to enhance the
ultimate goal of service delivery to South Africa’s
citizens. Government’s National Development
Plan ‘Outcome 8 mandate’ compels the National
Department of Human Settlements to deliver on
this mandate without failure.”

But such goals can be constraining as well. For
example, a stoic hand in choosing technologies
can limit attracting new skills in the market. CIOs
across the world have this challenge: have the
new toys or risk not enticing talent. For example,
there’s currently increased demand for AI-related
skills among companies.
So there’s a need to balance between what the
business wants and needs. An interesting place
to find guidance is shadow IT, the practice of
employees procuring IT services from outside the
organisation’s framework. These procurements
are driven by need, so it stands to reason that
focusing on those needs will result in cultural
wins for IT. But be careful not to rock the boat too
much at one go, Xaba cautions.
“After many years of working within the
ICT environment, any change impacts on your
technology, either on a small or big scale.
However, this depends on whether you first
get the buy-in of your users by implementing a
change-management process before deploying
any new technology to circumvent any user
resistance to change.”

Leveraging partners
Another place to look for change guidance
is among industry partners. As skills are in
short supply and the cost-savings of pooled IT
resources make sense, solution providers and
vendors are growing increasingly important
in the IT operations of enterprises. But these
relationships can be very lopsided. Njenge says
partners can be very helpful, but also often
don’t take the care to align with clients first.
“I sometimes feel they pitch new technology
without first trying to understand your business.
Everyone seems to think only their technology
will be of value to your organisation.”

Xaba agrees: “To be honest, it’s a little bit
of both. It also depends on you as a technocrat
and how you approach the acquisition and
implementation of new technologies within your
environment.”
Technology partners need to understand the
long-term nature of the public sector. Though
all companies should have roadmaps, the KPIs in
the private sector are fairly straightforward to
devise. It could be seen in profit or efficiencies,
summarised in a quarterly financial statement. As
much as private companies hold up metrics such as
social change, in the public sector, that’s the crucial
metric, says Xaba.
“The only way to evaluate the success of the
technology you’ve implemented is to see the
impact it’s making to your organisation’s user
environment down to the government’s ultimate
goal of service delivery to citizens. Then you can
sleep peacefully knowing that as a CIO, you’ve
delivered on your mandate too.”
New tech is emerging. Blockchain and AI hold a
lot of promise for the public sector. But according
to Gartner’s ‘2018 CIO Agenda: Government
Insights’, modernisation is by far the biggest
technology trend public sector CIOs are focusing
on. This makes sense, since modernisation enables
other trendy technologies and also delivers on
service, cost-cutting and security. Enabling the
environment is key: without those fundamentals in
place, new technology will wither and die.
“Your ICT strategy, which gives a sense of
which technologies you have to acquire, needs
to be aligned and constantly checked against the
organisation’s strategy. You also pick up certain
cultural changes, such as people beginning to
collaborate, as opposed to working in silos, which
means you need to create platforms that enable
that,” Njenge concludes.
May 2018
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Educating
the CIO
Despite the CIO’s importance to the
organisation, there are few specialised
training courses or facilities where they
can increase and hone their skills.

Mothibi Ramusi, National Lotteries Commission

May 2018

any factors, including legislation, politics
and resourcing, place very different
demands on public sector CIOs when
compared to those who operate in the private
sector. Furthermore, there’s a constant shift in
the traditional role of the CIO – this shift is not
only from support service to business leader,
but also from a focus on value to one looking at
business growth. The CIO is also expected to be an
entrepreneur, ideator and disruptor, and to have a
strong set of soft and business-related skills.
With this in mind, it’s disappointing to realise
there are no dedicated development programmes
for public sector CIOs to help them continuously
increase and hone their skills.
In addition, there are limited resources in terms
of research, public sector CIO body of knowledge,
mentorship and coaching interventions to enable
these executives to execute their functions more
efficiently and effectively.
According to Mothibi Ramusi, CIO, National
Lotteries Commission, ICT is today an integral and
core aspect of the business, forming a key part of
the growth strategy of any organisation.
“Bearing this in mind, businesses today clearly
require the CIO to play the role of driver, rather
than merely acting as a spectator. This means
the CIO role encompasses advising, leading,
implementing, monitoring and evaluating across
the business,” he says.
“The type of training required for a CIO most
definitely includes business development,
modelling and strategy. CIOs need to ensure they
undertake leadership, and stakeholder engagement
and management-type training,” says Ramusi.
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However, Julius Segole, IT consultant at Marang
Consulting, indicates there are very limited topclass specialised training programmes available
for IT executives in South Africa. Most CIOs and
IT executives are forced to consider general
or business management executive training
programmes from local universities like UCT, Wits,
UP and UNISA, among others.
“Not even the National School of Government
(NSG) has dedicated programmes for IT training,
let alone executive programmes for public sector
IT leaders. Because of this lack of specialised
programmes, we find that quite often, IT executives
tend to look overseas for such courses and have
to consider institutions such as Harvard, MIT and
Oxford University. There’s a need for an increase
in comprehensive public sector CIO development
programmes locally,” states Segole.

Improving skills
Nonetheless, CIOs can seek to improve their skills,
Segole continues. He highlights UNISA’s Master’s
degree in Information Technology as one of the
options for a CIO, although it is also more generally
aimed at aspiring IT professionals.
“There’s also the option of a Master’s
qualification in Information Systems, Informatics
or Computer Science. The key, though, is to find
courses that deal with subjects focused on current
technology developments. This includes subjects
like digitalisation, analytics, innovation, Industry
4.0, DevOps and IT governance, to name a few.”
He continues: “CIOs can also consider enrolling
for executive leadership programmes for the
public sector, as offered by the NSG, in partnership
with some of the top universities in the country.
There’s a definite need for a specialised public
sector IT executive programme, to equip
current and future CIOs with the necessary
skills to navigate the public sector’s political
and bureaucratic landscapes. This, in turn, will

enable them to take their rightful place in public
discourse for change and innovation, while
keeping abreast of the increasing technological
advances.”
To continuously improve their skills in the areas
of both IT and business, it’s important for CIOs to
ensure their strategic focus remains on the areas
of leadership, stakeholder management, business
modelling and analytics, investment management,
and ICT governance and its associated working
principles, adds Ramusi.

Keeping the keen edge
“Studying through a formal course is only one way
of honing CIO skills to a keen edge. Individual CIOs
can sharpen their ICT, operational and business
skills by a process of continuous reading, research
and engagement – the last via participation in
various business and professional forums. Finally,
the CIO must ensure they’re part of the business
community within their workplace environment,”
he says.

Soft skills toolkit
The public sector CIO needs more than a strong
technical background. Good people skills and
business acumen are crucial to their success as well.
Some of the key ‘soft skills’ that should be in every
CIO’s toolkit today include:
Cost-optimiser
Negotiation talents
Team-building abilities
Vendor management qualities
Presentation skills
Mentoring talents
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“Undoubtedly, the NSG should be a critical cog in the
wheel if South Africa is to develop a sustainable IT
education programme for the public sector.”
Julius Segole, Marang Consulting

THE SOFTER SIDE
According to Antoinette Reitz, COO at CTU
Training Solutions, there are a variety of places
that CIOs can get the support needed to stay
abreast of the changes not only within the
IT industry, but for enhanced and continuous
personal development.

Internal organisational-led training
Besides training and obtaining qualifications,
public sector CIOs can maintain their skills by
taking part in contributing to the broader IT
thought leadership base, suggests Segole. Ways
to do this include writing whitepapers, engaging
robustly with other IT experts, and sharing
knowledge through seminars, conferences and
online platforms.
“That said, it’s also crucial the Department of
Public Service and Administration (DPSA), GITOC
and other public sector stakeholders consider the
establishment of a CIO Academy, to serve as a
clear platform for the kind of continuous learning
we’re talking about,” he adds.
“There are plenty of training programmes in the
country for acquiring knowledge and skills related
to business and operations management. Most
tertiary institutions have Business Administration
qualifications, offered at different levels from
undergraduate to postgraduate, including MBAs.”
However, Segole points out, in-depth training
in managing IT as a business and strategic
understanding of IT service management
is essential. Fortunately, there are industry
programmes for the latter, while tailor-made IT
training can take care of the former. This should
enable public sector IT executives to acquire skills
in demonstrating and delivering IT value to the
business, thereby enhancing their role within the
organisation.

Government school
“Undoubtedly, the NSG should be a critical
cog in the wheel if South Africa is to develop
a sustainable IT education programme for the
public sector. There are other key stakeholders
critical to enabling a thriving IT education
programme, such as SITA, DPSA, GITOC, MICT
SETA and various tertiary institutions,” Segole
says.
“Ultimately, the NSG should serve as the
catalyst and the anchor for public sector IT
education, although making this a reality will
require the DPSA, closely supported by GITOC, to
work hand-in-hand with the NSG,” he adds.
While the NSG can serve as a general
training ground for public sector officials, says
Ramusi, what’s really needed is an ICT-focused
programme that includes a course aimed
specifically at the CIO role.
“This ICT course should be available for all
government officials and should be part of
the induction programme offered to all senior
government employees. Building on this, the
CIO-focused module needs to incorporate
leadership, implementation, business
development and business strategy skills. Only
once such an offering is readily available from
the NSG can we truly begin the long-term
successful development of government CIOs in
South Africa,” he concludes.

An organisation has the ability to send CIOs
on skills-related programmes to enhance
their abilities and claim back the costs from
the relevant Sector Education and Training
Authorities.

Massive open online courseware
This is mostly free content that includes online
videos, assessments, tutorials and labs is easily
accessible to anyone with a computer and access
to the internet.

e-learning
There are a variety of training institutions that
offer soft-skill training bundles, built according
to job roles and that are accessed online, for a
certain period of time allotted by a subscription
plan.

Instructor-led training
This remains the most popular method,
although IT professionals today want learning
environments where they can share ideas
and collaborate, but that don’t cut into office
productivity.
“In order to have these skills and continuously
develop, refine and hone them, the CIO should
join a variety of motivational forums, undertake
to do a bit of inspirational reading and focus on
continuous self-development through coaching
and mentoring,” suggests Reitz.
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SUCCESSION PLANNING

generation
next
There’s a clear need for a new
generation of up-and-coming CIOs
to play a role in developing the
South African public sector. But
where will they come from?

BY: RO D N E Y W E I D E M A N N
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n a rapidly digitally transforming world, the need
for stronger alignment between IT and the business
has never been greater. Since it’s the CIO that today
straddles the line between technology and business,
there’s a desperate need for a new generation of CIOs to
raise their hands. Nowhere is this more critical than in
the public sector, where such alignment is crucial to more
effective service delivery.
The question, then, is where are these up-and-coming
government CIOs being nurtured? Is there any plan in
place to identify those with the best skills and prepare
them to handle the responsibility of taking a step up?
According to Carol Thomas, CIO at the Civil Aviation
Authority (CAA), there’s no doubt that these questions
are creating great concern within government. While
there are people with somewhat relevant qualifications,
such qualifications are only one step on the path to being
a good CIO.
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“The successful CIO also needs to understand
the business side of the equation, have the ability
to prepare for the future, be ready for potential
disasters and place digital transformation front
and centre. So the CIO role is one that’s really
complicated. Moreover, they need the ability
to significantly simplify this complexity for the
business to be able to understand,” she says.
“There are a lot of great people in government
who have the potential to be fantastic CIOs, but I
don’t believe that there’s any kind of structured
programme to nurture them on this journey. As a
board member of both the Public Sector ICT Forum
and the CIO Council of South Africa, I can confirm
this is one of the areas being considered, with the
assistance of the Institute for IT Professionals in
SA (IITPSA).”

Preparing the talent
Thomas points out that government departments
generally do have succession planning in place for
scarce or critical positions. “I’m hopeful,” she adds,
“that CIOs are seen as critical, if not scarce, and
that planning is underway to replace them when
the time comes. Continuity in terms of technology
and information is critically important, as without
it, strategic visions may be abandoned, leading to
both increased costs and project failures.
“As for preparing this next generation to take
over as CIOs, it comes down to the responsibility
they’re given to handle, bearing in mind that
such preparation would be a journey, I believe.
Remember that CIOs are responsible for
simplifying so much complexity that getting to
grips with the role will take time,” she says.
“It’s not so much about the technology and
information as it is about understanding the
business, risks, governance, strategic alignment,
people and processes. A structured approach that
builds upon key foundational learnings about these

“As for preparing this next generation to take
over as CIOs, it comes down to the responsibility
they’re given to handle, bearing in mind that such
preparation would be a journey.”
Carol Thomas, Civil Aviation Authority

areas and about the business is essential to turning
out a CIO who understands and can visualise the
future of the business, as facilitated by technology.”
The next generation of CIOs will need to come
from those who are not only technology-literate,
but also involved in the business side of the
equation. This would mean seeking out employees
who have technology experience, as well as
business management skills and qualifications, as
this will be key in helping to align IT and business.

“Clearly, some form of succession planning needs
to be in place, so that potential future CIOs can be
taken on a development journey, one that includes
business and IT skills. In large part, the public sector
currently relies on existing CIOs to play a key role
in encouraging the next generation. Above and
beyond this, however, the Public Sector ICT Forum
will definitely be looking at how we can put in place
some form of succession planning for government
CIOs,” she concludes.
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How do CIOs
keep the
plates
spinning?
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Today’s CIO has to do a lot more
than just maintain a department’s
technology. Can they transform the
business and still keep the lights on?
B Y: J A M E S F R A N C I S
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elping organisations transform through
technology is tough. Not only do
misunderstandings around technology’s
role prevail, but the business often paradoxically
doesn’t take IT’s views into account. So they want
the technology, but don’t want to know what it
involves. At the same time, the character of IT
itself is changing, forcing many shifts of its own.
The days of operational IT are diminishing, leaving
many worried about and even resistant to change.
In a recent Gartner survey, 47% of government
CIOs cited culture as the main barrier to
modernisation, almost double that of resources
(27%) and talent (10%). That’s an astounding gap
when one considers how often those latter two
factors are cited.
This is the position modern CIOs find
themselves in. They have to keep the many
technology plates spinning, but are also more

Joey Mabena, Gauteng Department
of Community Safety

embedded in promoting business functions and
culture change. Trendy ideas such as cloud and
technology services have enchanted business
departments, so impatience is growing. This
demands the services of a well-rounded executive,
says Joey Mabena, CIO at the Gauteng Department
of Community Safety.

“There’s a challenge that, as a CIO, you need to
have multidisciplinary skills, and have knowledge
about the business of the organisation and the
regulations affecting it too. There’s an expectation
that as a technologist, you need to come up with
strategies based on the customer demands, which
aren’t always funded for.”
May 2018
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Mabena’s own work reflects this new basket of
multiple functions. Governance is a major focus
of hers, and as such she has developed corporate
governance structures supported by the business,
such as an ICT steering committee and a business
continuity management committee. Mabena is
also a member of the departmental risk and asset
management committees.

“There’s a challenge that, as a CIO, you need to
have multidisciplinary skills, and have knowledge
about the business of the organisation and the
regulations affecting it too.”

The many CIO hats

Joey Mabena, Gauteng Department of Community Safety

“Understanding the business model and the
business strategies assists the CIO in deciding
how and what to prioritise. As a partner and an
executive, always being around and having a
listening ear, I’m able to pick up what will happen
and predict the outcome.”
Mabena notes that a large part of her role
involves prioritising. Technology has become a real
business accelerator and, as mentioned earlier,
business often chomps at that bit without fully
grasping what needs to happen for the gates to
open. So it expects the CIO will make the tactical
decisions of what happens when. This doesn’t
go away, but CIOs who want to keep everything
going can’t simply act as custodians. Their jobs
as educators of leadership is crucial. Otherwise,
says Mabena, they will only look at the CIO to solve
problems, which quickly turns into putting out fires.
“This is due to lack of understanding that IT
is an enabler and partner. If business needs IT
solutions, they will think IT will solve their problems
without business defining their own processes or
understanding their business model.”

Getting IT onboard
Just as crucial is the transformation of IT itself.
This is a part of the business that has grown as an
operational hub. As a consequence, much recent
transformation has been motivated by cost-cutting.
But cost-cutting can also mean redundancies and IT
departments have been resisting.

Yet such protectionism does nothing but hold
back the department’s progress. Teams have to
transform themselves if they are to deliver into
the future.

Define your team correctly
“Defining your team depends on how big your
organisation is and on the business model. When
structuring the teams, there must be sub teams that
strictly focus on IT governance. This will assist the
entire team to deal with issues of oversight: best
practices, project management, security issues, and
audit and risk management.”
This focus on business-savvy teams must also
be balanced by skills requirements. Again a delicate
balance is required: critical skills must be employed,
but the transfer of skills must be managed to avoid
vacuums. For example, new skills often contrast
those needed for legacy systems, yet cannibalising
the one for the other won’t help the business if it
causes major disruptions to core processes. Many
tackle this with bimodal thinking, though creative
solutions to integrate data between legacy systems
and modern deployments are also highly favoured.
Talent has to be managed as a culture. Mabena
notes this issue in the public service: system
developers happily accept offers when they’re
juniors, but often jump at the private sector’s
attractive perks once they gain enough experience.
This has increased dependencies on service

providers, which come at high costs. It’s important
public sector CIOs create environments that appeal
to their staff and tap a deeper sense of purpose than
to collect a salary.
This can be done in part by restructuring the
department’s service delivery model. Deloitte
proposes three choices in this respect. The first is
to create independent service lines where every IT
service line manages its own hardware, software
and support staff. The second swings to the far side
of this: in the leveraged model, architecture and
support functions are pooled, then shared across
the various IT service lines. Then there’s the typical
hybrid approach, conceding that CIOs will have to mix
and match the different elements. This might result
from a need for specialised team in an environment
where most of the IT can be leveraged.
It’s a dizzying array of responsibilities to take in –
no wonder CIOs are under unique levels of pressure!
To keep their heads in such turbulent times, Mabena
advises that they shouldn’t forget the fundamentals
of modern transformational technologies.
“Remember that the IT revolution has changed
the way IT services are offered, client/citizen
demand is driving how we operate. Being a partner
of the business, a CIO must engage with the
stakeholders to understand their needs. Be involved,
engage, be part of the solution and avoid bringing
technological solutions by imposing on clients. Don’t
underestimate the power of your clients.”
May 2018
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PRIVATE SECTOR VS PUBLIC SECTOR

Embodying
principles

Mmamathe Makhekhe-Mokhuane, SARS

May 2018

49

PRIVATE SECTOR VS PUBLIC SECTOR

How does the life of a public sector CIO compare to that of their
private sector counterparts?
B Y: E A M O N N RYA N

M

ore than IT skills and business acumen, one
of the key characteristics for a successful
career as a public sector CIO is a sense
of mission. The people who are drawn to these
roles from commercial organisations are seldom
attracted by the salary, but a desire to work for the
public good.
“As a CIO, you need to understand what the
requirements are today. Within government,
it’s about providing services to everybody in the
country…and ensuring the services you provide
are affordable,” says Mothibi Ramusi, CIO, National
Lotteries Commission.
Joseph George, director: ICT, National School
of Government, says: “The modern CIO in the
public sector of South Africa needs to embody
the principles laid out in our constitution as well
as live the principles of putting people first. The
fundamentals for public and private sector CIOs
are the same, the nuts and bolts of day-to-day
duties are consistent. The CIOs need to align ICT
with business strategy, and deploy consistent and
agile technology that provides a stable base from
which every employee can make a meaningful
contribution.
“For this to become reality in the public sector,
the CIO needs to apply emotional intelligence, to
recognise our own emotions and those of others,
use emotional information to guide ICT thinking
and solutions. Indeed, I’m confident that the
pockets of excellence seen in some public sector
entities that drive the achievement of the National
Development Plan are a result of emotionally
intelligent ICT.”
One publicly-owned organisation that can
rightfully claim a culture of excellence while
delivering its service 24/7 is the South African

Revenue Service (SARS). Mmamathe MakhekheMokhuane, chief officer: DIST at SARS, says that to
this extent, she, as CIO, differs both from private
sector CIOs and CIOs of other public sector entities.
For instance, she’s been CIO at the Department
of Water Affairs, where monitoring would occur
during floods or other emergencies. “But SARS
is 24/7.” It’s critical that the e-Filing system be up
round the clock, she says, adding that it boasts a
99.6% uptime ratio.
The role of the public sector CIO compared to the
private sector CIO differs in the types of issues they
face: the CIO working for a government agency and
the CIO dealing with an enterprise have different
priorities, and shift their resources according to
these priorities.

Public sector CIOs are highly regulated
The public sector, for instance, has significantly
more regulation for procurement and financial
management, affecting everything from ordering
new equipment, recruiting new talent, to carrying
out everyday tasks.
The Public Finance Management Act, 1999 (and
its equivalent in the municipal sector), and the
Preferential Procurement Policy Framework Act,
2000 (revised 2017), both regulate processes to be
followed by government and state-owned entities.
Makhekhe-Mokhuane says that the challenge
differs primarily in identifying who the end-user
is. In the public sector, it’s citizens, “while for the
private sector, it’s consumers and the challenge is,
therefore, to establish a competitive advantage.”
For instance, SARS is the only revenue authority
in South Africa, so its challenge is to make its
interaction with taxpayers one of high value. “We
have to be predictive and proactive in the way we
interact with taxpayers, so that when they log
on, call or visit a branch, we already know their
entire history and have a single view of them. In
this manner, we aim to entice clients out of our
branches and onto e-filing,” she says.
May 2018
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A challenge facing SARS is that many South
Africans, and not just rural ones, suffer from
computer-phobia, and need to be helped to
complete forms in-branch. SARS aims to accelerate
its automation by introducing kiosks at branches.
“We constantly review the latest global trends,
and we ourselves have very exciting innovations –
provided budget limitations allow us to proceed,”
she adds. “We constantly have to demonstrate
successful narratives to tell how IT drives and
derives value to the business and its clients. As a
bimodal leader, you have to evolve in the bimodal
journey and successfully explore new services and
business processes to, among others, increase the
tax base through innovative ways and ideas.”
Even the types of services typically
commonplace among the private sector – cloud
and big data – are less accessible to the public
sector due to concerns about security of data.
“SARS has, however, approved a cloud strategy and
we are exploring IAS going into the future,” says
Makhekhe-Mokhuane.

The ‘easy’ life
In contrast, the agenda of a private sector CIO
is to look at market forces, particularly the big
disruptors that threaten to transform their
business overnight: autonomous AI, 3D printing,
machine learning, drones, blockchain and the
Internet of Things. The working environment can
differ markedly between public and private sector.
Some tech people are drawn to the challenge of the
public sector by the variety of services provided by
government, which can make for more interesting
technology challenges when compared to private
sector roles.

“The modern CIO in the
public sector of South
Africa needs to embody
the principles laid out
in our constitution
as well as live the
principles of putting
people first.”
Joseph George, National School of Government

While some private sector buyers can hop online
to find the lowest price for a purchase, government
departments and state-owned companies have
rules that require CIOs to purchase from prequalified existing contractors or put the purchase
out to tender, according to strict regulations.
The tender process, while aiming to be fair and
equitable, is slow and stringent, with Internal
Audit keeping a close eye to ensure a separation
of powers between procurement and other
sub-committees. Assets also aren’t rotated that
frequently: “You have to really sweat assets in the
public sector,” says Makhekhe-Mokhuane.
Talent management can also be a challenge
in the public sector, where it’s also considerably
harder to weed out disruptive and unproductive
employees and get in some real talent. Removing

an employee from public sector work can be arduous
and time-consuming, as government workers are
the most unionised in South Africa. There’s also a
sense of having a ‘job for life’ and ‘working for a
pension’ among some employees, which means it’s
often not easy to introduce change.
Makhekhe-Mokhuane estimates that private
sector salaries are ‘about three times those of the
public sector’, and this was part of the rationale
for the establishment of SITA some years ago to
centralise services following a talent drain from the
public sector.

Sources of funding are the major
difference
The public sector CIO’s budgeted source of funding
comes from taxes – primarily employment and
corporate taxes, and VAT. This means that when
the economy is down, as it has been recently,
funding becomes scarce; funding becomes more
readily available when the economy is doing well,
and political choices favour more open spending.
Yet the demand for public services will remain the
same, or increase. Furthermore, governments don’t
typically spend large percentages of their budgets
on technology.
Ramusi believes that the differences between the
CIO’s role in public and private sectors is blurring, as
the public sector itself is in transition. “The future
of the public servant, including the CIO, means
you’ll work like any person in a private or corporate
environment. As a citizen, I need confidence that the
government I’m supporting is creating a platform
for me to be a better person. For that to happen, I
must be given the most efficient type of services –
today and tomorrow.”
May 2018
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Changing times

Broadband rollout, cloud and the evolving role of the CIO in
government were all topics under discussion as the Public Sector ICT
Forum held its first provincial meeting in Limpopo.
B Y: A D R I A N H I N C H C L I F F E

O

ne of the objectives of the Public Sector
ICT Forum is to provide a platform and
engage with provincial and municipal level
government IT officers (GITOs). In partnership with
MTN Business, the first such meeting took place in
April at the Fusion boutique hotel in Polokwane.
May 2018

The proceedings were opened by Lesetja
Mathiba, Limpopo’s provincial GITO, who recognised
that the session was a milestone for the province.
He hoped the event would act as a catalyst for
local public sector ICT executives to work together
and result in a change within the public sector
ICT space. “IT can’t act in siloes anymore. Service
delivery needs to be ramped up and IT plays a key
part in that,” he said.

Representing the forum’s commercial partner,
Matthew Khumalo, GM: Regional Operations,
Northern Region, MTN, spoke of the dedication
and commitment of GITOs to contribute to the
quest to find practical ICT-based solutions to speed
up service delivery. He also noted the important
role that connectivity and convergence play in
transforming the public sector landscape.

Member of the board
On behalf of the Public Sector ICT Forum, board
member Mothibi Ramusi, CIO of the National
Lotteries Commission, explained the role of the
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forum – to address the need for collaboration,
best-practice, partnerships and engagement
within government to identify common issues and
challenges and develop solutions to deliver quality
services to citizens. “The forum ensures that we
in the public sector ICT space begin to have the
conversations we need. The forum will be visiting the
various provinces so that we can start a collaborative
integrated approach across South Africa,” he said.
One example he gave of how public sector ICT was
currently failing was when a patient visits different
health clinics and hospitals across a municipality or
across even the country and there’s no single view of
the patient’s records. “If that patient is unknown by
each of those clinics, from an ICT point of view, we’re
failing the communities and citizens,” Ramusi said.
To ensure the discussions of the day turned into
something longer-lasting, Ramusi encouraged the
delegates to form their own Limpopo chapter of
the PSICTF. He highlighted three aspects the local
chapter needed to focus on: how to achieve the
integrated society and government outlined in
the National Development Plan; how to influence
the curriculum at the local education institutions
(primary to tertiary) to focus more widely on cyber
security; and skills development and education
about ICT across the public sector.
Public sector technologists needed to change
their approach, he said. “As GITOs, you need to be
part of the business. The language of today is not
technical, it’s about how technology can transform
the business.”
The language around technology also needed
simplifying to focus on benefits for citizens too,
especially residents in the rural areas. “We need
to start explaining with elementary definitions
what the benefits are for the community. For
example, when electricity arrived to the rural
areas, it improved lives and brought opportunities
for people to sell TVs and cookers and engineers
to fix them when they broke. The same when tar
roads arrived and people started buying cars, and

the need for services to fuel, maintain and fix
the vehicles. The opportunities arrived once the
infrastructure was in place. Once broadband comes,
you’ll see some innovation coming into villages.”

The need for cloud
Christo Abrahams, HoD for Datacentre and Cloud
business at SITA, also talked of the changing
technology landscape and the reality of business
demands for agility alongside budgetary constraints
of government departments. “Technologies have
evolved and they offer so many more advantages
than traditional IT, which, if we stick with it, will get
us stuck in a rut of poor service delivery.”
In 2015, an assessment was made of SITA’s
datacentre facilities, which showed a complex
picture of siloed and stove pipe deployments. “How
can you have 368 servers, with 75 different models
of hardware? How can you maintain and integrate
that when 47% of them have reached end of life, and
there are 18 different platform operating systems
from seven different vendors? The complexity it
brings in terms of integration was so high, sharing of
IT resources was impossible – we needed to fix the
environment in line with modern principles with a
view on the future where broadband was a reality.”
SITA has developed a cloud strategy, which it’s
currently implementing. The new approach will help

get rid of lengthy processes and turnaround times to
procure infrastructure and solutions. It will also help to
reduce IT spend and switch from capital expenditure
to operational expenditure, as well as improved
service experience, security and compliance.
“Our cloud strategy is very simple, to build out
an ecosystem to give us three service baskets that

“Change management is one of the most important
aspects. Organisations have been doing things in
a particular way for a long time and it becomes
important that someone leads a different kind of
thinking.”
Mandla Ngcobo, Department of Public Service and Administration

May 2018
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we can fill with relevant services to the demand
we get for Infrastructure, Platform and Software as
a Service, running in a secure fashion. That’s all in
an ecosystem made up of both public and private
cloud entities so we can expand the offering based
on requirements and what exists already. The
Government Private Cloud Ecosystem (GPCE) consists
of multiple availability zones within the cloud
ecosystem where workloads will be monitored and
managed by a single broker (SITA) at the top. GPCE
is a set of interconnected clouds deployed within
the country’s borders that embrace the full benefits
of cloud through different deployment models (onand off-premise, public and private). Off-premise,
globally-hosted clouds are not a consideration
currently and we won’t be hosting any systems or
data outside the borders of our country,” he said.
In collaboration with the Office of the GCIO, SITA
is working on defining policy on how some of the
deployment variations will pan out and what the
implications will be, particularly in relation to data
sovereignty, residency and privacy.
“We don’t want SITA to be an IT shop anymore.
We want to be a business partner of government
and bring the best of industry into that delivery
model, so it can be effective and deliver on the
promises set out,” said Abrahams.

Connecting Limpopo

Thanks to the legacy of the
2010 FIFA World Cup, Limpopo
Connexion is leasing the datacentre
originally built for broadcasters at
the Peter Mokaba stadium. “This
has expedited implementation, in
terms of switching and routing.
Cloud computing services will be
hosted from there,” Ramasobane
said. “Government’s return from this
network would be on-net telephone
calls for government departments,
which would see costs reduced to zero over the
infrastructure.”
Ramasobane said beyond the good work laying
cables, much other work still needed to happen.
“Broadband is just pipes. We need to develop
services on top of it, we need clusters of innovation
to leverage it. This is where our Science and
Technology Park comes in. It gives university
students a chance to develop coding for software
applications, and it brings universities, major
corporations, government institutions and venture
capitalists to the party.”
Polokwane has also embarked on a Free and
Open Source Software (FOSS) initiative to encourage
smaller, local developers. “We have to support them
through this layer. The beauty of open source is

“Broadband is just pipes. we
need to develop services on
top of it, we need clusters of
innovation to leverage it.”
Baldwin Ramasobane, Limpopo Connexion

the country, which was SITA’s focus. However,
Limpopo Connexion wants to provide ICT for
development so everyone in the province has to
have some form of access.
“In Limpopo, we have 115 000 public servants,
while there are about 5.8 million people in the
province who need access to the infrastructure.
Currently, only about two percent of people have
access to, and are using, broadband.”
Ramasobane said the design of a provincewide network correlates with the demographics
and population areas and growth of districts and
municipalities. “We’re looking to build where the
fibre doesn’t exist. We’re looking to get funding
to subsidise the rural communities in terms of
footprint and network going forwards.”

Representing Limpopo Connexion, which has the
remit to roll out broadband in the province, acting
CEO Baldwin Ramasobane provided an overview of
broadband penetration in Limpopo. When Limpopo
Connexion was starting to plan rollouts in 2007,
Ramasobane said that the cost was too high and
failed to meet the criteria for National Treasury
funding. As such, partnership were put in place
with private companies and a map of existing fibre
and broadband infrastructures created; it was then
approved by National Treasury to proceed.
Ramasobane explained that phase one of SA
Connect is to connect government buildings across
May 2018
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“How can you have 368 servers, with 75 different
models of hardware? How can you maintain and
integrate that when 47% of them have reached
end of life, and there are 18 different platform
operating systems from seven different VENDORS?”
Christo Abrahams, SITA

that anyone can download applications, reconfigure
them and be able to use them.”
He gave the example of a tender held by
Limpopo Connexion that saw an international
vendor quote seven times more for a proprietary
solution than a group of university students using
FOSS, who could have a prototype ready in a much
shorter space of time. “As provinces, we have to
change the way we think. We must find ways to
support small companies in the province,” he said.

The CIO’s evolving role
Mandla Ngcobo, Government CIO, Department of
Public Service and Administration, spoke about the
evolving role of the CIO. “Technology has become so
critical and core to how organisations operate and
achieve their objectives. Public sector organisations
need to embrace technology to better service our
customers,” he said.
May 2018

“There are so many technologies available
today, it’s important for the CIO to harness the
advantages technology provides. For example, we
need to exploit data for the good of service delivery
and we need to determine how to map relevant
new technologies together.”
Ngcobo went on to highlight the digital business
trends impacting government, such as how,
thanks to connectivity, citizens expect to access
government services at their own convenience
and comfort, and how a data-driven workforce can
better provide services that citizens demand.
He added the technology trends impacting
government include multichannel engagements
for citizens, open data, analytics, smart machines,
Internet of Things, digital government platforms,
software-defined architectures and risk-based
security.
Against this background, Ngcobo gave an overview
of where he believed the ‘traditional’ role of the CIO
sat. “In government departments, the level of the CIO
should be a senior executive – a part of the leadership.
The CIO must develop strategies and ensure
technology systems and procedures lead to outcomes
in line with business goals. They’re also responsible
for the continuous availability and adequate capacity
of ICT services and systems in the organisation. They
oversee IT security, and manage IT costs.

“However, the trends have moved on. That’s not
to say the office of the CIO doesn’t do these things,
but these tasks should be delegated to supporting
colleagues.”

CIO of the digital era
This will give the CIO space to start evolving their
role and impact, Ngcobo said. “In the digital era,
there’s a change in the skills requirements and
job profile of the CIO. The broader responsibilities
include business strategy formulation and
success. As CIOs understand and appreciate
technology, they will see the opportunities it
provides and start selling those ideas to business.
Digitalisation expertise and innovation are core
to the CIO function. The CIO needs to become a
change agent and a visionary.”
The importance of ideation and change
management will become critical functions of
the CIO, Ngcobo said. “Change management is one
of the most important aspects. Organisations have
been doing things in a particular way for a long time
and it becomes important that someone leads a
different kind of thinking, I believe the CIO is best
positioned to do that. With awareness of technology
trends and capabilities, the CIO is better positioned
than anyone to assist organisations to drive them
into the future,” he concluded.
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