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mbracing integrated risk management
(IRM) enables public sector ICT
decision-makers to put in place critical
elements ensuring all processes operate and
run smoothly. Having IRM programmes in
place, along with the will to implement them
throughout the organisation, will play a key
role in delivering services to South Africans.
IRM should be a critical aspect of business
operations. The example should be set by
senior management laying the framework,
setting the rules, giving mechanisms for the
rest of the organisation to comply with it
and abiding by them themselves.
We need to be delivering good quality
services to South Africans and digitalisation
is crucial in this regard. Relying on the
paper-based systems that we have used for
years will only get us so far; we need proper
procedures in place or the consequences will
be disastrous.
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Chairman’s note

One aspect that is a contentious issue
for the public sector is moving data to the
cloud. In South Africa, the cloud’s growth
and popularity is being recognised by
international vendors looking at our country
as a destination for hyperscale datacentres.
With PoPI coming into effect next year,
it will be interesting to see how the public
sector approaches the cloud. According to
Gartner, data has become a key asset in the
digital era, or Fourth Industrial Revolution;
some even refer to it as ‘digital currency’.
Thanks to the rise of digital products and
services that generate such data, which
can include sensitive information such as a
user’s location or their identity, it is crucial
that companies that hold that data do so
carefully. This plays a key part of the risk
management approach.

With the growth of data, increasing
numbers of cases are reported of
organisations being subject to hacks, data
being hijacked and ransomware attacks. This
can lead to that sensitive data being sold off
to the highest bidder, if the data owner isn’t
willing to pay the amount demanded. Again,
IRM is important in order to address such
challenges. Recent ransomware attacks have
shown that organisations are vulnerable;
we need to rise up and meet this challenge
head-on. Cyber-crime is undoubtedly on the
increase and we need to be fully prepared
and up to speed in tackling this. It’s essential
to having adequate cyber-security elements
in place to combat this. The issue of data
protection doesn’t exist in a vacuum, of
course. Data breaches are devastatingly
common internationally and there are

differing legislative approaches to tackle
them worldwide.
In this edition of The Public Technologist,
we look at the issue of IRM within the
public sector, the impact it has and where
it intersects with technology. This is the
official publication of the Public Sector
ICT Forum, which focuses on providing a
platform and opportunity for decisionmakers within the public sector ICT space to
come together, engage and discuss relevant
and pertinent topics.
Let’s engage for excellence.

Mandla Mkhwanazi
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Publishing partner’s foreword

FOREWORD
Hand-in-hand for a more
efficient public sector.

David Mphelo, GM Enterprise Sales, MTN Business
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Publishing partner’s foreword

T

he technology landscape in the public
sector is changing. As the digital
demands of the public increase
and younger workers enter the space, a
cultural shift is taking place – one which is
impacting the business of government. In
order to continue driving service delivery, the
public sector is having to catch up with the
unprecedented technological growth and
find new ways to leverage this technology to
engage with constituents and stakeholders.
Collaboration between technology, people
and processes has therefore never been more
important. When public sector organisations
decide to procure a new power plant, road,
water treatment or distribution network, or
similar long-term infrastructure asset, it’s
usually preceded by a feasibility study and
the appointment of external advisers such as
technical, financial, or legal experts, to ensure
the project goes well. ICT is making as much
of an impact on their business as physical
structures, but the advisory element is too
often left out.
Additionally, the implementation of new
technologies necessitates adjustments in
processes and even training for the people
using them in some cases. When these factors
are taken into consideration, it becomes
clear that collaboration is the only route to
success. Without collaboration with service

providers, internal departments and staff, and
the integration of effective processes, any
technology project will fail to achieve its goals.
With the continued move towards digital by
government agencies and the growth of the
Internet of Things in public sector use cases, the
private sector is ideally positioned to provide
the support South Africa’s governmental
organisations need in order to achieve the
benefits new technologies promise. Public-private
partnerships (PPPs) allow a historically underfunded sector to develop in ways that are usually
only associated with the private sector.
Historically, public sector organisations have
been challenged by a lack of funds and skills. The
private sector is not only capable of helping to
make government agencies more efficient, it is
extremely willing. At MTN Business, we have a
dedicated division focused on providing maximum
value to our partners, and have had a number
of successes. In light of the creative economy
and how the world has changed in recent years,
partnership and collaboration is the future of
doing business. This leads to a win-win because it
creates a platform for a partner to showcase their
capability and innovation, and as part of that we
address some of the needs our customers have.
However, collaboration is a two-way
street. With stringent regulations, few
crossdepartmental ties, and a shifting political
landscape, public sector organisations are often
hamstrung despite their readiness to collaborate
and their desire to improve their technology
ecosystems. In order to drive efficiencies and
innovation, government organisations will need

advice that allows them to evaluate and calculate,
on a comparative basis, what may be the optimal
outcomes for a project. Other factors may come
into play, such as any unique design related
issues, ‘newness’ of any special technology, or
whole life costing, are also important.
Government agencies also need to factor
in best practices, not only for themselves but
also for their potential impact, both internally
and to the citizens they serve. The experience
of the private sector in this regard is invaluable.
Experience has shown time and again that one
gets what one pays for. Often, government
organisations will choose the cheapest option,
and this usually results in a less efficient scope
of work, extended timelines and a lack of specific
deliverables.
Ultimately, as a citizen, MTN Business is proud
to be a partner working with the public sector in
enabling digital governments. Funding, discounts,
incentives, sales support, training, and so on –
these are all things that should not be causing
headaches for government agencies. Partners
like MTN Business can ensure that the necessary
support in all of these areas is provided, while
opening up avenues for innovation and improved
citizen engagement through technology.

David Mphelo
GM Enterprise Sales,
MTN Business
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Mothibi Ramusi, National Lotteries Commission
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WHAT IS IRM?

ICT HAS LONG been heralded as a
critical enabler of service delivery for
government institutions of all levels:
national, provincial and municipal.
By: DAVE GLA Z IER

T

echnology can play a key role in
everything from distributing services
and information in new digital ways – like
smartphone apps and messaging tools – to
tightening the security of state and citizen
data, fighting the threat of terrorism, improving
inter-departmental collaboration, developing
better operational platforms, and more.
But to truly unleash the power of technology
in the public sector, it’s important to take an
integrated approach to risk management.
The term ‘Integrated Risk Management’
(IRM) extends the concept of Enterprise
Risk Management, and is the starting point
to better understand how to securely
and efficiently apply the latest wave of
technologies to government departments.
“When looking at the management of
risk, if you don’t have a proper process on

“When organisations confine
GRC to a single team, they
undermine the real value that
a coordinated programme can
bring...”
Forrester research

how to detect risks, one that considers new
technologies, you’re potentially leaving
yourself vulnerable to a number of threats,”
says Mothibi Ramusi, CIO at the National
Lotteries Commission.
Ramusi says his team’s approach to IRM
draws on the Corporate Governance of ICT
Policy Framework issued by the Department
of Public Service and Administration (DPSA).
“The framework’s main objective is to ensure
we have integrated ICT programmes that are
governed by proper legislative frameworks,
with clear alignment across all spheres of
government,” he adds.
Based on King III and IOS 38500 principles,
the DPSA’s Corporate Governance of
ICT Policy Framework was developed
in collaboration with the Government
Information Technology Officers Council
(GITOC), to enable political and strategic
leadership, as government increasingly looks
to ICT as an enabler of delivery.
Then, the DPSA’s Corporate Governance of
ICT Policy Framework is further strengthened
by National Treasury’s Public Sector Risk
Management Framework. Treasury explains
the vision as being proactive and resilient
in identifying and managing risk exposure
to help government departments realise
their strategic goals. Therefore, the risk
management process should help government
realise socio-economic development by
addressing the tripartite challenges of
unemployment, poverty and inequality.

Begins with culture
So just why is it so important for risk
management to be integrated? Ramusi
says that for government departments to
work in harmony, technology frameworks
and standards must be agreed and adopted
by all. In the case of the National Lotteries
September 2017
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Commission, for example, he explains that
verification of charities will involve tapping
into the Department of Social Development’s
systems. For verification of winners, they’ll
need to tap into the Department of Home
Affairs’ systems. And these are just two of
the numerous interactions they may have
with different departments.
Achieving automated, instantaneous and
secure integration between departments
will enable new levels of collaboration and
efficiency, he notes, adding that the adoption
of open architectural standards will be
essential in realising this vision.
It’s a philosophy that’s endorsed by leading
international analyst firm Forrester. In a recent
research paper, Forrester noted that one of
the primary determinants of IRM success lay
in embedding governance, risk and compliance
(GRC) responsibilities across an organisation
(or, in government’s case, across various
institutions and roles).
“When organisations confine GRC to a single
team, they undermine the real value that a
coordinated programme can bring; risk and
compliance professionals can’t establish clear
lines of accountability, and they often struggle
to build proper collaboration,” Forrester states.
Ramusi says that it all begins with the
culture of the team, that there needs to
be a philosophy of risk awareness and
risk mitigation that permeates across an
organisation. “We need to ask ourselves if
we have a truly integrated view of how risk
is managed. Do we have the right people,
technology, processes and policies that fit
within the broader regulatory framework?”

Strategic relevance
Treasury says that driving practical adoption
of IRM frameworks – across all departments,
at all levels, in all nine provinces – is
September 2017

“When looking at the management of risk, if you
don’t have a proper process on how to detect
risks, one that considers new technologies, you’re
potentially leaving yourself vulnerable to a
number of threats.”
M o t h i b i R a m u s i , N ational L otteries C ommission

absolutely essential. It’s certainly not a case
of publishing frameworks and expecting
immediate and perfect adoption.
National Treasury provides support to
government institutions through various
capacity-building solutions, knowledge-sharing
platforms and provides advice to governance
oversight structures.
Ramusi believes that establishing IRM in
practice also means reinforcing the importance
of ICT ‘as a strategic enabler, and as something
that’s integral to business’. He says continually
elevating the role of department CIOs, through
bodies such as GITOC, helps to highlight
the importance of technology. With CIOs
effectively leading the IRM agenda for their
organisations, this will also ensure that IRM
receives the right level of attention.
“Additionally, in terms of performance
agreements, our success in managing
integrated risk should form a mandatory aspect
of the key performance indicators on which
we’re assessed,” he says.
Forrester says another key ingredient of IRM
success is to designate and publicly announce
a GRC champion. “The board of directors, or
equivalent, is ultimately accountable for GRC
as part of its role in assuring the long-term

viability and value of the organisation, but
you also need a champion who makes GRC
a visible part of the business on a regular
basis – overseeing the coordination and
communication necessary for different GRC
functions to interact effectively with each
other.”
In South Africa’s public sector, the CIO or GITO
is certainly well-placed to be that champion.

Defence against cyber-threats
Clearly, IRM and IT security go hand in hand.
Ramusi points to the biggest threats (and
the biggest reasons for having well-defined
IRM policies) as increasingly coming from
the world of cyber-crime. As information
becomes ever more valuable, fraudsters will
increasingly target government institutions
and their troves of citizen data.
Further to its Corporate Governance of
ICT Policy the DPSA published a guideline
paper earlier this year, ‘The ICT Security
Guideline, which reinforces ‘the value of
information security...and the preservation
of confidentiality, integrity and availability of
information’.
The paper cites weaknesses in the
information security environment, as
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evidenced by the ‘repetitive findings of
the Auditor General of South Africa on ICT
security’. The DPSA goes on to say that in
its 2013-2014 report, the Auditor General’s
office identified poor implementation or noncompliance to internal ICT security policies, as
a prominent security risk.
“ICT should be a key component of
government institutions’ strategies,” notes the
DPSA. “As technology increases the amount of
data and information being processed, it has
significantly impacted the control environment.
The management of ICT risk should, therefore,
be elevated within institutions.”
Its guidelines help to define various
aspects of ICT security management –
from organisational structure, roles and
accountabilities, to policies, information

systems, information flows and decisionmaking processes, right through to technology
standards, guidelines and other models.

Keeping up
Not only must the DPSA and Treasury’s
governance frameworks maintain pace with
the rapidly-evolving world of technology,
but they must also consider changes in
the country’s legislative environment. For
example, Ramusi points to new legislation
such as the Protection of Personal
Information Act, and increased transparency
in the Promotion of Administrative Justice Act.
In Treasury’s Public Sector Risk Management
Framework, it notes that ‘risk management
is an evolving profession’ and that ‘the
framework (including the guideline documents,

templates, implementation tools and e-learning
module) will be reviewed and updated
periodically to keep up with new developments
and user needs’.
Treasury says that the vision of IRM has
certainly not yet become a reality across
all government institutions, noting that
‘the lack of buy-in from the leadership of
the institutions is a major challenge that
impedes the successful implementation of risk
management’.
“The risk management functions are
generally not prioritised when resources
are allocated, leading to incapacitated and
ineffective functions of risk management,”
adds Treasury.
For IRM to realise the promise that it holds
– of making government more transparent,
efficient, accountable and effective – it seems
there’s still some way to go. CIOs and risk
professionals within each department need
to lean on the frameworks that have been
drafted by the DPSA and Treasury, and apply
them in their own environments.

September 2017
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The integration of risk
management across
South Africa’s public
sector is not an easy
task. It requires a
driving force, constant
monitoring and
refinement.
By : Dave Gla zier

S

outh Africa’s public sector comprises
over 220 municipalities, nine provincial
departments, over 40 national
departments, and a number of other stateowned entities.
Coordinating an effective risk management
framework within this environment is naturally
a challenging task. This responsibility falls upon
National Treasury, which is tasked with setting
the IRM agenda, and seeing it through to
September 2017
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Keeping
an eye
on IRM
implementation within the various structures
of government.
Treasury says its national risk management
agenda is aligned with the Mid-Term Strategic
Framework, and is essentially one of the key
planning instruments used in realising the
ambitions of the National Development Plan.
“The implementation and maintenance
of risk management systems is a legislative
requirement to which all institutions must
comply,” it notes in an emailed response to The
Public Technologist. “As guided by Treasury’s
Public Sector Risk Management Framework,
institutions are required to maintain matured
risk management processes.”
The vision is to develop adaptable and
scalable systems that respond to emerging
risks, with the ability to foresee and minimise

the impact of any potential threats to strategic
programmes, ultimately ensuring optimal
service delivery.
So, just how is the IRM performance of
government departments tracked?
Treasury outlines a few different
mechanisms, starting with an annual maturity
assessment using its ‘Financial Management
Capability Maturity Model’ – which rates
institutions across six levels and suggests
opportunities to move up the rankings to the
next highest level.
Secondly, Treasury pours over the results of
the Auditor-General’s reports each year, which
it says goes a long way towards assessing and
monitoring the performance of institutions’
risk management processes. Those institutions
that are not performing well are assisted
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monitoring

through various support programmes, it says.
And lastly, the results from the Presidency’s
Management Performance Assessment
Tool – a structured, evidence-based approach
to assessing management practices – helps
to monitor and suggest remedial action for
government bodies.

Facing up to the challenges
Of the bigger challenges facing Treasury
when it comes to setting the IRM agenda, risk
exposure emerges from across the wideranging internal and external government
environment – in various forms and shapes at
different levels of government.
Treasury’s response to The Public
Technologist identifies a lack of buy-in
from the leadership of some public sector
institutions as a major challenge hampering
the successful implementation of risk
management. The risk management functions
are generally not prioritised when resources
are allocated, leading to incapacitated and
ineffective functions of risk management.
This sentiment is echoed, in even bolder
language, by Treasury’s Risk Management
Forum in a March 2016 paper, which states:
“Risk management is still regarded as a
burden, well after the introduction of the
Public Finance Management Act and Municipal
Finance Management Act, and we experience
inadequate corporation amongst implementers,
support and oversight structures.”
The paper defines risk management as being
at an ‘infancy stage’ within the public sector
– where the benefits and opportunities of risk
management haven’t yet been truly experienced
by many government organisations.
Welekazi Dukuza, founder of boutique risk
management firm Cerebro Consulting, notes
a number of risk challenges in a presentation

“In terms of performance
agreements, our success in
managing integrated risk should
form a mandatory aspect of the
key performance indicators on
which we’re assessed.”
M o t h i b i R a m u s i , N ational L otteries C ommission

to Treasury. These include the lack of
‘personalisation’ of risk management approaches
to each unique government department, as well
as poor communication of risk management
strategies to stakeholders, and the fact
that IRM is not included in each manager’s
performance management and evaluation
This is a sentiment with which Mothibi
Ramusi, CIO at the National Lotteries
Commission, agrees. “In terms of performance
agreements, our success in managing
integrated risk should form a mandatory aspect
of the key performance indicators on which
we’re assessed,” he says.
Treasury aims to bridge this lack of
appreciation and understanding for IRM
through a number of initiatives, which
encompass capacity-building solutions,
knowledge-sharing platforms and advice
provided to governance oversight structures.
So while the emailed statement to The
Public Technologist doesn’t explicitly say
that IRM will be linked to management
performance measures in the near future,
Treasury is certainly taking an active stance in

addressing the challenges that
have been identified.

Getting it right

A number of achievements
reflect the progress that
government is making in
general, in better assessing and
addressing risk.
Establishing risk
management as a legislative
requirement was the biggest
victory, Treasury says. It also
lists other successes, including
the introduction of the PSRMF and eLearning
course for the public sector officials.
When looking 10 to 15 years back, Treasury
says a lot has been done through ensuring
that risk management forms part of strategic
discussions in the boardrooms. However, it admits
there’s certainly still room for improvement.
A good number of public sector risk officials
have been recognised for excellent work and
this was witnessed by their winning of awards
at the annual events organised by the Institute
of Risk Management South Africa (IRMSA),
says the Treasury email.
The paper from Treasury’s Risk Management
Forum, authored by Rene Kenosi (chair of the
Independent Regulatory Board for Auditors),
proposes a number of approaches for further
improvements in public sector IRM. Its ultimate
goal is outlined by elegantly setting a vision
to inspire all government departments, of
an inclusive organisation that has effective
leadership and a focus on integrity and
performance as its centrepiece, with a strong
platform to build an effective approach to risk
management.
September 2017
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What’s your role?
Where does the GITO fit
in WITH integrated risk
management? And WHO
SHOULD THEY ENGAGE?

By : Adm i re Moyo

W

ith a plethora of new technologies
to improve service delivery
now being embraced by the
South African government, integrated risk
management has never been so important.
According to market analyst firm Gartner,
integrated risk management is a set of
practices and processes supported by a riskaware culture and enabling technologies that
improve decision-making and performance
through an integrated view of how well an
organisation manages its unique set of risks.
Gartner points out that after nearly a
decade of ‘doing more with less’, government
Chief Information Officers (CIOs) across
the globe remain under pressure to further
optimise IT and business costs while leading
digital innovation.

THE South African approach

Dudley Petersen, Department of Cooperative Governance and Department of Traditional Affairs

September 2017

South African government CIOs and
Government IT Officers (GITO) are also
harnessing the potential of technologies to
drive transformational change. However, these
technologies, if adopted without giving much
attention to their associated risks, can have
adverse effects.
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One institution at the forefront of taking
an integrated risk management approach to
mitigate the risks that technology brings is
the GITO Council (GITOC). As the ‘principal
inter-departmental forum focusing on ICT and
information management in the South African
public service’, the council gives government
and public sector CIOs the opportunity to come
together and represent challenges across the
public sector.
Dudley Petersen, CIO of the Department
of Cooperative Governance and Department
of Traditional Affairs and a member of GITOC,
is very involved when it comes to integrated
risk management because it forms a critical
part of the strategic planning process within
government departments.
“When we do the strategic and business
planning, for example, we work very closely
with the Chief Risk Officer (CRO). When the
CRO starts identifying various risks, GITOs then
play an important role in trying to understand
what they need to do to assist in identifying
IT-related risks in the integrated planning and
management of risk processes,” says Petersen.
For example, he adds, when the GITO
develops plans that are aligned to the
departmental strategic plans, whatever
enabling technology the ICT unit comes up
with, they make sure they take an integrated
risk management approach.
According to consultancy firm PwC,
governments are faced with an unprecedented
level of risk. It notes that a combination of
budget cuts, an ageing workforce, difficulties
with hiring and retaining talent, and the
growing complexity of information security

challenges, among other factors, contribute
to an atmosphere in which a relatively minor
risk that would be managed effectively given
other circumstances is allowed to develop into
an issue.
Adding to the complexity of the landscape
that government departments operate in
are other factors such as globalisation and
the increasingly rapid speed of information
flow, including through social media and other
platforms, says PwC.

Collaboration
To mitigate risks in South Africa, Petersen
says the GITO works closely with their
department’s CRO. “For instance, when we do
monthly reportbacks on the implementation
of the annual performance plan, we then do
the reporting on addressing the identified
risks. We look at what controls we’ve put in
place and what actions we’re taking in order
to mitigate risks.
“So to be part of this whole integrated risk
management process is quite important for
the GITO to ensure that we have a strong
focus on managing these risks. This will
ensure that the risks will not negatively
impact on the departments.”
He points out that one of the risks identified
while working together with the chief risk
officer was the value of government’s ICT
spending to the department.
“We looked at how best we can ensure
that we derive value from ICT investments.

“At times, as the GITO,
you may not see certain
things as a RISK, BUT the
chief risk officer will
have an outside view.
They can identify some
risks the GITO might have
overlooked.”
D u d l e y P e t e r s e n , D e partm e nt of
C oop e rati v e G o v e rnanc e and D e partm e nt
of T raditional A ffairs

We also looked at some of the plans that we
put in place to ensure that ICT investments
are completely aligned with departmental
strategies. If there’s alignment, then we
can derive value for money, otherwise we
will be sitting with a risk of implementing
ICT solutions that don’t add value to the
department.”
According to Petersen, the GITO has monthly
interactions with the CRO. “We report monthly
on how we manage risks. We have a monthly
reporting cycle and a quarterly reporting cycle
on how we’re doing with the implementation of
actions and our plans in regards to integrated
risk management.”
September 2017
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Automated government is for the
benefit of all

Xolile Ndlangana, director: Sales and Marketing, Boxfusion

O

ver the past few years, we’ve witnessed
how the use of technology, particularly
through apps on our smartphones, has
reshaped the way we interact with traditional
service providers.
From buying groceries and clothes online,
to ordering food, organising transport and
accommodation, doing your monthly banking
and even booking a spot at your favourite gym
class, digital services have streamlined the
way we manage our lives.
Similarly, automating government
processes has the power to simplify essential
services, reduce the margin for error, and
increase accountability and efficiency within
government departments. This ultimately
increases good governance within the public
sector.

Almost all functions within
government have the potential to
be automated using digital software
solutions, from human resources
management, such as leave
submissions and fuel claims, to
citizen-facing functions, like applying
for business licences or social grants.
An automated government is a more
efficient machine that can serve both
staff and citizens better.
Automating government processes
has the potential to increase the
productivity of government officials
by enabling them to approve urgent
memos on-the-go, whether they are
in meetings in Pretoria or London.
This improves turnaround time and
enables public servants to ultimately
serve the citizenry better. In fact, it’s
key in speeding up service delivery to
citizens and reducing the perceived
gap between government officials and
those they serve. By digitising government
and making it easier for members of the
public to pay their utilities bills, apply for
or renew driver’s licences or social grants,
government becomes what it’s meant to be:
accessible.
Not only does automation increase
efficiency, but it increases accountability.
Being able to track a digital process is far
simpler than tracking a paper trail. Having
documents and memos processed and filed
digitally prevents tampering once it has been
approved by a head of department. It also
reduces the risk of important documents
getting misplaced or lost. Automation in
government departments has the potential to
increase accountability and reduce the risk of,
or opportunity for, corruption. This is because

digital processes are more easily traceable
from start to finish.
This is also true when it comes to
departmental auditing. While paper-based
processes are perceived as more valuable for
the purposes of auditing, this hasn’t been the
case for many years. In fact, the Electronic
Communications Act of 2002 made provision
for the submission of digital documents
to the Auditor-General. This means that
departments can digitally store and provide
those requisite documents timeously, and
without having to trawl through heaps and
piles of papers to find the documents they
need.
Finally, automation can provide
government officials with more data and
information on how processes are managed
within departments and the needs of citizens.
This allows them to identify key areas that
require attention and action. The ability
to analyse this data allows executives to
make informed decisions, and manage their
departments more efficiently.
The future is digital, from music and books
to streaming TV, and sooner than we think,
interacting with government. An automated
government is one that’s more accessible
to its electorate, more accountable to its
citizenry and more effective in its functions.
The future is digital, and automation within
government is ultimately for the benefit of all.

Contact D e ta ils :
www.boxfusion.co.za
+27 12 940 1300 | info@boxfusion.co.za
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THE GITO AND IRM

The GITO also forms part of the risk
management committee that meets on a
quarterly basis to look at comprehensive risk
management throughout the department.
This also includes all the ICT-related risks,
departmental strategic risks and operational
risks.
“So to me, the GITO is key in forming part
of the risk management committee to ensure
there’s proper management of all risks,” he says.
These meetings between the GITO and
the CRO are usually characterised by open
discussions, says Petersen.
“At times, as the GITO, you may not see
certain things as a risk, but the CRO will have
an outside view. They can identify some risks
the GITO might have overlooked. However,
we get to discuss these matters and try to
get some understanding and then reach an
agreement in the end.”

“The GITO is key in
forming part of the risk
management committee
to ensure there’s
proper management of
all risks.”

“For every technology that you use, even if we
start looking at cloud computing, we will then
interact with the CRO to say this is the route
we want to take, can you assist the IT unit, for
example, with identifying the risks associated
with this route?”

D u d l e y P e t e r s e n , D e partm e nt of
C oop e rati v e G o v e rnanc e and D e partm e nt
of T raditional A ffairs

Auditing functionality
On the relationship between the GITO and
the Chief Audit Officer (CAO), Petersen says
the latter is responsible for the internal audit
function within departments. “They come up
with various audit plans for the financial year.
Sometimes they put various IT audits in place
– whether it’s governance, system controls or
user account management.”
He notes that the GITO also has interactions
with the CAO. “There are times when they
come to us looking for proof of evidence. They
say, ‘if you’re mitigating this risk, and you claim
to have done X, Y and Z, can you prove it?’ They
do provide some kind of oversight and report
on the verification of evidence in relationship
to risks.”
With the adoption of new technologies like
cloud computing, among others, Petersen
notes that IRM has become crucial for the GITO.
September 2017
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Having the right
ethos, values and
actions to create a
positive GRC culture
is essential to the
successful functioning
of an organisation –
but these require a
concerted effort by all
concerned.
By : G eo rg i na G ued es

A

Compliance by
culture
Johan Botha, MD of Analytix

September 2017

ccording to Nick Hayes, an analyst
with Forrester: “A corporate culture
with strong values is integral
to GRC programmes - and, therefore, to
the entire organisation.” Creating a GRCcompliant culture should be a priority in any
organisation, and even more so in the public
sector, where taxpayer funds are spent and
programmes are implemented for the benefit
of all citizens.
“GRC is very important, but it’s not taken as
seriously as it should be,” says Johan Botha, MD
of Analytix, a consulting and training company
that helps organisations build effective GRCrelated programmes.
Botha says in South Africa, a number
of regulations and legislations govern the
implementation of GRC at government
level. Chief among these is the Public
Sector Management Risk Framework. “Poor
implementation is not due to the lack of a
framework, it’s the implementation of the
framework that fails,” he says.
The problem, he maintains, is that senior
management doesn’t take GRC seriously, so
the example is not set from the top. “If there’s
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no interest, it’s an uphill battle. Management
delegates to an official in the organisation
with no experience, and it just becomes a
paper exercise.”

Creating the culture in practice
The key to creating a positive GRC culture in an
organisation, he says, is realising governance,
risk and compliance is not on top of your job;
it’s inside it. It takes tremendous effort to
accept that.
Often, he encounters employees who
believe it’s not in their job description, or
believe it’s solely the responsibility of the risk
officer and risk department. “But you can’t do
that because risk needs to be managed by the
people who own the function. All the people in
the risk function do is give you the policy.”
This then leads to GRC becoming a grudge
activity in the organisation. “People see it as
something they’re being forced to do. It never
develops to the extent that people see it as a
necessity that’s aiding their jobs,” says Botha.
Hayes wrote a report for Forrester
on developing a GRC culture within an
organisation. He says that there are three
dimensions to corporate culture, namely:

• Artefacts: the visible and tangible efforts
to establish rules, set guidelines, and
enforce parameters for employees at all
levels of the organisation
• Values: the adopted principles and
aspirational statements that employees
express about the company in unscripted
communication and directed messaging
• Assumptions: the underlying beliefs and
past experiences that subconsciously
influence thought processes, guide
intuition, and drive behaviour.

“GRC is very important,
BUT IT’S NOT taken
as seriously as it
should BE.”
J o h a n B o t h a , A naly tix

Culture as a mechanism
“When employees hold the right assumptions and
act accordingly, your culture can do more for your
GRC programme than the most well-established,
comprehensive set of technical controls. The
culture itself becomes a mechanism that helps
the company keep up with changing business and
regulatory conditions, avoid corporate missteps,
and improve performance,” the report states.
However, the challenge is that the
organisation has no direct control over
employee assumptions. “Instead, you have to
focus on the tangible elements that you do
control – the artefacts – and the things that

you and other executives say – the spoken
values – to read and influence underlying
beliefs. Think of these as the gears that drive
worker behaviour, influence internal workplace
dynamics, and, ultimately, stimulate corporate
performance,” notes the report.
Botha echoes this when he says that the
push for GRC needs to come from the top
down. “The example needs to come from senior
management that lays down the framework,
sets the rules and gives mechanisms for the
rest of the organisation to comply with. Ethical
leadership with no corruption or bribery will go
a long way to selling the culture to the rest of
the organisation.”

Five tips to cultivate a strong GRC culture
According to the Forrester report Cultivate Culture for Sustained GRC Performance, there are five characteristics among leading GRC cultures: the tone at the
top, messaging, incentives, feedback channels, and standard operating procedures. Best practices here will help maximise the way your culture influences
worker behaviour, reinforces GRC values, and bolsters performance.

1

Make the tone at the
top consistent and clear
Leadership buy-in and active support
are critical elements of a GRC
culture. Although every person has
an impact on culture, those who
have the most visibility, budget, and
decision-making power have the
greatest responsibility for setting
the right tone and expectations.

2

Reinforce the message in
context
Frontline staff, middle managers and
executives have their own distinct
roles to play in GRC, which means
your communication with them will
have different objectives.

3

Show that GRC’s value
through meaningful
incentives and metrics
Performance goals and incentives
that align with risk and compliance
objectives are good ways to
demonstrate that your department
values GRC.

4

Listen closely to frontline
employees for early signs of
culture erosion
Your workforce is your monitoring
system, your sounding board, and
your enforcement troops. They will
help you nip major GRC issues in
the bud so long as you tune in and
provide the protected channels they
need to report events safely.

5

Leverage existing
organisational and cultural
attributes
From the minute your department
was established, it began to take
on its own unique personality that
reflects its mission, brand, products
and hiring decisions. Cultivate your
GRC culture using characteristics
that make your department unique.
Identify local champions. And extend
your GRC culture to your third parties.
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The GRC sphere
of influence
Good governance pays attention to
boxes and RULES; GREAT governance
pays attention to people,
empowerment and engagement.

Mandla Mkhwanazi, Transnet
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Influence

By : Ta msin Ox ford

W

hat defines governance, risk
and compliance (GRC)? What is
the reality of its application and
accountability within the public sector? It’s a
structured approach to aligning IT systems
and tools with business objectives while
ensuring that risk is mitigated or managed
effectively and the compliance across platform
and regulation is adhered to. The GITO holds
the lock and the key for GRC, but their role
should be defined beyond the boxes they tick.
It should also be defined by the influence they
generate and the impact they have on the
wider public sector culture.
“The GITO is responsible and accountable
for ensuring governance is upheld and adhered
to,” says Mandla Mkhwanazi, Digital Business
leader, Transnet. “They have to put the rules and
controls in place, and they have to monitor and
evaluate their behaviour within the environment.
They also need to work with internal and
external auditors to ensure that everything is
aligned and the documents are in place.”
The challenge here, according to Mkhwanazi, is
not that compliance isn’t done, but rather to avoid
GRC from becoming another tick in another box.
The GITO needs to look to how GRC emanates
across the business and identify ownership.

Responsibility not ownership
“When it comes to GRC today, the approach
that works is the one where the GITO takes
responsibility, but doesn’t take ownership,”
says Mkhwanazi. “The business leaders and
the process owners need to take ownership of
GRC. The GITO shows them how to keep the
environment safe and secured so that risks are
minimised and mitigated.”

By expanding their sphere of influence,
the GITO engages with the leaders across
department and sector, showing them exactly
how their departments and workflows would
be impacted if GRC were to fail. The GITO
can then work with them to show the value
of this ownership and how important it is to
think beyond ticking boxes. Not only will this
fundamentally transform how GRC is adopted
and understood by the relevant people, but it
will make their lives a lot easier.
It’s also worth noting the GITO doesn’t
necessarily have copious quantities of reach
and they aren’t the owners of applications and
implementations. They’re the facilitators, the
librarians of the technology libraries that power
GRC and the public sector.
“As the protector of the realm, the GITO should
be able to define who gets access to which
systems, and why,” says Philip Tillman, MD, ACL.
“To ensure great governance, the GITO has the
responsibility to ensure the duties are segregated
even when a single system is handling the
workload. They define that governance procedure
and ensure it matches the requirements of
the business. In addition, they determine what
systems and applications get into the sector.”
Ryan Falkenberg, co-CEO, Clevva, points out
that in addition to having to understand GRC as
a concept, those who have to implement it are
often frustrated by the rate of departmental
change. People move in and out of the
organisation and they all have different levels
of understanding.
“You can potentially have just aligned and
onboarded everyone, put the rules in place and
then people move,” he says. “Then there’s the
nightmare of having to try to do version control
as people change the rules as they remember
them, or new people come in. The sustainability
of GRC is a challenge. What needs to happen is

“GRC fails when nobody
takes ownership. When
the GITO just leaves
things as they are
and ticks the boxes of
compliance.”
M a n d l a M k h w a n a z i , T ransnet

for GRC and its policies to become embedded
within the business and placed in a digital
format that will ensure everyone has access to,
and understands, the rules.”
In this, the GITO can play a pivotal part in
implementing GRC that can be understood and
actioned by all employees, not just the few
with the training and understanding. By relying
on digital access, the GITO will deliver robust
GRC without relying on people.
“The challenge with government is that the
architecture is generally quite distributed and
there’s a challenge around trying to centralise
it, to create an infrastructure that reduces risk
while allowing for accessibility around data,”
says Claude Schuck, regional manager for Africa
at Veeam. “The GITO has to create a structure
where they can demonstrate the consequences
to subordinates and the organisation, and show
the value that they can extract from it.”

Corporate space
Even in the corporate space, the user isn’t that
bothered by how or where they save the data.
Many don’t understand the importance of the
September 2017
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data or controlling access to it, and the arrival
and enforcement of the infamous POPI Act and
other compliance legislations are set to have
huge ramifications for public sector and GITO
alike. The consequences of failure can be dire,
from downtime to a loss of data that impacts
across citizen and state operations.
“The main area of concern for the GITO is the
hijacking of data and this makes the security
space still a very challenging environment,”
says Mkhwanazi. “However, it’s worth noting
that in the public sector, the culture of GRC
is already embedded. Some take the culture
and abuse it, but the rigorous approvals and
processes that are in place across public sector
organisations have already instilled a culture of
compliance and risk awareness.”
Mkhwanazi believes that when it comes to
spreading GRC to the wider public sector, the
message has already been heard, and applied,
far more so than in the private sector. In his
view, the agility and speed of change that’s
upheld by the private sector actually puts them
at far greater risk.
“When it comes to security and GRC, the
mind would automatically move towards private
sector consulting organisations as being
leaders in this space,” he adds. “However, the
CSIR, a public sector organisation, is recognised
internationally as a leader in terms of having
controls in place and ensuring great governance.”
It’s an interesting view. For the digital
citizen, the cumbersome paperwork and tedium
of steps can be a frustrating hindrance, but for
the public sector, it has a positive impact. It has
embedded a culture of great governance and
an awareness around the risks that come with
failing to follow protocol and regulation.

“The GITO must drive a risk culture

“There’s the nightmare of having to try TO do
version control as PEOPLE change the rules as
they remember them, or new people come in. The
sustainability of GRC is a challenge.”
Rya n F a l k e n b e r g , C l e v va

things as they are and ticks the boxes of
compliance. Without their commitment to
sharing the insights, explaining the controls
and demonstrating the risks, others will not
take ownership of GRC. And it’s this ownership
that takes it to the next level, that inspires
accountability and that ensures the controls
are effective.”
The GITO achieves influence across
department, sector and silo through education
and awareness. Their role is to ensure the right
systems are in place, they remain the guardians
of its functionality and efficacy, and to instil a
sense of ownership in those that benefit from
the technology. It’s not a single sign-on GITO
requirement, it’s a culture of awareness and
application that has to permeate the sector and
it takes the GITO to make it happen.

throughout the organisation,” says Beverley
Hunkin, executive: Process Development
and Compliance, One Connect Group. “GITOs
need to have an understanding of the legal,
social, corporate and ethical boundaries
of the organisation and set business and
delivery objectives in line with these values,
but still prioritise and balance the needs of
stakeholders.”

Box-ticking
“GRC fails when nobody takes ownership,”
Mkhwanazi adds, “when the GITO just leaves
September 2017
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Internal controls
are pivotal to
maintaining the public
trust in government
operations.
By : Mo ni q ue Ver d uy n

G

Internal audits
drive GRC
Dr Claudelle von Eck, Institute of Internal Auditors South Africa

September 2017

overnance, risk and control (GRC) as
an integrated framework has gained
increasing attention in the public
sector. GRC, an umbrella term invented by
the Open Compliance & Ethics Group (OCEG),
with the lofty aim of breaking down silos
between governance, strategy, performance
management, risk management, compliance
management, internal audit and other
departments, seeks to ‘create a future state
that is more effective, more efficient and able
to address modern challenges’.
Stakeholder expectations of internal audit’s
(IA) role in GRC have evolved from a control
assurance function to one of leadership and
guidance for focusing the organisation’s efforts.
IA provides an independent and objective
assessment of the GRC framework, delivering
assurance that public resources are managed
responsibly and effectively, and that public
sector organisations achieve accountability
and integrity, operate efficiently and instil
confidence among all their stakeholders.
In the public sector, says Dr Claudelle von
Eck, CEO, Institute of Internal Auditors South
Africa, IA would review selected governance
processes, risk management processes and
control systems based on the level of risk each
GRC area and process brings to the ability
of the organisation to achieve its strategic
objectives.
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“The overall audit plan is determined by
internal audit in consultation with the leadership
of the organisation and the audit committee,”
she says. “The audit committee is advisory to
the executive authority, in the case of most
government institutions, and appointed by the
accounting officer.”
Moreover, the comprehensive cross-functional
nature of internal audit’s work qualifies the
department to ‘connect the GRC dots’ across
the organisation, and to guide the structuring
and implementation of the GRC operating
methodology. According to the OCEG, few
areas within any organisation can efficiently
and cost-effectively provide the coordination,
collaboration, and integration needed to develop
and maintain GRC-effort, like internal audit.
IA itself is responsible for frequent or
ongoing audit conducted by an organisation’s
own accountants to monitor operating results,
verify financial records, evaluate internal
controls, assist with increasing efficiency and
effectiveness of operations, and to detect
fraud. By identifying control problems, IA aims
to correct glitches before they’re discovered by
external auditors.

Rooting out wrongdoing
There is a perception among citizens that fraud
and corruption in South Africa’s public sector
are so widespread that they’re often regarded
not as a crime but as a fringe benefit. So just
how much importance is afforded to IA given
this dire state of affairs?
“The identification of fraud and corruption is
in no way internal audit’s role,” according to Von
Eck. “Internal auditors have to be aware of the
fraud indicators while executing their duties and
if they come across fraud-related incidents, they
need to raise the issue with leadership and the
audit committee of the organisation.

Auditors are key to ensuring
the public’s trust in their
government is justifiable and
not abused.
“However, fraud and corruption, and the
way they’re dealt with, reflect the will of
the organisation’s leadership to govern the
organisation efficiently and effectively utilising
the powers entrusted to them. Identification
and management of fraud and corruption is
management’s responsibility and leadership’s
accountability.”
The frequency with which internal audits are
conducted is usually determined in accordance
with approved and adjusted audit plans in
alignment with the changing organisational risk.
“Internal audit is a legislated activity, and,
therefore, compliance to the law is required by
government institutions,” says Von Eck. “However,
the spirit with which legislative compliance is
achieved is the key to the success of internal audit.
Leadership that is willing to act on serious issues
raised will align and adjust business activities to
create continually improving organisations.”

Audits and GRC
On the importance of internal audits when it
comes to GRC, Von Eck says IA assesses risk
management as an organisational activity,
reviewing the risk gathering and assessment
processes, to determine the level of reliance that
could be placed on the risk management outputs.
“As audits are completed, internal audit would
feed back to risk management on whether the

level of residual risk (risk after
control activities) desired by
leadership is actually being
achieved and recommend areas
where cost improvements could
be made,” she says. “Internal
audit would also do independent
risk assessments to determine if
there are any risks that have not
been recognised by the organisation.”
Globally, internal auditors play a pivotal role in
the relationship between a government and its
citizens. It’s up to auditors to set the appropriate
controls to manage programmes and also to
provide insight into the effectiveness and the
soundness of a government’s inner workings.
Put simply, auditors are key to ensuring the
public’s trust in their government is justifiable
and not abused.
When it comes to the pressure of
successfully identifying, anticipating and
dealing with risks, few auditors shoulder
as much burden as those who work with
government in South Africa. Despite the
challenges they face, it’s crucial that auditors
work with department, provincial and national
managers to align the audit effort with key
objectives and the critical risks.
When it comes to sharpening their focus
and skills in risk management and governance,
Von Eck says it’s a case of understanding the
environment in which one is performing as an
auditor, applying an enquiring mind and being
aware of strategic influences so that timeous
adjustments can be made to audit planning.
“Continuous professional development is the
key, but not only in the internal audit sphere, in
all matters relating to the organisation that is
engaging the internal auditor,” she adds.
September 2017

Reducing the digital
divide, connecting
more citizens,
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delivery experience,
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uptime for critical
services, driving
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improving
internal-process
efficiencies and
extending capacity
for e-services
integration.
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South Africa’s public
sector has to put
far more effort
into integrated risk
management WHEN
dealing with providing
services.
By : Rebecc a H ay nes

T

Treating
the risk
Joe Phago, National Treasury

September 2017

here’s a plethora of solid, robust
ISO 27001-compliant software
technologies available from leading
software vendors that bring together
the information of value to the three
GRC components – governance, risk and
compliance.
Joe Phago, CIO, National Treasury, says
each department has its own standard. “Most
seem to be using BarnOwl, a fully-integrated
governance, risk management, compliance and
audit software solution.”
At the same time, departments also have
their own risk committee that reports directly
to the respective director-general and minister.
“The various ICT units should deal with
these committees helping them mitigate
their ICT risk. At Treasury we also create
risk registers and management mechanisms
working in conjunction with the relevant
committees in each department. Of course, you
have processes, tools and technologies, and
BarnOwl is just one part of that.”
The trick to choosing the right
infrastructure starts with looking at how
integrated the technology is. While there are
standalone solutions for each discipline, the
underlying message being stressed by SITA is
to implement an integrated solution across as
common a base as possible.
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Substantial duplication of tasks evolves
when governance, risk management and
compliance are managed independently,
leading to wasteful expenditure on
operational cost, a disconnected approach
with disconnected outcomes and preventing
real-time reports.

Early beginnings
The quantitative and scientific research that
ICT offers should play a crucial role in the public
sector. However, risk management in the South
African public sector context is mainly still in
its infancy and focused on putting frameworks
and systems in place. There’s no cohesion
of effort yet with the multiple stakeholders
involved, so value-add is a distant promise.
“Each person in an organisation should be
part of the full risk management process and
really understand the interconnectedness
of risks and how each individual plays a role,”
says Gillian le Cordeur, CEO, Institute of Risk
Management South Africa, in its 2017 risk
management report.
“Risks can’t be viewed in isolation. Risk
professionals shouldn’t work in silos, but be
allowed to influence and assist in all areas of
the organisation. If risk management is properly
embedded within an organisation and a strong
risk management culture adapted, we will see
more organisations being able to maintain
stability during times of difficulty and take the
opportunities that come their way in order to
prosper.”
The perception that risk management is a
burden, well after the introduction of the Public
Finance Management Act and Municipal Finance
Management Act, underlines the inadequate
cooperation among implementers, support and
oversight structures.

“Each person in an organisation
should be part of the full
risk management process
and really understand the
interconnectedness of risks
and how each individual plays
a role.”
G i l l i a n l e C o r d e u r , I nstitute of R isk M anagement
S outh A frica

More than compliance
“The challenge that many public sector
organisations face is that risk management
strategies and implementation are usually
only focused on compliance with Treasury
regulations, whereas the focus should be
on institutionalising risk management in
the organisation,” says Ancil Lee, Working
on Fire’s IT executive manager. “It should
be the way things are done. It’s also seldom
that risk management plans, which include
fraud prevention and regular risk audits,
are integrated into the organisation’s
strategic planning process. A comprehensive
framework is required that integrates all
public sector organisation requirements.
This will assist in the adoption and
implementation process.”
A typical risk management process in a
public sector entity should involve identifying
future threatening events or occurrences and
rating the level of risk in terms of probability
and impact of such threats. From there, it
should be decided how to treat the risk.

Areas of
responsibility
SITA says the policy authority on GRC
in government resides within various
ministries through the promulgation
of relevant acts and regulations. The
National Treasury is the custodian for
the Public Finance Management Act,
with regard to the financial and supply
chain management GRC, whereas
the Department of Public Service
and Administration is the custodian
of Public Service Administration
and Corporate Governance of ICT
Policy Framework for HR GRC and ICT
governance respectively.
Accounting officers are responsible
for implementation of and compliance
with GRC policy directives. GRC controls
are implemented through a wide variety
of ICT products, ranging from generic
transversal GRC ICT solutions, such as
audit, risk and loss control, ICT security,
disaster recovery to cyber-security and
IT service management solutions and
disclosure of interest (e-Disclosure).
There are also government
sector-specific ICT business systems
embedded into the government sector
portfolio, such as government ERP (BAS,
PERSAL and LOGIS), health, education
and safety and security solutions.
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Cloud

South Africa’s public
sector is about to
start moving to
cloud computing.
With critical data and
infrastructure at
STAKE, GRC ISSUES have
to be top of mind FOR
THE GITO.
By : T r acy B ur rows

S

Forecast
cloudy:
what are
the risks?

Jon Tullett, IDC

ITA has declared that South Africa is now
moving to the cloud, with a solid roadmap in
place. SITA board chairman Zukile Nomvete
said at a SITA Cloud Industry Day, held in Pretoria in
March this year, the agency’s interventions aimed
at improving services included the modernisation
of infrastructure and the establishment of a
Government Cloud Platform. “The intended move
to cloud computing might seem like a mammoth
task, given the complexities associated with
bringing this dream to life; however, we certainly
have no other option.” South Africa is not alone in
taking on this ‘mammoth task’.
Gartner predicts that through 2020, cloud
adoption strategies will influence more than half
of IT outsourcing deals, and for public sector, cost
and security are among the main drivers of the
move. Gartner predicts that by 2018, security
will pass cost savings and agility as the most
compelling reason to move to the cloud, as giant
service providers like Amazon Web Services,
Google and Microsoft invest heavily in security.
Jon Tullett, IDC’s research manager for IT
services for Africa, points out that South Africa
has a long way to go to catch up in terms of cloud
adoption: “We lag a lot. Government cloud spend
has been hampered by, in particular, concerns
about procurement, privacy, and budget. There’s
September 2017
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Using analytics to ensure procurement
integrity by addressing fraud, waste and abuse
similar to previous instances of fraud
can’t do anything about new methods of
committing these kinds of crimes. If there’s
one thing that we know about fraudulent
individuals and syndicates, it’s that they’re
constantly looking for new ways to defraud
businesses. Given this trait, it’s completely
pointless to rely on a solution that only
recognises the replication of historical
fraud.

William Lawrence, Regional Practice Lead:
Fraud and Financial Crimes, SAS

A

recent report from Gartner has stated that
organisations using predictive analytics
will increase their profitability by 20% in 2017.
There’s a great deal of focus placed on the
benefit of analytics for improving profitability.
Less commented on, but no less relevant, is
the role that analytics can play in preventing
loss – specifically, loss through fraud, waste and
abuse.
Current fraud detection solutions rely on
recognising pre-existing fraud modalities
and flagging similar events when they occur.
And it’s that ‘when’ that’s important. The
fraud has already taken place by the time the
event is flagged, and while this may create a
neat paper trail to the perpetrator, it doesn’t
do anything to prevent the fraud, waste and
abuse from occurring in the first place.
In addition, fraud detection solutions
that rely on identifying events that are

We need to know the future
Clearly, what’s needed is a solution that
can predict the future. While ten years ago,
this may have been a laughable notion, we
now have at our disposal a tool that makes
science out of prediction – predictive
analytics. In much the same way as
analytics can make sense of disparate
data sources, see patterns and predict
future business trends, they can also see
patterns in fraudulent behaviour, and predict
when fraud is likely to occur before it has
happened. This in itself becomes a deterrent.
Let’s use procurement fraud as an example.
Procurement fraud is an international problem,
but a recent report by PwC indicated that it’s a
serious problem in South Africa specifically.
According to the report, 59% of South African
companies have experienced procurement
fraud compared to 29% of companies globally
– and those are only the instances of detected
fraud.
The reality is undoubtedly a much higher
percentage. And another thing that we know
about procurement fraud is that it always
grows – perpetrators start with a small
fraudulent amount to test the system and
then expand their activities by increasing
the frequency and value of fraudulent
transactions, given what they’ve learnt.
How analytics does it

By turning the power of analytics to proactively
detecting procurement fraud, we can use a
combination of analytical techniques working
in collaboration to recognise not only known
patterns of fraud, but also new methods
and processes for defrauding organisations
that have never been seen before or that are
specific to that particular organisation’s
processes and employees.
Predictive analytics for fraud detection
can use geographic location, bank accounts,
details of employees and service providers,
unusual amounts processed by the financial
systems, unusual activities outside of the
financial system (such as regular meetings
with suppliers) and text analysis of the data
contained in emails, to predict when and how
fraud is likely to happen. This will enable
organisations to block payments relating to
transactions that have a high fraud propensity
pending an investigation of the transaction.
This is a much better way of dealing with
fraud and reducing financial losses than the
old ‘pay-and-chase’ scenario.
So, while organisations are focusing on
the profit generation capabilities of analytics
solutions, the reduction in loss due to
fraudulent activities that analytics can provide
are equally compelling. Analytics are going
to make organisations more honest, financial
controls tighter and fraud, waste and abuse a
far less prevalent evil in the modern workplace.

Contact D e ta ils :
+27 11 713 3400 | www.sas.com/sa
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Cloud
plenty of interest from GITOs, and vendors are
tapping into that; Microsoft, for instance, is
creating a local cloud zone and offering licence
flexibility on Software as a Service (SaaS).”
But Gartner’s research director Neville
Cannon, who focuses on the public sector and
government in particular, says South Africa
isn’t alone in having fallen behind. “Many
governments around the world are only now
embarking on the cloud journey,” he says.
What others before them have learnt, he
notes, is that cloud should not be adopted simply
because of the hype. Believing that cloud will
save huge amounts of public revenues is the
first mistake and the first risk GITOs face when
embarking on the cloud journey.
“Governments need to ask the right questions
before making the move. The critical thing for
government is to understand what benefits it wants
from the cloud. Unfortunately, many have gone
down the route of assuming the cloud will save them
tremendous amounts of money. But you need a very
specific use case to achieve those hyped savings of
up to 80%. The average saving is really closer to 14%,
while some will see zero savings.”
The real benefits of cloud computing lie in
being able to adapt and move forward rapidly,
supporting enhanced service delivery. For
government departments hampered by skills
shortages and resource constraints, the public
cloud can also offer security arguably better
than any the government can provide in-house.

GRC considerations
Cannon notes that the move to the cloud is an
organisational decision, and can’t be left to IT alone.
“This means finance must be on board and able to
cope with newly variable invoicing. The politicians,
lawyers and risk management teams need to buy
in too. There are issues that need their input, such
as data sovereignty and where the data will be
hosted. The emergency planning departments

during periods of heightened
political tension; attacks from
inside and outside tend to
increase, and protection should
be reviewed, but again, this isn’t
a cloud issue. To an attacker, the
cloud is just another vector.”
Tullett says on potential
vulnerabilities in the cloud:
“Specific areas of focus are things
like continuity, identity access
management, and network
interruption. Theft of cloud credentials, in
particular, is a severe risk and needs to be
managed. Continuity is often mishandled by smaller
organisations – a backup copy of an application
within the same cloud service is not an offsite
backup, for example. A network outage is a concern,
but it’s relatively easy to plan for, and the arrival
of local zones of international cloud platforms
helps address that particular issue as well.”
Cannon believes data protection is not among
the biggest risks to be faced when moving to the
cloud. “Hyperscale cloud vendors are arguably
more secure than any government datacentre.
They specify security checks and balances from
the ground up, strip out any vulnerability, and pay
to have the best skills,” he notes.
However, cloud does present other risks,
he says. “For example, with the advent of SaaS,
many government business units are simply
going out and buying SaaS. They generally don’t
care about the enterprise or risk issues – they’re
focused on ‘does it solve my business need now?’
The problem with this is that the contract is often
between an individual and the vendor – if the
individual leaves, suddenly the department
can’t access the data or doesn’t even know
where the data is.” And if the contract has been
sealed without due checks and balances, the
government department could face data loss and
continuity issues should the vendor shut down.

“The critical thing for
government is to understand
what benefits it wants from
the cloud.”
N e v i l l e C a n n o n , G artner

must also be involved for planning what will be done
in the case of a disaster – emergency response
changes when communications is through the
cloud.” Wherever operations will be impacted,
those departments must be brought into the
cloud-planning discussions, Cannon says.

Another day, another best practice
Another consideration on the road to cloud
is the skills and resources shortage issue.
“ICT skills shortages in the public sector are
a worldwide problem. Traditionally, governments
don’t pay as well as the private sector, and you
often find public sector departments run by
swathes of legacy equipment that can only be
maintained by a generation of Baby Boomers
preparing for retirement,” Cannon says. When
planning what to move to the cloud, and
how to integrate cloud-based systems,
governments have to build the necessary skills
and resources to maintain, monitor and optimise
the new systems to ensure reliable performance.
“GRC in the cloud is really not very different
from anywhere else,” says Tullett. “Applications
will have a different risk profile, but still just a
risk profile, subject to the same analysis and
best practice. Best practice in data protection
applies: in the cloud, on premise, or in hybrid
systems. Government departments do need to
be aware that they’re often high-profile targets
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Data, data
everywhere...
Maeson Maherry, LAWTrust

Everyone wants better digital service from
government, but with better access to data
comes increased risk.
By : Ada m Ox ford

W

hen it comes to data security,
government has an unenviable
challenge. It must gather and
process vast quantities of information on its
citizens, and protect that same data against
loss, unauthorised access or tampering in an
increasingly difficult cybersecurity landscape.
To make this task all the more challenging,
citizens and employees in the public sector
increasingly expect the convenience and
speed of digital services, from ordering a
September 2017

passport online to despatching workgroups
to fill potholes via mobile phone apps. But in
order to make these services possible, data is
increasingly fragmented as storage and access
is required from multiple locations.
Internationally, government systems have
been under unprecedented attack from state
actors and criminals. In August, one group
claimed to have stolen 1.2 million digital patient
records from the UK’s National Health Service.
More than 700 government websites in India
have been hacked in the last four years, and
here in South Africa, we’ve seen issues ranging
from municipal billing systems leaking customer

data through poor design to terrorist groups
deliberately defacing departmental websites.

A significant challenge
The threats aren’t just from cyber attack, of
course. The most recent spate of security
alerts in South Africa has been around physical
break-ins and the theft of laptops from the
offices of law enforcement agencies such as
the SAPS and the Constitutional Court.
Protecting data as it gets increasingly spread
out and duplicated on servers and devices is
tough in the private sector. It’s even harder when
procurement is under heavy scrutiny and many
protocols and systems are vastly outdated.
“One of the things we do a lot in the public
sector that we don’t do in the private sector is
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security

Blockchain and the government
One government that always tops the list of digital innovation and security is the tiny
European country of Estonia. Working with a local company, Guardtime, it’s developed an
innovative solution to the issue of public records, which it most recently deployed to cover its
national health service.
Guardtime secures Estonian patient records using a proprietary blockchain technology that
records the time and date that a record was accessed or changed, and who looked at or altered

retrofit security,” says Maeson Maherry, chief
solutions officer, LAWTrust. “You can’t simply
upgrade an ageing mainframe at taxpayer
expense.”
Maherry says that his approach to working with
large public institutions is to try to minimise the
impact of change on employees, starting with the
basics of identity management and data auditing.

Policy is key
“You have to make sure that you know who’s
logging on and from where,” Maherry says. “We’ve
had fantastic experiences getting rid of passwords
and replacing them with biometric devices. The
first reaction from employees is always negative,
they think we’re spying on them. But the second
reaction is that accountability works both ways
and they can use the same systems to prove
they have acted according to policies.”
Good IT policies around data management
are only as useful as they are adhered to

it. A cryptographic hash is then written into the record, which can be cross-referenced with
the blockchain and submitted as evidence in a court.
Any unauthorised access is then easy to discover, while records themselves are kept
securely in a separate system. Medical professionals have welcomed the initiative, not only
because it prevents records being tampered with, but because they’re able to use the same
system to defend themselves against suits of malpractice.

and enforced, and even the most technically
proficient organisations struggle with this.
The City of Johannesburg, for example, is
currently seeking a court order to allow it to
inspect the personal laptop and phone of one
senior IT employee implicated in a corruption
scandal after it was revealed that he had been
using his own devices for the last five years.
The employee in question maintains that
this was as a result of not being issued with
the basic equipment necessary to do his job,
despite repeated requests. He maintains his
innocence, saying that he refused to give
investigators access to his devices out of fear
that personal information stored on them could
be used to for political ends in the future.
Warren Hero, CTO, Microsoft South Africa,
says the process of digital transformation
within government has ‘shifted gears’ in
recent years. This has led to innovative new
services being deployed, such as a mobile app

“While the key security weaknesses are similar
across private and public organisations, the skills
between public sector and private organisations
shows a bias towards the latter.”
W a r r e n H e r o , M icrosoft

for aiding community response during the
recent fires in Knysna.
“While the key security weaknesses are
similar across private and public organisations,”
Hero says, “the skills between public sector and
private organisations shows a bias towards
the latter. The update process discipline as well
as website whitelisting practice show marked
deterioration in government. Both elements
increase the vulnerabilities that can be
exploited in public sector organisations.”

Malware grows
Microsoft monitors the spread of threats
such as malware globally, and some 8.9% of
all South African PCs encountered malware
between January and March of this year, which
is higher than the international average (7.8%).
Public sector organisations are likely to be
more at risk, simply because they don’t have
the same basic protocols in place as large
enterprise firms.
Hero’s point is reinforced by recent research
from Proofpoint. It investigated ransomware
attacks on UK and US healthcare bodies and
found that email payloads were still the most
common primary method of infection, but
campaigns were increasingly sophisticated in
the way that they targeted employees. This
means public sector IT security policies need
to be as quick to adapt and mature as the
criminals they’re trying to keep out – and the
truth is that right now, they’re not.
September 2017
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Preparing for the
Protection of Personal
Information Act may be
a low priority for cashstrapped government
departments, but it’s a
serious issue that must
be addressed.
By : Adam Ox fo r d

T

PoPI and
the public
sector
Peter Grealy, Webber Wentzel

September 2017

he Protection of Personal Information
Act, known as PoPI, has been a major
concern for businesses operating in
the private sector for well over a decade. Since
it was first mooted in 2005, companies have
been preparing for compliance with a law that
will require them to make people aware when
personal data – from names and ID numbers to
IP addresses of their web browsers – is being
collected. It also requires they give individuals
the opportunity to request and review any
information held about them.
A key requirement of PoPI obligates companies
to disclose any security breaches that result
in the loss of that personal information to
unauthorised parties – such as malicious hackers –
and carries significant penalties of up to ten years
in prison for failure to comply.

Public sector relief
Given the wealth of material and workshops
available for private sector companies, there’s
no excuse not to be ready for PoPI. But the
fact that public sector bodies, state-owned
enterprises (SOEs), non-profit organisations
and civil society organisations and activists
must all be PoPI-compliant may come – even
at this late stage – as more of a shock.
Some government bodies won’t be affected
by PoPI, says Peter Grealy, a partner at law
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firm Webber Wentzel. Law enforcement, the
cabinet, the judiciary and investigations by
public bodies into national security issues are
all excluded from the law.
The provision that citizens can request their
removal from a database also doesn’t extend
to public bodies if that removal would prevent
a legislated function from taking place – so you
couldn’t request to have your name excluded from
the ID card or driver’s licence registers, for example.
Grealy says that the level of awareness
in public sector institutions of their PoPI
obligations is ‘insufficient’, and there are
concerns around the ability of some institutions
to ensure the integrity and confidentiality of
personal information.
“It’s unlikely that lower income municipalities
with outdated infrastructure and software
will be able to comply with these obligations,”
Grealy says. “It’s our view that lower income
municipalities will therefore require significant
support in order to ensure that new initiatives
they implement will be PoPI-compliant.”

PoPI in context
The issue of data protection doesn’t exist
in a vacuum, of course. Data breaches are
devastatingly common internationally, and
there are differing legislative approaches to
tackle them worldwide. US banks, for example,
are forced to encrypt any email containing
sensitive information. It’s an inconvenience
for customers, but deemed necessary. By
comparison, in South Africa, it’s not uncommon
for service companies – including SOEs – to ask
customers to send copies of ID documents,
proof of addresses, tax numbers and banking
details all attached to the same email. That’s
everything an attacker needs for identity theft
in one easy-to-hack place.
“The electronic exchange of information is
still a big worry,” says Terry Ramabulana, head of

public sector for Mazars. “There are good efforts
at national level, and SOEs are being pushed by
the King IV corporate responsibility guidelines,
but in my experience, you don’t see any IT
governance at local level.”
The introduction of CTOs within large
government departments at the provincial and
national level has helped a lot. But Ramabulana
expresses concerns that smaller municipalities
regularly fail the unqualified reports by the
Auditor-General, suggesting that preparedness
for the introduction of PoPI is likely to be low.
What’s more, PoPI also covers the quality and
accuracy of data held – areas that government
notoriously falls short upon.
“For each department, we have to make sure
the purpose of collection is well defined and
the risks around that must be communicated to
every citizen.
“My view is that government needs to
establish a task team that will deal with
these issues,” says Ramabulana, “one that
will approach this in a more pragmatic and
responsible manner.”

When will we see PoPI?
Of course, the catch with PoPI is that the regulations
that will be used to enforce the law around compliance
haven’t been made public yet. Section 114 of the Act says
that organisations will have a one-year grace period to
conform with its provisions after the regulations have been
published.
The Act itself was signed into law in November 2013,
and it was widely expected that the regulations would
be published in May this year. That would have meant
that PoPI regulations would have come into force in May
2018, at the same time as the European Union’s new
General Data Protection Regulation (GDPR) law, which
contains even stricter measures around personal data and
unlawful access to information.
South African firms that do business or have
customers in Europe will have to comply with GDPR
requirements regardless or face fines.

The eight
pillars of PoPI
PoPI compliance in public and private sector
organisations that process personal data is
based on eight guiding conditions, as laid out
in chapter three of the Act. The conditions are:

1
23

Accountability
Decisions around data capture and processing must
be compliant with the Act.

Processing limitation and
Purpose specification
These guidelines essentially say that
only data required for a specific purpose should be
gathered, and it should be gathered with the consent
of the subject, and only used for the specified purpose.

and

4
5
6
7
8

Further processing limitation
Data that’s transferred to a third party (with
consent) should still only be used as per guidelines
two and three.
Information quality
The ‘responsible party’ that collects and processes
data must ensure that records are up-to-date and
not misleading.
Openness
The process of data collection and processing
should be transparent to the subject.

Security safeguards
All reasonable steps, technical, operational
and organisational, should be taken to prevent
unauthorised access to, or destruction of, data.

Data subject participation
Subjects have the right to request access to
records held about them (and correct or delete
them unless they’re covered by an exemption) at no
cost to themselves.
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To
procure
or not to
procure
When it comes to the
procurement process,
PUBLIC entities are
faced with more
challenges than
their private sector
counterparts.
By : Tam si n Ox fo r d

T
Mthoko Mncwabe, SA Post Office
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he procurement process in South Africa’s
public sector has constitutional status
and is used to address past inequitable
policies and practices. It promotes, to an extent,
aims that could be argued are secondary to the
primary aim of procurement.
Furthermore, any public sector procurement
process needs to be compliant with the Public
Finance Management Act (PFMA). Bearing this
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Challenges faced

in mind, it’s no real surprise that government IT
officers face numerous issues related to the
procurement of IT products and services.

Acquisition vs implementation
According to Mthoko Mncwabe, CIO at the
SA Post Office (SAPO), a key challenge is
separating software acquisition from software
implementation. This, he says, is because
although purchasing software from original
equipment manufacturers (OEMs) can be
cost-effective, they tend to be quite expensive
when it comes to implementation.
“The trouble with separating the two is that
even if you know what software you want
and you buy it from the OEM, there follows a
lengthy compliance process to find a partner to
implement it. This can result in losing six to eight
months between purchase and implementation,
with the software sitting around doing nothing.
“Another challenge involves building digital
solutions. In the private sector, you can simply
undertake a proof of concept (PoC) and if
it works, begin implementing the solution.
However, because of our PMFA compliance
issues, we can’t simply adopt the same
approach.”
This is because SAPO can’t undertake a PoC
that could be considered to have been unfair to
other service providers, which wouldn’t have had
an equal opportunity to compete.
“This is a key challenge, because SAPO is
expected to operate as a commercially viable
and competitive entity, but our private sector
competitors aren’t held to the same levels of
transparency.”

“Ultimately, procurement practices need
to be simple, yet comprehensive enough, to ensure
adherence to all legislation and regulation, so
that they can be clearly understood by
all concerned.”
C a r o l T h o m a s , C i v il Av iation A u thorit y

The PFMA challenge
Carol Thomas, CIO at the Civil Aviation
Authority (CAA), points out that adherence to
the PFMA and National Treasury rules, as well
as the Preferential Procurement Policy and
attendant regulations, can certainly extend
the length of the procurement process.
“The PFMA is very prescriptive regarding
procurement processes. While it’s challenging,
it also forces a detail-oriented methodology
to develop specifications. It does lead to a
different way of working with contracts than
would be found in the private sector, but that’s
not necessarily bad, if the process is executed
properly the product or service procured will be
exactly what’s required,” she says.
“National Treasury regulations are another
area of compliance for procurement. Some
suppliers, for example, have transversal
contracts with national government, offering
goods and services at preferential rates, and

public sector entities thus have the option of
entering into these pre-negotiated contracts,”
says Thomas.
Mncwabe adds that while SITA is a key player
in negotiating these transversal contracts,
state-owned enterprises aren’t obliged to use
SITA for their technology services.
“We do find using SITA challenging too,
because the organisation always adds its own
percentage onto anything it procures for us.
Therefore, there’s no real advantage – because
of additional costs – to going to SITA for
procurement. Although if we do need something
urgently and can’t wait for the drawn-out
procurement process that’s governed by the
PFMA, it can prove beneficial to go to them
instead,” he says.

Wherefore art though, SITA?
“SITA really needs to change its model, as
it has the potential to be a good vehicle
September 2017
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Challenges faced
for improving productivity and efficiency
within the public sector. I feel that the
organisation should serve as a knowledge
base for technology in government. Basically,
once a technology has been implemented
successfully somewhere in the public
sector, we should all be able to leverage this
knowledge, via SITA,” suggests Mncwabe.
Thomas adds SITA’s primary role is to
leverage economies of scale related to
information technology. It was, she says,
intended to be the IT business for government,
but she feels that SITA can’t possibly provide
all the expertise needed across the entire
spectrum of IT, even though it does offer
specific technology expertise in particular
areas.
“Do situations occur where solutions are
procured in isolation from other departments or
without the input of SITA? Of course, as already
mentioned, SITA can’t possibly house all the
expertise that may be needed in government.
Nonetheless, the CAA feels it’s always best
to engage with SITA to ensure complete
transparency, rather than attempting to explain
after the fact.”

It’s therefore a challenge
ensuring one employs the right
people to manage procurement.
“These need to be people with
ethics and integrity, who have
a deep understanding of the
pitfalls, risks and best practices
associated with this.
“Ultimately, procurement
practices need to be simple,
yet comprehensive enough, to
ensure adherence to all legislation
and regulation, so that they
can be clearly understood by all
concerned. Public sector organisations should
also employ multiple check points throughout
the procurement process, as these will ensure
business needs are well articulated, so that
the organisation will obtain the correct
solution. Finally, a methodology for evaluating
the technical aspects of the responses
should be developed at the same time as the
specifications,” she concludes.

“SITA really needs to change its
model, as it has the potential to
be a good vehicle for improving
productivity and efficiency
within the public sector.”
M t h o ko M n c w a b e , S A P ost O ffic e

are simply going into the market and finding
SME partners there, ones that have no requisite
skills and resources. While this meets the criteria
for the contract, it ultimately does little for
developing new businesses and increasing
employment in our country,” he says.
Thomas suggests that it’s a well-known
fact that procurement risks are huge and vast
sums of money can be lost via this process.

One final challenge
Mncwabe states that a final procurement
challenge he comes up against is the issue of
empowerment.
“Public sector entities are expected to work
with empowered SMEs as part of any contract
with large vendors or OEMs – I believe that
30% of any such contract must now include
an empowered SME component. The trouble
is that often, these global organisations don’t
actually put enough effort into small enterprise
development.
“This means that instead of having internallydeveloped SMEs that have been cultivated with
the correct skills and resources, these players
September 2017

46
Photography: Mike Turner

Procurement

A single
system
The Central Supplier Database
aims to simplify and streamline
government procurement. Has it
been delivering on this goal?

Lawson Naidoo, independent procurement analyst
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Changing face

By : J am e s Fr a n cis

H

ere’s a recipe to make a little money
under the table. You need two primary
ingredients: one corrupt state official
and one corrupt private business individual.
Simply mix them together. The corrupt official
gains access to a procurement requirement for
some product or service the local state entity
desires. The business person creates a shelf
company, then applies for the order. The public
official approves this tender. The business
person then outsources the order at a much
lower rate to a third party, and the spoils are
divided between the corrupt colluders.
This recipe has been making people
staggeringly rich across local municipalities. In
Ga-Segonyane Municipality in the Northern Cape,
two officials committed over R9 million fraud
by vetting a corrupt supplier, and Johannesburg
recently affected arrests around fraud worth
nearly R3 million around forged paperwork.
Those cases are just the tip of the iceberg.
According to the University of Stellenbosch
paper, ‘Public Procurement, Tendering
and Corruption’, procurement and tender
fraud can result from ‘the principal/agent
situation, poor transparency, weak systems,
incompetent officials, conflicts of interest,
urgent tenders, seeking justification to bend
the rules, multijurisdictional corruption, weak
accountability arrangements, and weak internal
controls’.
Tender and procurement fraud are huge
leeches to the country’s coffers. But there’s
even more to gain from proper supply chain
management. Procurement is not only where
a business entity – public or private – flexes
its financial muscle, but also where the most
efficiencies can be found. A truly healthy

business is measured on both its output and
input – and this latter part is largely based on
procurement.
There’s a lot of best practice for procurement
and even a bevy of local acts to define it, namely
the Preferential Procurement Policy Framework
Act, the Public Finance Management Act,
Municipal Finance Management Act and parts
of the Constitution. But it needed simplification
as well as centralisation, which is why in 2015,
the National Treasury launched the Central
Supplier Database (CSD), a single repository of
procurement supplier details.
With two years passed since its launch, is the
CSD living up to its promise?

Boosting the little guys
“There has been a net benefit,” says Lawson
Naidoo, an independent public procurement
analyst who operates in Gauteng. “In terms
of the paper war and administrative burden,
as a prospective supplier, one had to go to
each and every institution in government and
hand in an application form to be listed on
the autonomous supplier data list that these
departments had. That’s history now.”

Although the CSD drew most of its attention
as an anti-corruption tool, the real buy-in for the
system will come from the value it generates.
This measure of success is evident through its
growth: a year after its launch, the CSD housed
the details of roughly 150 000 suppliers. As
of August 2017, more than 370 000 suppliers
have been registered and over half a million
users are enrolled on the system.
Part of the registration process includes
specific company details, such as ownership,
bank account validation and tax status.
According to a National Treasury data sheet,
98% of suppliers have provided ownership
information and nearly 70% are tax-compliant.
One of the CSD’s main purposes is to
encourage the use of smaller suppliers,
particularly from disadvantaged groups. Naidoo,
a 24-year veteran in the public procurement
space, lauds its effect on the SMME landscape:
“Looking at small business development, that’s
a huge plus point: to register on a single portal
and have access to procurement opportunities
across government.
“For small suppliers, it’s a win. They don’t
have the time, money and effort to be spent

“As a prospective SUPPLIER, ONE had to go to each
and every institution in government and hand in an
application form to be listed on the autonomous
supplier data list that these departments had.
That’s history now.”
L a w s o n N a i d o o , G a u t e ng P ro v incial T r e as u r y
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registering on individual supplier databases.
This central entry point is definitely in favour of
small businesses. The leads, enquiries and RFPs
have increased. From a supplier perspective, it’s
moving in the right direction.”

Spreading the CSD’s reach
This is an important point to remember when
weighing the effectiveness of the CSD: it’s a
work in progress. Integrating all of government’s
different procurement activities onto a single
and central family of platforms (the CSD, as well
as the G-Commerce portal for basic procurement
and the eTenders portal for central tender
announcements) is a big task, to say the least.
Consequently, there are still many
government entities not using the CSD,
particularly among municipalities. But this
may have to do with legislation, which still
requires municipalities to maintain their own
list of suppliers for their supply chains. Not only
does that create an easy ‘in’ for corruption,
but it’s a burden on smaller municipalities.
Additionally, the use of the CSD is still staked

to an instruction note from National Treasury,
not through regulation. Some have called for
this to be changed: remove the legal onus on
maintaining individual supplier lists and mandate
the usage of the CSD.
Of course it would be foolish to dictate a law
that many smaller government entities aren’t
yet ready or capable of adopting. The ability
to use the CSD and its ecosystem is related to
an entity’s maturity, capacity and skills around
procurement systems. To expect a far-flung
and forgotten rural municipality to be at the
same level as, say, a Gauteng metropolitan
municipality, is unrealistic.
Perhaps then the best measure of the CSD’s
effectiveness is in its willingness to help all
potential stakeholders. This area appears to be
going strong, says Naidoo.
“We had a query at Gauteng Treasury – one of
our local municipalities had difficulty registering
users. We made contact with the director at
CSD and, within a day, those users were on
the system. The CSD staff appear to be truly
committed to this. Their call centre is open to
assisting with queries.”
The CSD may also start helping accelerate
payment of supplier invoices, a long-running gripe
between providers and the public sector. However,
there’s no published data yet on the level of this
impact. Anecdotally, though, increasing numbers
of cases are surfacing where corruption was nixed
and honest suppliers taken care of.

Not built in a day
Can the CSD be declared a success? It’s too
early to tell. The task that the CSD set out to
do will take many years to accomplish. Still,
there’s reason to feel optimistic.

Suppliers clearly love it and the various
spheres of government are warming to it.
But in order for the system to prevail, it must
find ways to move closer to the situations
of individual groups, particularly small
municipalities. If the CSD can be made better
fit for purpose to those places, as well as help
improve their supply chain maturity, that will be
the CSD’s legacy for the country.
“The CSD is not an event, a once-off
launch. It’s a process that National Treasury
will have to revisit and revisit. But it’s a
huge improvement, away from a paperheavy procurement process with too many
human touch points leading to some of the
procurement transgressions reported by the
Auditor-General of South Africa.”
While this article began with musings about
corruption, reducing corruption isn’t the primary
value of the CSD. That’s a welcome sideeffect. The real impact should be measured
through the involvement of honest businesses
and a maturing procurement landscape. If
government gets what was intended and
companies benefit above board, then everyone
wins. And, at face value, the CSD is creating
winners – honest ones.
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Targeted
communication
is key to
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Joseph George, National School of Government
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Hierarchy

After working hard
to put together a
proposal that will
change the way things
work for the better,
it is demotivating when
your boss dismisses it
for illogical reasons.
Where to turn now?

By : J as sy Macken zie

I

n the public sector, there are protocols,
processes and layers of decision-making
in place. These exist for solid reasons.
But sometimes, hierarchy trumps them, and a
senior person signs off against a reasonable
or process-driven decision. When you’re faced
with this outcome, what’s the best course of
action to take?
Joseph George, CIO of the National School of
Government, says: “We’re all governed by the
Public Finance Management Act as well as a
chain of command. Further, National Treasury,
internal audits as well as the Auditor-General
empower GITOs to ensure good governance
and policy compliance. Even so, it’s still not
unheard of for a more senior manager to sign
off on poor solutions.” In an era of tightened
budgets, George believes decisions like this
are becoming increasingly common. The
implications are serious and often negative to
the interests of the department, as well as the
citizens who demand services and ultimately
fund them.

Frustrating as it is to have a decision
overturned, it’s also an opportunity to have
a relook and take into account the feedback
received. Makabongwe Siziba, director and
GITO of the KwaZulu-Natal Department
of Social Development, says the situation
happens frequently, and he believes the first
port of call is to review the decision. Look at
the concept and the processes you followed.
Is there anything that was done incorrectly, or
should be changed?
“Sometimes, you need to find a balance, and
be sure you’re not implementing technology
for the sake of technology,” he advises.
“Departments have an agreed-upon ICT
strategy where innovations are prioritised –
but what if the innovation doesn’t address
the existing problems? Will your proposal
really add value? Will it work? Will it be adopted
in the environment and by the end-user? Is
there sufficient infrastructure in place? If a
decision has been taken at a higher level, you
need to respect it. Instructions from above

can encourage you to reconsider a proposal,
analyse the risk involved, and review it with a
more holistic approach.”

What now?

If your decision is necessary and you believe
the senior manager was wrong, it’s important
to plan your strategy carefully. The approach
you take can make or break the ultimate
success of your decision, as well as your
relationship with seniors. “The GITO does
have the option to challenge a decision by
going through the chain of command or
whistle-blowing. Unfortunately, neither of
these outcomes results in a generally positive
outcome for everyone,” George says. “The
best option for the GITO is to formally set up a
meeting with the senior manager, and gently
seek consensus to a more rational decision.”
Lerato Dhlamini, IT manager of the
National Development Agency, believes the
success of a decision can be substantially
influenced by the relationships a GITO has
developed. “It’s critical to build
good working relationships to
lay the foundations,” she says.
“You need to get support and
understanding for everything
that will involve decision-making
at a higher level. It’s especially
important to have good
relationships with people like the
CFO, the head of department,
and the supply chain executives,
and the way we present things
to them is critical. ICT is all about
money and risk. Having a good
relationship with the CFO will help
A g e nc y
them understand the return on

“It’s especially important to
have good relationships with
people like the CFO, the head
of department, and the supply
chain executives, and the way
we present things to them is
critical.”
L e r at o D h l a m i n i , N ational D e v e lopm e nt
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“In any negotiation,
there’s give and take.
People need to know
how the decision will
affect them. ”
L e r at o D h l a m i n i , N ational D e v e lopm e nt
A genc y

investment your solution will provide; having a
good relationship with compliance will help you
explain its importance to these people.”
Having the support of key senior managers
within an organisation is a step that can
be taken while the proposal is still being
compiled, and having their written support
included in a proposal can improve its chances
of being accepted.
Dhlamini believes it’s all about the human
side. “In any negotiation, there’s give and
take. People need to know how the decision
will affect them. How’s it going to help? Will
it save money? Will it assist in optimising
budgets? Will it help the department comply?
Sometimes, we hear ‘no’ a lot because we’re
not communicating the correct information to
the target audience. You then need to change
the context to suit the audience.”

Horses for courses
As an example, Dhlamini says, if she were
to go to the CEO and ask for R2 million to
change servers, she would receive a ‘no’. But

when she changes the context and speaks
their language, talks about the risk of not
replacing them, lobbies alongside the CFO and
compliance executives responsible for the
servers, then the CEO can see that it’s needed
and what the consequences of not complying
will be.
If your decision is met with a negative
response from your immediate superior and
there’s no prospect of influencing it at this
level, Dhlamini advises that you identify the
organisational risk around the ‘no’. “Who will
it negatively impact? Is it going to adversely
affect compliance? Will it have financial
implications? You then need to raise it to the
next level. Look at where you need to lobby for
additional support from people who will better
understand the risk in their area.”
Does going over the head of your immediate
superior mean you’re asking for trouble? If you
haven’t built the relationships correctly, this
can be seen as sabotaging a decision, Dhlamini
says. “But, ultimately, if a yes would make better
business sense, then you must turn to the

person who will be the most negatively affected
by the no, and ask them to support you. Do it
tactfully. Say your senior manager thinks it’s not
a good idea, but you’ve also looked at the other
side of the decision, and the ways that it will
impact. Ask them what they think.”

Don’t fight it alone
Occasionally, Dhlamini acknowledges, a
negative decision can be personal. “If a
decision is made for personal reasons, then
the senior manager will just give you a flat no.
You can then take your proposal back to the
people who will be adversely affected, and
then it’s no longer your battle alone, but a
collaborative battle.”
Another alternative to a ‘no’ is to ask
the senior manager who turned down the
decision for help. “If it’s a revenge decision or
a personal fight, it’s not about a problem with
the content. You can go back to the manager
at a later stage and say, ‘I realise that you
turned down the decision, and were right to do
so, but please can you assist me in reworking
this decision in a manner that would yes’,” she
says. “Giving them back the responsibility like
this is a way of acknowledging that you failed
to persuade them, and you would like them to
give you their input.”
Finally, it’s important not to take a negative
decision personally, even if you feel at the time
that it has been made for personal reasons. As
George emphasises: “There’s usually a much
broader context, often political, and if you’re
patient and resourceful, you will often be able
to find a way around the problem.”
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Tackling
risk
management
in government
Edward Okaro, EY
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BEST PRACTICE

How to implement an effective risk
management strategy at a key entity within
the local public sector?
By: Ro dne y Wei d em ann

S

ince IRM improves decision-making and
performance, thanks to an integrated
view of how well an organisation
manages its unique set of risks, it’s ideally
suited to public sector organisations whose
core focus is service delivery.
Furthermore, applying risk management
fulfils key management accountability
and governance expectations, enabling
public sector accounting officers to ensure
there’s effective, efficient, economical and
transparent use of resources.
Discussing a recent IRM implementation
conducted for a key entity within the public
sector, Edward Okaro, risk director at EY,
explains how the firm adopted a five-point
approach ensuring the organisation has an
effective risk management strategy in place.

The FIVE-STEP plan
“In the first step, the key is developing and
implementing robust risk governance within
the organisation. This entails developing
an appropriate risk management strategy
informed by its risk appetite, developing a
risk management framework, establishing
appropriate risk management structures with
clearly defined roles and responsibilities, and
having the right people,” says Okaro.
“The second step is where we help
them begin the process of embedding risk
management into the organisation. This is
achieved by implementing a risk management

framework that would have been developed,
effecting risk assessments, understanding
key risk indicators and understanding how risk
management is influenced by performance,
which ties it directly to key performance
indicators.”
At the third stage, EY focuses on identifying
risk at the process level, putting controls in
place. This also involves challenging the mix of
controls between preventative and detective
controls, and manual and automated controls,
with the objective of having optimal controls
given the context of the organisation.
The fourth stage involves optimising
assurance. This is where EY looks at the roles of
different assurance providers in relation to the
risk identified. The purpose of this is to ensure
gaps and duplication of effort are minimised.
“The final step is to make the risk
management process more robust through
the implementation of technology, which
creates a more enabling environment for risk
management. This helps to have one version of
the truth, enhances visibility of risk issues and
the management thereof, and facilitates risk
reporting and coordination.
“From an EY point of view, this journey
is deliberate, building on each of these five
core blocks over the course of a project that
ultimately took several years to complete.
Our success can simply be attributed to the
fact that we had buy-in from the highest
accounting authority in the organisation. This
is critical, as the risk management tone needs
to be set at board level or at least the highest
level possible.”

Categorising risk
It’s equally important, he continues, to
develop a controlled environment to support
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the achievement of the organisation’s
objectives; it should not merely be a case of
managing risk for its own sake.
“Thus, we assisted the entity to define
its own controlled environment, which
included considering the external issues
influencing it, as well as understanding what
the organisation’s key priorities and strategic
objectives were and what was involved
in its internal control environment. This
encompassed things like strategic business
initiatives, operational and financial processes,
IT governance and operation, as well as
compliance with laws and regulations.”
When it comes to categorising risks, EY
divides these into three main types. The
first of these is the external risks, which are
the kind that can’t be eliminated – all that
can be done is minimise their impact on the
organisation. “For example, take interest rate
increases. You can’t prevent these, but you can
put strategies in place to minimise how this
impacts the organisation,” he says.
“Secondly, there are strategic risks, which
are risks that result from your own strategic
choices. This is where you optimise your
risk-reward trade-off. You’re therefore able
to obtain some benefits, which are largely
dependent on your appetite for risk.”
Finally, says Okaro, there are preventable
risks. These are the types of risks you’re able
to mitigate or eliminate entirely, through the
judicious implementation of specific controls.
“When crafting a risk management strategy
for an organisation – whether they’re in the
private or public sector – it’s vital to assess
your risk management maturity at the outset.
Once the level of maturity of this particular
organisation was determined, we engaged
with key stakeholders in order to determine the
level it wanted to achieve.
“With this knowledge, EY developed a
September 2017

“The risk management tone needs to be
set at board level or at least the highest level
possible.”
Ed w a r d Ok a r o , E Y

roadmap enabling the entity to travel from
where it was currently to where it wanted
to be. When starting out, it can be quite
complex, but as you move along, so a greater
understanding of the levels of influence of the
various key stakeholders becomes apparent
and it becomes much easier to engage with
them,” he adds.
EY took a top-down approach to crafting
this particular risk management strategy.
This, he says, meant looking at the broader
organisational environment to obtain a
‘big picture’ view first. Only after this was
done was the strategy broken down to
departmental level.
“We chose this path because there were
inevitably a number of organisational level issues
to be dealt with, and these would have a trickledown impact on the various departments.
“This type of progressive risk management
strategy involves managing risk proactively, and
to do this properly, it’s important to understand
the key risk indicators, as these provide
forewarning before the risks actually materialise.”
Finally, he adds, the implementation of
technology is critical to a successful risk
management strategy. This is because risks
change frequently and new ones often arise,
and monitoring and managing these quickly
enough to effectively mitigate them can’t be
done efficiently in a manual approach.

“Therefore we implemented automated
governance, risk and compliance tools, to serve
as the enablers of the strategy. But in order
for these to serve as effective enablers, it was
critical to have the correct frameworks and
processes in place beforehand.”

Key benefits
So what were the key benefits this
public sector entity obtained through
the implementation of a world-class risk
management strategy?
Okara says probably the biggest benefit is
that it helps to eliminate qualified or modified
audits. This means the organisation can deliver
a clean audit, which is something every public
sector organisation currently strives for.
“In addition, the strategy should help
the entity more effectively achieve its
objectives – which in the public sector are
usually related to service delivery. Better
service delivery leads to happier citizens and
because you’re also managing your workforce
more appropriately, staff turnover should be
reduced.
“Ultimately, EY was able to deliver a robust
control environment to the client, due to
the simple fact that this risk management
strategy made it easier to achieve its various
strategic, financial and organisational
objectives,” he concludes.

