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ed's note

Breaking bad
he world of cyber security is
an opaque one; organisations,
at least in South Africa, don’t
have to publicly disclose a
breach, but this is expected
to change once the office of the Information
Regulator finally starts work in earnest.
It’s unclear how much cooperation there is
between security companies.
One industry where there is a measure
of collaboration between players is that
of financial services, probably because
they’re facing threats of a greater order of
magnitude.
It also seems the country’s institutions
have not yet fallen prey to a really
sophisticated breach. It’s been three years
since the famous hack on Standard Bank, in
which about R250 million was stolen using
forged credit cards. About 100 people used
cards to withdraw from ATMs in Japan over
three hours, early in the morning. Apparently
someone hacked into the bank’s systems
shortly before the withdrawals were made.
But it’s the news of the hacker crew called
Silence that should really have South Africa’s
security professionals worried. The crew are
now said to be targeting banks in dozens of
countries, and are thought to have stolen at
least $4.2 million from ATMs. The group are
said to have sent more than 170 000 emails
to bank employees around the world, about
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half of which went to Asian institutions. And
once an employee clicks on a link, they’re in.
Servers are then directed to dispense cash
at a particular ATM at a certain time into the
hands of a mule.
How have we got ourselves into this
situation?
Hacking is just too profitable, and in many
cases, too easy, for it to go away any time
soon.
And, as VMware CEO Pat Gelsinger said
towards the end of August as his company
sealed the deal to acquire Carbon Black, a
cloud-based security firm for just over
$2 billion: "The security industry is broken and
ineffective, with too many fragmented solutions
and no cohesive platform architecture.”
But it’s all these fragmented and disparate
solutions that make it just that much harder
for criminals to steal from companies big
and small.
Another contributing factor to the spread
of malware is that ordinary employees are
now expected to be cyber-savvy. It’s also
probably a good thing to give everyone some
basic training, such as the importance of
hard passwords, but what with the pace of
the modern office and emails flying back and
forth, it’s a little hard to expect someone
to, never, ever, click on an innocent-looking
attachment, or one not so innocent, perhaps
labelled ‘salary worksheet’.

I suppose it’s a team effort involving
CISOs, employees, security professionals,
and governments as well as technology, but
until such time as the reward is less than the
effort to mount a hack, the status quo is here
to stay.

Matthew Burbidge
Editor
matthew@itweb.co.za
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Industry watch

Booth’s
bulletpoint bulletin
Compiled by Paul Booth and Adrian Hinchcliffe

ICT industry consultant Paul Booth keeps you abreast of the deals and developments in the
local and international space.

International deals

• Accenture has acquired: Northstream, a Sweden-based
communications and networking consultancy; Australia-based BCT
Solutions, a technology consultancy that specialises in cyber security;
Deja vu Security, a security design and testing company; BRIDGE
Energy Group, a US-based consulting and systems integration firm;
and Zielpuls, a technology consultancy headquartered in Germany.
• Amazon’s Twitch bought UK-based Bebo, one of the earlier social
media platforms, for $25 million, and Amazon acquired Israeli
storage technology startup E8 Storage.
• American Tower acquired Eaton Towers, which owns and operates
around 5 500 communications sites across five African markets, in
a deal worth $1.85 billion.
• Apple acquired self-driving shuttle firm Drive.ai, Tueo Health,
a digital health solutions startup, and a majority stake of Intel’s
smartphone business for $1 billion.
• Broadcom purchased Symantec’s enterprise business for $10.7 billion.
• Cambium Networks acquired Riverbed’s Xirrus WiFi products and
cloud services.
• Cisco has acquired optical component maker Acacia Communications
for $2.84 billion; Voicea, a provider of an AI-powered transcription
service; and, Sentryo, a French company that specialises in device
visibility and security for industrial control system networks.
• Eaton purchased Innovative Switchgear Solutions, and in a deal
worth $920 million, it acquired the Souriau-Sunbank Connection
Technologies business of TransDigm Group.
• Facebook invested in a stake in Indian e-commerce startup Meesho.
• FireEye purchased Verodin, a security instrumentation company,
for $250 million.
• Google bought Looker, a big data analytics company for $2.6 billion,
and Israeli-US company Elastifile.
• Hengtong Optic-Electric purchased a 51% stake in Huawei Marine
Systems, an undersea telecom cable business.
• HPE bought Cray, a supercomputer manufacturer, for $1.3 billion,
and MapR, a big data company that has struggled since raising large
investments several years ago.
• Intel purchased startup Barefoot Networks, a leader in Ethernet
switch silicon and software, and QuickLogic, a developer of
semiconductor and software algorithm solutions.
• Infineon Technologies acquired Cypress Semiconductor for €9 billion.
• KKR bought Corel from another private equity firm, Vector Capital,
for over $1 billion.
• Intuit acquired Origami Logic, a developer of technology to analyse
and gain insights from multiple datasets.
• Marvell Technology Group bought the Avera Semiconductor chipdesign unit from Globalfoundries for $650 million, and also acquired
Aquantia, a leader in multi-gig Ethernet connectivity, for $452 million.
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• McAfee purchased NanoSec, a cloud security startup.
• Microsoft purchased BlueTalon, a data privacy and governance
service, and Microsoft’s recently-acquired GitHub bought Pull
Panda, a startup behind code review tools for GitHub developers.
• NCR purchased D3 Technology, a provider of online and mobile
banking for the large financial institution market, Texas POS, a
leading restaurant technology company, and OKI Brasil’s IT services
and select software assets for financial, retail and other industries.
• NetApp purchased Israeli data security developer Cognigo.
• NXP Semiconductors acquired Marvell Technology's wireless
connectivity business for $1.76 billion.
• Orange purchased SecureLink, a Dutch cyber security specialist,
for €515 million.
• Palo Alto Networks bought Israeli cyber security firm Twistlock
and PureSec’s expertise in serverless security to the Prisma cloud
security suite.
• Ricoh acquired DocuWare, a cloud and on-premises document
management and workflow automation software business.
• Rigetti Computing bought QxBranch, a quantum computing
software startup.
• Salesforce bought Tableau Software, an analytics firm, for $15.7 billion,
and ClickSoftware, an Israeli software developer, for $1.35 billion.
• Softbank made a $4 billion investment in Yahoo! Japan, increasing
its stake to nearly 45%, a $2 billion investment in ride-hailing
app Grab, and a $200 million investment in antivirus startup
Cybereason.
• SolarWinds bought Canadian password and documentation
management firm Passportal, in a bid to offer increased security to
its MSP customers around the world.
• Sophos acquired Rook Security, a managed detection and response
vendor.
• Toshiba Memory bought preferred shares held by Apple, Dell,
Kingston Technology and Seagate Technology for $4.5 billion.
• Twitter has acquired Fabula AI, a deep learning startup focused on
detecting network manipulation to determine fake news.
• VMware bought Avi Networks, a leader in multi-cloud application
delivery services, and Bitnami, an application deployment specialist.
• Wipro has acquired International TechneGroup Incorporated, a
global digital engineering and manufacturing solutions company, and
Philippines-based personal care maker Splash Corporation.
• Worldpay and Fidelity National Information Services have
completed their $43 billion acquisition deal.
• Xerox has acquired two new multi-brand dealers, Rabbit Office
Automation and Heritage Business Systems.
• Zebra Technologies has completed the acquisition of The Profitect,
a major provider of prescriptive analytics for the retail and
consumer packaged goods industries.

International developments

• Alphabet’s cyber security company, Chronicle, will be absorbed by
its Google Cloud division because customers have been seeking an
integrated offering.
• Amazon has become the target of an antitrust investigation by
the European Union over its use of merchants' data, underlining
regulators' increasing focus on how tech companies exploit customer
information.
• Apple made a $100 million investment in Japan Display. The iPhone
is also under investigation in Russia following a complaint from
Kaspersky Lab that the former may be abusing its dominant market
position.
• A strategic partnership has been formed between Deutsche Telekom
and Software AG to deliver IoT services on a global scale.
• Equifax has agreed to a comprehensive resolution ($671 million) of
significant US consumer-related litigation and regulatory matters
facing the company related to its 2017 cyber security incident.
• Facebook will pay a $5 billion fine to resolve a government probe
into its privacy practices, and the social media giant will restructure
its approach to privacy. Facebook has also agreed to pay a $100
million fine to settle charges by the US Securities and Exchange
Commission that it misled investors about the misuse of its users'
data.
• Google announced a new subsea cable dubbed ‘Equiano’, which
will connect Africa with Europe as it boosts its cloud computing
infrastructure. Elsewhere, Google’s privacy woes are set to increase
after campaigners filed complaints to data protection regulators in
France, Germany and seven other EU countries over the way it deals
with data in online advertising.
• Following Google’s suspension of business with Huawei, the Chinese
vendor has unveiled its proprietary operating system (Harmony) for
use in smartphones and other devices. German chipmaker Infineon
and several other companies have also suspended shipments to
Huawei.
• IBM has withdrawn its proposed mainframe computing venture with
T-Systems.
• Microsoft made a $1 billion investment in OpenAI and announced the
two companies have formed a multi-year partnership to develop AI
supercomputing technologies on Microsoft's Azure cloud computing
service. In other developments, Microsoft has agreed to pay $25
million to settle US government investigations into alleged bribery by
former employees in Hungary.
• Nippon Telegraph and Telephone Corporation has launched
NTT, a global technology services provider that brings together
the capabilities of 28 companies, including NTT Communications,
Dimension Data and NTT Security, into one $11 billion business. It
will be headquartered in London.
• Nokia and other companies have been sued in the US by German
auto parts supplier Continental Automotive Systems, for allegedly
conspiring to inflate patent licence rates relating to 2G, 3G and 4G
wireless technologies.
• SoftBank Group will start a second technology mega-fund and has
secured $108 billion in commitments from investors including Apple,
Japanese banks, Taiwanese investors and Kazakhstan’s sovereignwealth fund.
• Tata Consultancy Services made an additional investment of
$32.6 million in a joint venture with Mitsubishi, thus raising its stake
to 66%.
• Toshiba Memory, which was spun off from Toshiba in April 2017, will
change its corporate name to Kioxia on 1 October.
• Toyota Motor and Panasonic plan to establish a joint company
to develop 'connected' services to be used in homes and urban
development.
• The US Department of Justice has asked the appeals court to pause
an antitrust ruling, citing ‘Qualcomm’s critical role in 5G technology in
the short term’ as the rationale behind its decision.
• Xiaomi made a 6% investment in compatriot chip designer
VeriSilicon Holdings.

Local deals

• Alviva acquired Synerg Group, which helps businesses leverage
software in order to achieve operational efficiency in a deal worth
R90.1 million.
• Blue Label Telecoms made a 50% investment in Hyve Mobile, a
next-generation mobile content and value-added services platform.
Elsewhere, the venture capital arm, Blue Label Ventures, invested in
Cape Town-based startup Mobii Systems.
• Crossfin Technology, an African fintech holding company, and Apis
Growth Fund, a private equity fund, have acquired Sureswipe, a card
payment solutions firm.
• Datatec’s Logicalis has been acquired by SA-based Mars
Technologies, an IT services business.
• EOH is selling off its stake in Twenty Third Century Systems and its
subsidiaries for R122 million.
• HAVAÍC, a Cape Town-based venture capital firm, made an
investment in an early stage funding into US-based email productivity
software firm Sortd.
• Karoo, an investment holding company, made a R2.75 billion
investment in Cartrack Holdings that may lead to a complete takeover of the group.
• Metrofile has decided to exit three non-core businesses: CSX
Customer Services, Metrofile Nigeria and its minority stake of 40%
in Lexie Legal Services.
• Naspers led a $30 million investment in Polish-founded peer-to-peer
learning community Brainly. The other investors are Runa Capital
and Manta Ray.
• RIB, a wholly owned subsidiary of German-listed RIB Software,
bought 70% of Construction Computer Software together with its
subsidiaries, which is currently held by EOH Mthombo. The deal was
worth R444.39 million.
• Thesele Group made a 40% investment in Knowledge Integration
Dynamics (KID), making KID South Africa's largest black-owned
focused data management solutions company.
• Vodacom acquired a 51% stake in IoT.nxt.

Local developments

• Communications minister Stella Ndabeni-Abrahams has asked ICASA
to ensure preferential access to spectrum is given to a new wholesale
open-access network (WOAN) to increase competition in SA’s mobile
telecoms market. ICASA will also license additional available spectrum
and it won’t all be assigned to the WOAN, as had previously been
envisaged by government. However, those given additional spectrum
will have to commit to buying capacity from the WOAN.
• EOH’s internal investigation run by ENSafrica has found evidence of
a number of governance failings and transgressions. EOH Holdings is
also renaming its ICT services business to iOCO.
• Flutterwave, a US-based global payment solutions platform, is
entering the South African market.
• South African hosting services provider Hetzner has rebranded as
Xneelo.
• The PBT Group has expanded its European operations, with signed
strategic partnerships with companies in the Netherlands, Ireland, the
UK and Germany.
• StorTech has changed its name to Nexio.

African developments

• Kenyan-based DPO Group, the largest pan-African payment service
provider, acquired SA payments company PayFast, in the biggest deal
of its kind to date in Africa.
• ENGO Holdings, a Chinese electronics firm, has joined Uganda’s
industrial sector to domestically manufacture and assemble mobile
phones and laptop computers.
• Microsoft will invest $100 million to open an Africa technology
development centre, with sites in Kenya and Nigeria, over the next
five years.
Q3 2019 |
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A GOLDSTuCK
GLIMPSE

The enemy within
Business priorities often get in the way of
essential IT purchases.
hen one asks IT decisionmakers what they regard as
the main priorities of internal
initiatives by enterprises in
South Africa, two answers
stand out: acquiring new customers and
growing revenue. Anything that does not
support those goals tends to be pushed
down the list of budgeting priorities. As a
result, the one essential component of any
large organisation’s operations, namely cyber
security, has become a major area of risk.
This is one of the key insights of a new
research study conducted by World Wide
Worx for Trend Micro and VMware. `The
State of Enterprise Security in South Africa
2019’ study shows that 73% of IT decisionmakers at South African corporations regard
customer acquisition as a very high priority,
with revenue narrowly behind at 72%.
Protection against cyber attacks is far behind,
in fifth place, with only 58% regarding it as a
high priority.
These numbers are not merely academic.
They imply severe consequences. The
statistic that should scare executives at these
enterprises is not that more than a third of
IT decision-makers expect an attack within
days. After all, respondents were almost
unanimous that they could protect their
organisations from these attacks.
The number that should instil fear is
the proportion that believe the greatest
source of vulnerability in the organisation
is outdated software and systems. No less
than 92% of IT decision-makers believe this
issue puts their companies at some risk
or high risk. Close behind comes senior
management not understanding the threat,
at 89%. Ironically, various sources of

W

attack come far behind these two areas of
vulnerability.

Intelligent systems

In other words, the real threat is internal, and
it lies in IT budget and executive awareness –
or rather, lack of both.
And, while almost everyone – 99% of
respondents – says they are confident
about protecting the company, the picture
disintegrates when asked if they have the skills
to do so. Almost half – 45% – agree that they
don't have the skills to protect the company.

“The innovative use of intelligent systems,
sharing of cyber security information and
creation of more skilled cyber security
professionals are all essential to the
improvement of the security defence of large
corporations,” attorney Berné Burger wrote
last year.
This advice from the legal world aligns
almost precisely with recommendations
on best practice. Says Indi Siriniwasa, vice
president, Sub-Saharan Africa at Trend
Micro: “Not only does business need to invest
in security solutions that are pervasive and
intrinsic, but they also have to
invest in the right skills and people
to drive best practice forward.”
In the next year, the challenge
will become even more acute.
With the opening this year of
Microsoft’s Azure datacentres
and the imminent arrival of AWS,
the public cloud will become a
pervasive reality of IT in South
Africa. The survey shows that
31% of enterprises are very
advanced in their migration
to the public cloud and 40%
somewhat advanced. It’s in this
very migration that companies are likely to be
at their most vulnerable. If things go wrong,
lack of budget – or prioritisation – for keeping
systems up to date will be the last excuse
anyone will want to hear.

“There is a huge need for
senior financial decisionmakers to learn that an ounce
of data breach prevention is
worth a pound of lost data and
productivity.”
Lorna Hardie, VMware
As VMware regional director for SubSaharan Africa Lorna Hardie says: “There
is a huge need for senior financial decisionmakers to learn that an ounce of data breach
prevention is worth a pound of lost data and
productivity.”
A pound here and a pound there adds
up, and then some. Law firm Webber
Wentzel says that, in South Africa alone,
approximately R5.7 billion is lost by victims of
cyber crime annually – and this figure is likely
to rise even further.

ARTHUR GOLDSTUCK is founder
of World Wide Worx and editor-inchief of Gadget.co.za. Follow him on
Twitter and Instagram on @art2gee.
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Figuring it out

A roundup of the latest industry forecasts, statistics, trends and predictions.
Compiled by Adrian Hinchcliffe

What’s up?
IT spending in South
Africa will total
R303.46 billion
in 2019, a 3.9%
increase from 2018,
says Gartner.

5G-capable phones will
represent 6% of total
sales of phones in 2020,
rising to 51% by 2023,
reckons Gartner.

Worldwide spending
on blockchain
solutions is forecast
to be nearly
$15.9 billion in 2023,
from $2.7 billion
this year, according
to IDC.

The wearable tech
industry was worth
nearly $23 billion
in 2018 and is
forecast to grow to
$54 billion by 2023,
says GlobalData.

Consumer spending on
technology is forecast
to reach $1.32 trillion
in 2019, an increase
of 3.5% over 2018,
forecasts IDC.

Robotic process automation software revenue
grew 63.1% in 2018 to $846 million, making
it the fastest growing segment of the global
enterprise software market, according to
Gartner. It expects RPA software revenue to
reach $1.3 billion in 2019.

| Q3 2019

Spending on smart city
initiatives will reach
$189.5 billion in 2023,
says IDC.

The SD-WAN
infrastructure
market will grow at
a 30.8% CAGR from
2018 to 2023, to
reach $5.25 billion,
forecasts IDC.

The global number of
internet users was
3.8 billion people in
2018, up from 3.6 billion
in 2017, according to
Mary Meeker’s Internet
Trends report.

Vendor revenue from IT infrastructure
products (server, enterprise storage and
Ethernet switch) for cloud environments,
including public and private cloud, grew
11.4% year-on-year in Q1 19, reaching
$14.5 billion, according to IDC.

The global video and electronic games market will generate
$152.1 billion in 2019, up 9.6% from 2018, says Newzoo.
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The EMEA
traditional PC
market grew 1.1%
in Q2, totalling
16.4 million units,
according to IDC.

Sub-Saharan Africa
will continue to
be the region that
experiences the
fastest growth
in smartphone
adoption, according
to the GSMA.

Global shipments of
smart home devices
reached 168.6 million
units in Q1 19, up 37.3%
from the previous year,
estimates IDC.

Spending on customer experience was
$97 billion in 2018 and is expected to
increase to $128 billion by 2022, growing
7% CAGR, according to IDC.

Spending on AI in the MEA region will reach $290 million this year,
rising to $530 million in 2022, according to IDC.

What’s down?
Global smartphone shipments fell to 331.2 million units in Q2, down 3.6% from the
same period last year, marking seven consecutive quarters of year-over-year declines,
according to IHS Markit.
The EMEA server market in Q1 reported a 3.6% year-on-year decrease in units shipped to
around 520 000, despite vendor revenues growing 4.1% to $4.1 billion, according to IDC.
The worldwide tablet market declined 5% year-on-year during Q219 as global shipments
fell to 32.2 million units, according to IDC.
Worldwide shipments of gaming PCs reached 7.5 million units during Q1 19, down 6.2%
from last year, as the market was plagued with inventory issues, notes IDC.
All-in-one PC shipments are expected to shrink 5% year-on-year to 12.8 million in 2019,
says Digitimes Research.

What else?
SA’s spend on IoT technologies will top
$1.9 billion by the end of the year, according
to IDC.

In 2021, AI augmentation will create $2.9 trillion
of business value and 6.2 billion hours of worker
productivity globally, according to Gartner.

The worldwide Infrastructure-as-a-Service market grew 31.3% in 2018 to total $32.4 billion,
according to Gartner. In terms of market share, Amazon ranked number one, followed by Microsoft,
Alibaba, Google and IBM.

AWS

47.8%
MS

15.5%

Alibaba

7.7%

Google

4.0%

IBM

1.8%
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Microsoft’s
$200 million
burden
Being a partner-led company, Microsoft has
learnt that it needs to be careful how it treads
as it moves to its cloud-focused model.
By Adrian Hinchcliffe

here’s a well-worn phrase
about companies that use their
own products internally, that
they ‘eat their own dogfood’.
And, for a company like
Microsoft, it’s been sharing its bowl of chow
with its community of partners for a long time.
As they ate together, they all seemed content;
well, as content as the relationships between a
vendor and its partner community can ever be.
That is, until a Microsoft blog post
appeared on July 1, giving gold and silver
partners a year’s notice period before internal
usage rights (IUR) were revoked for its
software. The full bowl of ingredients, which
many partners had been using to run their
own businesses, was being cut down to only
those that were used for the purposes of
development and testing, internal training and
business development.
And, boy, did the Microsoft partners howl,
bark and gnash their teeth. So upset was the
community at the withdrawal of these usage
rights, and some support services, that a
petition was signed by 6 000 partners.
Under previous top-level leadership, this
might have been the end of the discussion.
But, two weeks after the news broke,
Microsoft held its partner conference, Inspire,
in Las Vegas. According to the company’s
channel chief Gavriella Schuster, whose
keynote address opened the event, the
response to the IUR announcement had been
‘overwhelmingly negative’. Adding that the
company had underestimated the value that
the IUR benefits had, and as its philosophy
was based on ‘listening, learning and a
growth mindset’, she revealed, to applause
and whooping, the decision was being
‘walked back’. The big bowl of meaty chunks
and kibbles was back for all to enjoy.
However, partner sentiment around the
situation seems to have shifted from surprise

T

12

| Q3 2019

and frustration to a sense of foreboding
future echoes.
Speaking about the initial announcement,
Mary-Jo Foley, long-time company watcher
and editor of ZDNet's All About Microsoft,
was surprised at how the vendor went public
with this plan. “The Softies' love their studies
and telemetry data. So it's surprising that
they seemingly didn't do their homework first
before conveying the bad news.”
Carel du Toit, CEO of the local Mint Group,
was also surprised that the communication
came out on a blog post, rather than a
more formal channel, and a general lack of
supporting information.
“It wasn't handled properly, and everyone
jumped to conclusions,” he says.
Locally, he adds, there were a number of
partners that were upset by the decision.
Ryan Jamieson, CTO at Altron Karabina,
says that the decision would have had the
most impact among startups. “When we
started, we were reliant on those IURs to
reduce the cost of operations, to enable us to
begin building the business.”
This would have had a knock-on impact on
the development of a new breed of partner
operating in emerging technology frontiers
that Microsoft is looking to encourage.
“As soon as you remove some of the
benefits, it will stall a lot of the stimulation
of the fledgling machine learning and AI
companies that need the assistance. IUR
has been valuable for partners over time,”
Jamieson adds.

Lost in time

The original intention behind IUR has been
lost over the years, says Foley.
“A lot of the problems with the IUR
scenario were due to Microsoft basically
looking the other way when partners
used software and services to run their
businesses – rather than to prepare for
demos or learn the ins and outs of products

Inspire
takeaways
Altron Karabina’s Ryan Jamieson
attended Microsoft Inspire in 2019,
and says that as well as the upbeat
mood after the IUR reversal,
a central theme was social
awareness, and how Microsoft
approaches communities.
“Trust was also a key focus.
How to ensure the platforms are
trusted, that the way we engage
with the communities is in a
trusted manner – from trusting the
platform to trusting the ethics of
the company.”
An interesting takeaway, he
says, is that while technology was
woven through the event, it was
about how the company performs,
how it's perceived and how it acts.
“That has been a subtle change…
it's not just about technology.”

for sales purposes. Microsoft should have
made it clear from the get-go.”
So were Schuster and her team simply
redressing the company’s formerly slack
approach to policing the adoption of the
policy?
It seems not. Over time, there has been
a significant change in Microsoft’s model.
In the shift from product to services, IUR
was previously concerned with the licensing
of software, which had a capital cost for
development amortised by widening sales.
Microsoft products now largely reside in
the cloud with additional, ongoing costs
incurred, and those grow as the partner
base expands. Schuster herself even
confirmed, before the U-turn, that providing
free IUR across the entire suite was no
longer affordable.

G AV R I E L L A
SCHUSTER,
Microsoft

“It's surprising that they seemingly didn't do their
homework first before conveying the bad news.”
Mary-Jo Foley, All About Microsoft

“I heard from one contact,” says Foley,
“that it's costing Microsoft $200 million a
year, mostly because of compute and other
cloud-backend costs (primarily for Office
365) to offer IUR.”
And so to the aforementioned sense of
foreboding. While it seems the partners have
won back the rights for the time being, this
is probably not the end of the conversation.
That cost will need to be covered somehow.
Contacting Microsoft locally and
internationally for comment, The Margin was

pointed in the direction of a post-reversal
statement by Schuster, which reads: ‘Each
year, we review how we engage with
partners and evolve our approach to ensure
we provide best-in-class support to you and
stay ahead of market changes. As we move
forward, we commit to providing even more
advance notice and consultation with our
partner community to mitigate concerns and
address issues up front.’
The sentiment to be taken from that is
the situation will probably be picked up

again next year, with a better strategy and
communication.
“I expect them to somehow try to tighten
up IUR costs, though maybe in a more
gradual way, at some point in the relatively
near future,” says Foley.
Du Toit agrees. “It's inevitable if you look at
how the model works. Microsoft is revamping
the partner base because of the way it’s
moving to cloud; the transaction-based
partners become less strategic.
“The writing has been on the cards for five
years. Microsoft has been saying the same
thing repeatedly, telling partners to become
industry-specific, solutions-specific, not to
be transactional, because cloud becomes a
direct model over time. Partners that didn't
adopt might feel aggrieved, but, in my opinion,
they should look at themselves.”
Q3 2019 |

13

Stock
watch

TECHNOLOGY

products

Vostro 13 5000

Category:Notebook
Brand:Dell
RRP:
Distributors:

Starting from R14699 ex VAT
Axiz, Drive Control Corporation, Pinnacle and Tarsus

Date of availability:

Available now

Specifications:
Intel 8th Gen Core Processors up to Core i7
13.3 inch FHD (1920 x 1080) TrueLife LED backlight non-touch wide viewing
angle display

LG G8SThinQ

Category:Mobile

Up to 8GB onboard memory

Brand:

M.2 PCIe NVMe Solid State storage, up to 512GB

RRP:

Microsoft Windows 10

Date of availability:

3-year basic warranty

Specifications:

USPs:
Stylish design: 14.9mm thin with a diamond cut finish on the touchpad, a 3-sided
narrow border and FHD display.
Redesigned hinge: the notebook lifts slightly off the table when open past a
135-degree angle, allowing for improved air circulation and a more comfortable
typing experience.
Seamless connectivity: Dell Mobile Connect pairs iOS or Android smartphones
with the notebook and the USB 3.1 Gen 1 Type-C port supports data, DisplayPort,
and power delivery.
Business security features: Optional SSO power button fingerprint reader and
hardware.

LG Electronics
G8s - R11, 999.00
Available now

G8s
Chipset: Qualcomm® Snapdragon™ 855 Mobile Platform
Display: 6.2-inch 18.7:9 FHD+ OLED FullVision (2248 x 1080)
Memory: 6GB RAM / 128GB
Camera: ea 13MP Super Wide (F2.4 / 1.0μm / 137˚), 12MP Standard (F1.8 /
1.4μm / 78˚), 12MP Telephoto (F2.6 / 1.0μm / 48˚). Front: 8MP Standard (F1.9
/ 1.12μm / 80˚), Z Camera (ToF Technology)
Battery: 3550mAh
Operating System: Android 9.0 Pie
Size: 155.3 x 76.6 x 7.99mm
Weight: 181g
Network: 3G / 4G LTE-A
Connectivity: Wi-Fi 802.11 a, b, g, n, ac / Bluetooth 5 / NFC / USB Type-C (USB
3.1 Compatible)
Biometrics: Hand ID / Face Unlock / Fingerprint Sensor
Colours: Mirror Black, Mirror Teal, Mirror White

USPs:
Z Camera: The Z camera uses a Time-of-Flight (ToF) sensor technology to
bring versatile choice of biometric recognition for any circumstance. It enables a
touchless phone interface, adds extraordinary depth and resolution to selfies.
Multi ID: (Hand ID / Face Unlock). Unlock with a quick look or simple wave.
Sensors can scan facial features or unique vein patterns in the hand so phone
access is now touchless, effortless, and more secure.
Air Motion: Discover a new way to interact with the phone. Give commands
using simple hand actions to access a variety of functions and features.
Triple Camera: Shoot in super-wide, telephoto, and standard at once, with
continuous zoom that has no lag or colour distortion when zooming in and out.
Video Depth Control: Shoot with beautiful background blur while taking a movielike video.
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Imagine what IoT can
do for your business.
You live in a smart home, you work in a smart office, and all of this happens in a smart city. You
live in the IoT era. As we enter this new phase of evolution, connectivity will continue to evolve so
that data flows from millions of formerly inanimate objects to autonomously enable processes
and services to happen and improve with little to no human intervention necessary.
Not only will this make our personal lives better, but it will make our businesses more efficient,
competitive and profitable. This is not a futuristic vision, this is happening now and you need to
understand how your business and your clients' businesses can leverage the opportunities and
our solutions to grow.
Be part of the evolution. Be part of the IoT era. Talk to MTN Business today.

Call us on 083 123 1800.

G3

Category:

TECHNOLOGY

products

Gaming laptop

Brand:Dell
RRP:
Distributors:

From R22 999
Axis, Tarsus, Pinnacle and Drive Control Corporation

Date of availability:

Available now

Specifications:
Game Shift technology to enable optimal performance during periods of intense
gaming
Powerful NVIDIA® GeForce®
GTX 16 Series discrete graphics, up to 1660Ti
FHD display with optional 144Hz

WorkForce Enterprise WFM20590D4TW
Category:

Business inkjet printer

Optional 4-zone RGB keyboard

Brand:Epson

Alienware Command Center

RRP:

USPs:
With Game Shift, pressing the G Key (F7) maximises the fans’ speed to keep the
system cool, allowing the processors to work harder for short periods of intense
gaming without having to leave the gameplay.
See what the game is capable of with the powerhouse NVIDIA® GeForce GTX®
16 Series graphics cards and up to 6GB GDDR5 dedicated memory.
A two-sided narrow bezel 15.6” full HD display panel gets the user deeper into
the game, or opt for 144Hz for a smooth gameplay.
Engineered with 9th Gen Intel Core processors, up to i7, for powerful
performance in gameplay and other CPU intensive activities.
Optional WASD 4 zone RGB backlit keyboard is customisable through the
Alienware Command Center.

Distributors:
Date of availability:

R170 000.00 including VAT
Tarsus Technologies, Mustek and Mia Telecoms
Available now

Specifications:
Radically fast mono printing: up to 100ppm plus high-speed dual scan
High reliability: simple mechanism for environments where downtime is not an
option
High capacity: print up to 120 000 black pages without replenishing ink
Cut environmental impact: use up to 82% less energy compared to laserjet
Built for business: take advantage of a wide range of software solutions

USPs:

Alienware Command Center enables control over hardware and software, so
users can easily adjust the hardware performance and system settings, and
customise gaming profiles in one interface.

Enjoy consistently superb image quality at 600 x 2400dpi and print speeds up
to 100 images per minute in simplex and duplex. Additionally, it has a fast 60ipm
simplex/110ipm duplex ADF scan speed.

For more immersive gaming, Nahimic 3D Audio for Gamers is integrated into
Alienware Command Center to provide a 360°sound experience, dynamic voice
volume control, and audio recon for an on screen visual sound overlay.

The paper feed mechanism minimises paper jams, double feeds and no feeds –
even at high speeds.

Multiple single and dual drive storage options, up to 1TB PCIe M.2 SSD (Class
40) with 2TB 5400 RPM HDD for faster loading and more space for games,
pictures, and videos.
Available in Eclipse Black or Alpine with blue accents.

With reduced waste and a simple working mechanism, it reduces the
environmental impact of print by providing a low-power solution with fewer
supplies required.
The combination of Epson’s PrecisionCore linehead inkjet technology,
waterbased pigment inks and efficient paper transport mechanism ensures the
printer delivers consistently.
From remote management to accounting and pull printing solutions, a wide
range of software solutions can be integrated into an existing IT infrastructure to
improve productivity and increase efficiency.
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IN FOCUS: Cyber security

the challenges

A fine mess
What a terrible mess we’ve gotten ourselves into. Our data has been leaked all
over the internet, sometimes multiple times, and it’s a wonder we all haven’t
been compromised to a greater degree. Or perhaps that’s still coming.
By Matthew Burbidge

rganisations are feeling the
brunt of breaches. If they’re
not being hacked, they’re being
fined for allowing it to happen.
Security has never been
more important, especially now, for a couple
of reasons.
First, this year will be remembered as
the one in which GDPR finally began to bite.
British Airways was fined £183.39 million
for failing to protect its customers’ data, and
Marriot has to pay £99 million for exposing
the personal data of hundreds of millions of
guests.
The frequency and severity of attacks are
said to be increasing, and while there have
apparently been some strides in making
our data more secure, it seems that not a
week goes by without a breach at some
company or another. The scale of the attacks
is gargantuan, and everyone seems to be
scrambling for solutions. In other cases,
personal data is just sitting there, publicly
accessible, which is what happened with the
Master Deeds breach two years ago.
Meanwhile, our information regulator,
Advocate Pansy Tlakula, continues to tool up
her office, which she told me would be in a
position to start work by the end of this year.
There’s no word on whether she’s going to be
getting another term, and if a new regulator is
appointed, it will surely take another couple of
years before it gets down to work.
Meanwhile, the breaches continue, with little
or no accountability, and while it’s probably
time for some large fines to be levelled at large
companies, it’s not going to slow the rate of
attacks. All it takes, after all, is a determined
hacker, or a negligent employee.
Meanwhile, there is a constellation of
companies providing security solutions. This
is a good thing for the channel, as there are
so many variables to consider, and so many
vectors of attack.
One person who has the benefit of the
long view is Professor Basie von Solms,
who started lecturing in computer science
in 1970.
He says he started getting interested in
information security ‘sometime in the ‘80s’.

O

BASIE VON
S O L M S , University
of Johannesburg
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“I’ve seen it come, and I’ve seen it go,” is
the way he puts it when I spoke to him earlier
this year.
“Twenty years ago, nobody had a clue
about what type of products we would have
30 years later. Nobody knew we would
have smartphones. It just emerged. And it
happened so fast that you couldn’t regulate
them. And now they’re past the phase of
regulation. We’re missing a lot of regulation,
and I’m not overly positive in terms of
government involvement.”

Enforcement? What enforcement?

Holding a grudge

But with all this talk about the serious
repercussions a breach can have on a small,
medium or large company, security still
remains a grudge purchase, and CISOs often
have to work hard to convince the executive
team that the investment has been worth it.
Nevertheless, Tom Scholtz, chief of
research for security and risk management at
Gartner, says he has seen a gradual loosening
of the purse strings.
He says investments in cyber security do
not drive direct revenue; it’s a cost, and it’s
for this reason that the most important task
of the CISO is to establish credibility with the
business. Everything flows from this, and it’s
vital to establish foundations around effective
governance, relationship management and
communication.

T O M S C H O LT Z ,
Gartner

»

He says President Cyril Ramaphosa
specifically mentioned the importance
of cyber security at the World Economic
Forum in Davos, 'and then he appointed that
ridiculous committee on the Fourth Industrial
Revolution’.
He also has short shrift with legislation.
“I’m sceptical. South Africa is extremely good
at making laws and putting things down on
paper without having the facilities to enforce it.
“How are they going to enforce PoPI? How
are they going to ensure that breaches are
reported? And if someone reports a leakage of
data, where are they going to get the experts
to investigate it?
“The government doesn’t have the capacity,”
he says, referencing the Master Deeds breach.
“Are they going to find somebody guilty?
Even today, we don’t know what happened.
“I just hope PoPI doesn’t become a piece of
paper.”
He adds that consumers are sold software
and hardware without being informed how to
use it, or what the risks are. He believes the
banking industry is at fault, and that clients
are particularly at risk of being separated
from their money.
“We’ll never be secure, and we can’t
expect to be, just like when you drive a car,
you can never be secure. But the moment
you get in the car, at least you know what the
risks are.”

“You need to make sure you communicate
the value of security as much as
possible in business terms and business
terminology.”
Tom Scholtz, Gartner
“You need to make sure you communicate
the value of security as much as possible in
business terms and business terminology.
“It’s important to understand what the
business wants, and then develop and
execute against a plan to establish and
maintain those relationships.
“If you don’t understand the business
drivers and strategies or how technology
is being used and the manifestations of the
risk appetite, it’s going to be difficult for you
to communicate why you should invest in
security, and what the value is.”
Every business, says Scholtz, is trying to
do one thing: either deliver a service faster,
or better, or cheaper, than the opposition, and
very occasionally, a business would want to do
these at the same time.

CISOs, meanwhile, are expected to provide
the best security solution, and ‘deliver it
yesterday’, for as close to free as possible.
The CISO is faced with the unique
challenge of having to quantify the potential
cost of a breach, and when it comes time to
presenting the security plan to the board,
it’s going to mean some juggling with
probabilities.
“For business people, the numbers are
the easy stuff, and the moment you come up
with numbers, they’re going to start asking
questions, and if they can’t believe your
numbers, how can they believe anything else
you tell them?
“The onus is still on us to communicate the
value of security investment to people who
don’t understand the technology.”
Q3 2019 |
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Who’s looking after
the little guy?
Does the cyber
security market really
cater to SMEs?
By James Francis
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A world under siege

SMEs are in the crosshairs of cyber
criminals. In a snap poll conducted by the
Small Business Institute for this article, 60%
of respondents said they experienced at
least one cyber attack recently (and often
more). Attacks included password-cracking,
email-hacking, malware, online credit card
fraud and ransomware. Phishing, the act
of mimicking the email of a trusted party,
is a major concern, including the rise of
SMiShing (SMS phishing). As are man-inthe-middle attacks, where criminals intercept
communications and pose as clients or
suppliers to redirect payments.
“It is clear from SBI’s survey that cyber
attacks on small businesses in South Africa
are a real threat,” says Jennifer Cohen, the
SBI’s executive for policy and advocacy.
“In the digital age, we would encourage our
members and all SMEs to consider the kind of
risks they face and take steps to secure data,
protect their customers’ privacy and guard
against attacks to their systems.”
It’s often said that SMEs don’t care about
security and are too small to be targeted. But
the SBI’s findings reject that: the majority of
those polled have antivirus and anti-malware
software installed. They regularly back
up and store their data offsite. Many use
multi-factor authentication and firewalls – a
small percentage have formulated disaster-

»

y late neighbour was an elderly
man with little knowledge of
the digital world. But he owned
a laptop and I hooked him up
with my WiFi. Alas, his lack of
knowledge, combined with the online cyber
crime minefield, was a recipe for disaster.
Soon, he had browser hijackers and other such
monstrosities crawling all over his machine.
Coaching him on what to do didn’t work, not
least because many of the tricks to get onto his
system are designed to hoodwink.
What if he was a small or medium-sized
business that worked with important material,
such as a legal office or doctor’s practice?
These are real targets, says Gavin McLachlan,
former chairperson of the Legal Society of
South Africa’s e-Law Committee.
“Attorneys are obvious and common
targets because they often handle substantial
sums of money for clients. They also have a
lot of valuable personal information they have
to hold for clients, such as banking details,
home addresses and so forth.”
Such SMEs are juicy targets, yet they
are not necessarily better at spotting the
dangers my neighbour couldn’t. ‘Point’
protection such as antivirus and firewalls has
become increasingly less effective. It is being
augmented with more advanced technology
approaches such as anomaly detection,
signature patterns and web server logging.
But these are expensive techniques that
require oversight, training and continual
improvement. For SMEs with limited
understanding and small budgets, those are
barriers. There also doesn’t appear to be much
effort from the channel to solve this issue.
Instead, the baseline of security marketing –
Fear, Uncertainty and Doubt (FUD) – is being

used on SMEs. Is there any place for SME
customers in the security market?

recovery plans and increased insurance
against such risk.
But very few have acted to control what
can be transferred to USB storage. We can
infer three points from the results: SMEs are
aware of security, they are trying, but they are
not doing enough to cover their blind spots.
The kind of security that does is expensive
and often baked into larger, costly business
services delivered by solutions providers.
Expense, not altruism, drives market
forces. As a consequence, most good
security products are aimed at those who can
afford it. So, ironically, in a world where we’re
told we all need security, many of us can’t
afford the right stuff.

Security’s conundrum

Don’t blame security resellers – at least
not entirely. Security is in an arms race
against humans, not machines, so technical
interventions have to outfox a thinking person.
Humans not only hoodwink machines, but
other humans as well. When security was
still a minor concern, an antivirus could spot
dangerous code.
But today’s cyber criminal can write a
letter that looks like your grandmother needs
money for a kidney transplant. No machine
can fully stop that, not without hampering the
technology investments that should improve
business opportunities. There is an added
problem: security is counterintuitive to how
business goods and services work. Over
time, such elements should commoditise and
become cheaper. In security, the
opposite is happening because it’s
fighting humans. Security is less
business and more spycraft.
“As is the case in most industries,
a larger client has more resources
available to cover more bases,” says
David Redekop, security expert
and co-founder of NerdsOnSite.
“But cyber security solutions are
available to any SME, provided they
budget for it. It does not come for
free, and keeping technology safe
and functional does cost more today
than in the past.”

“(Cyber security) does
not come for free, and
keeping technology safe and
functional does cost more
today than in the past.”
David Redekop, NerdsOnSite

D AV I D
REDEKOP,
NerdsOnSite

It’s clear that the security market could do
a lot more to court and service SMEs. But
this is just half the answer. Until security
can scale to the requirements and costs of
small businesses, SMEs will have to go to the
mountain first.

The SME’s responsibility

This is the rub – if you have the budget, you
can have security. You need security, else you
are doomed to be attacked. It’s classic FUD.
SMEs that agreed to speak off the record said
they detest this approach. As one put it, they
are often told about how technology is more
accessible, but when it comes to security,
SMEs are just expected to bite the bullet.

Says McLachlan: “Quite often, I help
local colleagues who approach me gain a
wider understanding of the digital business
environment while helping protect them
against commercial interests that often
overspecify and overcharge.”
He adds that security providers often don’t
understand the nuances of a given industry.

SMEs can do more. The paper 'Exploring
SME cyber security practices in developing
countries', published last year, found that
other than budget, security is also being held
back by management support and attitudes.
These are largely due to a lack of digital
knowledge among professionals – many
businesses still don’t grasp how digital
impacts their operations, amplifying calls that
such topics need to be part of business and
professional degrees.
The paper also noted that even though
there is significant coercive pressure (such
as regulations) to adopt security, SMEs aren’t
getting as much pressure that is normative
(everyone is doing it) or memetic (the
competition is doing it). But even regulations
fall short: many SMEs might be PCI-compliant
(in order to process banking transactions)
and consider this to mean they are also
cyber-secure. Confusion between compliance
and security is commonplace even with large
enterprises, but it’s an acute error for SMEs
to make.
SMEs also give criminals more
opportunities. Small staff pools mean
workers are often on the road and thus need
remote mobile access. Pirated software is
still commonplace, users are often security
novices and limited views around cyber
crime prevail. Some of those are changing
– SMEs no longer think they are too small
to be targeted, perhaps thanks to the recent
ransomware attacks. But they are still poorly
prepared to handle the threats.
FUD is found between a rock and a
hard place. Security remains an expensive,
multi-faceted discipline. There is clearly a
need for training and services that fit SMEs.
Managed services and other delivery models
offer some choice, but is the security market
doing enough? No. Can it do more? That’s
a different question. In the meantime, SME
owners shouldn’t wait for a salesperson to
call them. They will have to accept they are
now in the House of FUD and take matters
into their own hands.
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C H A R L VA N
D E R W A LT ,
SecureData
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PUKHRAJ
SINGH,
cyber analyst

OFIR HASON,
CyberGym

Learning the language of
cyber security
With tales of how to hack a country, and a government, the
ITWeb Security Summit is not for the faint-hearted.
By Kirsten Doyle

he cyber threat we’ re facing
is very real and has the ability
to bring down countries
and businesses alike. Cyber
security professionals need to
work together to address these issues, and
help create a more secure world in which
information can be trusted.
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This was the standout message at this
year’s ITWeb Security Summit at the Sandton
Convention Centre.
In his keynote, Charl van der Walt, the chief
strategy officer at SecureData and SensePost
(UK), spoke about the erosion of trust and
integrity brought about by cyber crime and
misinformation.
“Our independence and integrity as a
nation depend on our ability to ensure the

integrity of the digital systems on which
modern economies depend. This is not just a
problem for the military and government, but
for everyone tasked with protecting a system
that people in SA use,” he said.
He was followed by cyber analyst Pukhraj
Singh, who discussed how campaigns of
subversion by nation-state actors and the
incitement of domestic movements supported
by them, are practices that have been around

»

VERONICA
SCHMITT,
DFIR LABS

“If cyber security was an animal, it
would be a raccoon, protecting the
dumpster it eats out of while thinking
that washing its hands in the creek
somehow makes it dignified.”
Pete Herzog, ISECOM
for hundreds of years, but are now being
employed in the cyber realm.
Singh said today’s connected and digital
world provides a highly effective new platform
for promoting the means of subversion
through the weaponisation of information itself,
as well as sedition through cyber attacks on
governments’ critical infrastructures.
Paraphrasing Alexander Klimburg’s The
Darkening Web: The War for Cyberspace, he
said: “The apocalyptic fear is not that the
lights will go out because of a cyber attack;
the real fear is that the lights will never
go out, and that you’ll be subjected to a
panopticon of surveillance and manipulation
from which you cannot escape.” Singh
stressed that the world is presently involved
in a cyber ‘arms race’.
Continuing this theme, Veronica Schmitt,
academic and lead forensic analyst at DFIR
LABS, spoke about how governments may
not be taking the risk of a cyber attack on
critical infrastructure seriously enough. She
believes that governments’ approaches tend
to be reactive instead of proactive, and that
critical national infrastructure that often runs
older, simpler systems was not designed to
withstand sophisticated attacks.
She believes the key to cyber war is not
to cripple key infrastructure one by one,
but to take them all down strategically and
simultaneously. Her first step would be to
cripple healthcare systems, water infrastructure
and facilities such as food reserve storage. As
citizens tried to flee, she would then lock down
all transport and logistics infrastructure, as well
as prevent any aid from reaching them. “I’d
leave the telecommunications and electrical
infrastructure on, to keep my attack alive,”
she said.

Evolving threats

Cyber security skills, or the lack thereof, was
another topic covered extensively during the
summit.

The fact that businesses rely on predictions
in order to plan their strategies for the future,
yet no one can accurately predict what will
happen in 10 or even five years, is making
us vulnerable, said Ofir Hason, CEO and cofounder of CyberGym, which is based in Israel.
He added that this is particularly true when
it comes to cyber security, where threats
are constantly evolving, and are increasing in
volume and sophistication.
He described how his country was under
constant attack, and having technological
superiority across a variety of fields was
crucial to its survival. “The best way to
prepare for this unknown future is to make
sure that we have the appropriate skills and
enough trained individuals who have the
ability to cope with whatever happens, even if
we have no clue what form that might take.”
He offered the audience some alarming
predictions.
• Larger and nation-state cyber attacks will
increase by 40% from 2019;
• Political cyber crimes, such as those
involving election fixing and tampering, will
rise by 300%;
• Cyber terrorism – both physical and
strategic – will be 600% up on the period
from 2014-2019;
• There will be a 2 000% increase in
artificial intelligence-driven non-human/
half-human avatars, such as fake profiles
on social media delivering fake news

in an attempt to influence people and
organisations. This can be a very powerful
tool for evil – but avatars could also be
used to protect.
Pete Herzog, co-founder and on the board
of directors of ISECOM, spoke of how the
constant drive for profit is seeing cyber
security suffer. Cyber security, he said, is
being sold as a way to increase profits, retain
customers and keep the stock price up, but,
in reality, it’s a cost centre, with a loss motive
and no real profit incentive.
He said the common maxim has been
that security professionals need to learn the
language of business, but business should
also learn the language of cyber security. He
stressed that there is no incentive for business
to learn it, so they won’t. “Business schools
still do not need to teach cyber security.
Business doesn’t get fired for bad cyber
security; they get fired for making bad deals.”
However, Herzog said there is a codependency that needs to be acknowledged,
but business doesn't realise it. “Business
needs us, and we need business. It still thinks
it needs to sow its wild oats. Meanwhile,
security is getting desperate, and trying like
hell to make security sexier so they’ll pay
attention to us.
“If cyber security was an animal, it would
be a raccoon, protecting the dumpster it eats
out of while thinking that washing its hands in
the creek somehow makes it dignified.”

“The apocalyptic fear is not that the lights will
go out because of a cyber attack; the real fear
is that the lights will never go out.”
Pukhraj Singh
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Trade war sends shockwaves
through device market

by next year, and the user experience will
improve as prices decrease.
Atwal says a ‘leap’ will occur in 2023,
when Gartner expects 5G phones to account
for more than half of all phone sales.
“Product managers should ensure highend phones are differentiated by application
integration with other devices, rather than
relying just on 5G hardware evolution,” he adds.
Gartner says it expects global
semiconductor revenue to decline 9.6% to
$429 billion this year, from $475 billion the
year before. Aside from the trade war, there
are a number of reasons for this, it says, led
by a weaker pricing environment for memory
and lower growth in major applications,
including smartphones, servers and PCs.
Ben Lee, a senior principal research
analyst, says semiconductor product
managers were advised to review production
and investment plans to insulate themselves
from the weakening market.
An oversupply in the DRAM market will see
pricing fall 42.1% this year, stretching into the
second quarter of 2020. This is being driven
by slower demand, recovery by hyperscale
vendors, as well increasing inventory held by
DRAM vendors.
It says the restrictions imposed by the
US on Chinese businesses are based on
security concerns, and this will have a
longer-term impact on semiconductor supply
and demand. This will likely spur China’s
domestic semiconductor production, and
create local forks of technologies, such as
ARM processers.
Lee says the worldwide NAND market has
been in oversupply since 2018, and is now
more pronounced as the near term demand
for NAND has turned out to be weaker than
expected.
“We expect that high smartphone inventory
and sluggish solid-state array demand will
last for a few more quarters,” he says.
With aggressive price declines for NAND,
it’s possible there will be a more balanced
supply/demand outlook for next year.

It’s not looking too rosy for those in the device
ecosystem. This year may be the first that sees a
global decline in smartphone sales.
By Matthew Burbidge

he worldwide shipment of
devices, including PCs, tablets
and cellphones, will decline by
3.3% this year to 2.2 billion units,
according to Gartner analysis.
It says while global PC shipments grew
1.5% to 63 million units for the second
quarter in 2019, there was still uncertainty
around the market for the rest of the year,
driven by the trade dispute between China
and the United States and the spectre of
tariffs. These factors will cast a shadow over
the PC market for the rest of the year, and it’s
expected total sales to be 257 million units, a
1% decline on the previous year.
According to Ranjit Atwal, a research
director at the firm, there has been strong
migration to Windows 10 in the second
quarter, and he predicts three quarters of
the install base will have migrated to the
operating system by 2021.
He suggests that product managers
continue promoting the end of Windows 7
support in 2020 as an incentive for their
customers to migrate to Windows 10.
Demand in EMEA is being pulled along
by the Windows 10 migration, Atwal says. In
the longer term, the separation of operating
system upgrades from PC hardware will
become problematic for the channel, especially
since there is no ‘Windows 11’ on the horizon.

T

Tough cellphone market

However, it’s the cellphone market that will
fare the worst, declining by about 3.8%.
Atwal says the current cellphone market of
1.7 billion devices is now about 10% below
that of the 1.9 billion devices shipped four
years ago.
“If mobile phones don’t provide significant
new utility, efficiency or experiences, users
won’t upgrade them, thus increasing these
devices’ lifespans,” he says. “It’s tough for them
at the moment. Innovation has been weak, and
foldables have been a near-term flop.”
In the longer term, he expects 5G connectivity
later and IoT to offer new applications.
The outlook for the channel, meanwhile, is
broadly positive.
According to IDC, pricing remains a critical
decision factor when purchasing a new

cellphone, which is creating new opportunities
for mid-range price points. In developing
markets, meanwhile, some momentum has
been lost as the transition from feature phones
to smartphones continues to slow.
Both IDC and Gartner reiterate that the
most significant, and uncertain, market factor
is how the China/US trade dispute will play
out over the rest of the year and into the
future. Manufacturers, such as Apple, are
said to be mulling moving some production
outside of China. But the situation remains a
highly fluid one.

Pinning hopes on 5G

The trend for lengthening cellphone lifespans
began in 2018 and will continue through 2019,
says Gartner. It predicts that a high-end phone’s
lifespan will increase from 2.6 years to nearly
2.9 years by 2023. It estimates that sales of
smartphones will decline by 2.5% in 2019,
which would be the worst decline to date.
There is some hope in 5G, though.
While telcos in parts of the US, South Korea,
Switzerland, Finland and the United Kingdom
have already launched 5G services, these have
been limited to major cities, and it will be some
time before there is widespread rollout.
Gartner says it expects 7% of global telcos
to have a commercially viable 5G service by
next year, and that manufacturers will be
looking to introduce affordable 5G-enabled
phones by then. It’s thought that 5G-capable
phones will represent 6% of total sales
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Worldwide Device Shipments by Device Type, 2018-2021 (Millions of units)
Device Type

2018

2019

2020

2021

195.3

187.2

177.5

171.2

Ultramobiles (Premium)

64.4

69.8

75.2

81.4

Total PC Market

Traditional PCs (Deskbased and Notebook)

59.7

257.0

252.7

252.6

Ultramobiles (Basic and
Utility)

149.6

146.1

144.6

142.4

Computing Device
Market

409.3

403.1

397.3

395.0

1 813.4

1 745.4

1 771.1

1 762.6

2 222.7

2 148.5

2 168.4

2 157.6

Mobile Phones
Total Device Market

Gartner
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MSSP

The
evolution
of the
MSSP
Managed security
service providers
continue to grasp at the
coattails of trust in the
South African market.
PA U L
GRAPENDAAL,
Nclose

By Tamsin Oxford

ustomers are tired of playing
babysitter. They don’t like
the clunky user portals,
the lazy metrics, the slow
response times, and the poor
communication. This, according to Forrester’s
‘Lessons Learned: Managed Security
Services 2019’ report, is the current litany of
complaints that litter the managed security
services provider (MSSP) market. The list of
complaints is extensive, but so is the need
for comprehensive security support that
allows for the organisation to step away from

C
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the front line of defence and pay attention to
the customer and growth. In South Africa,
in spite of the flurry of breaches, hacks and
leaked details that have knocked several
large reputations, there remains a sense of
suspicion towards MSSPs and what they
actually bring to the table.
“Businesses don’t seem to think through
their security investment,” says Karien
Bornheim, founder of Footprint Africa
Business Solutions. “There have been
massive cost-cutting exercises throughout
the country and many companies have pulled
their security services back in-house. The
outsourcing they’ve done in the past has been

replaced by internal systems that invariably
result in calls to service providers when a
problem arises. It’s a complex market – on
the one hand, enterprises are looking to save
money while retaining security compliance,
and on the other, the smaller companies want
the security that MSSPs offer, but they can’t
afford it.”
The theme of cost runs deep throughout
any MSSP conversation in South Africa.
Organisations want to pay less for more, but
they want the solution to be easier to use,
more robust and far more deeply integrated.
MSSPs are faced with having to balance what
they offer against the fair price expected by

Affordability

“As the complexity of the cyber security field
continues to grow, the skills shortage grows
with it, as does the cost of cyber security
technology deployment,” says Tim Quintal,
senior product portfolio manager at Internet
Solutions. “This is leading to an acceleration
of outsourcing security services to MSSPs as
well as the move from on-premise to cloudbased solutions for scale and affordability.”
For Paul Grapendaal, head of services at
Nclose, the South African market consists
primarily of large, established service
integrators and a few niche, dedicated
security providers. This forms another
barrier to entry for those who wish to
displace the incumbents and introduce shiny
new solutions to local enterprises.
“If you don’t have a well-known brand
that is trusted, then you will battle to get
customers,” says Mike Rogers, CEO, Tarsus
Technology Solutions. “This may be one of
the less understood aspects of the process.
Yes, skills are a problem and finding the right
people is a challenge in this market, but trust
is one of the least understood components of
the MSSP mix and probably the hardest to
overcome.”
Trust, capability, access to the right skills
and the need to differentiate within an active
market – these are some of the biggest
barriers to MSSP entry in SA. It can take
time and effort to establish trust-based
relationships with clients and those clients
are already eyeballing the invoice with
accounts-driven suspicion.
“This mistrust can be further compounded
by the belief that an MSSP may itself be
exposed to breach or safety vulnerabilities,”
says Riaan Badenhorst, general manager,
Kaspersky in Africa. “Research from the
Kaspersky IT Security Risks Survey found
that only 25% of businesses planned to use
MSSPs to tackle their IT security challenges
– there is still a need to convince the market
of the benefits of working with MSSPs.”
And there are benefits. Doing business
in the cyber threat landscape without any
form of reliable, ongoing and endlessly

»

the company on a tightrope made of glass.
The market is also complicated by limited
skills availability, a factor that affects both
the MSSP and the organisation, but from
two very different perspectives. For the
organisation, it’s becoming very expensive to
find the skills capable of managing internal
security systems, and for the MSSP, it’s
another line on the expense sheet.

“Some don’t pay for their support because they
think they can stretch their budgets, so they don’t
have access to patches, and others think the
patches are too risky to download.”
Karien Bornheim, Footprint Africa Business Solutions

updated security in place is the equivalent
of strapping high-end televisions to your
back and wandering unprotected through
the streets of Johannesburg. Things will not
end well.

Patch job

“Customers are not patching things and this
leaves them wide open and vulnerable,”
says Bornheim. “Some don’t pay for their
support because they think they can stretch
their budgets, so they don’t have access
to patches, and others think the patches
are too risky to download. Then the users
are still clicking on ridiculous things, which
makes user awareness a critical factor for
the organisation. Security is everybody’s
responsibility, but few think beyond how it’s
ITs problem.”
The biggest threat identified by the MSSP,
beyond the lack of skills to fortify business
and system, is the user. Time and again, the
disconnect between the user and security
lands the organisation in trouble. This
is further complicated by an increase in
distributed denial of service (DDoS) attacks,
ransomware, vulnerabilities left open due to
old systems or poor security technologies,
and the fact that nobody has the budget to
invest in the right security tools to ensure
ongoing threat protection and prevention.
As Bornheim emphasises, security seems to
still be the last thing on the business’ mind
when it’s spending money. These threats are
further weighed down with cryptojacking
and phishing, both attack vectors gaining
significant traction and getting great results
for the cyber criminal.
“Ransomware is still prevalent in the
market and we have seen an increase
in DDoS attacks,” says Brad Love, CEO,
Network Platforms. “These threats basically

“If you don’t have a well-known brand that is
trusted, then you will battle to get customers.”
Mike Rogers, Tarsus Technology Solutions

render the business useless until they can
be redressed so it’s becoming increasingly
important for companies to partner with an
MSSP that can implement protection further
up the chain.”
What the MSSP brings to the table is far
more than the complexities and complaints
found in reports and research. In the current
market, the key word seems to be ‘partner’.
It’s finding an MSSP capable of providing the
organisation with an ecosystem of security
services that go beyond just plug, play
and lazy alert monitoring, and into a space
that’s closely managed with data, analytics,
engagement and relevant security tools. For
the channel, this presents an opportunity…

Building in the cloud

“The move towards cloud and the required
understanding of how this will impact
the client while being able to securely
assure the confidentiality, availability and
integrity of their data assets presents a
massive opportunity for the market,” says
Grapendaal. “The channel needs to build
systems that meaningfully correlate the
disparate information and bring together the
various elements to provide more proactive
responses. The market has traditionally been
operationally focused and the move towards
innovative integration across the MSSP
portfolio is a significant opportunity.”
The channel stands at the cusp of what
could potentially be the revolution of the
MSSP. As Rogers from Tarsus points out, the
market has seen impressive maturation in
its adoption of cloud and managed services
over the past three to five years, with even
the most nervous of companies embracing
the as-a-service potential. Almost everything
is now a service and security should be no
different. The right MSSP should provide the
organisation with a security team and toolset
that outstrips what can be implemented on
internal budgets.
“There has been an inflection point where
the threat level makes investment into an
MSSP partner the sensible step for most
organisations today,” says Rogers.
Q3 2019 |
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Deivan Govender,
GM of Partnerships
at MTN Business

The value
of partnerships
In today’s globalised and competitive
business environment, companies
are increasingly partnering with other
businesses in order to enhance their
offerings and the solutions they can bring
to their customer base. While strategic
partnerships have come into their own
over the past few years, the concept is
nothing new, says Deivan Govender, GM of
Partnerships at MTN Business.
“Companies with complementary
offerings have been working together
for a long time. McDonalds and CocaCola partnered for decades to grow both
brands together – a strategy that saw
them gaining exponential returns in all
the markets where they had partnered.
Google would not be the giant it is today
without strategic partnerships, and owes
much of its early growth to partnerships
with brands such as AOL and Yahoo.
Today it is a powerful partner for
thousands of smaller brands,” he says.
Govender adds that while these are
extreme examples, they’re a good
illustration of how companies can
achieve mutual benefits and profitability
by working together. However, finding
the right partners and landing the right
deals isn’t as easy as it seems, and if it’s
done wrong, it can be fatal, he says.
“Creating mutually beneficial
relationships is key to making a
partnership work. You need partners
that are just as invested in selling
your product as you are, and viceversa. While it may sound basic, it’s

critically important that both parties
feel that there’s enough value in the
partnership for them to focus on it. And
never underestimate the importance
of conversation. This is the best way
to quickly learn what works, what
needs to be adjusted and how to
build a repeatable model that you can
successfully roll out in other areas,”
says Govender.
According to him, this approach has
enabled MTN Business to add value to
its offerings over the years, and has
enabled the companies it has partnered
with to do the same. “Forging strategic
partnerships with companies that offer
complementary products and services
has allowed MTN Business – and our
partners – to add to the solutions we
bring to the market. This has taken
the form of everything from new
complementary offerings that smaller
partners wouldn’t have been able to
create on their own, to enhancing existing
solutions offered by both parties.”
MTN Business’ IoT ecosystem is
a perfect example, Govender says.
“IoT relies on a number of different
technology providers to work together in
order to create an effective ecosystem.
Strategic partnerships help all the
parties involved overcome capability
and feature gaps in their solutions,
and by leveraging partners’ existing
resources and relationships, can lead
to new innovations and improved
support. We’ve seen that in the many

new applications being developed on
a regular basis by our partners, which
wouldn’t have been possible without the
support of our other strategic vendor
partners and ourselves.”
He adds that these types of
partnerships are a win-win situation,
allowing the partner companies to drive
new revenues, gain new customers, and
more easily capture opportunities they
may not have been exposed to without
the partnership in place. “In the past, the
partner model was centred on resale,
margins and collecting upfront revenue,
but as the technology sector has
transitioned to a more service-based
industry, the way partnerships work has
followed suit. Nowadays, it’s not enough
for partners to offer good technology,
they must also provide responsiveness,
flexibility and strategic enablement.”
Research over the last 15 years
by Alliance Best Practice has shown
that relationship quality is the preeminent factor in predicting partnership
success. The better the relationship,
the better the results. “This is key
to turning a mediocre partnership
into a lucrative, mutually beneficial
relationship. A deal where a startup
makes millions might be amazing for
the startup and completely irrelevant
for the multinational conglomerate
on the other end. The best channel
partnerships are relevant to both sides,
and require trust and shared values to
succeed,” Govender concludes. n

The state of
email security

IN FOCUS: Cyber security

Email security

With email security an ever present threat for businesses, the growth in
this market segment is not showing any signs of slowing down.
security foundation for our customers so they
can use technology without having to worry
about being attacked. To effectively fight bad
actors and consolidate threat intelligence,
you need to work faster than a bot. Increased
vulnerability due to BYOD is also a major
concern for businesses of all sizes.”
Milner says the biggest risk to companies
is internal, making education and training
of users a never-ending responsibility for
organisations and their security providers.
“Users are constantly being tricked into
making security mistakes or giving away
sensitive information,” he says.
“Well-known brands with a solid reputation
can become victims of fraudsters who
pretend to be them and lure unsuspecting
users into downloading a malicious
attachment to their computers,” says Riaan
Badenhorst, GM of Kaspersky in Africa.
“Email scammers are also targeting big global
events, such as sporting events. We will
likely continue to see such threats grow as
fraudsters become more sophisticated.”

Actionable intelligence

COLIN
THORNTON,
Turrito Networks

By Monique Verduyn

E

mail-based threats have
grown in number and severity.
South Africa moved up the
rankings on cyber security
firm Symantec’s global cyber
threat list from 83rd in 2017, to 27th in
2018. The report also found that malware,
phishing and spam threats are higher than
the global average. In Mimecast’s ‘State of
Email Security’ report, 88% of South African

respondents had experienced phishing
attacks, with 53% citing an increase in this
attack in the previous year.
JJ Milner, MD of hosted infrastructure
provider Global Micro Solutions, says he
expects the size of the market to double
over the next 24 months. “Any company
that provides email services today is in
the business of security. The reality is that
hackers will get in if they want to, so our
focus is on providing affordable solutions that
address the most likely risks, and to lay a

Most people don’t realise that email threats
are by far the most common, because almost
all are stopped before hitting their inbox. It’s
this actionable intelligence that businesses
are expecting.
Individual mail accounts receive hundreds
of potential threats every month, with the
majority being ‘traditional’ phishing or scam
emails. “They are generally not personalised
and contain bad English or low-quality images
and layout,” says Colin Thornton, MD of Turrito
Networks. “Increasingly, though, emails are
becoming more sophisticated. They can dodge
mail filters and may be personalised or come
from familiar addresses.”
Turrito resells Mimecast, Synaq and
Microsoft security solutions, sometimes in
combination, and is provider- and productagnostic, with solutions dependent on
customer needs, from the desktop to the
datacentre. “Most versions of Office 365
exchange have built-in email security, but
in the more affordable packages, it may be
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private-format CV presentation.
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“To effectively fight bad actors and
consolidate threat intelligence, you
need to work faster than a bot.”
JJ Milner, Global Micro Solutions
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watered down or not as configurable, says
Thornton. “In Office 365 E5, the advanced
email security service is reliable and
configurable, but comes with a hefty price tag.”
As recently as three to four years ago,
companies were still designing and building
their own email servers or systems. This
meant capital expenditure, configuration and
implementation challenges, ongoing support,
backups and a host of other running costs.
Nowadays, the vast majority have moved
to the cloud and use off-the-shelf products
like Gmail and Office 365 email where Google
or Microsoft worry about almost everything.
Some companies still use very basic email
accounts with internet service providers, and
these often have very little flexibility or added
extras (like security).
“In our experience, most local businesses
are using Office 365 mail because of the
additional products and their familiarity with
Microsoft,” says Thornton. But whether
a business uses Gmail or Office 365, the
entry-level mail accounts are not sufficiently
secure. That’s where other solutions come
in. Mimecast’s cloud-based security system
works in addition to whatever security might
be built into your email account, regardless of
where that account sits. Email hits Mimecast’s
servers before the client’s, so dangerous
emails and spam are stripped out before users
even have a chance to download them.”

Opportunity knocks

“Given that cyber crime is growing rapidly
and across the globe, the need for effective
protection and advice is certainly not going to
fade any time soon,” says Badenhorst. “This
presents an opportunity for the local channel
market to play a critical role in building a
cyber-immune future, but that can only be
achieved with support from public and private
sector organisations and industries.”
Ozone Information Technology Distribution,
for example, sells on security services as
managed subscription solutions and has
succeeded in expanding its own market share
and cementing growth opportunities. “The
advanced solutions available in South Africa
allow channel players to get started in the
market using robust and tested solutions that
meet global standards,” says MD Henk Olivier.
Ozone provides email filtering and protection
and archiving solutions. The products provide

HENK
OLIVIER,
Ozone Information
Technology
Distribution

visibility for IT service providers, allowing them
to assess the threats attempting to access
company email networks, providing them
with the tools they need to identify spam and
spoofing, and act against these threats.
“The architecture of a security solution
depends on the size of the company and its
needs, says Olivier. “Most companies are
looking for hosted email solutions, which makes
it easier for resellers as you can easily become
a reseller of most email service providers and
offer this to your clients. Factors like security,
mail archiving or retention, size of storage
and contingency or uptime can be managed
and offered by resellers to their clients by just
making use of large internet service providers’
offerings. The margins are small, but the
annuity-driven business model is great if you
have a sizeable and growing client base.”
Most resellers of email solutions start by
creating their own cloud infrastructure, hosting
and managing email as well as email security,
he adds. This is easy for resellers to do, as
most large internet service providers offer
these services to their resellers and partners
The current focus for email security and
continuity is to ensure that businesses are
more aware of the role that communication
plays in business operations and how losing
this can have a huge impact on the business.
The go-to-market for vendors and suppliers
of these services are organisations that need
to become aware of the risks involved and
which have to invest in protection and put
plans in place.

Cloud-hosted email security

Cloud storage and services have changed
email security and continuity significantly.
With businesses and end-users keeping more
mail and for longer, email providers have
had to upgrade their services to offer much
larger storage capacities and (in some cases)

unlimited archiving. Previous IT best-practice
would be to archive mails after one or two
years, when mailboxes reach a certain size;
this is no longer acceptable to many users who
use their email as a form of filing and record of
almost all communication.
“Much more storage is needed now, but it’s
Microsoft’s problem, or Mimecast’s, not yours,”
says Thornton. “Our customers have moved
to cloud email at unprecedented rates because
the benefits are so numerous. It’s virtually
unheard of for businesses to have email onpremise unless data sovereignty is an issue.”
Olivier agrees. “With companies keeping
emails for longer, there is an impact on storage
and storage costs, as well as the productivity
and resources needed for the processing of
millions of emails. This is particularly difficult
for businesses that have email security and
archiving hosted locally onsite as they not only
need the space and resources for this, but
for the backups as well. Cloud services are
much easier to manage and scale; they can be
expensive in specific circumstances, but they
are still better than on-premise solutions.”
With the threat landscape growing in scope
and concern, companies will continue to seek
out products that offer deeper protection
to both internal and external stakeholders.
A recent Market Research Future report
predicted that by 2023, the email security
market will be worth about $18 billion.
In a world where technology connects
people across platforms and borders like
never before, Badenhorst says, cyber security
is about more than just protecting devices.
“Our focus needs to be developing ecosystems
where everything connected is protected.
Over and above consistent education and
awareness around cyber security threats and
how to ensure protection, security solutions
need to predict, prevent, detect and respond to
cyber attacks.”
Q3 2019 |
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Do we still need
antivirus?

SERGEY
NOVIKOV,
Kaspersky
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It used to just be about avoiding a virus, but it seems there's now more
malware out there than ever before.
By Matthew Burbidge

t’s been a torrid couple of
years for the cyber security
and antivirus software provider
Kaspersky, but matters are
improving.
In a foretaste of the Huawei imbroglio, the
US government said in 2017 that it would
move to ban the use of Kaspersky security
software in federal government offices. The
Department Of Homeland Security said at
the time it was concerned about the ‘ties’
between certain Kaspersky officials and
Russian intelligence and other government
agencies, ‘and requirements under Russian
law that allow Russian intelligence agencies
to request or compel assistance from
Kaspersky and to intercept communications
transiting Russian networks’.
Since then, as part of its Global
Transparency Initiative, Kaspersky has
offered its source code for third-party
review. It has also opened transparency
centres in Zurich and Madrid, and, recently,
in Cyberjaya, Malaysia.
CEO Eugene Kasperksy, known to
everyone as Eugene, is still the global face
of the company, and has been very active
in the company’s efforts to persuade the
world that it has no links to the Russian
government. He’s also active in the dayto-day running of the company, and staff
members say they’ll often run into him in
the lift or corridors at the company’s head
office in Moscow.
Says Sergey Novikov, deputy director,
global research and analysis team at
Kaspersky: “The more we share (about cyber
security), the better. It’s as simple as that.”

I

Headwinds

Other distractions

And despite the problems, Novikov says his
research team continues to grow, even in
the US.
“People want to work for us, which is a
positive sign.”
He says the US ban was starting to
Balkanise the internet, which is particularly
unhelpful in fighting cyber crime.
“With advanced persistent threats (APTs),
it just makes it more challenging,” he says.
Novikov recalls the case of the Carbanak
cyber criminals who stole an estimated €1
billion from European financial institutions,
mainly through spear phishing and malware.
Kaspersky discovered the existence of the
gang, which has since been apprehended.
“I witnessed very productive and
effective cooperation between Russian law
enforcement, Europol and the Dutch and
Belgian police, sitting at one table and talking
to each other,” he says.
“This was the best-case scenario. Now
with Balkanisation, it’s completely impossible,
and doesn’t help to fight cyber crime. Law
enforcement officials from different countries
don’t speak to each other anymore.”
Are there ongoing conversations with the
United States? Have Kaspersky sales dropped
off in that country?
Novikov says while the company is
still officially banned from selling to the
government, in reality, there have been
no sales. On the other hand, it still has a
consumer market in the US.
“But still, the campaign in the media
influences our corporate sales in the US. At

the same time, we’re still operating there, and
have an office there.
“The media storm seems to be dying down.
Maybe it’s because of Huawei, because now
they’re totally focussing on them. So we’re a
little bit more relaxed.”
Novikov says Eugene and the board of
directors are positive about the future.
“Nobody wants to close everything and fire
people. We’re trying to behave in the opposite
way, and are trying to talk.”
Again, a little like Huawei, the company is
recording overall growth despite US efforts,
and Novikov says it has shown growth of 4%
year-on-year in 2018. And while it isn’t growing
in the US, it’s up 27% in the Middle East.
I ask Novikov how much antivirus the
company is selling, and whether there is, in
fact, a need for antivirus, given, in my case,
that I use a Mac.
“Your question is legitimate”, he says, "but
I’m a little upset that you’re asking it.”
He says while Mac users are more relaxed
than Windows users, there are also threats
‘in the wild’ that target Mac users.
He says he’s heard discussions that there’s
no longer a need for antivirus, which is
perhaps fuelled by the slowdown in sales of
laptops and desktops.
At the same time, corporates as well as
consumers continue to buy machines, 80% to
90% of which run Windows.
He says GDPR has also been very good
for the company and its vision, one effect
of which is that it has made users more
proactive about cyber security.
“You can have the best technology, and the
best legislation, but there is still the weakest
link, which is me and you, or the consumer or
corporate user. That’s why I believe the idea
is not to scare anyone; the idea is to share
information and make you aware.”
He says there’s no such thing as perfect
protection, but his company’s goal, in
partnership with governments, academia and
the media, is to ‘raise the barrier’, so that an
attack will end up costing the attackers more
than the value of the information they’re after.
“It may sound simple, but this is what we’re
trying to achieve.”

»

He says the openness initiative had come from
Eugene, as well as the board of directors.
“They completely understood the
importance of this transparency initiative, and
realised they needed to invest in it, as well as
fix and change our internal processes.”
The Kaspersky Security Network receives
and processes global cyber threat data, and
Novikov says it is important that this data, if
gathered from European user, be processed
in Europe.
Recently, it felt as though the company
was suddenly being buffeted by three waves:
geopolitical attacks, GDPR, and, says Novikov,
‘the understanding that there are some
legitimate concerns that we need to address
and answer, and be prepared for’.
He says while all Kaspersky staff believe they
have nothing to hide, it was uncomfortable to

have to defend the company. He adds that he
was personally upset by the events.
“I thought I was working at an international
company. It’s a Russian company, but, at
the same time, it’s international, and it has
successfully worked in the United States for
many years.
“We do our best in everything we do,” he
says, adding that there’s still mutual respect
for Kaspersky among researchers at other
cyber security companies like Symantec,
McAfee, and Trend Micro.

“Nobody wants to close everything and
fire people. We’re trying to behave in the
opposite way, and are trying to talk.”
Sergey Novikov, Kaspersky
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Hyperconverged:
Can you feel the rush?
Before you adopt hyperconverged infrastructure, it could be useful to
answer some questions: what kinds of workloads are you dealing with
now, and can you see any room for greater efficiencies?

By Matthew Burbidge
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and it’s these two companies that are often the
last two standing when a deal is on the table.
In fact, Dell used to sell a lot of Nutanix, but
when the merger happened with EMC, that
relationship came to an end.

Value judgement

There’s some confusion in the market, and
many mid-sized companies aren’t literate
enough to make a value judgement about which
company has the better offering. Skills, too, are
in short supply, with many of the people who
may have been able to make a decision now
plying their trade outside the country.
Greg McDonald is the local director, sales
engineering, at Dell EMC, and says choosing

»

hy is hyperconverged
infrastructure (HCI) so
appealing? As many
organisations are finding out,
it’s a lot simpler than running
three-tier architecture – compute, storage and
networking – and comes in at a better price.
Three-tier architecture is just the way
things have always been done, but it’s now
becoming clear that this state of affairs can’t
continue, especially since the advent of cloud.
Presently, it’s estimated that 90% of
applications are running on three tiers, but
sooner or later, they’re going to need to be
containerised, and moved to the cloud, which
will go some way to realising the efficiencies
that digital business demands. Customers are
now faced with choosing the right platform and
the right workload in a multi-cloud world, and
are also going to need to monitor them easily.
In the HCI model, the hardware-based
resources are combined and run on a normal
server. Gartner reports it has a five-year CAGR
of 13.1% and predicts it will reach $18.7 billion
by 2023. It also says that a third of businesscritical enterprise applications now running

on three-tier infrastructure will move to HCI
in two years.
The market is at present dominated by
Dell Technologies/VMware and Nutanix, and
there's little chance of the others catching up.
According to a recent IDC report, the market
was worth $4.15 billion, during the fourth
quarter of 2018.
It can also be a little confusing; analysts
are not united in how they define the
different systems and companies, and it’s not
entirely clear what is actually running inside
enterprises.
Dell says it has around 60% of the local
market, and about 32% globally. In South
Africa, it’s going head to head with Nutanix,

“You put the application in the cloud, but you can’t
turn off the array because it has other apps running
on it. A lot of people are finding it very difficult.”
Paul Ruinaard

GREG
MCDONALD,
Dell EMC
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PA U L
RUINAARD,
Nutanix

“You can now say to your executives, ‘We’re
a cloud business’, because we have the right
workloads in the right place, whether that’s
in the cloud or on-prem.”
Greg McDonald, Dell EMC
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between the company’s offerings was a little
like the choice between a Mercedes Benz and
a BMW.
“Both are very good products, and it’s all
down to your brand preference and what’s
been your experience with the company.
When you service your car, do they serve
you a nice cup of coffee? With HCI, both
products are good, and the technology is
very similar.”
There was differentiation, however, says
McDonald, when you started moving up the
stack, such as software defined networking
with the VMware ESX hypervisor layer.

"With the advent of cloud,
hyperconverged has become the
accepted architecture. It’s got to the
point where very few companies
are refreshing their on-premises
with three-tier. They’re all looking
at hyperconverged because there’s
some simplicity at scale."
Paul Ruinaard, Nutanix

fourth and they elastically expand as the
infrastructure is added.”
Storage arrays, on the other hand, are
limited to the controller performance, and
have the capacity of 100 or 200 or 500
drives, depending on the model.

Building blocks of cloud

McDonald says many large customers that
have bought traditional block storage systems
are starting to think about how to treat these
storage arrays. These are great for specific
tasks, especially if an application has deep
storage requirements, such as an archive with
five or six years’ worth of data. Mid-sized
customers, on the other hand, are starting to
see the benefits of running an HCI system.
He also says HCI scales ‘beautifully’. A
customer can put down a node to begin with,
and try it out with some virtual machines.
“When you want to expand, you just put
down a second node, or the third, or the

“With HCI, when a node reaches end of life, I
just evacuate the hosts on it and shift it onto
the next version, and I can then seamlessly
rotate infrastructure and support these
platforms at the end of life without any rip
and replace.”
Of course, cloud is on everyone’s lips,
especially since the arrival of local instances
of hyperscale cloud, and this is a key driver
of the hyperconverged market. McDonald
says it has partnerships with AWS and
Azure for ‘landing space’ in their clouds.
“Having an HCI strategy means you can
take care of your on-prem requirements,
as well as easily make connections into the
public cloud.”
Workloads are also more portable.
“You can now say to your executives,
‘We’re a cloud business’, because we have the
right workloads in the right place, whether
that’s in the cloud or on-prem. HCI is one of
the building blocks.”
Paul Ruinaard, the regional director for
Sub-Saharan Africa at Nutanix, says he’s

also seeing a marked increase in interest
from the market.
With HCI, users can get the functionality
of an on-premises cloud, with the same
control plane that is used to move workloads
into the cloud.
“Within one control plane, you can have
workloads running on-premises, or in the
cloud, and they can be moved backwards and
forwards using containers,” he says.
“With the advent of cloud,
hyperconverged has become the accepted
architecture. It’s got to the point where
very few companies are refreshing their
on-premises with three-tier. They’re all
looking at hyperconverged because there’s
some simplicity at scale.”
Ruinaard says companies are now realising
the cloud will absorb some of their apps, ‘but
they can’t work out where the best place to
run there apps is’.
These are the companies with legacy
infrastructure, and their apps are still running
on three-tier architecture.
“You put the application in the cloud, but
you can’t turn off the array because it has
other apps running on it. A lot of people are
finding it very difficult,” he says.
He says where his company adds value
is that there’s no lock-in, and its solution will
work on any hardware with any hypervisor,
and on any cloud.
Q3 2019 |
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axiz geTS inSpired!

Microsoft’s annual global conference, which took place between 15 and 18 July this year, saw over 16 000
Microsoft partners and affiliates, along with key partner-facing staff, in attendance. Known as Microsoft
inspire and held in Las Vegas in the US, the event is all about valuable insights and new strategies to propel
partners’ businesses forward.

T

raci Maynard, Microsoft
Executive at Axiz, says the
company was in attendance
throughout and was pleased
to note that this was the second year
that Microsoft Ready, its internal sales
kickoff, coincided with the partner
event. This, she says, made connecting
with key Microsoft people a real win.

“There was so much content to
absorb, it was incredible. Some of
the key speakers included Gavriella
Schuster, Corporate VP for One
Commercial Partner, who declared that
Microsoft was committed to listening to
partner feedback, and as such would
roll back the planned changes related
to partner Internal Use Rights (IUR) and

www.axiz.com | 011 2377128 | MicrosoftCSP@axiz.com

competency timelines that had been
announced,” she says.
“Judson Althoff, Executive Vice
President of Microsoft’s Worldwide
Commercial Business, explained
how partners that have formulated
business practices by solution areas
have grown their revenue significantly.
He then added that using Microsoft

technology to deliver a business
outcome needs to remain the core of
customer discussions.”
Maynard believes the most notable
presenter was Simon Sinek, a
motivational speaker and organisational
consultant, who spoke of how
‘leadership is about looking after people
in our charge’ and how ‘trust and
honesty build better businesses’.
Satya Nadella, Microsoft’s CEO, also
opened up to the delegates, sharing
his take on the future of the company
and his views as to the evolving world
ahead. His focus on 100, 17 and seven
as the crux of his message referenced
100 000 employees, 17 million partners
and seven billion people on the planet.
“Furthermore, he explained how
Microsoft’s mission remains one of
empowering everyone, making every
small business productive and making
every large business more competitive.
The company also aims to make every
government more responsive, to
provide access to education, to improve
healthcare outcomes and to amplify
human ingenuity,” says Maynard.
In addition, she continues,
Microsoft’s Chief Legal Officer, Brad
Smith, spoke about how the technology
community needs to be responsible
citizens and must work closely with
countries to create the Global Tech
Accord. Pushing for this, he said, is a
sign of how serious Microsoft is about
earning trust globally.
“The top three partner opportunities
in Africa for FY20 were also outlined
at the event, and these are: growing
the number of end-customers your
organisation engages with; deploying
Microsoft Teams to all existing Skype
for Business customers, allowing them

Traci Maynard,
Microsoft Executive
at Axiz

to work and collaborate better together;
and moving workloads to Azure using
the vendors your customers are most
comfortable with,” she adds.
“Finally, Axiz is pleased to announce
the Microsoft 365 net new customer
add campaign to all partners across
SA and Africa, valid from 16 July to 31
December 2019. This incentive rewards
all AxizCloud registered partners with

a percentage of their earnings for
simply selling Microsoft CSP (Cloud
Solution Provider) seats and creating
new tenants with specific focus on
Microsoft’s Azure platform. Ultimately,
this talks to the number of new endcustomer additions that a partner has
engaged, interacted, and transacted
with using their cloud licensing model,”
she concludes. n

IN FOCUS: Cyber security

SECURITY VENDOR

Stacks of security
The local cyber security market is booming, says Sophos, and is
seeing growth of about 14% year-on-year.
By Matthew Burbidge

hree-tier architecture is
just the way things have
always been done, but it’s
now becoming clear that this
state of affairs can’t continue,
especially since the advent of cloud.
The cyber security market is booming, and
Sophos, one of the largest companies out
there, says it’s seeing global growth of 7%
year-on-year.
Meanwhile, the local market is seeing
double that growth, says Pieter Nel, Sophos
regional head.
He says he’s seen the South African
market evolve over the years, from one
using a single antivirus product, and then a
standard firewall and intrusion protection
system, to one where it’s now typical that
organisations will have a stack of different
products providing different layers of
security.
Sophos was founded in 1985, and listed on
the London Stock Exchange in 2015, giving it
a market cap of about £1 billion at the time,
which was the largest to date IPO for a UK
software company. It now has revenue of
about £570 million, and employs over
3 000 people globally, and often ends up in
Gartner’s magic box for endpoint protection.
It also has at least eight datacentres around
the world, and South African companies are
given the option to connect back to Europe or
the United States.
Nel says, however, it always suggests using
Europe because it’s more GDPR-compliant.
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Sweet spot

It also has a basic endpoint product for
consumers, Sophos Home, but doesn’t bill
for it. He says it’s offered as a value-add
to corporate clients, so that those using its
product in office can have a similar security
experience at home.
Meanwhile, it’s the SME and mid-market,
or ‘anything under 5 000 users’ where the
company’s sweet spot is.
Its partner programme, meanwhile,
is designed to ensure that partners are
comfortable sharing information, and
when they register deals, they’re properly
protected, and are protected when the deal
comes up again for renewal.

Its partner programme is organised using
the well-trodden ‘metal’ tiers of authorised,
silver, gold, and platinum.
The last two levels receive direct support
from Sophos and distributors. Still, the lower
levels are not neglected, and make up a third
of the company’s local business.
What about moving up the ladder?
“You have to promote value-add back
to end-customers. Without the skills, you
can’t move up in status. Certifications, and
certain managed services, must be in place.
So it’s not all about revenue, it’s also about
looking after, supporting, and servicing your
customers.”
Certifications are provided either online
or in the classroom, at least twice a quarter.
One of the reasons why education and
certification is so highly stressed is that it’s
easy to make a hash of things, for example,
during installation of a network. Here,
not following best practice can mean the
difference between a breach or a secure
solution. All it takes is to leave a port open.

One born every minute

Nel says its SophosLabs reckons 400 000
new pieces of malware are ‘being born’ every
day, for which it’s clearly impossible to write
patches.
“So we changed our mentality, and we’re
now using AI technology. We’re not based on
signatures anymore, and look, instead, at file
behaviour. Why would a file come in, have
a different action without giving the user a
command? That’s how you know it’s malware.”
Another challenge is what Nel calls ‘dark
data’.
“Most firewalls will show, for example, that
47% of the data is generic data, but you don’t

»

It only works with distributors, of which it has
two in South Africa, First Distribution and
Duxbury Networking.
“Any purchase that happens must be those
two distributors, and partners can’t deal
directly with us. So it’s the partner’s choice
who they want to deal with.”
He also says it assists with certain
large accounts, in conjunction with the
distributor, and that it would help a partner
grow its business, such as visiting end-user
customers, as well as mounting educational
events.

He adds he doesn’t believe there is enough
end-user education being undertaken by
vendors, as evidenced by the user still being
the biggest risk on any network.
“We show them what threats are out
there in the market, and will make them
aware of what not to click on, or how social
engineering is taking place with phishing
attacks.”
Sophos focuses on the SME, mid-market
and the enterprise, as well the education
market, and it’s the last of these that has
unique challenges, says Nel.
“Private schools have unique compliance
needs, for example, security for students is
critical.”
He says the challenge with YouTube is
that it uses encrypted traffic, which is ‘high
risk for students, because everything will be
visible, including pornography and other adult
content’.
To address this, the company has created a
dedicated content filter.

“Without the skills, you can’t move
up in status.”
Pieter Nel, Sophos

PIETER NEL,
Sophos

»
“We don’t bash anyone,
because a breach can
happen to anyone. If
it happened to us, we
don’t expect them to
bash us.”
Pieter Nel, Sophos

know what the traffic is. And it’s because of
all the applications being born today. If you
think about it, most firewalls can only take
about 2 000 to 8 000 applications, but there
are millions out there. How do you manage
that data?”
Its solution, he says, is to get the endpoint
to talk to the firewall.
He also says it’s important to have good
relationships with other security vendors.
“We don’t bash anyone, because a breach
can happen to anyone. If it happened to us,
we don’t expect them to bash us,” he says,
adding that some global vendors have, indeed,
been hacked, and their code stolen.
He says many SMEs can’t afford a yearly
security budget, but are still expected
to be compliant. These businesses may
well be able to afford a monthly fee for a
managed security service run by a partner.
This would also typically include a back-up
solution, which is now de rigeur in the time
of ransomware.
He says the company is also going to be
launching a managed endpoint, detection and
response solution.
“It will all connect back to our central
platform. It can be a switch, in fact, anything
that’s pushing out an IP. This gives the
customer a SOC (security operations centre)
environment based on our Infrastructure-asa-Service.
“It’s something we’re very excited about. I
can’t tell you when it’s going to take place, but
know that it’s coming up soon.”
Q3 2019 |
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the pitch

Selling IT
to heavy
industry: a
slow grind
JACQUES
RIKHOTSO,
Bridgestone

SA heavy industry may not be ready for 4IR, but there are other
opportunities for the ICT sector.
By Tracy Burrows

he government’s new
focus on Fourth Industrial
Revolution (4IR) programmes
to fast track progress in
manufacturing and industry
could appear to present opportunities to
sell a plethora of advanced technologies
into South Africa’s mining, infrastructure
and manufacturing sectors.
But are those sectors really ready to invest
in the 4IR and Industrial Internet of Things
(IIoT) technologies?
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Jacques Rikhotso, manufacturing director
at tyre manufacturer Bridgestone, doesn’t
think so. Estimating that his sector is 15–20
years behind developed countries in terms
of advanced technology deployment, he says
local manufacturers in general are facing a
range of challenges that put the 4IR low on
their priority lists.
“Many local manufacturers have
machinery in place that has run efficiently
for decades. The staff know how to use it,
and we’re producing high quality products.
Manufacturers won’t simply make massive
new equipment investments, rip and replace

their factory layouts and embark on massive
upskilling projects when the return on
investment isn’t assured,” he says. “In my
environment I observe that manufacturers are
not embracing the IIoT/4IR. They may have
the desire to benefit from these technologies,
but the investment doesn’t justify the leap.
Unfortunately, traditional manufacturers
could die out if they fail to retrofit their 4IR
capabilities before a new generation of
greenfield operations is designed and set up
with 4IR capabilities,” he says.
Mike Bergen, regional director, Middle East
and Africa at GECI, newly arrived in South

»
“They may have the desire to
benefit from these technologies,
but the investment doesn’t
justify the leap.”
Jacques Rikhotso, Bridgestone

Africa and specialising in advanced cyber
security solutions for industrial facilities,
mines, oil and gas, says advanced IT solutions
can be a challenging sell in South Africa,
particularly in the cyber security space. “In
South Africa, I don’t think cyber security
is given the right kind of attention at board
level in the oil and gas, mining and industrial
sectors,” he says. While he expects this to
change soon in light of major international
breaches, Bergen also believes heavy
industry is currently focused on solutions that
can enhance safety. “Industries are keen to
benefit from better analytics and automation
of dangerous tasks, for example robotics,
cobotics and digital workforces – especially in
mining extraction and steel,” Bergen says.
He notes that sales cycles are relatively
long in the heavy industrial sector, and
that having the right networks in industries
- particularly state-owned enterprises
- goes a long way to helping secure an
appointment. The process typically sees
decision-making at a technical level by
industrial control systems engineers and
plant security managers, with strategic
decisions resting with the CISO and Board.
“Solutions like ours are not a quick sell;
they're a highly specialised sell, so it takes
time. However, we see a lot of opportunity
here in the longer term,” he says.
While the South African heavy industry
may not be rushing to embrace advanced
4IR/IIoT solutions, there are opportunities for
the ICT sector to present solutions to their
current challenges.
Rikhotso says: “Slow evolution to 4IR is not
just about the costs involved; it’s also about
the high-speed data infrastructure needed
to support IIoT/4IR technologies - fibre may
be available in urban and business areas, but
many manufacturers are based in industrial
ends of big cities and small towns, where this
is not available. You’ll find smaller factories
running on SIM cards, dial up technology,
WiFi hotspots and dongles just to keep crucial
machines connected to little remote servers,
instead of high-speed fibre connections to
secure cloud platforms.

“I don’t think cyber security is given the right kind of attention at board level”,
MIKE BERGEN, GECI

"In areas like the Brits industrial area,
where we are, we don’t have fibre, so we
can’t benefit from advanced, connected
equipment features such as remote support
from OEMs. It may be necessary for the
Government’s New Dawn approach to focus
on rolling out a fibre network in industrial
nodes to support the manufacturing sector to
make the necessary leap.”

Opportunities for ICT

Rikhotso believes there are opportunities
for suppliers to lay the groundwork for 4IR/
IIoT by offering high-speed connectivity
solutions.
But more importantly, he sees multiple
opportunities for ICT innovators to work with
manufacturers to address their challenges
within their current environments.
“Most IT vendors don’t come to industry,
to present services and solutions. We
haven’t been approached by IT people
in over six months. If they did, and they
made an effort to understand the needs of
businesses like ours, they would find that
most factories are just not smart at all. The
machine transitioning a product from A to B

is completely delinked from the machine
transitioning it from C to D, so companies
are left trying to retrofit, or put barcodes
on things so people can track the products.
There’s an opportunity for local IT suppliers
to go into factories, understand them, and
make it worthwhile for factories to invest
in a platform that makes the factory more
connected with itself.”
Another challenge he highlights is
obsolete programmable logic controller
(PLC) technologies still widely in use in
South Africa. “In South Africa, a 10-year-old
machine is still young and can still work, but
you find the PLC cards and support for the
cards has a 10-year life, after which we are
left without support by the manufacturer.
So, we have to start scavenging in the rest
of the world to see if anyone carries the PLC
card we need. There is a major opportunity
in South Africa to support obsolescence making solutions for obsolete technologies.”
In the longer term, Rikhotso believes
heavy industry and manufacturing will move
to invest more in advanced technologies,
particularly those that support production
efficiencies and analytics.
Q3 2019 |
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Shaking
up
fossils

Fuel industry
disruptor Payment24
is causing ripples
across Africa.
By Tracy Burrows
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nly five years since its launch to
fill a gap in the fleet fuel payment
space, Payment24 is now
operating across the African
continent and has become the
driving force behind millions of next-generation
fuel transactions each month. It has also
sparked a change in the fuel payment sector,
with older and more established competitors
moving to launch products with similar features.
But Payment24 sees this emerging competition
as a compliment, and intends to stay at least five
years ahead of the industry in terms of R&D
and innovation.
“This industry has been a dinosaur,” says coCEO Shadab Rahil, citing outdated fuel payment
and fleet fuel management solutions that
remained virtually unchanged for decades. “But
we entered the market with technology that

was years ahead of anything else, and we have
a strategy and roadmap to maintain that lead.”
Co-CEO Nolan Daniel says R&D remains the
company’s primary focus, with a fast-growing
developer team headed by Rahil and Daniel,
the original disruptors. “We have an agile,
startup mentality that gives us the edge, and
we intend to maintain that culture no matter
how big we get,” he says.
Payment24’s ground-breaking B2B and
B2C fuel management and payment solutions
and mobile apps are designed to streamline
and reduce risk in payments for fuel retailers,
fleet operators and motorists. The solutions
have been rolled out by blue chip retailers
and petroleum companies, as well as major
logistics players and financial institutions.
A partnership launched this year with BP
and the Pick n Pay Smart Shopper loyalty

»
“Smaller partners that don’t
understand the sector or don’t
implement the solutions correctly
could cause a project to fail and
hurt your brand.”
Nolan Daniel, Payment24
Payment24 is actively expanding across
Namibia, Kenya, Ghana, Botswana, Nigeria
and Mozambique, aiming to be one of the top
three players in the pan-African fuel payment
space within the next few years.
With a fast-growing team based in Cape
Town, Payment24 now fields a workforce
of over 30 developers, support and admin
staff, but the company expects to grow
this number to 50 by the end of the year.
All development and most of its sales and
support are done from the Cape Town office,
with a handful of selected partners in Africa
and the Middle East.

Being selective

S H A D A B R A H I L and N O L A N D A N I E L ,
Payment24

card now sees Payment24 technologies
underpinning fuel transactions for the loyalty
programme’s seven million-strong cardholder
base. In just six months, this has become the
biggest fuel loyalty programme in South Africa,
giving Smart Shoppers loyalty points when
they refuel at BP fuel stations.
BP and Masana Petroleum Solutions have
also gone live with their new FleetMove Plus
and FleetMove Premium fleet management
solutions built on the Payment24 platform to
automatically identify vehicles and drivers in
order to authorise refuelling and manage fuel
expenditure.

Rapid expansion

The company was selected as one of 36 to
participate in the international 500 Startups
Global Seed Accelerator programme in San

Francisco in 2017, paving the way for an entry
into the US. However, while the company
had planned to expand into North America
this year, Payment24’s growth across Africa
has been so strong in recent months that the
company has had to delay its US launch plans.
The company had been cautious about
expansion for the sake of it, particularly into
African regions where red tape and long
travelling times could complicate projects run
out of Cape Town.
“But a lot more has started happening
in the African market, so we are looking at
relevant projects in up to 13 African countries
and three in the Middle East,” says Rahil.
“We had planned to expand into the US this
year, but we will likely shift that expansion to
next year. We are excited about the potential
opportunities in that market.”

“Because ours is a niche enterprise product,
we have to be very selective about the
channel partners we work with,” says Rahil.
“Our partners would need to have a
good understanding of the industry and
be established and reputable players,”
Daniel notes. “Smaller partners that don’t
understand the sector or don’t implement
the solutions correctly could cause a project
to fail and hurt your brand. So we have
found that being selective works better for
us at this stage. However, we do have some
sales, support and implementation partners
in Kenya, Ghana, Namibia and the Middle
East, and we’ve also recently signed a global
partnership on complementary services.”
As technologists and developers
themselves, Rahil and Daniel have been
pushing the boundaries of innovation for
years, and are keenly exploring the potential
applications of technologies such as artificial
intelligence in the sector. “It takes long hours
and a lot of R&D to stay ahead and keep that
edge,” says Daniel. But the company intends
to continue investing heavily in innovation.
And while its growth to date may seem
impressive, Rahil and Daniel say business
growth is never quite enough. “In this sector,
the sales cycles are long – anywhere from six
months to two years, and the implementation
cycles can be between two months and a
year, so it takes time to generate revenues.
But our growth has been solid and we see a
lot of opportunity across Africa in particular,”
says Rahil.
Q3 2019 |

45

INDUSTRY

roundtable

MIKEY
MOLFESSIS,

Mimecast

Get it right for when it
all goes wrong

Disaster recovery is well-understood, well-priced and rapidly becoming
essential. Are local businesses investing in it, though?
By Adam Oxford
Photography Karolina Komendera

usiness continuity and
disaster recovery (BC and
DR) are IT fundamentals, and
they’re well-understood and
readily available. And yet,
as so many businesses have found out to
their cost, the level of protection that an
organisation thinks it has when something
happens to cause downtime in critical
systems, and the level of cover it actually
has are very different things.

B

All too often, backups either don't exist, or
can't be quickly put in place when servers
start to go wrong.
To find out whether South African
businesses are investing in the right solutions,
and how vendors and service providers can
help customers get it right, we put together
a roundtable of industry experts to look
at the state of the market and some of the
challenges that are commonly faced.
Many of our roundtable discussions focus
on the importance of cloud services in
today’s business world, but if there’s one set
of features that is undeniably delivered best

from the cloud, it’s BC and DR. That’s down
to one thing.
“Connectivity is key,” said Iniel Dreyer, MD
of Data Management Professionals (DMP)
SA. “As long as you have connectivity, you
can deliver it from anywhere in the world.”
It’s an easy proposition for customers to
understand – services delivered from the
cloud are by definition off-site and can be
replicated in multiple datacentres, providing
the peace of mind businesses need. This,
said Hemant Harie, MD at Gabsten, has
driven interest from small and medium-sized
businesses.
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New multi cloud platform improves
busiNess aNd customer experieNce
The ability to be agile along with integrating on premise data storage with the
cloud is critical in not only staying ahead of the competition, but also in delivering an outstanding customer experience

Werner Herbst, Tarsus GM-Enterprise
Compute, and Adam Day, HPE CEEMA
Storage Lead

A

nd now, Tarsus in partnership
with Hewlett Packard Enterprise
(HPE) is at the forefront of
ensuring companies can move
into the future of hybrid cloud storage
with confidence and ease.
The solution has already been rolled
out in other parts of the world and from
September it arrives in South Africa – HPE
Primera.
What does this mean for businesses
here in South Africa? In essence it enables
companies to utilise one platform for every
mission-critical application. According to
Werner Herbst, GM-Enterprise at Tarsus,
HPE delivers the agility of the cloud, raising
the bar on resiliency and performance
so clients can enable innovation without
making any compromises.

Built upon proven resiliency and provide technology refreshes every three
powered by HPE InfoSight, it enables years at no additional cost, meaning no
companies to gain instant access to data more forklift upgrades and technology
with storage that sets up in minutes, that’s always current with HPE’s Timeless
upgrades transparency, self-tunes and storage offering .
“Tarsus, along with HPE Storage
can predict what is needed. At the same
time ensuring always fast and always Solutions, will enable businesses to bring
on storage for a company’s mission cloud native mission-critical applications
critical apps backed by 100% availability to market, at the same time support
existing ones in order to accelerate
guarantee.
In addition to HPE’s GreenLake offering, speed of business, agility and innovation.
it can grow seamlessly with customers’ It is nearly impossible for IT to keep up
business needs, fulfilling IT needs, with with these demands because IT is usually
elastic consumption and scale delivered tied down administering, tuning and
as-a-service via a pay-as-you-go model. supporting infrastructure,” says Herbst,
It is unlike traditional storage because it “as a result, IT is forced to sacrifice agility
also uses AI and machine learning which for reliability. Now with HPE Primera, we
is powered by HPE InfoSight, to both can assist in eliminating the compromises
predict and prevent disruptions across and redefine what is possible in a
a customer’s storage, servers and virtual customer’s mission-critical storage, by
blending innovation from across HPE’s
machines.
“Over the past decade HPE InfoSight storage portfolio, in providing superior
has analysed application patterns across simplicity, availability and performance.”
Adds Day, “Tarsus enables us to deliver
1250 trillion data points transforming
how storage is managed and supported. deep technical understanding to their
Thousands of disruptions have been channel partners, and they also have
prevented saving our customers over 1.5 skilled employees who are up to speed
million work hours,” says Adam Day, HPE with this technology to assist customers
around the country in being able to
CEEMA Storage Lead.
In essence, HPE Primera is a new benefit from this new generation of hybrid
platform that redefines mission-critical cloud storage.”
Both believe the HPE Primera will
storage. Enabling businesses to achieve
93% less time spent on managing be a game changer within the South
storage, along with the ability to predict African landscape, as it marries cloud
and prevent issues and accelerate simplicity with high end availability and
application performance as well as performance.■

011 013 3003 011 531 1249
adam.day@hpe.com WHerbst@tarsus.co.za
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“You make friends at
2am on a Saturday
morning when they
phone in a panic and
you help them out.”
Iniel Dreyer, Data Management
Professionals SA

NEIL
EDMONDS,
Dial-a-Nerd

One key issue, said Mikey Molfessis,
cyber security specialist at Mimecast, is
that customers conflate BC and DR with
simple backups.
“There’s a perception that if you move a
service to the cloud, and it’s backed up in the
cloud, you automatically have DR and cyber
resilience,” Molfessis said. “There’s a big
difference between high availability, backup
and a DR strategy. People don’t think that
ransomware exists in the cloud, for example,
or that they won’t get attacked. But they don’t
know what they don’t know.”

Complex relationship

GERHARD
FOURIE,
Commvault

“The cloud has made it more convenient,
but it’s also made it affordable,” Harie said.
“There’s no capital expense.”
“There’s huge growth in adoption,” DMP’s
Dreyer said. “Cloud adoption has been great,
but now people are being more specific about
what they put in the cloud, and BC and DR
are key areas. The biggest challenge in South
Africa is that customers are not educated
as to how to do it properly. There are a lot

of people selling tin in the datacentre and
a piece of wire, without paying attention to
what a customer actually needs. It’s up to
us to do that education, otherwise people
perceive it in the same way as an insurance
policy, so they buy cheap.”
Customers trust us with their data,
Dreyer continued, and their data is their
livelihood. There’s a responsibility to be more
consultative in sales than many currently are.

The implications of service level agreements
(SLAs) aren’t always fully understood,
for example. Molfessis cited one financial
customer that committed to respond to its
investor queries within 30 days, and felt
confident that its three-day SLA on email
services would allow it to meet its obligations.
“What happens if your servers go down on
day 28 of receiving that email?” Molfessis
asked.
In the same way, said Johann Els, open
source manager at SUSE South Africa,
it’s not enough to focus on key applications
either. “To get to the right DR plan, you need
to think about the design of what you define
as high availability,” he said. “What services
do you need up, and what do they need to
function with? The relationship between
services is very complex.”
Customers might have petabytes of
database information backed up, Els
continued, but what does that mean when
there’s a problem?
“If a server is dead, you have to think about
how you recover that amount of data and
what’s the process for moving it around?”
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“People don’t think that
ransomware exists in
the cloud.”
Mikey Molfessis, Mimecast

STEVE
BRIGGS,
Seacom

INIEL DREYER
Data Management
Professionals

“It’s easy to put stuff in the cloud,” added
Driaan Odendaal, technical lead, Arcserve
Southern Africa. “It’s harder to get it back
out when you need it.”
“People don’t think about getting it back into
the live environment,” agreed Neil Edmonds,
technical manager at Dial-a-Nerd.

DR to data audit

Developing a true BC and DR plan is a
process that involves mapping out services

and understanding the relative value of the
data they own – it’s a key step towards true
digital transformation, in other words.
“It comes down to prioritising applications,”
said Mimecast’s Molfessis. “I may need to
have email available all the time, but I might
have a source code server, which is fine if
that's out for a day.”
“Understanding what data you have in the
first place means knowing if it’s worthwhile
paying a premium to keep it available,” said

Commvault’s channel manager Gerhard
Fourie. “You also have to consider that
there’s a risk to big uptime services with
replication, too – you could be replicating the
corruption that caused the problem you’re
now facing.”
SUSE’s Els said he’s a fan of the 'chaos
monkey’ approach popularised by Netflix, and
simulating random failures to see what effect
they have and how long they take to consider.
“It’s about figuring out where my
availability zones are,” he said. “What
happens when any part of a zone goes
down? Can I really recover? Sometimes I take
business and IT into the datacentre and I say,
‘What's this?’ Can I pull out this cable?’ And
often they don't have an answer as to what
its effect will be.”
The participants agreed that IT systems
tend to develop over time, and are poorly
documented. Often, the person responsible
for a particular key server has left the
company and no one else is fully capable of
restoring it. Commvault’s Fourie told a story
about one customer who was struggling to
physically locate a machine that was attached
to its network.
“Eventually, they found it behind a drywall,”
he said. “It had been built over the last time
the office was remodelled.”

A new relationship

There’s still the challenge that many
organisations are only willing to engage in
serious conversations about BC and DR best
practices when it’s already too late.
“It’s often only after the first attack that
you have a conversation,” said Steve Briggs,
chief commercial officer at SEACOM. “Or
when you realise that just because you have
an SLA at the datacentre, that doesn’t cover

JOHANN ELS,
SUSE South Africa

you for the guy who dug up the networking
cables at the traffic light down the road.”
“It’s a cost thing,” said DMP’s Dreyer, and
part of the negative perception is around the
way DR and BC is currently sold. “People are
very price-conscious and you end up leaving
out resiliency from a solution to keep the cost
down; then you try to upsell it as an add-on
and it becomes a grudge purchase. It should

be built into everything; we shouldn’t be
selling solutions that aren’t resilient.”
Dial-a-Nerd’s Edmonds agreed.
“One of the things I've noticed is that we’re
often talking to the finance people,” he said,
“who are looking at how this fits into the
budget.”
DR and BC is really a business
conversation, however. Large organisations

INDUSTRY
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often look at a cost of downtime calculation
and feel that they can carry that, added
Mimcast’s Molfessis, without thinking about
what the business and reputational costs are
beyond the financial numbers.
Still, as DMP’s Dreyer pointed out, if
the goal is to build trust and move to a
consultative model, those involved with
disaster recovery have an advantage over
other service providers.
“You make friends at 2am on a Saturday
morning when they phone in a panic and you
help them out,” he said. “That’s when you
earn trust and they will listen to you going
forward.”

DRIAAN
ODENDAAL,
Arcserve

HEMANT
HARIE,
Gabsten
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OvercOming
gender
stereOtypes
is key tO
inclusivity
JuLIE NOIzEux, Veritas’ Partner Success Manager, South Africa

The IT industry remains one that is largely dominated by men, despite a growing
clamour for more inclusivity and greater levels of gender parity. There are, of course,
numerous reasons why women face so many challenges in breaking into this industry.
ccording to Julie Noizeux,
Veritas’ Partner Success
Manager for South Africa, often
it begins at a very young age,
with children being groomed
to fit the traditional gender stereotypes.
She points out that historically, men
have been viewed as the ones who are
technically proficient. For her, these
gender roles were so accepted, that even
though there were several male members
of her family in IT, it never occurred to her
to consider a career in the field until she
was in her 20s.
“For me, the key to success is to
personally take charge of your own
development. For example, I taught
myself about the technical aspects of
my job, through nothing more than effort
and hard work. Moreover, placing a focus
on constant learning is critical today,
because much like carpenters need to
regularly sharpen their tools, you need to
constantly update your technology skills
if you want to keep up with the current
speed of change,” she says.
“My goal was always to stay a step
ahead of my contemporaries and one
way of doing this for me was to grasp

A

whichever opportunity came along –
even if it wasn’t necessarily in the exact
field I was interested in – and then put
extra effort into learning both this field’s
subject matter and that of the area I was
interested in. This meant that when an
opportunity arose in the field I was keen
on, I was better positioned than most to
take it.”
She admits that the pressure on
women is different to that which men
endure, particularly when first breaking
into a field, because in the beginning,
women often have to work harder in
order to be accepted. “Fortunately,” she
adds, “at Veritas, promotions are purely
merit-based and the company has a very
diverse team that collaborates well.
“If we want to achieve true gender
parity in this and other, similar
industries, we need a much stronger
emphasis on encouraging more children
to focus on Science, Technology,
Engineering and Maths (STEM)
fields. While industry must sponsor
more technology rooms at schools,
holistically speaking, it must also
encompass parents driving the STEM
message at home.

+ 27 11 020 5250 | www.veritas.com

“Then, from the education
perspective, we need to avoid
pigeonholing people based on their
gender and ensure that everyone has
an opportunity to try everything – from
sport to science – and be encouraged to
pursue their passions.”
She adds that while Veritas itself
has strong gender diversity, it would
still be nice to attend meetings with
partners or customers where the gender
balance was closer to equal. Although
female representation abounds in most
IT companies, says Noizeux, there is
still not enough representation at the
boardroom level yet.
“The good news is that such change
is happening more rapidly. Societal
mores are also evolving on a faster
timescale today and things that were
frowned upon by much of society 25
years ago are perfectly acceptable now.
With this in mind, I believe that as fewer
people are pushed into gender-specific
roles and more women achieve senior
positions and can serve as role models,
so the momentum will increase in the
right direction, like a snowball rolling
downhill,” she concludes.
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partner awards

Channel excellence
Commvault partner awards

Commvault’s partner awards where handed out during
the company’s second annual Connections Live event in
Johannesburg.
Champion of the year. From the left are: Gerhard Fourie, Johan Scheepers,
Samantha Naiker (Pinnacle), Mark Jow and Wael Mustafa.

The Cloud service provider of the year was Dimension Data. From the left are
Gerhard Fourie, Johan Scheepers, Louis van der Westhuizen (Dimension
Data), Koketso Letoaba (Dimension Data), Mark Jow, and Wael Mustafa.

NEC XON was presented with the partner of the year award. From the left
are Conrad van Niekerk, Aslam Tajbhai Jason Barr (all from NEC XON),
Johan Scheepers, Mark Jow, Wael Mustafa and Gerhard Fourie.

The Rising Star Partner of the Year was Data Management Professionals.
From the left are Gerhard Fourie, Johan Scheepers, Iniel Dreyer (Data
Management Professionals), Mark Jow and Wael Mustafa.

Distributor of the year was Pinnacle. From the left are Gerhard Fourie,
Johan Scheepers, Gerhard Gouws (Pinnacle), Mark Jow, Samantha Naiker
(Pinnacle) and Wael Mustafa.

The Going Beyond award was presented to Mauro Marsala. From the left
are Gerhard Fourie, Johan Scheepers, Mauro Marsala (Data Sciences
Corporation) , Mark Jow and Wael Mustafa.

The systems engineer of the year award was presented to Aslam Tajbhai
from NEC XON. From the left are Gerhard Fourie, Johan Scheepers, Aslam
Tajbhai, Mark Jow and Wael Mustafa.
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Tarsus and dell: driving empowermenT
and digiTal TransformaTion
Currently celebrating a decade-long partnership with Dell, Tarsus has
been working with the vendor right from its forays into the channel space,
all the way to the present.

Justine Louw, General Manager, Dell
and Microsoft at Tarsus Distribution

T

oday, Dell is a key partner in helping
to provide end-customers with the
assistance they require to drive
forward their digital transformation
journeys.
According to Justine Louw, GM for
Dell and Microsoft at Tarsus Distribution,
the company is completely fluent in its
understanding of the Dell product range,
maintains stock in country to facilitate rapid
service and is able to implement solutions
quickly, thanks to its encyclopaedic
knowledge of the Dell brand.

“Our people are fully certified and
accredited across servers, storage and VXRail, as well as holding a number of clientfacing certifications. Moreover, we ensure
these certifications are renewed annually
and insist on our people undertaking
continuous online training – which, when
coupled with on-the-job learning – means
our technicians really are among the best
at what they do,” she says.
“From a customer point of view, the other
exciting news is that Tarsus is now a BroadBased Black Economic Empowerment
(BBBEE) Level One contributor, which is the
culmination of strategic efforts in line with
our organisation to achieve this coveted
status. We have had this vision in mind
since the outset, and are now focusing on
the sustainability of our BBBEE status – it’s
not enough to have achieved this; we also
need to remain focused on retaining it.”
She says that as part of the BBBEE
Codes of Good Practice, Tarsus is involved
in the government’s Youth Employment
Services (YES) initiative. Louw says that the
company recognises the difference that
this programme can make as far as youth
empowerment and skills development
goes, adding that Tarsus has four previously
unskilled learners, out of the 30 currently
on the YES initiative, in its Dell team.
“Where we are able to offer endcustomers additional advantages is that

our corporate ownership is 48% black
female-owned, meaning we offer even
greater value in terms of the points they
can earn by partnering with us. This is our
committement to develop the channel
and growing it in a way that is best for all
South Africans.”
Furthermore, this also means that
end-customers have access to the best
of everything. This, she suggests, is a
combination of the Level One ranking
and the 48% black female ownership,
coupled with access to a partner that
brings high level experience and skills
and a 10-year relationship with a vendor
like Dell.
“When it comes to the much-used
term ‘digital transformation’, Tarsus has
been on a journey that has allowed us to
interrogate different ways in which we can
apply this to our own internal environment
and furthermore to our partners.
“Tarsus Distribution, a vendor-agnostic
distributor, meaning we are able to assist
our customers’ digital transformation
journeys
via
multiple
vendors.
Nonetheless, my advice to any who
specifically choose Dell for their journey is
to talk directly to us, because we have the
skills, the experience and a decade-long
relationship we can leverage to ensure
their digitisation journey is as smooth as
possible,” concludes Louw.■

www.tarsus.co.za

Movers and shakers
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people moves

Keeping you up to date with recent industry appointments.
Compiled by Adrian Hinchcliffe and Simon Foulds

New regional director for east and
west Africa

XLink appoints new managing
executive: sales and marketing

Hitachi Vantara, a wholly owned subsidiary of
Hitachi Ltd, has appointed JP Smith as regional
director for east and west Africa. He is tasked
with creating a high-performance culture
within Hitachi Vantara’s local sales organisation
and driving success through the delivery of
business outcomes for the company’s key
customers and stakeholders.
“With more than 20 years’ experience in
the ICT sector, JP is ideally placed to drive an
aggressive growth strategy.

Secure payment connectivity provider XLink
has announced the appointment of its new
managing executive for sales and marketing,
Nkuli Mbundu. Said XLink Communications
MD, Hymie Marnewick: “The knowledge and
expertise that Nkuli brings to the company,
along with his passion for people, customers
and sustainability, will be essential in
strengthening the high-performance culture
at XLink.”

DEVELOP South Africa appoints
new GM

Commvault South Africa welcomes
home one of its own

International office communication solutions
brand DEVELOP South Africa has appointed
Sudhir Daya as GM of its South African
operation.
Daya will collaborate closely with DEVELOP
South Africa’s national dealer network to
promote brand awareness, pursue market
growth and position the company as a
competitive force in the office automation
industry.

Johan Scheepers has been appointed country
head for Commvault SA. Scheepers, a South
African native of Pretoria, has been with
Commvault for almost 13 years, and was
recently based in Dubai, where he held the
role of technical lead for the entire MESAT
region. During this period, he developed
a deep understanding of the regional and
global channel ecosystem and built strong
relationships at both technical and commercial
levels across Commvault and its ecosystem.

New country marketing manager
Dell Technologies has announced the
appointment of Jason Jenkinson as its new
country marketing manager for South Africa. A
highly experienced and well-known executive
in the marketing world, Jenkinson has served
several of South Africa’s top companies. For
more than 20 years, he operated in many
sectors, before moving to the technology world
a decade ago.
He says he is very excited at the thought
of society being transformed by innovation.

New consumer account manager
Epson South Africa has appointed Shuaib
Hassen as its consumer account manager,
which will involve managing the accounts
within the ISER EXPERT group. Hassen’s
duties will entail growing these accounts and
introducing them to the Epson consumer range.
“We are glad to have Shuaib in this new
role and, given his long-standing experience
with Epson and its partners, he is sure to
make an invaluable contribution to the group,”
said Timothy Thomas, Epson South Africa’s
consumer sales manager.
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closing
thoughts

Responsible AI in
the supply chain
Developing countries can gain
significant supply chain efficiency
with the responsible use of AI.
GLEN RIFFEL, supply chain executive at Altron
Bytes Managed Solutions

rtificial intelligence is one of
eight top strategic technology
trends that can potentially and
significantly disrupt existing
supply chain operating models,
as identified by Gartner.
Artificial intelligence (AI) will change the
way we think about our supply chain and its
efficiency. Today’s supply chain complexities
demand additional support, creativity
and – more importantly – the ability to
accommodate our ill-prepared workforce and
developing economy.
We don’t have the luxury of time when it
comes to automation; we have to implement it
now, we can’t wait for people to be upskilled,
for instance, because then we’ll lag behind
our competitors.
When implementing AI, local businesses tend
to want to implement the same capabilities they
see in developed markets. However, there’s a
need to be responsible and take into account
a workforce that may not be ready for AI as
well as the country’s developing economy. The
typical supply chain encompasses a diverse
workforce with different skills levels, ranging
from general workers to accountants and
MBAs. The solution has to be relevant to all
levels; it must be simple to operate yet offer
complex capabilities.
While introducing AI in your supply chain
will streamline and eradicate mundane
day-to-day tasks, the real leverage lies in
automating data collection, which enables
quicker and better business decisions to be
made. AI collects information from sensors
on the various pieces of equipment and
combines this with maintenance records. The
resulting data is analysed to predict the best
time to repair the equipment, which, in turn
assists the business to plan proactively to
ensure that the right spare parts are available
in the required locations when needed.

A
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The company can do forecasting,
planning and procurement against that
data. The resulting intelligence impacts both
warehousing and logistics, allowing the
business to better plan usage, repairs or
supply against a particular demand, specific
to that geographical region.
Employing AI across the supply chain
makes people’s jobs easier, enables them to
make better decisions quicker, and removes
more mundane tasks from the day-to-day
business.

Smart warehouses

The most familiar AI examples in industrial
settings are warehouse robots that
automatically pull products from shelves for
shipping. An example would be pharmacies
in hospitals, where robots are used to pull
prescriptions from the shelves.
This use of AI can protect warehouse
workers from dangerous tasks such as
operating at heights or driving forklifts, while at
the same time improving accuracy and safety.
With AI, you can control multiple pieces of
equipment stored in vertical storage units in
your facility from a single panel, which lessens
the need for numerous low-skilled workers.
It also means that you can use the full height
of the warehouse to store stock, as well as
assisting with inventory management. Predictive
modelling uses AI to examine customer
trends, identifying which products to stock
and where to keep them in the warehouse.
Predictive modelling can also assist in reducing
forecasting errors and revenue losses from

not having the right products immediately
available – or too many of the wrong thing.
There are too many variables at play for
humans to accurately predict the appropriate
inventory levels in real-time. AI can solve these
inaccuracies, making your facility more efficient.
I think we would all agree that embracing
this type of technology, unless used to protect
employees and improve their safety, cannot
be condoned in our local environment, where
we’re looking at an unemployment rate of over
27%. While we certainly need to harness the
technology that is beneficial for business, we
also have a responsibility towards growing
the capabilities of our workforce. So we need
to implement the technology in a way that is
compatible with our unique environment.
Another way in which to improve supply
chain efficiency is to ensure constant
communication with your suppliers. AI allows
for synchronisation throughout the supply
chain, which will help the warehouse to prepare
to receive shipments at a given time. Shared
information about predicted downstream
customer demand will allow suppliers to
improve their delivery lead-times. By sharing
information, all parties can plan accordingly.
We know where we want to be, AI provides
another way of getting there, quicker and at
less cost. We can adopt the same technologies
as the rest of the world, but we need to be
responsible in how we do so and consider our
unique environment when implementing any
new technology, but particularly automation. In
my opinion this is a board imperative, and not
just an HR issue.

“There are too many variables at play for humans
to accurately predict the appropriate inventory
levels in real-time. AI can solve these inaccuracies,
making your facility more efficient.”
Glen Riffel, supply chain executive at Altron Bytes Managed Solutions

