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Security: It’s
time to do better
It’s been a particularly bad year for breaches. Why aren’t we
getting any better at protecting ourselves?

A

s we reach the end of this very
challenging year, what cybersecurity lessons have we learned,
and what are the trends that
must now demand our attention?
One thing is certain: 2021 will be remembered as the year in which cyber attacks were
propelled onto the front pages of the mainstream media. Where to begin? In late 2020,
Russian and Chinese hackers compromised
the SolarWind’s Orion software networks, affecting thousands of customers. Then, in the
granddaddy of all ransomware capers, the
Russian REvil gang managed to breach the
IT services provider Kaseya, which, in turn,
spread the malware to more than 1 000 other
businesses.
There was also the regrettable case of
vulnerabilities being found in Microsoft Exchange, which is said to have affected around
a quarter of a million servers. This has been
laid at the door of groups acting from China.
The Colonial Pipeline hack in May briefly
interrupted fuel supplies to the East Coast,
and in this case, a ransom of $4.4 million was
paid. The Russian DarkSide group was said to
be behind the attack. In June, the FBI said it
had been able to recover about $2.3 million
of this ransom.
But while the rate of ransomware cases
ratcheted up, there now seem to be encouraging signs of cooperation between law
enforcement agencies, which, it appears,

are able to trace the flow of funds through
blockchains, as well as pinpoint the location
of hackers.
In early October, it emerged that two
suspected members of an as yet unidentified gang were arrested in the Ukraine. The
operation involved the French and Ukraine
police, the FBI, as well as Europol and
Interpol; they found $375 000 in cash and
expensive cars. The arrests also resulted in
the freezing of $1.3 in crytpocurrencies. A
statement from the Cyberpolice of Ukraine
said one of the hackers was 25 years old,
and was believed to be behind the attacks on
more than 100 companies in North America
and Europe. Hacking appears to have grown
into a lucrative cottage industry in the
Ukraine; in January, the IT systems behind
the Emotet botnet were found and taken
down, the Egregor group were run to ground,
as well as the Clop gang.

No fines yet

South African businesses and government
departments have also not emerged unscathed in 2021, among them Transnet and
the Department of Justice and Constitutional
Development. In the latter’s case, it has
now emerged that over 1 000 files with the
names, banking and contact details of people
may have been compromised in the attack,
and the department has asked those who’ve
interacted with it to keep an eye on their

bank notifications. The justice department
also didn’t see fit to notify the Information
Regulator of the breach, and it was swiftly
reminded of its obligation to do so. The regulator, for its part, decried the attack, and said
that in August alone, it had been informed of
33 breaches. This year also saw the PoPI Act
come into force, but the regulator has seemingly not taken any action yet, or at least has
not levelled any fines.
This year also saw renewed focus on cloud
security, and with it, the rise of postures
incorporating SASE.
What can be done? Cybersecurity experts
say that in case after case they investigate,
often the most basic of security tenets are
not being followed. Companies, sometime
quite large ones, don’t seem to be paying this
the attention it deserves, and some are using
freeware to secure their systems. Others
ignore patches and don’t seem to mind what
kind of permissions their users have on the
network, or think they have nothing to fear
because they have a backup policy. But once
they’ve been breached, they’ll rush out a
statement along the lines of, ‘we take security
incredibly seriously’. It’s time to stop believing them.
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Security,
by the numbers
A quick look at some statistics around cybersecurity.
Compiled by Adrian Hinchcliffe

Global spending on cybersecurity will
reach $262.4 billion this year,
forecasts Cybersecurity Ventures,
while cybercrime is expected to cost
the world $6 trillion.

72% of South Africa’s IT decisionmakers are concerned their existing
data protection measures may not
cope with malware and ransomware
threats, finds research from Dell
Technologies.

R46 million is the average cost per
incident of a data breach for a South
African company, says the IBM Security and Ponemon Institute. Meanwhile,
the average time to detect and contain
a data breach is 237 days (184 days to
detect, 53 days to contain).

The global volume of cyber attacks
increased 238% during the first year
of the Covid pandemic, finds HP Wolf
Security.

73% of South African respondents
have experienced at least one web or
email spoofing attack using their
domains or lookalike domains,
according to Mimecast.

Work-from-home has increased
exposure to data loss from cyber
threats, say 68% of SA’s IT decisionmakers, according to a Dell
Technologies survey.

96% of organisations in South Africa
have implemented awareness programmes to combat phishing, with
66% using computer-based training,
and 59% using human-led training and
simulations.

21% of South African employees have
had a dispute with IT staff about the
importance or frequency of updating
their work devices, finds Kaspersky
research. Of those, 47% were allowed
by their IT department to skip updates.

Cryptocurrency mining malware
increased 117% in Q1 2021, driven by
a rise in 64-bit CoinMiner applications,
says McAfee.

Windows 7

86% of IT teams in South Africa faced
a rise in cyber attacks during 2020,
while 90% experienced a heavier
security workload, says Sophos.

14% of PC users in South Africa are
still using Windows 7, which reached
end-of-life mainstream support in
January 2020.

McAfee observed a 51% decrease in
ransomware in Q1 2021 as bad actors
shifted from low-return, mass-spread
ransomware campaigns toward
fewer, customised Ransomware-asa-Service campaigns targeting larger
organisations.
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The resiliency gap
by Rudie Raath, Chief Security Officer at Datacentrix
As a result of lockdowns, digital transformation has taken place at an
unprecedented speed over the past 18 months, creating a resiliency gap.

Rudie Raath

T

he resultant spike in cyber
crime, data breaches and ransomware attacks has shown
that hackers are exploiting
every weakness they can find.
In a recent talk I gave, I said that, unfortunately, at this time, cyber crime is a job
that really pays. It’s up to every one of us
in our organisations to turn the tables on
the criminals, and fight back.
The battle needs to be led by the CISO,
and this position should not just be a boxtick. CISOs need to have teeth. They must
take positive action to create a culture of
security accountability. The CISO should
not be kept in a technical role, but should
be elevated to the boardroom. Set the
tone at shareholder level, and you will see
the benefits at all levels within an organisation.
The culture of accountability rightly
extends to how people’s data is used and
secured. Both GDPR legislation in Europe

and the recent PoPIA in South Africa reinforce the fact that data must be treated
with the utmost respect and caution, and
organisations that don’t comply will be
penalised.
The work-from-home environment carries far more security risk. We have technology at our disposal that can reduce
this risk, and we need to use it. Multifactor authentication is not an option, but
essential. Banks have applied it with great
success, and we must follow the same
principles across the board. It’s critically
important that your passwords don’t have
commonality, and your password manager needs to become your new best friend
in life.

Vulnerability management

We are privileged in South Africa to have
massive cable pipelines in place, and this
means the large hyperscalers are now
here. The security integration they offer

www.datacentrix.co.za

allows SMEs to start leveraging very highend security at commodity-level pricing.
Small SMEs need to get rid of legacy technical debt by adopting these next-generation solutions and making use of cloud.
With new variants of threats constantly
attacking, one vulnerability can open up
a larger one, and because of this, vulnerability management is critical and must
happen in real-time. Risks must be identified and instantly mitigated, and the CISO
should respond and report on a daily basis. Every organisation needs to instil a
zero-trust culture, and training on this is
a priority.
In terms of security, we need government to be at the table, and deploy the
necessary software and controls to help
protect our ports of entry at a national
level. It’s encouraging to see that our
government is taking security seriously in
these challenging times, but there is still
more to be done.
I would like to see ways in which the private sector can engage more effectively
with the public sector. How can private
entities accelerate the public sector’s maturity while helping erase legacy debt?
There needs to be more collaboration, but
the challenge lies in doing this transparently and in the correct way. A big ship
does not turn quickly, but I feel positive
that our government and public sector
are moving in the right direction.
We hope this special report allows you
to identify the key trends, the latest technology, and the most relevant solutions
to bridge your organisation’s resiliency
gap and secure your precious data. We’ve
never been through more challenging
times, but there have never been greater
opportunities for organisations to build
effective defences against the threats we
face.
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Mark Walker,
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Rise of the CISO
The CISO has morphed from an obscure role to one of the most vital.

Mark Walker,
IDC

By James Francis Photography Karolina Komendera
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A digital world requires a
security evolution
The nature of the digital world is such that there has never been a more dangerous time to be in
business. Cyber attacks are surging, ransomware and phishing are growing in both the breadth
and depth of their onslaughts, and a digitally transforming world is progressing towards cloud
and the Internet of Things (IoT) at a pace that is opening up swathes of new attack vectors.

Furthermore, the cyber threat is not unique to the large enterprise, and organisations of all sizes face various digital security issues. Don’t think for one moment that because you are an SME that
the criminals will pass you by. Attackers tend to follow the path of
least resistance and SMEs generally have much smaller security
budgets.
It’s also worth noting that there are many different types of attacks. A small business might not suffer a ransomware attack because it is not large enough for the criminal to make much money
from, but an SME without protection may be used as a node in a
denial of service attack, or secretly enlisted to undertake cryptomining.
Another security challenge comes with the influx of new privacy
legislation, like the Protection of Personal Information Act (PoPIA),
when security is required by law, in order for companies to ensure
the security of their customer data. This means that security specialists within a business need to understand the type of data their
organisation processes or uses, and then be perfectly clear regarding where it comes from, how it is processed, how and where it is
stored and how it is disposed of at the end of its life.

Boland Lithebe,
Head: Altron Systems
Integration Security

T

he challenge, security-wise, is that as fast as businesses are
evolving digitally, the potential threats these organisations
face are evolving as fast – if not faster – than the enterprises
themselves.
Remember that as bricks and mortar organisations evolve
into digital businesses, so the protection of electronic assets has become increasingly critical. After all, with these companies now existing
in cyberspace, what was previously a physical facility is now represented
on phones by applications. These new platforms create new challenges,
not only in terms of concerns around cyber attacks, but also around obtaining the relevant security skills to defend your business against such
threats.

Mark Walker,
IDC

www.altronsystemsintegration.co.za

Ongoing training
It should also be remembered that a clear understanding is also
needed around incoming and outgoing data. After all, if you are
sharing any vital information with another business, they must obviously have the same or better security as your own company.
A last word of advice is that you can never do enough security
training of employees. Ongoing training, assessments and even
white hat hacking and social engineering attempts are key to keeping everyone in the business on their toes, and security is, ultimately, everybody’s responsibility.
Security training should be continuous and always informed by
the organisation’s culture and its core business. Also, every member
of staff must participate, and it is possibly more critical to ensure
that C-level executives undergo security training; after all, cyber
criminals would far rather compromise a member of the board than
an average, low-level employee.
Ultimately, whatever size your organisation may be, you have to
stay on top of your security measures and training. Don’t think you
are immune from attack simply because you are an SME, and if you
are an enterprise, don’t try and do it all yourself; better to focus on
your core business and seek to partner with security specialists who
can manage your entire security environment for you.

SECURITY

A

s the end of Boney M's hit
song, Rasputin, proclaims,
'Oh, those Russians'. The
land of vodka and nesting
dolls has long been associated with cybercrime, and we can even
credit the former USSR with the spark
that launched the CISO.
Back in 1995, Russian hackers successfully breached Citibank's systems, stealing
a then-staggering $10 million. It was a
sensation at the time, and Citibank spared
no expense to set things right. According
to Steven Katz, the expert they brought in
to help, Citibank's bosses told him: "You
know we had the hack so you have a blank
cheque to set up anything you want."
Ironically, they waited a month after hiring
him before announcing the breach, which
nearly tanked Katz's career. But fortunately for him, the frivolity of reputation
was nothing compared to the growing
onslaught of cybercrime, and today, Katz
is regarded as one of the all-time greats in
the cybersecurity world. He's also the first
person to be anointed as a chief information security officer, or CISO.
A lot has changed in the 26 years
since. The sophistication of cybercrime
has blown up beyond anyone's expectations, and even commoditised ‘script
kiddie’ attacks can now be very dangerous. Mild computer viruses were replaced

by insidious worms and the broadside of
ransomware. And criminals are grabbing
much more than $10 million.
Today, cybercrime is a business rivalling illegal drugs and arms-smuggling.
It has attracted organised crime, shady
state actors and pariah countries. It's
become a way to destabilise opponents
and sow chaos for the sake of it. And it's
a real problem for a world that is shifting
towards digital and data paradigms.

The new CISO

The CISO role has changed considerably
as a result. Even a decade ago, long after
Katz first gained the title, many companies didn't have CISOs. Their security

SPECIAL REPORT
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was then primrily an operational concern
handled by someone in IT.
"The CISO's role has changed from
being an internal systems and processesfocused position to a more enterprisewide role, which ensures the CISO gets
the cooperation of all stakeholders prior
to pushing forward their agenda," says
Derrick Chikanga, technology analyst
in Emerging Markets at Africa Analysis.
"CISOs are now required to coordinate
with various stakeholders in an organisation and understand their needs prior to
implementing any security changes."
We can narrow the shift down to the
title itself, says Mark Walker, IDC's associate vice president for Sub-Saharan Africa:

“

The CISO's role has changed from being an
internal systems and processes-focused position
to a more enterprise-wide role.”
Derrick Chikanga, Africa Analysis
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What to know about ransomware
attacks (and how to stop them)
Even as the world remains in the grip of a global pandemic that is showing no signs of abating,
another threat is vying for the crown of number-one risk to the global economy.
By Brian Pinnock, cybersecurity expert at Mimecast

Organisations, desperate to get their data back and avoid downtime as well as damage to their customers and reputations, are paying huge sums to these criminal organisations. Mimecast research
found that 53% of South African organisations that suffered a ransomware attack paid the ransom, but only 60% actually recovered
their data.

A layered security strategy approach for best
protection

I

n scenes reminiscent of action thrillers, high-tech criminal organisations are targeting high-value organisations and critical
national infrastructure. Data is being locked away in encrypted
formats and criminals are demanding ransoms for millions in
exchange for the release of data or, in some cases, the promise
to not release sensitive customer and company information in what is
known as double extortion attacks.
These ransomware attacks are forcing organisations offline, which
can lead to major disruption of an organisation and its supply chains.
Downtime means organisations are unable to deliver services that could
be catastrophic when it affects critical national infrastructure.

Local organisations targeted

In South Africa, the Protection of Personal Information Act has raised
the stakes for businesses that now face the dual challenge of securing
against ransomware attacks and avoiding regulatory penalties should
they fail to take all reasonable steps to protect against data breaches.
In Mimecast's `State of Email Security 2021 Report’, 47% of South
African respondents stated their organisations were hit by a ransomware attack in the past 12 months, with an average of seven days’
downtime. Common consequences include data loss (66%), business
disruption (53%), reputational damage (45%), productivity losses
(38%), financial losses (38%) and negative impact on regulatory compliance (30%).

Mark Walker, Scan the QR code and fight back
against ransomware.
IDC

What can organisations do in response to the growing threat of ransomware attacks?
➊ Harden the email perimeter. Email remains the most attractive
attack vector. A mature, cloud-based secure email gateway with
advanced inbound and outbound scanning is most effective.
➋ Deploy a layered email security strategy to augment the
built-in email security of solutions such as Microsoft 365. Recent Mimecast research found that 95% of South African IT
decision-makers use additional third-party solutions to better secure their business email platforms. Of respondents,
47% identified ransomware as a reason for deploying thirdparty solutions for email security; 38% suggested their email
platform’s built-in security does not have adequate ransomware tools.
➌ Protect and preserve corporate data by archiving to an independent, separately secured environment. This allows organisations to recover their data in the event of a successful ransomware
attack. Our research found that 45% of respondents deployed
third-party solutions for email as they required reliable and robust back-up solutions in the event of a breach.
➍ Establish an email continuity plan that allows you to continue
operating in the event of a cyberattack or other disruption. As
the lifeblood of modern business productivity, email is essential to keeping the business running in the wake of a disruptive
event.
➎ Empower end-users with regular, effective cybersecurity
awareness training. This strengthens overall organisational defences and removes opportunities for threat actors to breach the
perimeter due to human error or negligence.
➏ Employ new technologies such as AI and machine learning to
bolster the capabilities of security teams in recognising patterns
and detecting threats or vulnerabilities.

SECURITY

"The CISO is an executive with that 'C' in
their title. This defines responsibilities
that relate directly to the business. As
part of the C-suite, your primary objective
is to see how you can contribute to the
business’ wellbeing. The role has become
a lot more sophisticated. The CISO today
must understand the risks: reputational
risk, financial risk, compliance, and user
and customer satisfaction."
Regulatory pressure has also raised
the CISO's profile. Laws such as the
Protection of Personal Information Act
place substantial responsibilities on chief
executives and boards, who look to the
CISO not only to give guidance, but also
develop security strategies.
Says Chikanga: "Broadly speaking, the
main priority of the CISO is getting internal buy-in to their vision for the organisation from a security perspective. Since
the onset of Covid-19, most CISOs have
had to strengthen their cyber-defence
capabilities to counter the looming threat
of potential cyberattacks. However, during the process of strengthening their
cybersecurity, CISOs need buy-in from
the entire organisation and have everyone on board."
In some cases, regulation even puts
CISOs in the firing line: new guidance
from South Africa's Information Regulator notes that companies need to assign
an information officer in compliance with
the Promotion of Access to Information
Act. These roles have to be localised, and
CISOs are sometimes designated as that
officer.

A bridge

Yet, a CISO isn't entirely divorced from the
technical world. At the cutting edge, you
might find CISOs that, like chief information officers, have evolved into businesscentric positions where they sweat the
high-level stuff. Yet most CISOs still get
involved with day-to-day security operations, and it's their technical expertise
that helps distinguish them to their fellow
officers.
Walker says the technical role is where
the CISO shows their colours. “They're to
be able to say, 'This business information,
this data is critical and highly sensitive.'
They lead access and permission discussions."
In fact, the modern CISO might not be
leaving the technical world behind. They
act as the business' bridge between its
security needs and technical capabilities.
It might be more apt to say the CISO's role
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“

The CISO today must understand the risks:
reputational risk, financial risk, compliance,
and user and customer satisfaction.”
Mark Walker, IDC
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Dealing positively with shadow IT
is a good example of this attribute.
Other attributes include driving
change and motivating teams,
or being the energy in the room.
Effective CISOs do well with an
extroverted attitude that seeks out
interactions, and they must have a
firm grasp of business outcomes
and expectations.

A

has expanded to now include the rest of
the business in security considerations.
"Managing various stakeholders within
an organisation and bringing everyone
on board to share the vision of the CISO
is fast becoming an important element of
the role's responsibilities," says Chikanga.
This point brings us to another consideration: how should we evaluate CISOs?
It's not helpful to assume that if there are
no breaches, then the CISO is effective.
Nor is it fair to say that if there was a
breach, the CISO has failed. Security's
realities are too complicated for such glib
evaluations.
The topic is a source of debate, leading
to various benchmarks and expectations
from different quarters (see sidebar: What
is an effective CISO?). Walker notes that
we mustn’t forget the seniority of the
position.
"It's more about how you would evaluate any other C-level executive contribution to the organisational performance.
You're not talking here about a middle
person with a clear set of KPIs. The KPIs
are more generic. How well is security
strategy being implemented? What are
the relationships with security vendors?
Where is customer satisfaction in terms of
ease of use?"
Here's a thought: perhaps much of it is
up to the CISO to define. If anything distinguishes the CISO of today, it's how they
contextualise security for the business,
develop the internal relationships with
other stakeholders to achieve security
that works for them, and several other
'soft' engagements that will link security
to business value.
These are uncharted waters. We speak
of the modern CISO as a mainstay, but
it's still an emerging role. Organisations
have barely begun to wrap their minds
around what the cybercrime threat
represents and what they can do about
it. The CISOs who can keep sight of that
with words and action will be the industry's rising stars.
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Stop talking about what if successful cybersecurity is the what now, where to, and what’s next.

In 2020, a report by Cybersecurity Ventures and Intrusion predicted that the global cost of cybercrime will exceed $6
trillion by the end of 2021 and achieve the giddy heights of $10.5 billion by 2025. This makes the cybercrime economy
the third largest in the world - if it were a country, it would be sitting in the top three just after China and the US.
Mimecast’s State of Email Security report found that more than six in 10 companies experienced a ransomware attack
in 2020, with a 64% increase in email threats and 79% of companies feeling the pain of these attacks due to lack of
preparation or unexpected vulnerabilities. It’s a landscape so riddled with hidden dangers it’s little wonder that every
other article unpacks how to protect the company from disaster. But, with risk on the rise and a successful attack
a given, particularly in the ﬁnancial services sector, the real conversation is, according to Wayne Olsen, Managing
Executive Cyber Security from BCX, what to do after the ransomware has struck home.
“There is plenty of information out there about how to protect against ransomware,” Olsen adds. “Every ﬁnancial
sector institution knows about training, passwords, security hygiene and patching and the importance of ticking every
box to remain compliant and within increasingly tight regulatory restrictions, but very few conversations are being had
about what ﬁnancial organisations should do after a successful ransomware attack. And this is a critical conversation.
Companies in this sector can’t aﬀord to be frozen in place while they try to ﬁgure out what happens next.”

It’s become increasingly important that organisations invest into clear policies and strategies that allow them to ﬂex
and adapt when faced by a cyberattack. The statistics point to the fact that most companies will experience at least
one a year – some will experience several in a month. However, with policies and frameworks in place, organisations
are able to face the onslaught on a far better footing. These policies should include everything from how to handle
ransomware, through to employee awareness training, security service provider engagements, and the multiple
touchpoints in between.
“It’s worth having very clear mandates in place from the outset as they will help you plan for every eventuality. This
means your ﬁrst step should be to put these frameworks in place,” says Olsen. “Then, the second should be to know
exactly how to report the attack and get professional help to mitigate the damage. If you notify the right people at the
right time not only can you can prevent other companies from experiencing the same attack, but you can potentially
save more of your data.”
This is where a solid security strategy will come into play. A robust security strategy will outline precisely what needs
to be done in the event of a speciﬁc type of attack including which systems to shut down, which security teams to
activate, and how to incorporate the impact of the compliance mandates that regulate this sector. A trusted security
service provider is an asset, particularly in the event of a successful ransomware attack. They will collaborate with you
to develop a strategy that outlines the precise touchpoints and processes that need to be put in place to protect you
going forward.
“An experienced cybersecurity service provider is invaluable,” says Olsen. “They will ensure that you strategically
restore your business and systems to the right state, and will identify vulnerabilities and issues that can be resolved
to minimise the risk of this happening again. They will also have access to a forensic team that can step in to
potentially rescue your data and incorporate the expertise of an incident response team that can tackle the problem
methodically.”
The guidelines that manage the ﬁnancial service sector are strict, for good reason. And companies within this sector
are under immense pressure to remain secure against constant attacks. One unexpected vulnerability or user error
can reduce an organisation to data rubble, or permanently ruin its reputation. The ﬁnancial services sector suﬀered
the most expensive breach of 2021 at $5.72 million because it is the most lucrative and juiciest of targets. This makes
collaborating with a trusted partner that specialises in security a smart move for a sector that needs absolute vigilance
and compliance.
“Today, the chances of a company falling victim to an attack is almost 100%,” concludes Olsen. “However, just as the
days of being able to skate on past cybercrime are over, so are the days of letting it control your business and your
future. With an expert security service provider like BCX on side, you can handle the complexities of a successful attack
intelligently and with a measurably reduced impact on the bottom line and business. We ensure that you are prepared,
for everything, because we have the security operations centre (SOC), alliances, technology and platforms that have
been designed to make your security our priority.”

https://www.bcx.co.za/solutions/cybersecurity/
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A view from
the trenches
Security is hard, but it seems like we’re still making silly mistakes.
Here, two security professionals share their insights.
By Matthew Burbidge Photography: Karolina Komendera

A

s soon as a breach is discovered, it unleashes a chain
of events, not least an icy
stab of fear in the chests
of executives and security
professionals. There will be sleepless
nights, and there will almost certainly be
a number of conversations about money.
It also depends on what has been stolen,
and what course of action the attacker has
chosen to follow. Some organisations have
a lot to lose, say, a bank, or telco, and the
blast radius could be very wide indeed,
but others, such as medium or small business, may sink beneath the waves forever.
Should the precaution have been taken,
one of the first calls a victim will make is
to their insurance company, which will
take a look and decide whether it’s worth

paying the ransom, or if it’s possible to
recover without paying. There will also
be calls to vendors, systems integrators
or managed security service providers.
These are the people at the cold black
coalface of security, and, as Jeremy
Matthews, CEO at Dax Data, says, a lot of
midrange and small companies will ‘still
run whatever comes to hand’.
“They’ll run Microsoft Defender, because it’s in their 365 subscription. They
may run McAfee and ESET and Symantec,
all of which have advanced technologies, but people tend to run standard
AV because that’s what they’ve always
done and because they had a problem
getting budget justification for additional
security spend, particularly in the current
climate.”

“

It’s like mountain biking. It’s not if you’re
going to fall, it’s when you’re going to fall.”
Rudie Raath, Datacentrix
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That is, until a breach.
“There are so many people who will
not take your call, and then everything
changes when they get hit,” he says, adding that it was one matter of what security
technology people were buying, and quite
another on how well the solution is being
managed.
He reckons that while organisations
spend a lot on things like perimeter
security and identity and access management, the endpoint is often neglected, and
the working from home phenomenon has
exposed this weakness.
“Distributed networks, the user now
becoming the perimeter, must really force
a rethink around the defence technology
we’re putting on endpoints, which are in
many cases off the domain. To what extent
have we now created a major vulnerability
issue and increased the attack surface?”
Matthews also says that although it may
be a truism, he’s found that time and time
again, people are not doing the basics,
such as patch management, which he says
is a ‘huge’ problem.

Patch, and patch again

“

There are so many people who will not take
your call, and then everything changes when
they get hit.”
Mark Walker,
Jeremy
IDC Matthews, Dax Data

“How many attacks, like EternalBlue,
WannaCry, were avoidable if you had
the latest Microsoft security patches
deployed? This remains an ongoing issue
because maintaining a rigorous patching
policy, and getting patches deployed to
endpoints, is technically and operationally
difficult to do.
“When it comes to your endpoints, and
no matter what endpoint you have from
which vendor, your endpoint security is
the last line of defence. You have nothing
left after that. Coverage is king. You need
to ensure that you have healthy, installed
protection that is talking back to the console so you know what is happening.”
The way Rudie Raath, chief security
officer at the systems integrator Datacentrix puts it, ‘companies are fighting a war’,
one they appear to be losing, particularly
with ransomware. He says that globally, organisations have paid out more
than R650 billion in ransoms in the past

SECURITY

12 months. The way into a company’s
infrastructure, in many cases, is through
the theft of credentials, and he says that
over the last six months, he’s not had one
incident that wasn’t related to this. He
adds that most of these attacks are of
the prosaic variety, and not orchestrated
and sophisticated attacks, such as one
may see in a film.
Instead, there are basic vulnerabilities
being taken advantage of, such as leaving
potential clues about your position at
a company on social media, which may
lead to staff members being phished. Of
course, compromised credentials can always be bought quite cheaply. Armed with
these credentials, an easy point of access
is a machine on a home network, after
which malware can be installed through
an open port. The antivirus programme
can also be sidestepped with a zero-day
script. Raath says that personally identifiable data will then be exfiltrated, often
using DNS.

Chasing the data

“They’ll go and sniff out who doesn’t have
two factor-authentication and target
those users,” he says, adding that the
credential pilfering tool Mimikatz keeps
turning up, which is used to exploit vulnerabilities in a Microsoft environment.
“Over the last 18 months, it’s shifted
from compromising infrastructure
maliciously and trying to take control of
infrastructure, to chasing the data that
they can encrypt and ransom. It’s all about
the data, and that’s why they’re going
after soft targets.”
He adds that threat actors are banking
on the fear of reputational damage, as
well as the fear of penalties from local and
EU regulators, ‘and that’s how they get
the money’.
“Our user community is not educated
enough, and we’re trying really hard to
educate them about the importance of
identities. One of the things we’re pushing
for is to have proper vulnerability and
identity management in environments,”
he says.

I put it to him that even if a CISO has
done all their homework and spent significant amounts of money on sophisticated
security technology, it’s almost impossible
to keep a determined hacker out.

No guarantees

“It’s like mountain biking. It’s not if you’re
going to fall, it’s when you’re going to fall,”
says Raath. “I say to all our customers,
you’re going to pay me a lot of money, but
I can never give you a 100% guarantee.”
What it does do rather a lot of, he adds,
is running cyber drills and ‘what if’ statements to test a company’s cyber readiness.
“Everybody says they’ve got a disaster
recovery (DR) plan, but do they have a
cyber DR plan?” he asks.
“Do you know how long it will take you
(to get back to doing business) if you go
completely dark and then have to restore
critical infrastructure? Have you done a
complete cyber restore, bringing the data
back online when there was a full breach?”.
Raath mentions the case of Life
Healthcare Group, which fell victim to a
cyber attack in June 2020. Although not
a customer of Datacentrix, Raath said he
watched the case with keen interest, and
believes the group’s IT systems had been
down for three months. The company
didn’t pay the ransom, and its backups
had also been encrypted. This meant the
group had to resort to manual systems.
“It’s quite scary to think that people ignore the impact of what can happen postbreach. Suddenly, the exco wallet just
opens up, and they’ll say, ‘do whatever
you have to do to make this problem disappear’. That’s the sad part. Post-breach,
money isn’t a problem, but why is money a
problem pre-breach?”

Absurd decisions

Raath says a breach will send ripples
through a business. “Your CISO did not
explain the risk properly, or quantify it
properly, or they’re just turning a blind
eye to it, and actually fooling their
customers by saying you’ve got all these
controls in place.
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“We need to start keeping CIOs and
CEOs accountable for making absurd decisions before a breach.”
He thinks PoPI is going to tighten
controls.
When he deploys his team into a business that’s been breached, the first person they meet is “the PR person, because
they need to manage the PR message
that’s going out.
“They say they take security seriously,
but when we start the forensic investigation, we find stupid things...passwords are
not being updated, or they’re using the
most basic freeware to do their security checks. Some of them haven’t even
reviewed their active directory logs, and
we’re talking about large organisations.
It’s quite scary that even though security
has been in the press so much over the
last 18 months, companies still think it’s
okay because they have a backup, or that
it won’t happen to them, so why should
they spend money there?"
Raath thinks the lockdowns have
swelled the ranks of cyber threat actors,
and there are courses that can be taken
in 45 minutes on the dark web. “They can
learn exactly how to run a Linux server
that does various built-in exploits, and it
will take them two or three days to build
themselves a lab, and then they can attack
quite large institutions. You can buy those
exploits online for a couple of dollars.
That’s the scary part.”
It’s important to foster a culture of
cyber awareness at a company, otherwise
it’s an ‘uphill battle’.
“Some companies will try to find the
cheapest way (for cybersecurity training)
and get people to watch some videos.
Excuse my language, but that’s absolute
bullshit and is money thrown down the
tubes.”
He advocates a tough approach to staff
members shown to have lax attitudes
towards cybersecurity, such as notifying
their line manager.
“This is not just teaching them to look
at the road signs, this is living, breathing
and thinking about cybersecurity.”
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What is SASE,
and how do you use it?
SASE is the hot new security trend for the post-parameter world. What's behind the hype?
By James Francis

W

hen we talk about
the cloud, we refer
to something more
than hiring space on
servers or remotely
accessing software services. Collectively, the cloud represents a shift away
from the centralised IT environments
that replaced mainframes and came to
dominate the market. Initially, we articulated this change by adopting Softwareas-a-Service and virtual machines, then
added concepts such as elastic workloads and renting compute space.
Now the cloud has asserted itself
upon the rest of IT infrastructure, redefining networks and user access, not to
mention the rapid dissipating security
parameter. Perhaps we can even call the
current security transformation as the
last stand of the client-server era. The
cloud way of doing things is certainly
taking over. The mainstream adoption of
remote working cemented that status,
and security has been trying to follow
suit.
Around two years ago, Gartner coined
the term Secure Access Service Edge
or SASE. SASE has attracted its share
of controversy, and some say we are
jumping the gun a little here. Yet SASE
represents a solution for the current
challenges of decentralised security,
which explains its growing popularity
and the confusion emerging around the
concept.

Mark Brown,
BSI

Defining SASE

"SASE is a cloud-delivered service that
brings together networking and security
for users, devices and locations," says
Patrick Grillo, senior director, solutions
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Process, process, process
Robust and relevant cybersecurity relies on consistent processes and procedures to
ensure intelligent data and user management.

Henk Olivier, Managing Director
at Ozone Information Technology
Distribution

T

here is little doubt that cybersecurity is one of the hottest business topics today. If there is one
word that can be consistently
used to describe the statistics
around the threats, breaches, hacks and
fraudulent activities that plague the organisation, it’s this – alarming. Identity theft,
data leakage, and phishing have increased
exponentially over the past year. The Trend
Micro Cyber Risk Index (CRI) found that
nearly 80% of decision-makers believe that
their companies don’t have the protection
they need to protect against the onslaught.
According to Henk Olivier, Managing Director at Ozone Information Technology Distribution, the biggest challenge for businesses

going forward is to have processes in place
around data access, data movements, and
managing users remotely.
“Security is a complex web of layers,
systems, solutions and platforms that are
constantly having to evolve and adapt to a
threat landscape that’s on the offensive,” he
adds. “It really is an alarming time for companies, particularly now in the age of legislation where a lack of protection can put a
company in breach of laws such as PoPIA
or the GDPR. This makes it very important
for companies to invest in solutions and
toolkits that are designed to make security
more intuitive and intelligent.”
Connectivity, information-sharing, remote access – these have become key differentiators for organisations looking to
evolve and thrive in the new world of work.
The hybrid model has become increasingly
popular as organisations adapt their strategies to include more diverse working conditions, and workforces. However, this does
mean that sensitive information and data is
being moved across multiple locations and
potentially being opened up to risk.
“The business requires a secure collaboration and automated file transform
platform that handles the movement of
sensitive data while also potentially managing advanced workflow automation capabilities,” says Olivier. “This can significantly streamline business processes and
information-sharing without compromising
on security. A good solution should also include encryption and activity-tracking to
ensure compliance with regulations such
as PCI, HIPAA, POPIA and GDPR. MOVEit is
designed to tick every one of these boxes
keeping data safe and encrypted according
to your business requirements.”

Digital forensics

In addition to data flows, organisations have
to ensure system patches. One of the most

Contact our skilled team for further information:
info@ozone.co.za | 010 591 5588

common gaps in a corporate security architecture is that forgotten security update
or patch. There have been plenty of news
horror stories about companies brought to
their knees by a vulnerability left wide open
thanks to poor patching hygiene. So, another notch in the security system bow needs
to be a patch management and network
vulnerability solution such as GFI Languard
that can scan and audit all devices.
“Then, you need to consider insider fraud
and digital forensics, especially if you’re in a
high-security, high-end industry such as finance, government, law enforcement or insurance,” says Olivier. “You need tools that
are capable of providing you with visibility
into data, and the ability to track significant
data movements across different sources.
This can not only provide a forensic trail to
catch perpetrators, but as a preventative
tool to catch unusual activity or behaviour
that could be a sign of a hack. Nuix Investigate is the most advanced investigation
software on the market and is used by
corporations and governments to mitigate
these risks, intelligently.”
Finally, passwords. It’s time to stop
laughing at the fact that people use ‘12345’
as their passwords, and start panicking.
Companies need reliable tools that help
them manage employee passwords and set
password standards that ensure absolute
compliance.
“There’s little point investing in the best
security only to be let down by bad passwords,” concludes Olivier. “With Keeper
Password Manager, you can manage passwords and users across different sources of
data, systems and networks.”
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“

These are the
early Wild, Wild
West today's service
offerings must be
viewed through
this lens.”
Patrick Grillo, Fortinet

What's in a name?

marketing at Fortinet. "A key benefit of
SASE is ensuring consistent security for
remote users and devices, regardless of
their location."
More specifically, says Simeon Tassev,
MD at Galix consultancy, is that it's ‘a
security framework that combines various security technologies and concepts
to provide higher levels of protection in
a world without the traditional boundaries’.
'Without the traditional boundaries'
goes a long way to explain why SASE is
suddenly on everyone's lips. Perimeter

security could once mitigate some of the
problems. Then concepts such as zero
trust arose to help counter poor security
awareness among users. Softwaredefined networks bolted security onto
network traffic to follow the data, and
encryption stopped someone from just
scooping
up data.
But as we come full circle into the
cloud era, such individual strategies
are not enough. SASE argues that they
should be unified into a singular approach.

SASE is a new concept. It was
first coined in a 2019 paper from
Gartner, and this caused a stir
among different analysts. Some
hail it as the next level of modern
security, while others argue it's
just a new name for a grouping
of technologies that already exist.
This type of controversy is not
unique. Several years ago, analyst
firms such as Forrester challenged
Gartner over its use of the term
'Integrated Risk Management,'
which appears to be no different to
'Governance, Risk & Compliance,'
other than that Gartner calls it
something else. These semantic
differences are quite important
among competing analyst firms.
SASE may appear to be in the
same boat, but all the commentators for this article agreed that it's
a substantial designation. Mark
Brown from BSI says that "while
there are evident parallels with
existing technologies that bring
cause for many to say that this is
simply a new name for an old concept, it's more accurate to say that
SASE provides a singular responsive, replacing previous amalgamations of disparate technologies,
in a singular framework and is,
therefore, not just a new name, but
a new concept."
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How to choose your MDR
cybersecurity provider
The human element is the factor that has been missing from security solutions,
says Martin Potgieter, Co-founder and Technical Director at Nclose.

stack, whereas SOC (Security Operation
Centre) providers build on a vendor’s management system. With MDR, there is more
flexibility to change and fine tune the solution, while SOC is more limited.
With traditional providers, a customer
will receive a constant stream of alerts
that often ends up being ignored due to
‘alert fatigue’. “At Nclose, we send actionable alerts. This means sending fewer
alerts that are better quality, thanks to the
human element,” Potgieter says. “We don’t
just have a machine sending an automatic
alert. A person who understands security
is looking into it before the customer even
sees it. Our approach is to clean out the
noise, check out the bad alerts, and tune
the systems so they only send alerts that
are high-fidelity. Technology has not yet
reached the point where it can do this automatically, and it won’t be there any time
soon.”

Security posture
Martin Potgieter,
Technical Director at Nclose

"

When seeking the right MDR
(Managed Detection Response)
solution for your organisation, it’s
not as simple as buying a piece of
technology. It’s all about people
and processes and human intelligence,” he
says.
The term MDR was coined about six
years ago and is a security buzzword today. What sets this service apart is that
MDR providers build their own technology

In terms of response, if there is a critical
incident, an MDR provider will pick it up
and immediately investigate. Within hours
they will have a complete understanding of
the threat, will have mediated it, contained
it, and started the process to understand
how it happened. Without MDR, the same
process can take weeks.
If the team at Nclose picks up continuous alerts or identifies weak areas, they
raise this issue with the customer, allowing
them to quickly mature their entire security posture. “It’s a proactive approach. We
aim to mitigate the risk and close the loop,”
Potgieter says.
Implementing effective cybersecurity is

For a review of your defence
Mark Walker, capabilities contact us on
0860 NCLOSE (25673) or scan
IDC
the QR code and complete the
form and we will contact you.

a complex process that cannot always be
done in-house, especially with small or medium-sized organisations. It’s important to
look at the strategy holistically, join the silos together, and have a proactive overview
of how it all works. While there are many
organisations that take security seriously
and can drive this initiative at board level,
there are also many where cybersecurity
awareness is lacking, and security is just a
box-tick exercise. These are the organisations at high risk.
“If you’re going on a journey where you
have not outsourced security before, you
need to be careful, get perspectives from
other customers to help you choose, and
make sure you fulfill all the requirements
that you need for your business. You must
ensure that the solution meets your organisation’s specific needs and bridges
all the gaps. Practical advice from other
customers is very useful, and can give you
good input into making a decision. We always offer to give customers references,”
Potgieter says.
In terms of price, Nclose offers a unique
model that appeals to many customers.
Says Potgieter: “Usually, the price for this
type of service is calculated on events per
second. There are so many variables and it
can be complicated for customers to work
this out. Our approach is to ask how many
endpoints a customer has. That is a much
easier question and it is how we calculate
our costs. We don’t want customers to worry about price when they send log sources
through, as the log sources might be valuable from a detection perspective. Our
main aim is to protect their environment as
effectively as possible.”
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"There are two primary use cases driving adoption of a SASE architecture,"
says Meg Diaz, director, cloud security
product marketing at Cisco Secure.
"First, securing remote workers — this
is all about making sure employees can
access applications and data securely
from anywhere they work, and doing
it in a way that's simple and seamless
for the end-users. Another use case is
about securing the edge (which is really
the WAN edge, from any location), and
streamlining and securing connectivity
to public and private apps across all office locations."

Is this cloud security?

SASE came into being to secure complicated environments that smash together
different types of services. A company
may use some SaaS offerings, run workloads in different clouds, and have onpremise storage or applications. Throw
in different users with varying locations
and devices, and you get a good idea
why security is so hard to get right.
More traditional ways to manage
security, such as VPNs, don’t handle this
well: for example, if a user wants to access
a SaaS application, but they are routed
through the central company systems to
enforce security policies. This creates a
bottleneck (not to mention additional traffic costs). It's inefficient, rubbing security
against productivity.
Recent security products such as
advanced firewalls and SD-WAN can
bypass the central security and, instead,
check policies through points of presence. Yet if you want to do this beyond
SaaS and make it seamless for end-users to access corporate assets as easily
as outside services, SASE is the answer.

According to Mark Brown, BSI's global
MD for cybersecurity and information
resilience, this approach is very appealing to his customers. "Our clients tell us
that it solves several challenges, such
as the simplification of controls and
vendors, portal consolidation, establishing security by design, and, indeed, the
potential initiation of a zero trust model,
and cost management through a singular response model."
Yet even though SASE is often called
'cloud security’, it can manifest as pure
cloud, in a hybrid form or as an onpremise solution. It is primarily a managed service, as building and managing
a bespoke SASE environment could end
up as far too expensive. It's best to see
SASE as a service bouquet and expect
a service provider to align its different
elements to your specific needs.
"SASE service providers offer various
options to clients, making it easier for
them to adopt the SASE architecture,"
says Tassev. And true to its services approach, SASE is a relevant option for any
size company.
But before you jump on the phone and
order SASE for your company, there is
one more important fact to note. SASE
emerged in 2019; it's still a minnow
in technology terms and is a concept,
not a specific product set. Grillo offers
this advice: "The important thing to
keep in mind with SASE is that it was
sprung on an unsuspecting world less
than two years ago. What's been lost
in the hype is that Gartner forecasted
a five- to 10-year time horizon for it to
reach maturity. These are the early Wild,
Wild West days of SASE and the relative
immaturity of today's service offerings
must be viewed through this lens."

SPECIAL REPORT

How to bake a SASE pie
SASE is a concept that encompasses several ingredients, some
of which change depending on the
specific environments. But it's the
mix of different technology ingredients that define whether you’re
using SASE or not. What are the
key elements that define a SASE
solution? According to Gartner,
which was the first to define SASE,
the core functions are:
S
 oftware-Defined Networking
(SD-WAN)
Firewall-as-a-Service (FWaaS)
Secure Web Gateway (SWG)
C
 loud Access Security Broker
(CASB), and
Z
 ero Trust Network Access
(ZTNA)
Meg Diaz from Cisco Secure
says you can summarise SASE
into three areas: "We think about
three main components of a SASE
architecture: networking, security,
and observability."
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PoPI: It’s time
The Protection of Personal Information Act is here. Are you ready?
By Tamsin Oxford

T

he Protection of Personal
Information (PoPI) Act has
undergone several iterations,
deadline shifts, changes in approach and regulatory refinement since it was first passed on August
20 2013. Since then, the regulations and
the regulator were defined in 2014; in
2015, nominations for candidates kicked
off, and in 2017, public comment was
invited. In 2018, final regulations were
published in the Government Gazette, and

the Act finally took effect on July 1 2020.
Full compliance is now required in exactly
a year: July 1 2021.
Some companies are adopting the wait
and watch approach, while others are
looking at the headlines and wondering where to start. Both should take it
seriously. The office of the Information
Regulator, headed by Advocate Pansy
Tlakula, seems to be taking a proactive
stance, which may mean nasty surprises
for those that aren’t prepared and, what

company doesn’t want to be capable of
competing on the international stage
when it comes to privacy and protection?
Privacy regulation has become a global
standard, with more than 120 countries
offering up their own variations of the
industry standard, the General Data
Protection Regulation (GDPR) in the EU.
From Brazil to India to China and even
the US, regulations are cementing how
information is stored, managed and protected, so why be left behind?
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“

One of the rationales for
implementing PoPI was to
remove the barrier to trade
caused by South Africa
not having adequate data
protection legislation in place.”
Sián Fields, Reynolds Attorneys

“One of the rationales for implementing PoPI was to remove the barrier to
trade caused by South Africa not having
adequate data protection legislation in
place,” says Sián Fields, consultant attorney at Reynolds Attorneys. She explains
that this meant the flow of personal
information to and from South Africa, the
EU and UK, would have been prohibited
unless specific contractual clauses were
agreed, as mandated by GDPR.

“

Even in the
absence of
PoPI, data
privacy remains
fundamental, and
the right thing to do.”
Leishen Pillay, Deloitte Africa

Unlocking value

“PoPI is based on global data privacy
principles, and in that way, aligns with
the global approach to data privacy. The
ethical and transparent processing of
personal information is imperative,” says
Leishen Pillay, cyber data privacy lead at
Deloitte Africa. “Even in the absence of
PoPI, data privacy remains fundamental,
and the right thing to do.”
PoPI unlocks value for the organisation
and its stakeholders. It ensures compliance that engenders customer trust,
enhances a company’s cybersecurity
strategy, and ensures data discipline and
quality. It cements foundations in data
efficiency and standardisation, and delivers increased data asset value. There may
be plenty of compliance boxes to tick for
PoPI, but they offer up as many advantages as they do admin and complexity.
And there are quite a few boxes.
According to Danie Strachan, partner
and attorney at Adams & Adams, the
business should have: selected an information officer who will be registered with
the Information Regulator; determined
whether they need prior authorisation
from the regulator to process certain
types of information in certain situations;
have a clear and comprehensive privacy
notice; concluded written agreements
with service providers and other third
parties that process personal information

with the business; assessed the changes
that need to be made to direct marketing
activities; and have determined whether
it transfers any personal information
across South Africa’s borders and their
compliance to PoPI in this regard.
Says Fields: “At a minimum, the business should have a defensible compliance position to be able to demonstrate
that it is not ignoring the legislation and
has taken basic steps to achieve the
minimum level of compliance.”

The golden thread

The easiest first step is to ensure that
basic documents are in place. These
involve implementing policies around
data privacy and security, both internally
and externally, and in ensuring that the
relevant PoPI compliance clauses are
embedded in third-party and customer
contracts. Then, before you panic about
the weight of the To Do list, undertake an
assessment of the data that the organisation processes and how it is processed.
Dig deep into the systems that you use
and unpack precisely where the information lies, who has access to it, what it’s
used for, and how these parameters are
influenced by PoPI.
This is the bare minimum that should
be understood, right now, to ensure that
the business is on track to achieve
compliance.
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A multi-layered strategy to
fight cybercrime
In 2020, verified ransomware payouts worldwide totalled R670 billion. “Those are just the
verified payouts, which represent only a portion of what is happening out there,” says
Rudie Raath, Chief Security Officer at Datacentrix.
security and identifies where they would most
likely be breached.

Understand your data

Many years ago, security teams worried
mostly about infrastructure. Never did anyone think that backups would become so crucial, but the explosion of ransomware attacks
has changed this. “We are now data custodians,” Raath emphasises. “We track data according to its accessibility and purpose, and
from an exfiltration viewpoint, to see if people
have accessed it abnormally.

Stick to the plan

Rudie Raath, Chief Security
Officer, Datacentrix
"No matter how much technology you have
at your disposal, you’re never 100% safe from
a cyber attack. Covid has digitally revolutionised our society so fast that we have skipped
a few steps along the way, and criminals are
exploiting the opportunities in the chaos.”

Identify your weakest link

In the security consulting and vulnerability assessments that Datacentrix offers, they
simulate what a hacker would do. They test
the people, policies, processes and technology within the organisation to see if they are
stopped. Then they do a gap analysis, which
gives unique feedback on each customer’s

If the worst happens, Raath’s advice is: don’t
panic. The hackers will be pressuring and
threatening you to pay up in a matter of
hours. Make sure you understand the threat.
A knee-jerk reaction can cause stock to plummet and inaccurate information to circulate.
Ripping the internet cable from the wall might
cause more harm. Make sure you follow the
cyber breach process you have hopefully rehearsed with dry runs. Who gets called, what
gets established, how does the team validate
the information, and hoes does the response
team act on it?
“The best case scenario will be that
your systems are all in place and you
have rehearsed so well that you call the
hackers’ bluff, and they cannot exfiltrate the data,” Raath says. “You then use
your backups, which the hackers could
not touch, restore over the damage they
have done, do a broad-based password
reset, and follow processes to ensure
all controls are up and running again.”

Instil a zero trust culture

The ‘security onion’ used to consist of layers
of technology. Today, the outermost layer is
the human element, involving cyber education. This is usually the weakest layer. “We
no longer have the option of staying out of
the connected world, so we have to improve
our understanding of it. A zero trust culture
needs to be instilled. How do we interact on
email and social media, where do we click,
what do we disclose, who will access the
data? Passwords should have no commonality. A good password manager and twofactor authentication for all logins are vital,”
Raath advises.
If people, processes and technology are
not seamlessly interwoven, the gaps will
be exploited. Today, the CISO needs to
be involved in every decision, investment
and internal review. Security starts at the
boardroom table, and if it doesn’t, your organisation will be vulnerable.

Collaborate, collaborate,
collaborate

“Collaboration is our most powerful weapon
in this fight,” Raath says. “Sharing experiences can quickly put a stop to criminal
opportunities. We must create a collective
force for good, to fight the dark side. The
dark side shares information continually, so
we must do the same. We need to start talking and sharing, both within our organisation, and with other organisations. And we
must never stop educating. If cybersecurity
can become part of our collective ‘muscle
memory’, then we will all be in a stronger
position.”

Are you prepared today for the security threats of tomorrow?
Intelligent enterprise security solutions and services from Datacentrix and IBM
put zero trust into action and place security everywhere.
Email SecNet.Sales@datacentrix.co.za for a free consultation.
www.datacentrix.co.za | www.ibm.com/za-en/security
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“

Do an inventory of systems and data locations
with sensitive information
in scope for PoPI with clear
data retention policies.”
Simeon Tassev, Galix

“Data is the golden thread for so many
aspects of business today, so it’s essential
that it’s governed, protected and correctly
used to unlock its value,” says Colin Erasmus, Modern Workplace Business Group
lead at Microsoft South Africa. “It can be
cumbersome for the organisation to identify and understand the data, but failure to
do so will make it difficult to protect and
to ensure compliance.”
It’s not just technology tools, assessments, investments, checklists and admin;
compliance is a change in mindset and
culture. Companies need to train their
people so they understand the why of
PoPI, and the how of data management,
governance and protection. This mindset
not only shapes compliance, but goes a
long way towards entrenching security
into every layer of the organisation. People are the weakest link. And even if the
business is as compliant and dedicated as
can be, a breach or exploited vulnerability
has long-term financial and reputational
consequences. So, put training in place,
and not just documents and checklists.
As Ilonka Badenhorst, managing
executive at the Wireless Application
Service Providers’ Association (WASPA)
says, data privacy is good governance
and should be taken seriously.
“Data is a commodity. We’re not acting
in isolation; we are part of global best
data practice.”

The checklist
This is the essential PoPI checklist that will help you show your preparedness,
and help you get prepared:
1. Cover all four pillars: people, process, technology and data. Gary Allemann,
MD at Master Data Management
2. Look at third-party risk management, consent management, and incident and
breach management. Leishen Pillay, Cyber Data Privacy leader at Deloitte
Africa
3. Appoint an information officer and audit the processes used to collect, process and store personal information. Stuart Oberholzer, Information Security
Compliance manager at PaySpace
4. Establish a PoPI task team, conclude agreements with third parties that
process personal information for your business, and provide appropriate internal PoPI training. Danie Strachan, partner and attorney at Adams & Adams
5. Do an inventory of systems and data locations with sensitive information in
scope for PoPI with clear data retention policies. Simeon Tassev, QSA & MD at
Galix
6. Put an authorisation system in place and update the company terms and
conditions in accordance with the requirements of PoPI. Ilonka Badenhorst,
managing executive, WASPA
7. Protect your data: apply flexible protection actions that include access
restrictions, encryption and MFA depending on whether the data is public
or confidential. Colin Erasmus, Modern Workplace Business Group lead at
Microsoft South Africa
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Martin Potgieter,
Nclose

O

Choose your
tools carefully
Have a security vulnerability? There’s a tool for that.
But is this the best course of action?
By Kirsten Doyle

rganisations typically
deploy dozens of security
tools, all reporting various
events, often using similar
technologies to address
similar security challenges. This makes it
hard for security teams to know where to
go when a security incident takes place.
Each vendor comes with its own
complexities, and its own training and
staffing requirements, says Carlo Bolzonello, country manager for McAfee SA.
This means that teams need to be trained
on multiple technologies, and then
retrained when updates are released, or
changes are implemented. “It’s also timeconsuming to collect and collate all the
information from multiple vendors when
you need to respond to an incident, time
that could be better used responding to
the challenge to avoid falling victim to
malware,” he says.
And, with disparate technologies that
don’t effectively communicate with
one another, it’s hard to work out if you
have complete visibility into the entire
security estate, says Doros Hadjizenonos,
regional sales director, SADC, at Fortinet.
A challenge for many organisations
is sifting through reporting tools and
management consoles to get a unified view of what’s happening. This is
why sophisticated threats often persist
inside networks for months before being
detected.
Covid-19 has forced every organisation to rethink its security posture, says
Lynton Lubbe, cybersecurity business
practice lead at Westcon-Comstor SSA.
Staff members can be tricked into clicking on malicious content, and, he says,
businesses need to protect their data.
Security sprawl leads to lower ROI
per security tool, more false positives,
missed detections, poor integrations and
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“

It’s all very well to want all
the toys, but enterprises need to
understand that the days of buying
every new single-purpose tool or
application that comes onto the
market are over.”
Carlo Bolzonello, McAfee

frustrated security teams, says Martin
Potgieter, co-founder and technical
director at Nclose.

Fewer tools

How can organisations unify their security estate to reduce complexity? Many
vendors sell their security products as
turnkey solutions, but the reality is that
all solutions need some level of investment in human capital, says Potgieter.
“This investment in the fine-tuning of
the tools and integrating them well into
the business’ environment is what
allows for unification of the security
estate.”
Instead of making this investment,
many organisations are persuaded to
buy additional tools, which compound
the problem by stretching their security
teams ever thinner.
“I advocate using fewer tools,” he
suggests. ”Select them carefully and
ensure the tools are maintained well and
regularly fine-tuned, with a deliberate
approach to integration into business
processes and systems. In many cases,
this means bolting on managed services
to the solutions. Avoid the sprawl in the
first place. Instead of buying another security tool, rather approach your security
partner and bundle managed services
around your existing tools. Alternatively,
use the budget to grow your security
team and allow them to manage the tools
more effectively.”
Traditionally, companies purchased
specialised point solutions to secure their
environments. This has meant a sprawl
of technologies that have increased
complexity and made the management
of this environment very difficult without
any benefit, says Fortinet’s Hadjizenonos.
“Businesses should analyse their current
security estate and look at consoldating a

number of their technologies into a more
manageable footprint,” he says.
Consolidation will bring its own rewards, such as reducing the overheads
of deploying and managing so many
solutions, and it will now be possible to
more closely monitor the whole security
estate. AI can also automate the analysis
of threat information, and react quickly.

Data? What data?

With the rise of cybersecurity attacks in
Africa, it’s always been a challenge to
gain a central view of your security posture, says Lubbe, from Westcon-Comstor.
He adds that organisations should know
what data they have and where it is in the
business, which will then allow them to
transparently embed security. He says
that user education, phishing simulations, and a good centralised automated
security posture are to be encouraged.
“Find a partner that can help you with

where you have gaps, whether these are
technical or simply with regards to supporting the environment. Keep track of
where you put your data and at all times
make sure your security policies and
posture follows your data.”
“It’s all very well to want all the toys,
but enterprises need to understand that
the days of buying every new singlepurpose tool or application that comes
onto the market are over. Doing so
just leads to this security sprawl,” says
Bolzonello from McAfee. “Users should
rather seek a single platform that other
vendors can be plugged into, and one
that requires fewer elements to achieve
maximum effect.”
He adds that there’s a security skills
gap. “This is why it’s best to use your
team’s time as efficiently as possible,
to ensure that your enterprise is in a
reasonable position to defend from any
attacks.”

“

Instead of buying another security tool, rather approach your security partner and bundle
managed services around your existing tools.”
Carlo Bolzonello, McAfee SA
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Colin Erasmus,
Microsoft South
Africa

The human firewall
Like a laptop secured with 12345, remote working is the new headache
for the business security team.
By Tamsin Oxford

SECURITY

SPECIAL REPORT

“

Segmentation is a key aspect of corporate
security. In the event of a breach, the infected
segment can be cut off.”
Ian Shak, Saicom

current scenario. With the distributed
workforce, every employee is now a possible
gateway to the organisation and its data. As
the IBM 'Cybersecurity Intelligence Report
points out, human error is the major reason
for about 95% of all breaches.
Lehan van den Heever, enterprise
cybersecurity advisor, Kaspersky in Africa,
agrees, and suggests companies continuously train their employees about cybersecurity threats. “More particularly, companies should establish a human firewall as a
priority throughout their organisation. This
combines security awareness and training
solutions to deliver a comprehensive way
for organisations to protect all levels of
their structure, regardless of where people
are working from.”

Consistent training

T

he last year has not been pretty.
The Mimecast Threat Intelligence team detected a 41%
surge in cyber attack volumes in
Sub-Saharan Africa from 2019
to 2020 and, in January 2021, there was an
eightfold increase in blocked clicks – clicks
made by employees on employer devices.
These appear to be the tip of the iceberg,
with risk reports and unnerving figures
flooding in from Kaspersky, IBM, Forbes,
InfoSec and many more.
Duane Nicol, cybersecurity expert at
Mimecast, believes that most security
procedures, such as incident response, and
systems such as endpoint management,
need an overhaul to become fit for the

From the C-suite to sales, from admin
to HR, every person in the organisation
should receive consistent training that
reinforces the security message. Work from
home arrangements should be preconfigured and clear guidelines put in place on
remote working. The human firewall, as
Van den Heever says, is a critical defence
against the cybercriminal dark arts. Of
course, the technology firewalls and
toolkits are equally critical. Forrester, in
its 'State of Remote Work' report, believes
that the only way to ensure remote work
security is to adopt a strategy of zero trust.
Device health, application access, data
encryption at transit and rest, endpoint
security and Identity-as-a-Service should
all play a role in developing a network that
embeds the principles of zero trust.
Ian Shak, principal architect at Saicom,
agrees: “This is where the zero trust umbrella of technologies becomes essential.
Two of its most significant portions are
Secure Web Gateway and Cloud Access Security Broker. These help secure endpoints
like laptops and phones to ensure employees are segmented and safeguarded. Such
segmentation is a key aspect of corporate
security. In the event of a breach, the
infected segment can be cut off and not
jeopardise the entire network.”

Employees should also be equipped with
intrusion prevention and protection against
data loss and theft, preferably through
IT-approved company-issued laptops. Their
home routers should be secured with the latest firmware and a decent password, and all
devices on the network need to be protected.
For Juan Joubert, cybersecurity practice lead
at Trend Micro, this needs to be further managed by setting up two-factor authentication
and following the 3-2-1 rule in data backup –
three copies in two different storage formats
with one copy located offsite.

Best practice

It’s a complex web, but there is best practice that can help the organisation shape
its security posture and manage it more
effectively. Wesley van Rayne, principal
engineer at Redvine Networks, believes
that following the industry standard of
SASE – Secure Access Service Edge – helps
the business deliver flexible working and
security on a single, cloud-based orchestration platform. For Brandon Meszaros,
CEO at Digital Resilience, it’s about
providing employees with a secure way
to collaborate, with IT maintaining control
over shared credentials to ensure that the
business is secure.
The way Colin Erasmus, Modern Workplace Business Group lead at Microsoft
South Africa, puts it: “It’s an integrated
approach to securing access, with adaptive
controls and continuous verification across
your entire digital estate. Every access request is strongly authenticated, authorised
within policy constraints and inspected for
anomalies before granting access.”
Security for the remote and distributed
workforce is a complex bundle of policy,
platform and process. It requires that
employees are constantly and consistently
reminded about security and the impact
that their actions have on the business;
that the systems put in place are capable
and accessible; and that security teams
relentlessly evolve their postures and
approaches to keep up with cybersecurity
threats. It’s not easy. But it’s challenging
and interesting.
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Visibility is the key to
network security
You have top-of-the-range anti-virus installed, so your network is as secure as you can
make it, right? Not so fast, argues LucidView CEO, Andrew Wilson.

The Traffic-Flow Analyser also provides an excellent audit trail,
something that is becoming critical as the governance of technology
and information becomes part of codes like the King Code and law.

Spotting dodgy behaviour

Andrew Wilson, CEO

"

Anti-virus and anti-malware applications are vital components
of any cybersecurity strategy, but they are not a complete answer,” he says. “Anti-virus software works by building up massive databases of known malware and protecting against them—
it cannot detect new threats, the so-called ‘zero-day attacks’.
“And what about targeted attacks, aimed at a specific company or
even individual, which typically rely on sophisticated social engineering to gain network access? These types of attack target humans rather
than operating systems, and they are on the rise. They are particularly
associated with ransomware extortion—as we have seen, they can be extremely damaging in all sorts of ways.”
LucidView’s multifaceted solution, Wilson says, provides the missing
part of the puzzle by deploying sophisticated behavioural analysis to detect hackers. Research shows that hackers typically spend an average of
three months on a network. The process is so slow because the hacker’s
No 1 priority is to fly beneath the radar while he or she spies out the lay of
the land, and identifies vulnerabilities and the location of sensitive data.
One component of LucidView’s solution is a powerful Traffic-Flow
Analyser, which provides total visibility of all internet traffic via a userfriendly interface.
Says Wilson: “Data logs are hard to interpret—LucidView does the
analysis and presents the results via an interface that enables the CISO
to hunt down intruders and tighten up network security all round. You
need to be able to see the network properly to manage it effectively—
hence the name of the company.”

Mark Walker,

LucidView’s Intrusion Detection and Prevention System (IDPS) also
plays an important role in providing protection against new vulnerabilities or targeted attacks. This is where the behaviour-based
analysis referred to above occurs.
“Our
powerful
a LucidView
hallmark. It uses big-data analLehan
van IDPS
den isHeever,
Kaspersky
ysis combined with sophisticated artificial intelligence to detect the
in Africa
type of connection that hackers would typically use to gain remote
unauthorised access, and reports it in a way that allows the CISO to
identify the vulnerability rapidly,” Wilson says.
“These untrustworthy command-and-control connections are automatically blocked by the IDPS, offering unprecedented protection
against zero-day and targeted attacks.”
Wilson says that LucidView’s unique network-centric approach
is also evident in a complementary offering, Saturation Manager,
which is targeted at internet service providers and enterprise clients. Saturation Manager manages internet traffic to ensure that
large consumers of bandwidth don’t cause bottlenecks during peak
traffic times.
“Overall, our solutions aim to ensure that your internet links are
optimal both in terms of how the traffic on them is shaped, and in
terms of providing the visibility needed to identify and deal with intruders,” he concludes.

Another South African success story
LucidView is a South African company that has been
in business for 16 years. For the first decade, its innovative approach to network security was primarily
focused on the South African market. In the past five
years or so, it has begun competing on international
markets and has successfully amassed some 88 global
clients.

Don't
IDC become a statistic. Stop Hackers in their tracks
before they attack.
www.lucidview.net
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SMEs

Lehan van den Heever,
Kaspersky in Africa

Do SMEs need
MSSPs?
While larger organisations are more easily able to choose best-of-breed technology,
SMEs need to find the sweet spot when it comes to security skills and support.
By Tiana Cline
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S

mall companies may believe
they’re immune to cybercrime, yet they’re often
easier targets that can
be disproportionately
affected, particularly with more business being conducted online. Last year,
around 28% of data breaches involved
small to medium-sized businesses, according to the Verizon Business '2020
Data Breach Investigations Report'.
SMEs often lack dedicated IT and cybersecurity personnel, instead opting for
free, consumer security software. Here,
MSSPs – managed security services
providers – have an important role to
play, and small companies can save on
software acquisition costs and security
personnel.
Lehan van den Heever, enterprise cybersecurity advisor at Kaspersky in Africa, says many small and medium-sized
businesses now face reduced revenues
and economic uncertainty, and business priorities may lie elsewhere: “Even
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“

Even though an MSSP will add to the costs
of a business, this should be viewed as a
subscription to a security solution.”
Lehan van den Heever, Kaspersky in Africa
Lehan van den Heever, Kaspersky

though an MSSP will add to the costs
of a business, this should be viewed as
a subscription to a security solution.
The fee is recurring, scope-based, and
predictable,” he adds. “For those organisations already spending extensively on
rigorous protection measures and staff
training or awareness, using an MSSP
could cut down on IT security spend.”

Keys to the kingdom

Ensuring that SMEs partner with vendors that either have the capability or

“

For those organisations already spending
extensively on rigorous protection measures
and staff training or awareness, using an MSSP
could cut down on IT security spend.”
Lehan van den Heever, Kaspersky in Africa

the SME knowhow is essential, says Van
den Heever. An MSSP solution is effective because investing and retaining
skills in cybersecurity technology can
be tricky due to the constantly changing
threat landscape and torrent of emerging cybersecurity technology.
Paul Grapendaal, head of managed
security services at Nclose, says it
makes sense for an MSSP to leverage a
single security technology investment to
achieve the highest protection possible.
This, he says, reduces vendor fatigue
and costly complexity and management
costs.
SMEs are not only easier targets than
large businesses, the loss of data typically associated with a cyber attack will
also be most keenly felt, says Van den
Heever. “For these organisations, from
family-run businesses to small successful companies raised from the ground
up, personal data, trade secrets, and
payment information are all at stake, so
a business needs to be able to explicitly
trust the provider to hand over the keys
to its kingdom.”

What could go wrong?
The most recent compromises that Nclose has been involved in include security failures at a client, which resulted in phishing. Here, web content gateways were not correctlty configured. Endpoint protection was also found lacking. There have been
cases of policy failure for privileged account management, failures in firewall policies, and the compromise of databases and
back-up infrastructure, says Paul Grapendaal, Nclose. He estimates that an average SME could take up to two weeks to get
back to doing business after a breach. “MSSPs are called in to understand the anatomy of the attack and put the right measures in place to ensure that when the environment is brought back online, it doesn’t suffer from the same fate.”
Without understanding exactly why and how an attack occurred, many organisations spend weeks restoring services only to
be brought down again because of the same failures. It’s also worth considering that the attacker could still be in the system,
or knows how to get back in once the dust has settled. “MSSP services like SIEM, SOC and MDR go a long way to ensure that
logs, traffic flows and any evidence is retained for the purposes of learning and improving in such incidents,” says Grapendaal.
“Having to perform an investigation without these tools can be slow and tedious. These tools are also critical for creating visibility once services are restored to determine if there are any further compromises as the attackers would likely have gained
additional information about the environment, while dwelling and moving around.”
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Applying Zero Trust for
heightened cybersecurity
The benefits of implementing a Zero Trust network framework go way beyond improved
security. The new Zero Trust network edge means improving visibility, increasing productivity,
facilitating vital compliance and making better use of IT resources.
In my opinion by Paul Jolliffe

Z

ero Trust helps to build
strength and resilience
throughout the organisation.
Despite today’s hype, the Zero
Trust model is not new and
has been the subject of academic debate
for some 20 years. However, it’s only
recently that technology has improved
to the point where the theoretical Zero
Trust model based on the principle of
never trusting and always verifying has
made this model a reality, with gamechanging products coming to market.
Many security experts and organisations have endorsed this new network
edge, including MTN Business.
MTN Business sees the cybersecurity
reality being that at the lowest estimates,
some 30% of data breaches originate
internally. These may not be malicious –
maybe employees just being a little blasé
with passwords, for example – but while
a traditional security model assumes

that internal traffic is safe, the Zero Trust
model considers everything and everyone
untrustworthy until proven otherwise.
This may appear an extreme approach,
however it’s one that actually provides
multiple spin-off benefits.
In essence, Zero Trust eliminates
standing privilege and users, devices,
and applications must submit an access
request every time they need to access
the network. Then every request is evaluated based on micro-segmentation of
user types, locations, and other identifying data to determine when to trust, what
to grant access to, and how long access
should be enabled.
Zero Trust limits the damage if malware
gets through or credentials are compromised and it secures remote workforces
far more effectively than traditional
methods.
Achieving a Zero Trust environment
can be perceived as complicated and

For more information on how MTN can co-create solutions for your business
send a mail to MTNBusiness.Marketing@mtn.com

mtnbusiness.co.za

costly, but that is not the case. There’s
no need for a rip and replace approach.
Zero Trust is built upon an existing architecture using products that work well in
this environment. The objective, however
should not be to expose any applications
or VPNs to the public internet. This needs
to be a Zero Trust network.
When advising its clients about deploying, implementing, and maintaining
a Zero Trust network, MTN Business begins by identifying the product surface
and mapping transaction flows. Then the
Zero Trust architecture is built and the
most appropriate policies and procedures
are put in place as part of ongoing maintenance. Zero Trust needs to provide the
ability to connect to web applications,
SaaS, and IaaS on the same platform.

Commitment to administration

Although MTN Business is a proponent of
the Zero Trust model, the model is not al-
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ways perfect and a thorough understanding of the built-in risk factors is essential.
Moving from one cybersecurity strategy
to another is not a quick and easy process, especially for large organisations
and those with legacy security systems
in place – plus disruption needs to be factored into the equation.
A piecemeal approach can lead to gaps
and unwinding a legacy solution can lead
to security lapses. A Zero
Trust model demands
commitment to ongoing
administration,
keeping
permissions accurate and
up-to-date. There is also
the potential for disruption of productivity and a
real challenge is securing
access without negatively
affecting workflows.
Despite a Zero Trust
network having its challenges, it is still the preferred solution for security-conscious companies
where high-level security
and compliance are critical to the business. MTN
Business advises a dual
approach, starting by identifying the most sensitive
data and critical workflows that can be
subjected to stricter access controls and
session management through multifactor authentication. This approach is specifically relevant for managed assets and
third party connectivity.
Identify a protect surface, which is
unique to each organisation. This is the
network’s most critical and valuable applications, assets, data and services.
Then identify how traffic moves across

“

the organisation in relation to the protect surface. Understanding who the users are, which applications they are using and how they are connecting is the
only way to determine and enforce the
policies that ensure secure access to
data.
Once the interdependencies between
applications, assets, data and services
are understood, put the controls in place

CISO expertise

Once the organisation has built its Zero
Trust policy around the protect surface,
real-time monitoring and maintenance
take place to constantly identify what
should be included in the protect surface, interdependencies, and improvements to policy. The policies need to be
able to scan traditional HTTP, HTTPS,
JavaScript Object Notation (JSON) and
API-based traffic.
The primary drivers of moving to Zero Trust go beyond
the rapid pace of digitisation,
bringing with it increasing IT
complexity. It includes cyber criminals becoming constantly more sophisticated
and outwitting current cyber
defences. The development
of digital products and services to meet current and
future requirements – including workforce mobility and
collaboration – is also being
constrained by rigid existing
cybersecurity controls, plus
the shift to cloud is demanding a new approach to securing critical business data.
As the role of the CIO
evolved with digitisation,
so has the role of the CISO from being
gatekeepers to strategic business enablers, underlining the need for CISO expertise.
In conclusion, despite the efforts of the
cybersecurity community, data breaches
continue. If companies and their CISOs
recognise the challenges and value of
Zero Trust and have the right approach
in play, they can positively move their
security position forward.

When advising its clients about deploying, implementing, and maintaining
a Zero Trust network, MTN Business
begins by identifying the product surface and mapping transaction flows.
Then the Zero Trust architecture is
built and the most appropriate policies
and procedures are put in place as
part of ongoing maintenance.”
as close to the protect surface as possible, creating a micro perimeter around
it, which moves with the protect surface
wherever it goes.
The gradual introduction of Zero Trust
security should avoid the disruption of
the continuity of a cybersecurity strategy.
Organisations can begin locking down
crucial assets, but be exposed to fewer
threats by not abandoning one system for
another.

About Paul Jolliffe

Paul Jolliffe recently joined MTN Business as head of enterprise security solutions. Paul brings to MTN Business not just his MBA, CISSP and multiple business awards, but a wealth of experience in senior leadership roles with blue chip companies. He has worked in such countries as the United Kingdom, United States,
Europe, Middle East and South Africa, bringing a global perspective and significant technical and business
depth to his position with MTN Business. His expertise encompasses digital security strategy development
and transformation and an enviable knowledge of cloud, IoT, big data and unified communications. He is regarded as a thought leader and is a respected presenter.
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The devil
in the detail
Cybersecurity expert Mikko Hyppönen prophesies a time when we won’t
be able to live without technology. And it’s almost here.
By Kirsten Doyle
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umankind has lived through
many waves of technological
revolution. The first wave,
which took all the computers
online, has already happened,
and we’re now living in the second wave
of the internet revolution, which will take
everything online.
“I'm not just speaking about IoT, or smart
devices, I’m speaking about everything,”
says Mikko Hyppönen, chief research officer at F-Secure. “Everything that uses
electricity will go online, there’s nothing
we can do about it, and this revolution is
going to bring us great benefits and great
new risks.”
Speaking at the KB4-CON in September,
he says that before the advent of the internet, you could have your wallet or car stolen by a criminal living in your city. “Today,
when you get hit by crime, it's someone
breaking into your account or stealing your
passwords or your credit card information.
And these criminals are not in your city,
they can be anywhere on the planet.”
He believes that soon we won't be able
to live without technology, and offers
electricity as an example. “It runs everything today, and all modern societies rely
on electricity for everything. Electricity
grids only started becoming commonplace
around 150 years ago, but today, if there’s
an extended power cut, say weeks or
months, everything grinds to a halt. Communication, traffic, factories, and modern
societies won't be able to feed their people
without electricity. That's how good an
innovation electricity was, and the risks are
so small, because an extended blackout is
highly unlikely.”
The same thing is going to happen with
internet connectivity, he predicts. “It's going to take a while, but eventually it's going
to be just as bad. Today, when we have an
outage on the internet, or AWS or Cloudflare go down, it's pretty bad, it's expensive,

“

and it's a nuisance, but factories continue
operating, people continue working and
moving around, and nobody dies.”

Reducing complexity

Hyppönen says this is going to change,
and that connectivity will be as critical
as electricity. “This is all part of a bigger
trend, which is that complexity is the biggest enemy of security. The more complex
our systems are, the harder they are to
secure; the more complex our systems, the
more prone our users are to human error.
And in the end, when we investigate any
single data breach, data leak or malware
outbreak, the root cause is always either a
technical problem or a human problem.”
He says it’s common sense that the
solution should reduce complexity at every
step. Every new version of every application should have less complexity, less code,
smaller programs, fewer features. Every
operating system should be simpler and
have fewer protocols and less code. But
this isn’t happening. “If you look at the size
on disk of Windows 10 compared to Windows 95, it's a thousand times larger. If you
look at the complexity of the Go codebase
from which Windows 10 is built, it’s built on
an internal GitHub system, which has millions of source files. Not lines of code, files.
The complexity boggles the mind.”

Concrete enemies

We’re shooting ourselves in the foot, he
says, as we build more complex systems,
which lead to more vulnerabilities, as users
are more prone to make mistakes. “But we
mustn’t blame the users for these problems. The parties we should be blaming
are the people who launch attacks, write
malware and run botnets.”
According to Hyppönen, the infosec field
is unusual in that it has concrete enemies.
“We’re trying to fight people who launch
these attacks. Most software companies

The more complex our systems are,
the harder they are to secure.”
Mikko Hyppönen, F-Secure
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don't have a real enemy, regardless of
whether they build games, or operating
systems or search engines. The closest
they have to an enemy is their competitors. But this is different. We have concrete
enemies who scrutinise how we work, who
take our tools apart and try to find ways
around them to try to fool our users. One
thing we've learned during the pandemic is
that scared users are easier to fool. When
users are scared, they don’t think straight
and are more prone to opening dodgy attachments or falling for phishing scams or
giving out details they shouldn’t.”
Even medical systems have been targeted, much more than we'd like to think, over
the last two years, he says. “The University
Clinic in Düsseldorf was hit by ransomware
attacks. In this particular case, there was
even an unfortunate death of a patient who
needed to be rerouted. Although investigations confirmed they would have died
anyway, it makes it clear how serious it
can become if we think of hospitals, clinics
and medical research units being targeted
with ransomware in the middle of a global
pandemic.”
His home country of Finland witnessed
an unusual attack during the pandemic,
when a psychotherapy centre was blackmailed.
“This wasn't ransomware, there was no
malware involved at all, it was pure data
theft,” he says, and tens of thousands of
notes from therapy sessions were stolen.
“What made it particularly unusual and
cruel was that the attacker blackmailed
the patients, and demanded they pay in
Bitcoin, or have their private therapy notes
exposed.”
It’s always assumed that medical systems would be prime targets for criminals,
he says, but this hasn’t been the case. Medical systems aren’t hard to hack, and quite
often they run on legacy systems that are
poorly patched or poorly maintained, often
because they’re being administered by the
public sector, with stretched budgets. Most
criminals aren’t interested in medical systems; they're after money, which is easier
to get by targeting financial systems,
payrolls, payment terminals or cryptocurrency exchanges. These are places where
money moves.
“Targeting medical systems gains access
to medical information. But as we can see
from this example, if you have a cruel and
cold attacker, you can definitely make money with medical information as well. And no
information stays explosive and damaging
as long as medical information does.”
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CoCre8 focuses on
the assets to ensure
all-round security
Cybersecurity risks have been growing exponentially since the first viruses and worms
were released into the wild back in the 1980s – but the level of threats, and the cost of
becoming a victim, have risen more sharply than ever in the last year.

I

t sometimes seems that the coronavirus that causes Covid-19 has
also spawned a worldwide rash
of new and particularly devastating threats to IT systems and the
organisations that rely on them.
There have been a series of high-profile
attacks that have brought down critical infrastructure and even, in one particularly
troubling episode, the healthcare system
of an entire country.
Stephan Gilliland, head of the edge computing portfolio at CoCre8 Technology
Solutions, points out that the pandemic
and subsequent global lockdowns brought
about a whole new set of challenges for organisations.
“Working from home has kept a lot of
companies operational, but it has also introduced new challenges,” he says. “One
of these is the increase in cybersecurity
risks, as employees connect to corporate
networks via their home routers and networks.”
The problem here is that home-based
networks and endpoints really need to
have the same level of security as a traditional office – but that hasn’t always been
possible for many businesses.
“Organisations deal with a lot of sensitive data and working from home can open
some risks to data leaks,” Gilliland points
out. “Most employees were never geared

up to work from home, so their office space
is usually the dining-room table. Not only
are their systems a weak point, but when
they get visitors, there might be sensitive
information lying around in the form of paperwork or passwords to log into the company’s applications.”
The new way of working, coupled with an
accelerated pace of digital, has spawned a
new set of threats, Gilliland adds.
Xhead: Effective mitigations
“In fact, organisations need to keep
track of their assets now more than ever,”
he says. “A lot of sensitive information is
kept on employees’ notebooks and the
level of physical security at home might
not be as great as what it is at the office.
If notebooks are lost or stolen, that can
cause a breach and sensitive information
could be leaked. Organisations have to ask
themselves what security training or effective mitigations they are taking to prove
that they have this threat under control.”
Another potential risk is that employees
working from home could gain access to
sensitive information they’re not allowed
to have. This could be exacerbated because
there are no co-workers or managers present who can see what they are working on
or doing on a daily basis.
“The issue for organisations is how to
track their assets when employees are all
working from home.”

Shadow IT is also back in the spotlight,
with CIOs now having to ensure that all applications and software installed on remote
workers’ devices are properly licensed.
“With employees working from home,
CIOs face a major challenge in tracking
changes and updates on assets, checking
who is logged into devices, how often devices are used, and what is on the device,”
Gilliland says.
CoCre8 offers a variety of solutions to
help customers mitigate and manage their
risk by protecting all their IT assets, he
adds.

Physical security

“When it comes to login access control
into assets, the Fujitsu notebooks offer the
safest form of biometric authentication, to
prevent unauthorised access to PCs and
confidential data.
“This product is called PalmSecure and
is a physical biometric device built into the
notebook.”
The Fujitsu PalmSecure works by capturing a person’s vein pattern image while
radiating it with near-infrared rays. The
deoxidised haemoglobin in the palm vein
absorbs these rays, thereby reducing the
reflection rate and causing the veins to appear as a black pattern. This vein pattern is
then verified against a preregistered pattern to authenticate the individual.

For more information, visit www.cocre8.africa, or mail Stephan.gilliland@cocre8.africa
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“Embedded in the firmware of 25 leadThis is used to automatically log into
duce loss and theft,” Gilliland says.
ing device manufacturers, Absolute proWindows and other business systems in“And, with the move to remote working,
stead of manually entering IDs and passvides always-connected visibility and
you can also do geolocation and geofencwords. The solution’s single sign-on (SSO)
ing to keep assets safe and secure.”
control. This makes the security posture
function can automatically enter the reAnother feature in the solution is Abof your estate resilient, helping you to
quired information, significantly improvsolute Reach, which allows custom scripts
withstand attacks, and returning your asing user convenience, along with security.
sets to an original state of safety and efto be created that can execute any query,
ficacy.”
Xhead: Securing the data
command, or task across all endpoints.
Thanks to the far-reaching OEM part“When it comes to sensitive data and
These scripts can be either Windows
nerships, the Absolute Persistence modinformation residing on a device, and enPowerShell or macOS Bash scripts, and
suring the data is secure against ransomule is integrated into the firmware of all
they can be used to automate control, for
ware attacks, we offer a product called
the desktops, laptops and tablets that Coremediation purposes or to gather inforCre8 supplies to its customers.
mation.
Kapalya,” Gilliland continues.
“Every device leaves the factory with
“There’s no additional infrastructure
Kapalya offers encryption for unstructured data on endpoints that lets organiPersistence in place, ready to be actirequired for Absolute Reach, no reliance
sations instantly protect your sensitive
vated,” Gilliland says. “Once the agent
on corporate networks, and script execution can be validated by return codes,”
data with the click of a button using a key
activates Persistence in the firmware,
Gilliland says.
management
solution
As a remediation tool, Reach
(KMS).
scripts can be used in the fol“In addition, the application has a built-in dislowing ways:
covery tool, so it takes the
• I f a device is lost, scripts can
risk out of guessing what
be created to send audible
sensitive files you may
tones or flashing backgrounds.
have or where they are located,” Gilliland says.
• For devices that are out of
“And since Kapalya
compliance, scripts can be
moves files into a vault,
used for forced patching, security updates and applying
it does not take up additional disk or storage
security policies.
space on the endpoint.”
• The console administrator
Adding to the proteccan also freeze devices to
Stephan Gilliland, head of the edge computing portfolio,
tion it offers, Kapalya can
prevent access.
CoCre8 Technology Solutions
generate a key per file.
• I f a user goes on maternity
“This eliminates the risk
leave or family medical leave,
of compromising all your
or if a device leaves or enters
it gathers hardware and software data
data,” says Gilliland. “In the unlikely event
a specified boundary, or if
points, providing the tools and informaa key is compromised, only that one file
it’s lost or stolen, the admintion necessary to manage and secure reistrator may want to lock the
is at risk.”
mote endpoints.
device.
Asset management and
“If the Persistence module detects that
tracking
The CoCre8 value proposition
the agent has been intentionally or acOne of the main challenges that organicidentally deleted, it heals the Windows
CoCre8 is committed to working with
sations face is the problem of managing,
agent. Even if the firmware is flashed, a
partners and customers to find the best
tracking, securing and restoring their
new Windows operating system is loaded,
and most effective solution for customers’ needs.
assets whether they are being used onthe hard disk drive is swopped or the machine is reset to factory settings.”
The company has a team of technology,
premise or remotely.
This solution allows organisations to
solution and business leaders who are in“When it comes to endpoint devices
dustry thought leaders, who go the extra
manage all their assets across all the
asset management and tracking, we offer the ultimate solution – Absolute,” Gilmile to ensure customers get the best
platforms, through a single cloud-based
liland says.
possible solution.
console.
Absolute is a cloud-based endpoint
CoCre8 is continually adding to its
“With Absolute, you always know where
security and management Software-asportfolio to ensure that it is able to ofsensitive data lives; you can do remote
fer customers a full range of technology
a-Service (SaaS) solution that allows orqueries and remediate devices at scale;
ganisations to track, manage and protect
solutions.
monitor the health of critical applications;
their hardware estate on and off the cormaintain security controls and self-heal
porate domain.
and protect your IT investments; and re-

“

With employees working from
home, CIOs face a major challenge in
tracking changes and updates on
assets, checking who is logged into
devices, how often devices are used,
and what is on the device.”
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Uri Rivner,
BioCatch

Going rogue
If matters weren’t bad enough, nation-state adversaries are
now attacking non-traditional targets.
By Kirsten Doyle

ith practically limitless resources, rogue
states, among them
Russia, China, the
Democratic People’s
Republic of North Korea, and Iran, are now
going after lucrative targets. Organisations are finding themselves increasingly
in the crosshairs of nation state-backed
actors as governments around the world
attempt to steal secrets or lay the groundwork for attacks to come.
The breach of security giant FireEye by
nation-state attackers is a good example.
This was part of a much larger attack carried out through malicious updates to the
SolarWinds network monitoring product,
and affected major organisations in the
public and private sectors. The incident
involved bad actors compromising SolarWinds infrastructure, and then distributing trojanised updates to the product’s
users. The SolarWinds event emphasises
the severe impact software supply-chain
attacks can have, and the fact that the
majority of companies are woefully
unprepared for detecting and preventing
threats of this nature.
Should organisations be concerned? Uri
Rivner, co-founder and chief cyber officer
of BioCatch, says the attack, widely attributed to Russia, was the broadest, deepest
cyber espionage campaign in a decade. He
says the last attack of a similar magnitude
was about a decade ago, attributed to
China, which launched a massive industrial espionage campaign against hundreds
of major US and global corporations.
He was working at RSA at the time,
which was also breached, and says he
now considers it a watershed event that
galvanised the US intelligence community
to action, brought cyber awareness to the
attention of corporate board members
in the US, and injected a real sense of
urgency into the cybersecurity industry.

Threat modelling

He believes the SolarWinds campaign had
a similar effect, and that when FireEye –
considered the gold standard in endpoint protection and cyber intelligence
against state sponsored attacks – is itself
breached, people take notice.
“When dozens of high security networks
deploying every imaginable combination
of state-of-the-art tools and security
procedures are compromised, everyone
raises an eyebrow. Those who wonder
whether the cybersecurity scene is growing into a new ‘bubble’ got a very clear
message: listen, folks, let’s get something
straight – cybersecurity is still an unfinished business.”

SECURITY
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Some 99% of organisations
have no idea what is running
on their networks.”
Roger Grimes, KNowBe4

According to Roger Grimes, a security
analyst at KnowBe4, it’s clear that nationstate adversaries are becoming bolder
and are now attacking non-traditional targets. “It looks like it’s going to get worse
before it gets better. Every organisation
should immediately consider nation-state
attacks in their threat modelling. It’s no
longer just script kiddies or even professional criminal gangs looking to steal
money – it’s well-resourced attackers
with an abundance of zero-days ready to
deploy.”
When asked what sort of organisations
are most at risk from nation-state attacks,
Rivner says this depends on the actor.
Russia is still interested in what he calls
‘good old espionage’, and that any company in a government supply chain, defence,
industrial base or political ecosystem is a
likely target. China, meanwhile, continues
to target private corporations around
the globe, and is intent on stealing trade
secrets, pharmaceutical data, intellectual
property and intelligence on gas, oil and
mining operations.
He says North Korea is big on hacking financial services, and is engaging in
enormous fraud and money-laundering
operations, as well as finding alternative sources of funding by hacking into
cryptocurrency exchanges. Iran focuses
on penetrating and potentially disrupting sensitive and critical infrastructure in
Western countries, while US and Israeli intelligence agencies have been reported to

join forces in surveillance and subterfuge
against global and domestic companies
involved with the Iranian nuclear programme. He says within each of the major
nation state players, there might be dozens of individual actors – some an official
part of military intelligence, while others
are only loosely connected to government
operations.

Agile lines of defence

What can be done about nation-backed
attacks? Rivner says cybersecurity has
undergone dramatic changes in the last
few years, and moved beyond signatures
and simple heuristics.
“Today’s technology can track dynamic
indicators of good and bad behaviour,
not just static indicators of compromise.
It looks beyond just the endpoint into
what’s happening within the network. And
it leverages cyber intelligence about the
methods, tools and objective of rogue
nations and other actors. Deception
techniques can also be used to expose intruders. Critical infrastructure companies
have a host of specialised controls that fit
their specific needs. Cybersecurity today
is about understanding the risk and attack
vectors – and setting up multiple, agile
lines of defence that can catch bad actors
in the act.”
Grimes, from KnowBe4, says everyone
needs to take computer security more
seriously than before, and be aware of
exactly what software is running on their

network: “Every executable, every DLL,
every script, on every device.
“If you look at all the recent supply
chain attacks, they were only detected
because someone noticed an unexplainable new executable or network traffic
pattern…and they cared and were serious
enough to investigate it. Some 99% of
organisations have no idea what is running on their networks. Heck, I assure you
99.9% of computer security people have
no idea what is or isn’t running on their
own devices they are working on today,
much less what is and isn’t supposed to be
running across their entire network. And
that is the problem.”
Grimes says there are numerous software tools to track anomalous executables
and network traffic patterns, and it is up
to the user to implement them.
“This time in history, where nationstate and supply chain attacks are
abounding and growing, we all need to
approach cybersecurity defence with a
new seriousness. The half measures of
yesterday will not protect your environment. You need serious full measures
implemented by people who understand
the evolving capability and increasing
risks. It’s a new, far more dangerous world
today than it was yesterday. It needs to
be treated accordingly. Step one is to
educate everyone about the new level set.
Start with education. Then work on rightaligned risk mitigation solutions to fight
the types of threats.”
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The growing threat of
DDoS attacks
This year has seen a spike in DDoS (Distributed Denial of Service) attacks. The African
continent has not been spared, and has experienced a 300% increase in these attacks over
the past 12 months. South Africa and Kenya have been the target of 59% of these attacks.
Africa occurring in this sector; 25% of attacks have been in professional and technical services, while finance and insurance are
also attractive for obvious reasons. If you are in one of these
sectors,
a DDoS
attack
is now an
industry security risk that you
Lehan
van den
Heever,
Kaspersky
need to manage.
in Africa
“The million dollar question is what can be done to prevent
the attacks,” Briggs says. “As with your own home security,
there is no single solution. Just as you might have a fence, an
alarm, and beams, so in corporate security, you want a multivector approach with sophisticated layers of defence. One of
the layers we believe is extremely important is DDoS defence,
which SEACOM now offers.”

Steve Briggs, Chief Sales and
Marketing Officer, SEACOM.

S

teve Briggs, Chief Sales and Marketing Officer for
SEACOM, explains that a crippling DDoS attack can last
anywhere from five minutes to several days. Most commonly, this crime is sophisticated and organised. “As
with any crime, there is always a motive,” he says. “This
might be the sheer thrill of taking down a prominent organisation,
but can also include corporate espionage, data theft, changing or
destroying information, or simply causing panic. Sometimes, there’s
a financial motive.”
A cyber attack can be remotely instigated, or might start off as
innocently as leaving a flash drive in a company’s reception, hoping
an employee will plug it in and create a chink in the armour. “Criminals can lurk undetected in a system for weeks or months, gathering
information until they are ready to mount an attack,” Briggs warns.
For an opportunistic cyber-criminal, some industries are more
vulnerable, or else present a juicier prize. These bear the brunt of
the attacks. There has been a huge increase in DDoS attacks in the
the information services sector, with 46% of all attacks in South

Mark Walker,

Under
IDC Attack? Call us on +27 11 038 7045
For more information visit www.seacom.co.za

Risk mitigation

In more mature markets where there is greater awareness of
this risk, most large and some medium-sized organisations
have either cloud or on-premises DDoS incorporated into their
security. “In our part of the world, DDoS is understood but sporadically implemented. It’s an area of potential growth that CIOs
should consider. Even with the best defences, organisations are
still being hit hard,” Briggs says.
What if the worst happens, and your organisation is hit by
a DDoS attack? SEACOM has two solutions. “The first is the
equivalent of a ‘get out of jail’ card that you can use. SEACOM
offers a block of protection that allows organisations to defend
themselves, and get out of the state of attack. SEACOM takes
over the traffic overload, diverts it, and runs it through scrubbers that clean out the attacks and then redirect valid traffic
back to the organisation,” he explains. “However, the preferred
risk mitigation is to incorporate our sophisticated DDoS protection as part of your security plan. In the long run, this option
provides a lot more peace of mind.”
The harsh reality is that a cyber-attack can paralyse, damage,
or even destroy an organisation. Because of this, Briggs emphasises that risk mitigation is now a board level discussion, as it
can affect the whole organisation so profoundly. “It’s incumbent
on business leaders to learn what precautions they need to take,
and implement them. Knowledge is power,” he says.
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Gregory Dellas,
CA Southern Africa

Honoured in
the breach
It’s been almost three and half years since GDPR came into force. What have we learned?
By Matthew Burbidge

G

DPR became law on May 24,
2016 and entered into force
on May 25, 2018. Since then,
there have been over 800 fines
ranging from millions of euros,
to just €28 levelled against a firm in Hungary.
The total amount of fines is in the region
of €1.2 billion, but it appears that authorities, at least in the UK (although no longer a
member of the EU), are better at issuing fines
than collecting them. The UK’s Information
Commissioner’s Office issued £3.2m in fines

between January 2019 and August 2020, but
only managed to rake in £1.03m. The biggest
fine to date, at €746m (or more than twice all
the fines issued), was handed out to Amazon
in June this year, for what the Luxembourg
National Commission for Data Protection
said was for not complying with GDPR rules
for the processing of personal information.
The company said it strongly disagrees with
the ruling, and that it intends to appeal. The
next biggest fine went to Google (€50m)
in 2019, imposed by France's Commission

Nationale de l'Informatique et des Libertés,
where it said, among other things, that the
company had not obtained proper consent
for targeted advertising. Its appeal was
turned down, and the company has apparently paid this.
Aside from these high-profile cases, there
have been scores of others involving airlines,
hospitals, social networks, banks, retailers, as well as what they call ‘nuisance-call
companies’ in the UK. Some in this last group
are also not known to reach swiftly for the
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chequebook, and go out of business, but at
least they stop pestering people with calls.

Regulator ransomed

What lessons can South Africa learn from all
this? We started our privacy preparations
a lot earlier and the Protection of Personal
Information Bill was passed in 2013, but it
was only eight years later, on July 1 this year,
that it’s now in force. Since then, there’s
been little word from the chairperson of the
Information Regulator, Pansy Tlakula. There
was also the matter of a ransomware attack
on the Department of Justice and Constitutional Development, which, in turn affected
the systems of the regulator. Writing in
mid-September, the regulator said it noted
‘with concern’ that it had found out about
the breach from the media, and a public
statement issued by the justice department,
and that it should have informed the regulator directly.
Tlakula said at the time that it was ‘very
unfortunate’ that the breach had occurred,
and that she was concerned about the
high number of breaches in the country.
She added that 38 parties had reported
breaches in August, and said that those
responsible needed to secure the integrity
and confidentiality of personal information
‘by taking appropriate, reasonable, technical and organisational measures to prevent
unlawful access to, or processing of, personal
information’.
“Failure to do so has legal consequences.”

Wait and see

A person who has plenty of experience with
GDPR (on the right side of the law, that is) is
Gregory Dellas, who now works in security
pre-sales for CA Southern Africa. He used
to work for a cloud hosting and consultancy
company in the UK, and he made it his business to familiarise himself with the legislation
and also created a GDPR audit product. Since
joining CA, he has shifted his focus to PoPI.
He says the two pieces of legislation are
very similar, but that PoPI is designed to
enforce the country’s Bill of Rights. The PoPI
fines are also quite small, capped at R10
million, but there’s a unique sting in the tail
of imprisonment not exceeding a decade, or
both a fine and jail time.
And there are no mandated tools. “You
don’t need any software. What you need is
process, and that can be done without any
form of technology.”
In general terms, he says many of the
privacy and compliance people in companies
he’s spoken to say they don’t know where to
begin.
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“

Figure out how much data you really need
to collect on your customers to deliver your
services, and then delete the rest of it.”
Gregory Dellas, CA Southern Africa

“They tell me they’re going to keep doing
what they’re doing, and also make sure that
their security is in good shape. And if the
Information Regulator feels they’re doing
something irresponsible with people’s data,
and in the unlikely event they find out about
it, they’ll pay the fine.
“They think it’s going to be cheaper for
them that way than going through a legal
exercise and audits.”
Both laws are most often used retroactively, he adds, and they’re not proactive,
audit-based laws at the moment. But that
may change. He’s also seeing companies
that are PoPI- or GDPR-compliant ‘shouting
about that from the rooftops’, which is no bad
thing.
Enforcement and prosecution of offenders
in South Africa will depend on what resources
the regulator has at its disposal. The UK has
the biggest budget, at just over €61m, followed by Germany at €58.9m. At the other
end of the scale is Cyprus, at €0.5m. Dellas
says he estimates that the SA Information
Regulator’s budget is about R150m at the
moment. This places South Africa’s regulator’s budget roughly in the middle of the
European scale, at about the same as the
Czech Republic and Luxembourg (€6.7m).
He adds that the ICO in the UK is a very
professional outfit, and is well staffed, in contrast to South Africa’s regulator. This enables
the UK office to go after the large companies,
and even then, they struggle to reign in these
extremely well-resourced firms.

A culture of disclosure

“One thing the local market is aware of is the
limited power of the Information Regulator, at least at this stage, and that’s why we
haven’t seen a dramatic change in affairs
since the end of the grace period on July
1. The government needs to support the
regulator with further resources. They need
backup, because they’re thin on the ground,”
he says.
The fines levied in Europe are ‘more to
encourage compliance than to punish’, he
continues, and mentions the case of the

Knuddles dating website in Germany.
“There was a breach and it was found to
have poor cybersecurity, but it disclosed
that very quickly, and as a result, the fines
were kept small, and it assisted with correcting the reasons for the breach in the
first place.”
He thinks this is a good way of going about
things. “Rather encourage companies to be
forthcoming when there is a breach. That
gives the individuals who have been affected
by it the opportunity to protect themselves.”
What will make local companies mend
their ways?
“In the short term, I don’t see the culture
changing very much. In other countries,
there’s more of a culture of disclosure,
whereas here, there may be a covering-up at
first, and finding someone to blame internally
rather than owning up to process or technology deficiencies. That’s part of the standard
playbook.”
His advice for local companies is to ‘focus
on the process’, such as the possibility of a
member of the public wanting to lodge a data
subject access request.
“These people will want to know what information you have on them, or correct some
data you have on them, or simply want all
of the data you hold on them to be deleted.
Put the process in place to honour those
requests. Those are the big ones.”
He also suggests undertaking a data subject impact assessment, which can involve
things like data mapping or data cataloguing.
“Figure out how much data you have on
people, and what would the damage be if this
data were to be leaked. Also do a data minimisation exercise. Figure out how much data
you really need to collect on your customers
to deliver your services, and then delete the
rest of it.”
Companies look at their cybersecurity
from both an insider and outsider view, Dellas
says.
“There are companies that have the best
security, but one or two rogue insiders can
circumnavigate all your security, which will
count for naught.”
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The CISO’s critical role
in business resilience
The rise of the chief
information security
officer (CISO) position
seems to indicate that
companies are taking
cybersecurity increasingly
seriously. After all,
companies traditionally
had a chief security officer
(CSO), which was a technical
role within the IT function,
and a chief information
officer (CIO), who oversaw
the entire IT function.

T
Boland Lithebe,
Head: Altron Systems
Integration Security

oday, however, the rapidly
changing view of IT has led to
a growing requirement for the
CISO role. This, says Boland
Lithebe, Head: Altron Systems
Integration Security, is because as
organisations start consuming IT innovations and applications, and exposing their
business offerings through the internet,
the need for a more specialist position
has increased.
“While the CSO role was always located
within the company’s IT function, we are
seeing the CISO function moving away

For more information on our expert solutions, visit www.altronsystemsintegration.co.za
Facebook: @AltronSystemsIntegration LinkedIn: Altron Systems Integration
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from IT over time. Today’s CISOs also
play an oversight role, enabling them to
understand at a broad level how the business is operating, how technology is being handled and how best to communicate
this to the rest of the board,” he says.
“So, for example, the CISO needs to understand the threat landscape and how
to defend against such threats. Another
aspect of their role today involves ensuring compliance with PoPIA, not to mention for similar rules like GDPR, to make
sure that confidential info data is properly
protected.”
Of course, adds Lithebe, the CISO role
varies according to industry; the CISO focus on
financial services is likely
to be quite different to
what it would be in retail,
or even in healthcare. At
its most basic, however,
the CISO role is about
ensuring that the trifecta
of people, processes and
technology all work in unison to defend the business
against attacks.

what data is being shared and with whom.
Most breaches that have seen companies
fined under the GDPR were related to
data loss that occurred through a third
party. The CISO must ensure third parties
that have access to company information
provide the same level of protection as
their own business, so it’s imperative to
work with the legal department to ensure
that you are contractually protected from
such an event, should it occur.”
Lithebe adds that the most likely challenge the business will face in failing to do
this will be a fine, although imprisonment
for individuals is not out of the question.

“

of third parties, these players’ security
measures and the protection provided to
shared data across the entire process.”
It is, he continues, vital that the CISO
has a complete understanding of what
data is being shared, how it is being communicated and where it is at all times. This
is necessary if they are to apply reasonable protection to the data.
“Another aspect the CISO will increasingly have to take into consideration is
that data, at some point, also has to legally be disposed of. So it’s their job to
ensure that they, and their third party
providers, have a sensitive data disposal
policy, which outlines how
and when the data is to be destroyed.
“Here, again, there are lessons to be learned from Europe’s
implementation
of
GDPR. There have been instances where breaches have
occurred because important
data was not properly disposed
of on computers that ended up
in the second-hand market.”
It’s for this reason that an
effective disposal policy is
implemented, and the CISO’s
role is to provide oversight
on this. It’s also for the same
reason, suggests Lithebe, that
the CISO function must not sit
in the IT department. Instead,
he indicates that it would be more appropriate for this role to fall under the governance, risk and compliance unit of the
business.
“Ultimately, the CISO’s job is to ensure
the implementation of what is known as
‘defence in depth’. In today’s digital environment, it’s only a matter of time before a business faces an attack, so such a
strategy creates multiple defensive barriers to keep the criminals out and adds
enormous resilience to the enterprise.
Lastly, it is also the CISO’s job to plan this
defence and articulate it to the rest of the
organisation,” concludes Lithebe.

This is the foundational element
for effective business resilience,
ensuring that if an attack happens, the
CISO has enough in their toolbox to
keep the organisation operational.”

Data protection

Boland Lithebe,

Head: Altron Systems Integration Security
“This is the foundational
element for effective business resilience, ensuring
that if an attack happens,
the CISO has enough in
Moreover, he notes, the importance of
their toolbox to keep the organisation operational.”
compliance will only increase moving forward, leading to a likely scenario where
When it comes to data, it is the CISO’s
compliance is going to become a genuine
job to assess the enterprise and identify
business advantage, as compliant compawhere personally identifiable informanies will simply refuse to do business with
tion resides. Once they know where this
those who are not.
is, they can implement better measures of
protection.
Data disposal policy
“They must also understand who has
“Perhaps this could be described as the
access to the data. These individuals must
main lesson to be learned from other combe identified and, via the process of least
panies’ experiences with GDPR; CISOs
privilege, be given access. In the end, it’s
need to fully understand the movement
about understanding the exact protection
of regulated data within their enterprise,
the data requires,” he says.
as well as having a clear understanding
“It’s equally important to understand
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Lorna Hardie, VMware

Culture, not tech, is
the challenge
Providing seamless and secure access to business applications and data is achievable.
But IT needs to prepare for a hybrid workplace culture shift.
By James Francis Photography: Karolina Komendera
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T teams performed exceptionally
well during the pandemic, providing secure access to applications
and data for remote workers.
This is mobility, to conveniently
and securely deliver any application on
any device, anywhere. Fortunately, many
companies were already toying with
mobility and remote working, while even
the laggards could adapt quickly through
platform-based remote working
environments.
But while the tangible aspect of technology came through strongly, a longerterm picture has emerged that puts more
pressure on business/IT relationships. Are
IT teams equipped to meet the ongoing and evolving expectations of their
digitally-enabled companies?
This topic was not immediately apparent at the start of the pandemic, when
most treated the shifts around their workplaces as temporary. But, says VMware's
director of Commercial Business: SubSaharan Africa, Mark Reynolds, they
began to realise the change was more
permanent.
"At the beginning of Covid, we saw a
rush and then a bit of a lull, and now I'm
starting to see a rush again. I think people
are starting to acknowledge that the hybrid workplace is here to stay and it's now
time to make serious investments and
take advantage of it."
Research commissioned by VMware
reflects this: 41% of respondents expect a
remote or flexible working environment to
be a prerequisite to the job. Millennials,
by now the majority of the workforce,
are embracing hybrid working as an
expectation.

Pressure beyond IT

IT could deliver on those initial expectations, using technology services that
streamline the mobility experience, says
Ian Jansen Van Rensburg, director, Solutions Engineering and lead
technologist at VMware. "These days,
with modern technology in place, you can
give the user an experience similar to that
of an app store: a single place where the
security and the VPN are linked to the
application and not the device. You've
got the full capability of still having your

Aileen Marson, First National Bank

personal applications on that same laptop
and then you also have the capability
of the business platform. You open up a
single portal where all your business applications are, you can select applications
that you don't have, and it will automatically install them on your smart device for
you. It will automatically gain access to
your corporate network and secure your
connection. And by using a single identity,
it's seamless."

Hybrid working can be very convenient
and emphasises output, not helicopter
management. But arguably another
reason why it's become appealing is that
workplaces didn't fall apart, says Malebo
Mathale, operational risk lead: ITC Risk
Management at Liberty. "The manner in
which the different teams have managed
to pivot and were able to respond to the
changes is quite encouraging. Whereas
we previously believed that our processes

“

Whereas we previously believed that our
processes were not as agile and as flexible as
we thought, we’re seeing that, actually, there
is a positive shift.”
Malebo Mathale, Liberty
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The next frontier
A recent survey on threat report landscapes undertaken by VMware has found that over the
past 12 months, a shocking 93% of organisations have suffered some compromise of data,
whether minor or a massive breach that made news headlines.

challenges resources and leaves an organisation vulnerable.
VMware launched a next-frontier solution called XDR – Extended
Detection and Response.
“This is something we can do uniquely to prevent sophisticated
attacks. It’s a zero-trust, end-to-end security posture that allows
faster detection and a more coordinated response to defend critical assets, without increasing the complexity of the overall security,”
Hart adds.
She compares XDR to a car’s dashboard. “Every single sensor and
problem
within
carHeever,
is displayed
on the dashboard. This gives you
Lehan
vanthe
den
Kaspersky
the extensive visibility you need to address any issues, no matter
in Africa
where they are in your vehicle. XDR is like a security dashboard. It
gives complete visibility end-to-end in your datacentre; the equivalent of having sensors everywhere. Having this visibility across all
control points and bringing them together into one can be hugely
helpful for security teams, who have to monitor so many silos. Endto-end security is crucial for teams to understand where the threats
start, and where they stop.”

Monique Hart , Lead Solutions
Engineer, VMware Southern
Africa

"

Of security leaders surveyed, 82% believe their organisations
remain vulnerable to cyber attacks,” says Monique Hart, Lead
Solutions Engineer, VMware Southern Africa. “The biggest challenge they report is a lack of adequate tools to detect and respond to threats. With remote working and so many different
devices being used, this has become a complex problem, with a major
concern being the massive decrease in end-point visibility.”
Cybercrime is more lucrative today than the illegal drug trade. With
threats evolving and escalating, a major stumbling block for many security leaders is the lack of available budget allocated to them. If security
budgets don’t cover what is needed to manage the surge in attacks, this

Mark Walker,
IDC

+27 11 513 4800
vmware@anticlockwise.co.za
www.vmware.com

Security discovery workshops
In terms of cost, Hart emphasises that organisations need to compare the cost of implementing top-class security upfront, to the cost
of the inevitable breach down the line. “It can be hugely expensive to
recover from a breach, and some organisations never recover. It includes the loss of business, the loss of critical information, the loss of
customers, revenue, reputation and trust. There is also the impact of
system downtime. When Facebook, Instagram and WhatsApp went
down for a few hours recently, Mark Zuckerberg’s loss was over $7
billion. How much downtime can you afford?”
VMware now offers security discovery workshops, which are a free
service to all organisations. “This allows us to have a dialogue with
each organisation, to see what challenges they are encountering,
understand their business, and assess what they need in order to
better manage their risk environment,” Hart says. “We provide security teams with a comprehensive document after the workshop that
they can take back to their organisation, showing where the gaps in
their security are and what budget is needed to bridge them. It’s a
valuable service, and it also helps to cover security teams, who will
be blamed for a breach regardless. If they have presented this document to their organisation, they can prove that they recommended
best practices, but that these were not taken up.”
VMware recently held the VMworld virtual event, which covers
multiple topics, including XDR. The tracks are all available via the
VMworld website, under Resources and Events. “We invite everyone
to share in the benefits of this event, and unlock the innovation, information and education needed to accelerate your cloud journey
and advance your career,” Hart says.
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Phila Ndarana, Ubank

I believe in
many ways the
transformation that
we've been forced
to address has
pushed the pace of
collaboration to
another level.”
Lorna Hardie, VMware

were not as agile and as flexible as we
thought, we’re seeing that, actually, there
is a positive shift. I'm also seeing a big
shift with third parties, how they're evolving and the way they support the changes.
It's like an ecosystem that's working
together to evolve and support different
partners."
Meeting the demands of a new workplace thus didn't overwhelm IT, processes

Mark Reynolds , VMware

or many other parts of companies. But it
did bring a shift in expectations that technologists should pay closer attention to.
"I believe in many ways the transformation that we've been forced to address
has pushed the pace of collaboration to

another level," says Lorna Hardie, senior
director of VMware in Sub-Saharan
Africa. "Effectively, the business turned
around to IT and said, 'Okay, it’s your turn
in the spotlight if you have to make this
happen.' So, it's accelerated collaboration
and consolidation."

Instant gratification

But an accelerated collaboration with the
rest of the business means technology
teams may have to adjust their approach.
One aspect of the new deal is that business users are savvier on what to expect
from technology. This helps feed a culture
of instant gratification, which could
threaten to derail IT's efforts to change,
says Phila Ndarana, chief digital officer
at Ubank. "The pressure that we have
as technical or IT professionals is the
expectation of instant gratification. As
people work from home, they don’t have
the patience to give us the latitude to get
our house in order. But it's also a positive
because it's putting us at the centre of
everything."
Hardie agrees, adding that managing
those expectations is something that
should be discussed more. "Everyone
entered the new year and realised that
we're going to have to continue keeping
this pace. So, how are we going to change
as an organisation, as individuals and as
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Malebo Mathale, Liberty

managers to maintain that pace and that
expectation and requirement from the
business side of things?"
This point is the crux of ongoing hybrid
working. Mobility, though technically
challenging, is at least deliverable through
the environment described by Jansen Van
Rensburg. But unless the cultural requirements aren't looked at, it's possible to
squander the goodwill and collaboration
gained during the past two years.

more mature EQ in terms of the IT guys, to
be able to give them the language that is
required to start building this trust."
Reynolds echoes this point, saying that
even though he works for a technology
company, he finds working with IT teams

can fall short in terms of communication
and clarity. He says if he has a problem
with a piece of technology, IT will take it
away, but ‘as a business person, I want to
know what's happening’.
“I don't need to know all the details, but
I want that communication coming back to
me. We both talk the same language, but
we're missing each other. And my expectation of communication is to come back to
me and tell me what's happening, rather
than telling me nothing."
It comes down to a point made earlier,
that IT's position near the centre of the
business is no longer in question. But that
places technologists in the spotlight and
expects them to deal with a more demanding user base. Because of this, because
business now knows it has a partner, the
narrative should change, says Ndarana.
"The onus is on us IT people that we don't
leave business behind in terms of our lingo
and processes. We work for this organisation, we just happen to bring the skill of IT
to the table, just like a product developer
brings their skill to the table. This synergy
is what will drive collaboration even more
and reduce the chasm between technologists and the rest of the business."

Ian Jansen Van Rensburg, VMware

Changing game

"As much as business has had to become more IT-literate, we can't hide
behind adding more memory and putting
another firewall in, and I'll fix this with a
screwdriver; that doesn't work anymore,"
says Aileen Marson, IT risk specialist
manager at First National Bank. "We
need to look after our people. Something
that we've been dealing with a lot is the
real wellness concerns and the EQ levels
of people. Is that emotional intelligence
coming across? We must answer this
question in order to create those bonds
of trust between ourselves as engineers
with business, so that they come to us and
talk to us in a more mature way, rather
than half-heartedly, because we're not
going to understand their needs and their
requirements. We're engendering some

To watch the accompanying video, go to brainstormmag.co.za/roundtables.
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Be afraid,
be very afraid
Alongside DarkSide, REvil and Clop, the Conti ransomware group is among
the most dangerous out there.

O

n Friday, October 1, an extraordinary statement was
posted on Conti ransomware
group’s blog. Titled ‘JVCKENWOOD CASE’, it begins
with a salutation to its ‘Dear Current
and Prospective Customers’, and wishes

By Matthew Burbidge

them a ‘Happy Friday from Conti Team!’,
and then gets down to business with ‘an
important issue about media coverage’.
“Media coverage is a very important
function of a society. However, sometimes
there are caveats,” says the statement.
“For instance, yesterday, we have found

that our chat with JVCKenwood, whom we
hit a week ago, got reported to the journalists. Despite what is said in the article,
the negotiations were going in accordance with a normal business operation.
However, since the publication happened
in the middle of negotiations, it resulted
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“

We respect journalism and security
reporting when it is done properly.”
Conti

in our decision to terminate the negotiations and publish the data. JVCKenwood
has already been informed. Moreover,
this week we have once again spotted
screenshots from our negotiation chats
circulating on social media.”
In one such ‘negotiation chat’, the
gang said it had stolen 1.5TB from the
company, and demanded $7 million, and
apparently produced an image of an employee’s passport that it had scanned.

Retaliation

The leaking of chats, said the gang in its
statement, had led it to make a number
of decisions. “If we see a clear indication
of our negotiations being sent to the
media, we will terminate the negotiations
and dump all the files on our blog. We are
the best team and you can google what
estimated revenue we have. This became
possible only due to our outstanding
reputation. Thus, if we need to sacrifice
another 10 min to cut the negotiations
but protect our name, don’t doubt – we
will do so.”
It also threatened that if chats were
published after the ransom had been
paid, it would dump someone else’s files
‘in retaliation’.
“We respect journalism and security
reporting when it is done properly. We
are ready to talk with proper people
(clowns please do not apply) but this
should be done in a proper manner, not
behind the scenes…We hope for your
understanding and that the JVCKenwood
case will serve as a proper deterrence for
the future, so we won’t need to exercise
any further measures.”
As it happens, JVCKenwood appears to
not have paid the ransom, but the statement does show how ransomware groups
have matured in that they now have
a business model. Conti also claimed
responsibility for the ransomware attack
on the Broward County Public Schools
district in the US, and it’s said they demanded $40 million in this case. AccordingMark
to screenshots
of the negotiations,
Walker,
apparently posted by Conti, the ransom
IDC
was lowered to $10 million. Conti is also

said to have penetrated the IoT company
Advantech and the Scottish Environment
Protection Agency.

The way in

According to the threat prevention firm
AdvIntel, Conti is a Russian-speaking
group that specialises in the simultaneous exfiltration and encryption of data.
It’s also said to be very good at encrypting backups, and has apparently developed tools targeting Veeam software in
particular. But first it needs to get in, and
it often does this by sending extremely
crafty spam messages, such as an email
that purports to contain negative press
reports about the company. Once the
mail has been opened, AdvIntel says that
Cobal Strike beacons will be executed.
Cobalt Strike is a sophisticated penetration testing product, and that once a
beacon, or agent, has been activated,
attackers can do, among other things,
key logging, port scanning, and executing
PowerShell scripts. It will then typically
examine the target’s data, but will start
encrypting it, paying particular attention
to finance, legal, accounting, insurance
and IT documentation. The backups are
also removed, at which point it will probably start negotiations.
AdvIntel quotes Veeam as saying it
recommends using a separate domain
that can be used to run backup software,
or use immutable repositories that only
allow data to be added and not changed
or deleted.
What else can be done? AdvIntel
recommends a holistic security framework, beginning with security training for
employees, as well as enhanced email
security protocols. If Conti can’t get in
through a spam mail, it may also try to
compromise the corporate VPN, and thus
having visibility of endpoints is important. It also suggests that the network be
segmented and that administrators take
particular care to ensure account security for Veeam has been implemented.

Strong spam filters

In late September, the Cybersecurity

and Infrastructure Security Agency, the
FBI, and the National Security Agency
issued a statement saying they had seen
over 400 attacks by the Conti group.
The statement said that while they
considered Conti to be a Ransomwareas-a-Service group, it appears that Conti
developers will pay deployers a wage
rather than a percentage of the proceeds
from a successful attack.
The agencies, for their part, suggest
implementing MFA for remote access
to networks from external sources,
implementing strong spam filters, as
well as regular scans of network assets
with antivirus software using-up-to date
signatures. They also suggest upgrading
software and operating systems, applications and firmware, and using a centralised patch management system, as well
as removing any application not needed
for day-to-day operations.
Meanwhile, according to the Flashpoint
risk intelligence company, a disgruntled
former Conti affiliate posted a trove
of ‘training documents’ on the Russian
XSS forum. These apparently included
affiliate onboarding documents, technical manuals, and tools such as Cobalt
Strike and RouterScan. As Flashpoint
reports, the former affiliate was unhappy
with what they were being paid. Honour
among thieves?

“

If we see a clear
indication of our
negotiations being
sent to the media, we
will terminate the
negotiations and
dump all the files on
our blog.”
Conti

