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Welcome to the inaugural edition
of the Brainstorm Cloud Special Report,
a supplement devoted to providing an
overview of the fundamentals of the cloud
ecosystem.
Cloud computing has been around
for a number of years, but today’s cloud
environment, dominated by hyperscale
players, can actually trace its beginnings,
in large part, to South Africa, thanks to
a team of local engineers working for
Amazon back in 2003.
Due to its connected and global nature,
local organisations have been using cloud
technologies and services for some time.
However, Amazon finally closed its SA loop
as it launched its first African datacentre
region in Cape Town earlier this year. This
follows in the footsteps of Microsoft and
Huawei, which both landed their own
datacentre regions here in 2019.
Solving latency and data sovereignty
issues, having hyperscale cloud presence
on African soil has acted as a catalyst
triggering further interest and investment
into the capabilities and business
advantages it offers. Combined with the
availability of multiple undersea cables
increasing bandwidth onto the continent,
a rapidly expanding fibre infrastructure
delivering connectivity to homes and
businesses, and a growing penetration
of smartphones among the population, a
local ecosystem able to benefit from cloud
is now ready and open for business.
The Covid-19 crisis and resulting
lockdown forced organisations to enable
as many of their employees to work
from home as possible. In large part, the
cloud played a key role in this. And if it
didn’t, then organisations that survive
should certainly be re-examining their
cloud strategies as a pillar for future
operations and digital transformation.
As people continue to work from home
and social distance, we’re seeing
increasing numbers of consumerfacing businesses offering online retail
services, and if they’re expecting
success, they will be underpinned by the
cloud. And, of course, cloud can benefit

all manner of organisations, whatever
their size or industry.
With South Africa’s economy having
faltered over the years, in fact nosediving
into recession and junk status earlier
this year, cloud computing could play a
significant part in helping to kickstart it.
Before his attention was distracted by the
pandemic, President Cyril Ramaphosa was
pushing the Fourth Industrial Revolution
(4IR) as the answer to the unemployment
crisis we face, having failed to create
new jobs. Ramaphosa’s hope is that this
technology-driven economic movement
will hit a reset and provide a platform
for innovation and new opportunities,
rebalancing power in the economy.
In Greek mythology, the titan Atlas is
responsible for holding the heavens on his
shoulders, and cloud plays that role in the
4IR, underpinning technological progress.
As we shift to a more digitally savvy
population, cloud will only continue to grow
its influence and impact.
The aim of this publication is to provide
a guide to everything the businessperson
needs to know about what cloud is, what
it offers, why there’s so much fuss about
it, and how it can be used to enable their
businesses.
There are a wide variety of topics
covered in these pages. I hope you find the
publication informative.
Adrian
Editor
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SCENE SETTER

The cloud:
A hyper history
From fluffy diagrams to giant datacentres on African land,
the cloud is more than the sum of its parts.

The cloud. When the word was first
bandied about more than 10 years ago, it left
everyone but the geeks confused. To what
amorphous technology did this term refer?
How did it work? And why did everyone
insist that the hardware and software
that made up this technology were as
amorphous as the wisps of gaseous vapour
that made up actual clouds? The answers
lie in the 1950s, in South African genius, and
the inventive thinking of some of the world’s
most iconic brands.
“The term ‘cloud’ can be traced back to
the schematic overlapping server icons
that were used to symbolise the internet –
they started to resemble billows of clouds
and then that cloud-like shape became
synonymous with the network,” explains
Craig Nel, Mobile and Cognitive Experience
Business Development lead at Oracle
MEA. “It’s a metaphor for segments of
the network that can be accessed by any
number of devices on the internet and can
be scaled and divested to meet changing
customer needs or demands while using the
same basic resources.”
The cloud is defined by Forrester as a
‘standardised technology delivery capability
(services, software, or infrastructure)
delivered via internet-standard technologies
in a pay-per-use, self-service way’. The cloud
allows for organisations to only pay for the
specific computing resources that they need
and it makes sense with large economies
of scale. For example, as Paul Miller,
principal analyst serving Infrastructure and
Operations Professionals at Forrester points
out, under the non-cloud model, a company
could spend R50 million to buy 1 000
computers to set up in its datacentre. It then
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pays for software, power, air-conditioning,
and staff to maintain the technology when
only 200 of the computers are being used
80% of the time.
“Under the cloud model, you only pay
for the computers you need and you can
flex and respond to changing demand,” he
adds. “Cloud computing makes sense with
large economies of scale and we’ve seen
the rise of some significant global players,
each of which operates large numbers of
datacentres around the world.”

Flow diagrams
The cloud has grown significantly since
the idea first germinated back in flow
diagrams in the 1950s. In 1955, John
McCarthy developed the theory of sharing
computing power across multiple users.
The theory stagnated while technology
scrambled to catch up and then, in the
1960s, JCR Licklider came up with the
idea of interconnected computers.
His idea inspired Bob Taylor and Larry
Roberts, who invented the Advanced
Research Projects Agency Network
(ARPANET), which is commonly accepted
to be the grandmother of the internet.
Then, over the next few years, the internet
would evolve and move from an esoteric
construct that was used by technology
geniuses to the best place to find videos
of cats. It also unleashed the infamous
dot.com boom and dot.com crash as
companies and entrepreneurs clawed for
their slices of the internet pie. Then, the
new millennium saw the bubble burst as
organisations failed to create efficiencies
in the datacentres and reliably harness
what the internet could do. Until some

BY: Tamsin Oxford
PICTURE: Karolina Komendera

South Africans, working for Amazon,
entered the scene.
“All it took was someone with a large
datacentre and some smart engineers
to understand what they could do with
the modern virtualised environment,”
says Jon Tullett, research manager for IT
Services, IDC South Africa. “Two Capetonian
engineers did all the engineering and from
there it seemed obvious that people should
build large datacentres and rent large
capacity. At the time, companies were going
through a cycle of on-prem software for the
enterprise and application service providers
did the hosting and management, but it
wasn’t cloud as it’s understood today so this
innovation took the market by surprise.”
It was a surprise that cemented Amazon
as the leader in the hyperscale market today,
a lead that hasn’t been dented by Microsoft,
Google or Alibaba. It’s the ultimate example
of the incredible advantage a company
gets from being the first out of the gates
and innovating the fastest – Amazon has
the lion’s share of the market. According to
Statista, Amazon Web Services (AWS) holds
33% of the market share, with Microsoft,
its closest competitor, holding only 18%.
Google Cloud sits at 8%, IBM Cloud at 6%,
Alibaba at 5%, followed by Salesforce (3%),
Oracle (2%) and Tencent (2%). That’s an
impressive hold on a market that it created.

South Africa
“The Amazon team in South Africa
presented the idea to Jeff Bezos in 2003,
it was launched as a full-blown service in
2006, and, by 2008, demand was growing
rapidly,” says Nel. “In this market, Amazon,
Microsoft and Google are the biggest

5

SVEN BLOM,
Teraco

players, with Oracle and IBM classified as
niche players in the market and in a different
segmentation.”
Oracle recently developed an
interconnectivity arrangement with
Microsoft that allows for workloads to
interoperate between Microsoft and
Oracle regions, which adds some mud to
the increasingly unclear waters of cloud
and hyperscale. This is further muddied
by the growth of the datacentre players.
According to Winston Ritson, head of
Cloud Services at Liquid Telecom, the
leading datacentres in Africa are currently
African Data Centres (ADC), with its
capabilities in Kenya and across the East

All it took was someone with a large
datacentre and some smart engineers to
understand what they could do with the modern
virtualised environment.”
Jon Tullett, IDC

CLOUD SPECIAL REPORT | Brainstorm

SCENE SETTER

The Amazon team in
South Africa presented the
idea to Jeff Bezos in 2003, it
was launched as a full-blown
service in 2006, and by 2008,
demand was growing rapidly.”
Craig Nel, Oracle

Africa trading bloc, and Teraco, with its
South African footprint and foothold.
“The Teraco strategy of providing free
interconnect through NAPAfrica drives the
business and its presence in the market,”
he adds. “ADC has taken the view that
datacentres need to be distributed across
the continent and in local traffic hubs
rather than localised from a geography
perspective.”
Of course, let’s not forget that Microsoft
was the first global hyperscaler to establish
a local presence in Africa and the first in
the world to deliver cloud services from
datacentres on the African continent, nor
that Huawei has become an unexpected
challenger on the datacentre landscape.
Alongside Teraco, ADC, Microsoft, MTN and
Vodacom, the Chinese company has been
making significant inroads into the market.

Multiple players
“Due to the overall surge of digital
activity, there are multiple players in the
market, including Dimension Data, MTN
and Vodacom,” says JK Kanis, Cloud
and Enterprise Business Group lead at
Microsoft South Africa. “Locally, customers
are driving datacentre migration projects
and moving lots of on-premise servers into
the cloud as hardware comes to end of
support. They’re also building cloud-native
applications. The presence of local cloud

7

THE CHINESE INFLUENCE
The rise and rise of the Chinese influence in Africa has not gone unnoticed, but how is
this influencing the datacentre and hyperscaler space in South Africa? The answer is as
murky as the Chinese strategy…
“A major player in China is Alibaba, and Aliyun (Alibaba Cloud) is a lot like AWS,”
says IDC South Africa’s Jon Tullett. “Because it has been so focused on the Chinese
domestic market, it hasn’t been on the radar for customers outside of China until
it started making a noise a few years ago. When the world saw the capacity it was
managing, it became clear that it was a serious contender.”
Alibaba still hasn’t ventured out of China, but there remains the sense that it could
lever open the doors and unleash some heavy competition into the market. The
company handles all of its own internal content and transactions as well as third-party
cloud products and the volumes of transactions are stratospheric (Statista says
Alibaba handles $2.3 billion on average in gross merchandise volume every day, while
Amazon handles $800 million). It handles these volumes without breaking a cliched
sweat. The company does operate from datacentres in the Middle East and Europe and
large parts of Africa are of economic interest to China, with several African countries
participating in the Chinese Belt and Road initiative.
“It’s not implausible that Chinese companies might seek to offer cloud services to
this growing market,” says Paul Miller, Forrester.
Then there’s Huawei…
“Huawei is aggressively discounting its hardware across telecoms, mobile, internet
and network, and compute and storage infrastructure in order to gain significant
market share,” says Andrew Cruise, MD at Routed.
But is Alibaba about to kick AWS out of the top spot, scuttle into Africa and devour
market share faster than you can say ‘hyperscaler’? The answer is – nobody knows,
but maybe.
“China and Africa have been partnering on investments for the past seven years and
this makes the continent one of China’s greatest allies in the market,” says Oracle’s
Craig Nel. “China’s level of investment has been increasing at a steady rate and the
primary motivation behind this push is likely its desire to secure a solid base for raw
materials to fuel its own rapidly growing economy. It’s well positioned to profit from
continuing development in Africa.”

technology means more opportunity for
economic growth and innovation.”
The groundswell of datacentre
investment and development in Africa isn’t a
straightforward path either. The leaders are
still doing just that – leading. AWS is here,
Microsoft is here, Google is enigmatic, but
expected to land a local presence soon, and
and new players are entering the market
with the hopes of grabbing a toehold.
Lenovo, Dell, Equinix, Liquid Telecom,
RSAWeb, MTN, Vodacom, Huawei, IBM and
Dimension Data are all building African
foundations alongside the muscular solidity
of Microsoft, AWS, and Google.

“South Africa is the perfect launch
point for services into the continent with
stable infrastructure and a relatively
advanced ICT sector,” says Sven Blom,
head of Sales at Teraco. “Lots of change
and local deployments on the way to
serve the Sub-Saharan region from South
Africa are anticipated as it, along with
Kenya and Nigeria, is seen as a good hub
from which to launch a cloud datacentre
that can serve the surrounding regions.
Google’s landing of the Equiano cable in
2021 will be interesting to watch, as will
the uptake within South Africa and the
surrounding countries.”
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A cloudy future
What do the future services and features of hyperscale
cloud look like?

BY: James Francis

Hyperscale providers are now
officially part of the IT furniture. There
are currently over 500 hyperscale sites
across the planet, being added to at a
rate of about 50 a year.
Hyperscalers are distinct from other
types of cloud providers or traditional
infrastructure by their incredible
scale. In architectures pioneered in the
early days of Facebook, Google and
other digital trailblazers, hyperscalers
virtualise and pool thousands of systems
to create a lake of compute, network
and storage resources. These are then
defined and allocated through software
systems.
Locally, the arrival of Microsoft Azure
datacentres have led to a big jump in
adoption, says JK Kanis, Cloud and
Enterprise Business Group lead at
Microsoft.
“The public cloud uptake in South
Africa has accelerated over a last few
years. According to the South African IT
market landscape report, public cloud is
set to grow from $741 million to $1 billion

markets, but they are still on a march
towards their global footprint. Obviously,
Africa is a recent addition and not even
fully rolled out yet. There’s still a lot more
work to be done in terms of that reach.”
Still, such growth won’t continue
forever. Also, hyperscalers have had to
embrace the multicloud world, where
customers pick and choose what they
use from different providers. Bluegrass,
for example, is very much a Microsoft
house, but also uses services from AWS
and Google in its solutions and projects.
“All of the hyperscale public cloud
platforms are pouring money, attention,
and effort into developing more valuable
– and stickier – services,” says Paul
Miller, principal analyst at Forrester.
“It’s easy to move your data from an
Azure data store to a Google data
store, and easy to move an application
you wrote and installed on Alibaba
to AWS. It’s harder to move from one
complex combination of AWS services
to a functionally similar complex
combination of Azure services, for
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this year, nearly 40%, compared to the
IT industry that is predicted to grow by
11%.”

A commoditising baseline
The three largest hyperscalers are AWS,
Azure and GCP, followed by the likes of
IBM, Huawei and Alibaba. The top two,
in particular, have been defining the
market’s early steps. Although there
are distinct differences between them,
the hyperscalers’ baseline services
have become similar, and thus harder to
differentiate. At the simplest level, the
cost of accessing compute or storage is
not very different.
But there are still big gains to
make. With nearly half of hyperscale
datacentres in the US, every other
country represents a single-digit or
fraction of the global footprint. Growing
through commodity services is still a big
part of the hyperscale future, says Nick
Durrant, founder and MD at Bluegrass
Digital.
“Their focus areas have been in key
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JK KANIS,
Microsoft
South Africa

example. Areas like machine learning
and artificial intelligence tend to attract
attention here.”

Getting sticky
The appeals of different services are
most often weighed by developers and
solutions providers. But at the higher
levels, there is a different dynamic at
play.
It’s not unusual for a single provider to
have an overarching arrangement with
a business’ board and leadership. Then
individual partners associated with that
provider focus on the different customer
problems – sometimes using services
from rival providers to augment what
they build. So the partner ecosystem

All of the hyperscale public
cloud platforms are pouring money,
attention, and effort into developing
more valuable – and stickier – services.”
Paul Miller, Forrester
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is a significant factor in how sticky a
hyperscaler can be.
Another example of stickiness is to
appeal to third-party sources. This
manifests in three ways. The first is open
source, a popular companion to cloud
implementations. According to Kanis,
there has been phenomenal growth on
Azure hosting open-source databases.
AWS and GCP are equally supportive.
The second is through specific thirdparty implementations. For example,
a major source of current migrations
to hyperscalers is SAP S/4 HANA
via the SAP Cloud Platform – again,
something all the major hyperscalers
support. Moving massive tier 1
business applications has become a
co-dependency between the vendors
and hyperscalers, driving its own kind
of innovation. Even competing services,
such as VMware’s hypervisors, are now
available on Azure, despite Microsoft
offering its own hypervisors.
Last, but perhaps most significant,
are the hyperscalers’ burgeoning
marketplaces. Here, as with a typical
app store, third parties can host and sell
their own applications developed using
that particular platform’s services.
AWS, which declined to comment
for this article, is often noted for its
developer-oriented services, packaged
for easy use.
Azure is renowned for the business
services it migrated from Microsoft’s
traditional product lines. But all the
major hyperscalers offer commodity
development services that nearly qualify
as plug-and-play. It’s not that simple,
but providers have made development
almost that simple.
The bulk of direct customers of those
services are developers and solutions
houses, which then create their own
applications. Some are meant for
specific customers, but many become
white-label offerings hosted in the
marketplaces. Numbers for the app
populations of these marketplaces are
not forthcoming, but some put them in
the thousands.
“It’s not Microsoft or AWS building

GOING
SERVERLESS
One trend that deserves
its own focus is that of
serverless computing.
Despite the exotic name,
this doesn’t actually mean
there are no servers. But in
a traditional server model
– even those running
virtually and elastically on a
hyperscale platform – you
still incur costs for systems
running idle.
In an idle state, they
still represent a server
running services that need
to be kept alive. Serverless
computing does away with
this latter requirement.
You literally only pay for
what you use, and you only
use resources when your
system is doing something.
If it sits idle, that doesn’t
count.
Serverless computing
started emerging as
developers made use of
cloud-native services.
It’s an event-driven
approach, meaning that
unless something needs to
happen, resources aren’t
consumed. But this only
works with cloud-native
applications, not traditional
applications.
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many of these applications,” says
Durrant. “Often, it’s vendors or
companies like us. We have a few
products, but these products may be
specifically around a solution for a
company. But everyone builds these to
be cloud-ready, essentially. And so they
can sit in the cloud, and you can market
them and get people to start using them
within their own solutions.”
The hyperscalers are developing
internal services, though not at the
massive volumes that the third parties
do. Instead, the focus of the big players
appears to be on geographic expansion
and easing more customers onto their
platforms. Meanwhile, their partners –
many of which collaborate with all the
major providers – are developing new
services in direct response to market
requirements.

Future unknown
What does the future of hyperscaler
services look like? It’s a bit like asking
how an operating system will evolve:
that’s a very open question and
incredibly dependent on how its users –
particularly solution providers – exploit
the platforms. There are a few trends
worth watching. Miller points to artificial
intelligence, IoT and the intelligent edge
as big areas where the hyperscalers
want to differentiate themselves.
But the near future of hyperscale
services is not one of ‘cool’
technologies. The vibe around their
users is much too pragmatic at the
moment, which is a good thing. Nor
do the major providers appear to be
hurting from competition – a land grab
on baseline features is still the dominant
force driving hyperscale growth.
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Is cloud-first the next
step for businesses?
While there are many advantages to adopting a cloud-first
approach, such a strategy is also littered with potential
pitfalls that can easily trip up a business that fails to
consider all angles first.

According to Gartner, 75% of
companies today have adopted a ‘cloudfirst’ strategy, whereby they commit to
considering cloud-based solutions first
before even looking at other alternatives.
Derrick Chikanga, senior analyst at
Africa Analysis, points out that businesses
are increasingly considering cloud-first
strategies as a way to capitalise on the
benefits that such an approach offers.
“Among the advantages are cost
savings, scalability, security and efficiency.
Remember that on-premise solutions can
be expensive to maintain and require human
intervention to constantly update and
repair. A cloud-first strategy enables you to
avoid these problems, while still reaping the
aforementioned benefits,” he says.
However, not everyone views cloud-first
as the next logical strategy for businesses
to adopt. Rudie Raath, CDO at Datacentrix,
suggests that in the real world – as opposed
to the world that salespeople like to talk up –
organisations won’t be able to adopt a 100%
cloud approach.
“Achieving a total cloud strategy is
effectively impossible, because the balance
struck between cost and benefit won’t
allow this. In fact, I believe that ‘cloudfirst’ as a concept is being pushed by the
hyperscalers; it’s certainly not something
most systems integrators are driving,” he
says.
“While it’s true the cloud offers the
promise of more agility and scalability, the
challenge is that once you’re consuming a
workload 24/7 and have many users on a
database-driven platform, the cost to host
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DERRICK
CHIKANGA,
Africa Analysis

BY: Rodney Weidemann
PICTURE: Karolina Komendera
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this in the cloud is no longer that attractive.”
He adds that most companies have
critical apps that aren’t cloud-native, and he
has yet to see a ‘lift and shift’ use case that is
truly cost-effective – in fact, this approach,
far from reducing costs, usually ends up
costing more. Moreover, developing a cloudnative version of these apps will have a price
that will mitigate the cost efficiencies gained
by the cloud.

There seems to be a prevailing mindset
that simply moving everything to the cloud will
address all an enterprise’s challenges.”
Rudie Raath, Datacentrix

Explore, but be realistic
“While I don’t think it’s wrong for businesses
to state that they ‘want to explore a cloudfirst strategy’, I believe this will ultimately
become a hybrid strategy, which is really
more realistic. There are also numerous
challenges to adopting a cloud-first
approach, including the failure to properly
understand the company’s workloads and
an underestimation of the importance of
cleaning these up.”
Another issue, he adds, is that of
application rationalisation. Many of an
organisation’s existing apps will have
overlapping features. Thus when adopting
a cloud-first strategy, the decision must
be taken to either take all of these into
the cloud, or to understand where these
overlaps occur and decide which of these
can be eliminated.
“Then there is the question of monitoring.
There seems to be a prevailing mindset that
simply moving everything to the cloud will
address all of an enterprise’s challenges.
However, unless you’re properly monitoring
and understanding what is happening, you
will end up basing your strategy on a bunch
of assumptions, and we all know that never
really ends well.
“Ultimately, any cloud-first approach
comes back to your cloud readiness – are
you ready from a people, process and
technology perspective? And, of course,
your understanding of the network and its
security. You need to understand where your
data resides, how to retain its integrity and
how to connect to it securely. Remember
that with the cloud, the latest legislation
demands accurate reporting around where
your data is, who is accessing it and why.”
Chikanga feels the key challenge with
a cloud-first strategy is drawing the line
between this and what could be termed
a ‘cloud-only’ strategy. The latter is the

mandatory implementation of cloud
solutions by organisations. As such, some
organisations prematurely disregard other
solutions and are becoming increasingly
biased towards cloud-based solutions. In
such situations, they unknowingly adopt a
cloud-only strategy rather than one that is
cloud-first.
“There are numerous benefits to adopting
a cloud-first strategy, and although
they vary, they generally include: cost
savings from using third party facilities
and solutions; the ability to easily scale
the available services, based on the
organisational requirements; use of a
centralised data location for ease of access;
and increased security through backup
services available in the cloud,” he says.
“The cloud-first strategy should
address the business requirements of an
organisation, such as cost optimisation
and the ability to scale operations at short
notice. Furthermore, it should enable
functionalities such as automatic software
updates and data analytics to optimise
business operations. As such, companies
should realise significant economies of
scale through the adoption of a cloud-first
strategy.”

Hybrid is the future
Like Raath, Chikanga believes that
companies considering the adoption
of a cloud-first strategy must also take
cognisance of other, non-cloud solutions.
“Organisations shouldn’t attempt a lift
and shift approach to cloud migration
without fully understanding their business
requirements first. This is because some
work files will function optimally when
located on-premise, while other work files
will function best when located in the cloud,”
he says.

Raath believes that a hybrid approach is
the only functional real-world solution for
South Africa over at least the next decade.
“While there is definitely new blood joining
the industry and a new generation of skills
coming into the market – think of the new
thought processes around using DevOps,
for example, to solve real-world problems
in innovative new ways – it will take time for
these new skills to truly make an impact.
“Currently, I don’t believe that we have
enough application, network and security
skills available to genuinely support largescale cloud-first strategies, and this is a
global challenge, not a local one. Therefore,
it’s worth noting that, for me, education will
be the golden key that may finally unlock the
value of cloud-first, but it will only be in quite
a few years’ time,” he concludes.

CLOUD-FIRST: KEY
CONSIDERATIONS
Africa Analysis’ Derrick Chikanga suggests
there are certain considerations that
a cloud-first strategy demands. These
include:
• Establishing the company’s business
objectives and how these align with the
available cloud solutions;
• Determining which stakeholders within
the organisation should be involved in
the cloud strategy process;
• Determining which cloud migration
process will best suit the organisational
requirements;
• Determining how performance will be
measured; and
• Ensuring you invest in skills that include
cloud architecture and deployment,
cloud security, and data and analytics.
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SKILLS

Building
your team
Moving to the cloud
provides a plethora of
advantages, but getting
there will require a fresh
look at the required skills.

Digital skills form the backbone
of modern enterprises, with the
demand for cloud computing skills
being especially high on the list. That’s
according to Asif Valley, National
Technology officer at Microsoft South
Africa, who expects the demand for
these skills to grow significantly over the
next two years.
“If a company chooses one of the
hyperscale cloud providers, they will
require fewer in-house skills,” says Ian
Jansen van Rensburg, lead technologist
for VMware in Sub-Saharan Africa.
While hyperscale cloud services are
one option, they’re not the only option,
and many companies are choosing
to use private clouds, or a hybrid mix
of both. Private clouds will naturally
require more in-house skills. “Four
major skillsets will be required and
they each need to be provided by a
specialist,” says Jansen van Rensburg.
The four skillsets are:
• the development and integration of
applications,
• networking, as connecting to the cloud
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will be critically important,
• security, because putting critical
data into the cloud without adequate
protection could open companies up
to massive losses in the event of a
major breach, and
• database skills, because, as Jansen
van Rensburg puts it, ‘data sits at the
heart of everything, and even if you’re
using a hyperscale cloud provider,
it’s essential to understand how the
database works’.
With this greater demand for skills,
taking the cloud in-house will create its
own difficulties. “Companies with their
own clouds generally don’t have a good
level of uptime,” says Andrew Cruise, MD
of Routed. “They don’t spend enough
time monitoring and upgrading, and
that’s when things can go wrong.”

Legal restrictions
One company that has to keep its
operations in-house for the time being
is e4, a financial services company
specialising in legal and property
solutions. Two hurdles are preventing it

from shifting to hyperscale cloud. “Cloud
is expensive, but we also deal with a lot
of confidential data between banks and
property conveyancers, and there are
restrictions on what information can
be stored in the cloud from a security
and regulatory point of view,” says Fikile
Sibiya, the company’s CIO. She says
the company is preparing for life in the
cloud, “but we must first decide which
services to move there, and then what
skills we’ll need to do this.”
Sibiya admits the company needs to
grow its skills base. “Many of the skills
we’ll need are quite rare, so there’s a lot
of poaching in the market, which makes
them expensive. As such, we’ve decided
we want to grow our skillsets internally.”
The skills gap is not necessarily so
enormous, she argues: “How a server
works is the same whether situated onpremise or in the cloud. The difference
is the way the server is configured and
provisioned in the two environments.”
Paul Ruinaard, country manager for
Nutanix in Sub-Saharan Africa, agrees.
“Many skills will be transferable, where
the old skills will serve as a baseline
from which new skills can be learned,”
he says. “If I have virtualisation skills,
I need to add to them, although some
new skillsets will also have to be
learned.” Critical skills will include
troubleshooting in the cloud, plus
the ability to work remotely and
collaboratively in dispersed teams.
Microsoft’s Valley says that while
recruiting experienced people from the
industry is the most effective way to
acquire skills, the next most effective
approach is to retrain and upskill existing
staff, which a recent survey showed a
majority of companies are already doing,
he says.
Dr Patrick Ndayizigamiye, a senior
lecturer in the department of Applied
Information Systems at the University of
Johannesburg, says: “Globally, there‘s
a shortage of certain specialised skills
required to run a cloud.”
The shortage of data and cyber
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As we move
towards 4IR, it’s
increasingly necessary
for teams to work
closely together.”
Ian Jansen van Rensburg, VMware

security specialists is particularly acute,
especially in the United States, and
there’s also a dearth of machine learning
and artificial intelligence skills.

Practical skills
In South Africa, says Ndayizigamiye,
most of the large IT companies run
training initiatives, as well as online
courses, which are often free, although
certification does require payment.
The IT companies also run boot camps
and hackathons as ways of recruiting
young programmers. He also strongly

recommends that his students use
MOOCs – massive open online courses
– to obtain practical skills that will
make them highly employable. “I did
one of the MOOCs provided by the
Rochester Institute of Technology, and
was very impressed by it. There was
hands-on work and lots of case studies,
and I gained practical experience that
universities generally don’t provide.”
Another area where enormous change
still needs to happen is in the collapsing
of skills silos. “As we move towards 4IR,
it’s increasingly necessary for teams to

work closely together,” says Jansen van
Rensburg, adding that companies will
need to have one seamless team to run
everything. However, there’s significant
resistance to doing this. “People don’t
want to change – they fear for their jobs.”
From a skills perspective, there seems
to be some way to go before many
companies become truly cloudoperational. As Routed’s Cruise says:
“At the moment, a lot of the involvement
with the cloud is like sex in high school –
lots of talk and not so much action.”
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ADVERTORIAL

Eliminating
complexity
from IT Security
and Data
Management

The dangers posed by ransomware are many,
though the top of mind threats to business include
data loss, loss of service and, most importantly,
reputational damage.

T

his last one has a long-term effect on a
customer’s willingness to interact with the
business in the future. Ultimately, if any
business-critical system is affected by malware,
it can severely impact an organisation’s ability to
execute and end up resulting in a loss of revenue
and customers.
Is it any wonder, then, asks Andrew Lance,
Data Management Product Champion at Nexio,
that consumers are increasingly unforgiving of
businesses that don’t take things like this as
seriously as they themselves do?
“In fact, Veritas suggests that some 74%
of consumers believe that hacked companies
should stand up to cyber criminals and refuse to
pay ransoms, while 69% of consumers demand

compensation from the company if they cannot
restore their data. Also, more than a third of
consumers blame CEOs personally if their
companies are breached by ransomware, with one
in four demanding their resignation or that they be
banned from running a company in the future, and
one in five demanding a demotion or even a prison
sentence,” he says.
“With consumers making their voices heard,
it seems businesses really need to focus more
closely on this challenge. However, a lack of
awareness, coupled with an ongoing skills
shortage, creates pitfalls in this regard for such
enterprises.”
Lance suggests that there are certain
things that are necessary in the fight against
ransomware, the first of which is to understand
the adversary, in order to determine which
workloads/systems are vulnerable. Secondly, one
must assess potential gaps, to come up with an
air-tight security and data management strategy.
Finally, they will need to implement the relevant
requirements to enhance resilience.
“Resilience is, after all, key in the fight against
ransomware, which is why it is vital to find a
partner that can enable the business and assist
against these threats. Data is one of a business’
most important assets and securing it should
always take priority. Ideally, of course, this should
take the form of a multi-layer protection, to
provide the most robust defence.
“The key is constant vigilance. A proactive
approach to security, backup and continuity
processes is essential. All business stakeholders
need to ensure that the relevant IT systems are
protected. Enablement and rehearsal should go
beyond the obvious IT and security personnel, and
must include other important stakeholders across
the business – namely management, legal, human
resources and public relations.”
It’s important to note, he continues, that the
cloud has changed the way that data is secured
and protected. The ‘always on’ component
introduces many new attack vectors, which those
with malicious intent can exploit. With the myriad
of services, technologies and solutions available,
suggests Lance, it is crucial that businesses
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To remain a step
ahead, businesses
need to ensure that
their security team or
partner is part of the
process when reviewing
any network-enabled
systems.
employ the services of those in the know to
enable and help them navigate the intricacies of
cloud – public cloud, private cloud, multi-cloud
or hybrid cloud – each comes with its own unique
challenges and requirements.
“At the same time, it should also be
remembered that the cloud offers an additional
level of security from ransomware, in that
easy and real-time backup to the cloud offers
an opportunity to restore systems and data
to the point just before the ransomware was
introduced,” he adds.
“Cloud offers businesses the convenience of
pay as you use models with rapid deployment,
which includes the ability to back up to the cloud
for those who still have on-premise systems,
assuring a cost-effective offsite repository
that drastically reduces project timelines to
deploy. Additionally, cloud offers modern data
management strategies that include protection
of SaaS services, as well as cloud workloads
and solutions. The ability to protect data in a
multi-cloud environment and enable business
continuity in the cloud are key in the fight against
ransomware.”
Of course, cyber crime continues to increase
and evolve as new technologies and approaches
enter the market. Therefore, states Lance, staying
ahead of this constantly changing criminal
enterprise, both now and into the future, is
absolutely crucial.

“To remain a step ahead, businesses need
to ensure that their security team or partner is
part of the process when reviewing any networkenabled systems. By partnering with those
that are on the front line in the fight against
ransomware, businesses can ensure they
are enabled with the latest technologies and
solutions, in order to prevent the kind of attack
that may cause business outage, data loss and
reputational damage.
“Ultimately, the true value of a partner of this
nature is that it will not only utilise best-in-class
technologies, but will also integrate these across
your company’s various business solutions and
cloud services. A partner that can help you to
achieve this is critical in the fight against cyber
crime,” he concludes. 
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ON-PREMISE

PRUDENCE
LOUW, IDEA
Digital Education

Keeping it
in-house
While there’s no denying that
cloud is on the rise, some are
moving back to on-prem. The
question is why?
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“Up until now, cloud has only really
made a splash in pockets,” says Jon Tullett,
research manager for IT services at IDC
Sub-Saharan Africa. “There were quite a
few sceptical CIOs out there who weren’t
keen to move their stuff offshore and were
worried about issues like infrastructure
stability, among other things.”
But when big brands like Microsoft,
Amazon and Huawei announced plans
to expand their datacentre footprints to
South Africa, the news was heralded as
a business game changer. This, coupled
with a stamp of approval from the banking
ombudsman and government, gave many
business executives the confidence they
were looking for to give cloud a try. Even
SMEs and entrepreneurs have responded
positively to the introduction of new cloud
services to the South African market,
says Prudence Louw, CIO at IDEA Digital
Education. This provides them with
access to global markets, without having
to maintain their own resources or enlist
the help of experienced and expensive IT
technicians.
Where many larger enterprises were
reluctant to trust cloud providers with
their sensitive data just a few years ago,
the landscape has changed dramatically,
adds Anna Collard, MD at KnowBe4
Africa. The cloud can be all things, both
general and specialised. Interest in cloud
represents the world’s recognition that it’s
often more expensive to run and service
your own computing infrastructure than it
is to share with other organisations and let
your cloud vendor handle all the risk. But
this isn’t to say that people aren’t keeping
some of their workloads in-house.
Collard says there are still many
South African chief information security
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officers who believe that highly-sensitive
or customised applications should be
kept on-premise. And as such, many are
embracing a hybrid approach, says Unathi
Mtya, Grindrod Bank’s CTO. “As big players
spread their wings our way, many of the
jurisdiction challenges associated with
cloud are no longer a concern. As such, it’s
easier for organisations to adopt a cloudfirst strategy and then use on-premises
where necessary.”

Comeback
Increasingly, early adopters are not seeing
the results promised by lifting and shifting
everything to the cloud. This is because
cloud isn’t for everyone.
In 2018 and 2019, Nutanix conducted
surveys to find out more about global
enterprise cloud deployments and to
unpack trends relating to cloud adoption
strategies. While enterprise IT professionals
surveyed in 2018 forecast that they’d be
reducing their datacentre use by half in
favour of hybrid cloud and multicloud
deployments in 2018/19, the numbers
reported in 2019 tell a very different story.
According to Nutanix’s 2019
Global Enterprise Cloud Index survey,
non-cloud-enabled traditional datacentre
use actually increased by 12.3%. It had
been expected to drop by 20% in 2019.
And hybrid cloud use decreased by
about 5.4%. The 2019 report found that
84% of respondents in South Africa were
moving public apps back to on-premise
environments or plan to do so. This is
compared with 73% for global respondents
and 71% for respondents across the EMEA
region. If anything, the findings illustrate
that enterprises want flexibility to adapt
their infrastructure based on different
variables that change over time – from
cost and performance to security and
compliance.
Control and trust are also driving the
move back to on-prem. Customers want
assurance that their selected cloud vendor
practises very strong computer
security. But it ranges from tough to
impossible to get that assurance with
many cloud vendors, says Roger Grimes,
data-driven defence evangelist at KnowBe4.

A QUESTION
OF COSTS
Cost savings commonly
top the list of benefits
associated with cloud
computing. However, these
savings are only achieved
with the right level of
diligence. According to the
Nutanix Global Enterprise
Cloud Index, more than a
third (35%) of respondents
reported being slightly or
significantly over budget
when it comes to cloud. This
is, in part, the reason why
some businesses are reevaluating the distribution
of their workloads. But
Nebula’s Andre Witte says
there are tools that can
perform detailed tracking
of multicloud costs. With a
cloud expense management
solution in place, you’ll
have proactive monitoring
and detailed analytics
so that you can identify
overspending and remove
any wasteful resources.

A customer with only on-premise servers
and data can do audits of security controls
any time they like. But that transparency
all but disappears once a cloud vendor is
involved.
“Trying to do cloud without skills is really
hard. And the skills you already have don’t
always translate. This is especially true
when it comes to your existing security
policies and practices,” cautions Tullett.
Similarly, keeping things on-prem demands
having the skills to manage your workloads
and data.
A lack of knowledge and experience is
often a weak point for businesses, says
Nebula’s CTO Andre Witte. Only when
businesses spend time experimenting
with different options can they choose
the best-fit technology for their unique
needs. “One of the most essential learnings
we’ve identified is the need to constantly
review and monitor, from a cost and design
perspective. In three years, we’ve found
that we had to optimise and upgrade many
system components and services.”
Despite Nutanix’ findings, Tullett says
IDC’s future revenue forecasts for cloud
are way bigger than for on-prem software.
“The migration is real,” he says. “The cloud
is really a seductive option and it looks very
easy. If you’re just dabbling, it is very easy.
But businesses need to realise that doing it
on a larger scale is more complicated and
can be a lot harder than you think.”

As big players spread their wings our
way, many of the jurisdiction challenges
associated with cloud are no longer a
concern.”
Unathi Mtya, Grindrod Bank

CLOUD SPECIAL REPORT | Brainstorm

20

SECURITY

Hardening your cloud
Moving to the cloud will potentially give you benefits of
agility and scalability, and perhaps even costs savings,
but handing over your data to the cloud also has security
ramifications.

With the trend of IT budgets being
ever constrained, while simultaneously
needing to enable business and keep up
with changing and evolving technologies,
there’s definitely a movement towards
cloud platforms in South Africa. Cloud
provides an enterprise with a variety of
services that are scalable in terms of
cost and performance – an organisation
can often acquire better performance
at a lower cost than if it were to buy and
manage its own hardware.
At a broad level, cloud service providers
(CSPs) offer three types of services:
Infrastructure-as-a-Service (IaaS), Platformas-a-Service (PaaS) and Software-as-aService (SaaS). Sandro Bucchianeri, Absa
Group chief security officer, says: “When
embarking on a cloud journey, you may end
up with several vendors providing PaaS and
SaaS services to your organisation. These
can be fairly turnkey solutions that you
integrate with single sign-on, and only have
to worry about the data you share with them
and the controls they have around security
of your data.”
However, he says when selecting an
IaaS vendor, as this is compute capacity,
you have to implement all the controls
and rails that you would have in your own
datacentre. These include OS provisioning
and patching, antivirus, logging, and
application installation, among others.
“It would be wise to only build out this
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environment with a single provider as it
may be cost-prohibitive to do it on multiple
cloud platforms.”
CSPs offer two generalised services,
compute power for servers, and services
based in their cloud. While multicloud
strategies appear prudent, it will become
expensive to host general compute in
multiple clouds due to the overhead of
controls that need to be implemented, he
says. “Selecting a single cloud vendor for
IaaS will allow for economies of scale and
better pricing. On the other hand, PaaS can
be procured from cloud vendors that are
leaders in their field. Integration with PaaS
and SaaS are often simpler to accomplish.”
According to Judy Allen, CISO at NFA
Solutions, much of the best practice thinking
comes down to the needs of a specific
organisation. “Some considerations include
whether or not your organisation will be
happy with a public cloud or would a private
cloud be required? Also, the reputation of
the CSP, who will have access to it and what
is the cost benefit analysis and the overall
business case/value proposition? Finally, will
there be resistance within the organisation
to adopt the change? How will that change
be managed? Will the CSP allow you to audit
it (according to good practice standards)?
And, does it have any certifications such as
ISO 27001, Data Privacy, ISAE 3000 reports
and so forth?”
Speaking of the skills needed for
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cloud, Bucchianeri says cloud computing
professionals are in high demand. “There
are some estimates that the global
shortfall of cyber security jobs will rise
to 3.5 million by 2021; it’s clear that
there is massive opportunity for young
South Africans to embark on a career in
cloud computing, which would also be
addressing the country’s daunting youth
unemployment figures.”
Adds Allen: “There is a new set of
certifications emerging for security
professionals, tailored to the cloud. These
certifications include Certified Cloud
Security Professional (ISC2), Certificate of
Cloud Security Knowledge (Cloud Security
Alliance), Professional Cloud Security
Manager (Cloud Credential Council) and
Certified Cloud Security Specialist (Global
Science and Technology Forum).”

Who has access?
While all of the considerations around
security are still applicable in a cloud
environment, some of the security
responsibilities are probably outsourced,
or in the direct control of the cloud service
provider, she adds. “The greatest concern
is always who can access the systems
and data. It’s important to know and
understand if the cloud service provider
has the capability to access any of your
resources and implement controls to
monitor this, if access is possible. In a
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Responsibility
can be outsourced,
but accountability
cannot.”
Judy Allen, NFA Solutions

shared cloud environment, or public cloud,
a benefit analysis on the encryption of any
sensitive data residing in the cloud could
be performed.”
She says disaster recovery (DR) is
another key focus area – this is generally
easier in a cloud environment as the service
provider would generally have a default
failover site. Other providers, with large
global footprints, give organisations the
option to have a number of instances across
different sites, making switching between
primary and DR sites smooth and simple.
A key consideration for internationally
based cloud providers is the reliability of
the internet connectivity in South Africa to
those sites. Recently, two undersea cables
were damaged, which severely affected the

speed of our internet connectivity to other
countries. Having a local ‘backup-backup’
in the event of a worst-case scenario will
enable organisations to access their data
even if international communications lines
are affected.
Another key point to remember, says
Allen, is responsibility can be outsourced,
but accountability cannot. Organisations
must ensure they are actively monitoring,
or receiving proactive updates from the
service provider, on any security functions
outsourced to them, along with their
own security function performance and
compliance-monitoring.
“With the size of your cloud and the ease
of accidentally sharing your data with the
world, security should be a top priority,”

adds Bucchianeri. “On-premise application
developers should never be allowed to
change firewall rules to expose their
applications, so they shouldn’t be allowed
to do so in the cloud. In fact, when you
centralise your cloud ingress and egress, you
have an opportunity for enhanced oversight
and control.”
“Cloud provides the ability to remove
constraints from different platforms
and enables a singular source of data,
regardless of platform and device. There is
the capability to ingest and cross-analyse
data about a single subject from multiple
sources, which can bring about endless
possibilities, but also the need to exercise
caution in terms of where the privacy line
should be drawn,” says Allen.
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Using cloud to cope
with Covid-19
The negative impact of Covid-19 is changing the cloud landscape, an aspect of which is the pricing structure,
in helping to keep services affordable. The other is how cloud is being used to keep businesses going and
enabling millions of people to work remotely.
and ease of use to clients. This is
a journey that BCX has already
embarked on and has defined a
single cloud offering. Scale and
ease of deployment are paramount
during these trying times, and the
ability to rapidly deploy and scale
up or down allows businesses
the agility required to meet new
demands during this period.
The trend of hyper-scalable
cloud, which allows for growth and
freedom of choice is also very much
on the increase.
“We are seeing networks
expanding and a mixture of
requirements has also become
evident. Some organisations want to
Seelan Thathiah,
explore more into new technology
BCX
and applications; telemedicine is
one such example.
loud continues to transform
“However, the most important
connectivity between people
underlying aspects that remain common
and businesses worldwide and
throughout our client base are data
organisations have recognised the immense
management and security services, with
value it provides, including the flexibility to
disaster recovery services featuring
rapidly test and implement solutions.
prominently.
According to Seelan Thathiah, BCX’s
Thathiah says that many, if not all
Managing Executive for Infrastructure and
BCX clients are already on the digital
Cloud Services, the use of cloud since the
transformation journey, and see cloud as
start of the lockdown has taken a positive
an enabler to their businesses, and in being
turn, with BCX tailoring its offerings to
pivotal to their digital transformation success.
meet client demand. He says that it is no
“It is vital that we work with our clients
longer about the server, but about the
to overcome the challenge of constraint at
platform and in enabling its clients to
this time, thus our role is to take a holistic
sustain and grow their businesses.
approach to their requirements and either
“A game changer in terms of cloud is
advise them on their strategy or if they
consolidation – putting cloud into a single
have already defined what they want, work
platform and ensuring its accessibility
with them to achieve their objectives.”

C

www.bcx.co.za

According to Thathiah, based on
what BCX is seeing, the areas that have
experienced most changes in response
to COVID-19 have been workload
management and purchasing patterns,
with online platforms the new norm.
Online ordering has grown exponentially
and for those companies that were
geared for it, this may be their saving
grace, especially for those not part of
essential services.
“We now have, at our fingertips, in the
cloud, the power of IoT, machine learning
and artificial intelligence. If these are
constructively applied by organisations,
a whole new world opens up in CRM,
business intelligence and supply chain
management.
“Those organisations that use
technology constructively and intelligently
right now stand a much better chance of
surviving in these very challenging times,
and the onus is upon us to empower our
clients through affordability and diversity
of our service offerings.
“We have made it possible for
companies to choose their level of usage
against available budget and determine
the preferable billing options. Billing varies
vastly by vertical markets, which is why
flexibility is important.
“It is equally important to offer a
consumption-based payment option
so clients are paying for use and not for
infrastructure. This allows client to easily
upscale or downscale based on business
usage patterns. This should hold true
whether the customer is an SME or a large
scale client,” concludes Thathiah.

Enabling resilient
and sustainable
businesses in a
rapidly changing
world.
Now more than ever before, the world is undergoing
rapid and unprecedented change. For businesses,
this means having to rethink and transform how they
operate every day.
At BCX, we understand the importance of finding
new ways for your employees to connect and
collaborate in the digital world. Even in these
unusual times, it’s business as usual.
Our range of remote working solutions seamlessly
blends communication, collaboration and mobility to
enable business continuity, allowing us to partner with
you to ensure your employees work better together.
Our extensive global partnerships enable us to cater
to your unique business requirements, helping you
securely manage risk in periods of crisis, so you can
deliver better value to your customer.

Our most important customer is yours.

Scan the QR code to explore
our range of remote working
solutions and how they can help
you ensure business continuity.

Proud level 1 B-BBEE Contributor.

www.bcx.co.za

#BCX
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Tapping
AI services
Are hyperscale services
behind the boom in AI
adoption?
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There’s a growing correlation
between the cloud and AI adoption.
Deloitte Global estimated that in 2019,
70% of AI deployments happened through
the cloud and 65% of AI projects built were
using cloud AI services. But while that
suggests excitement for AI, it’s also part
of a broader trend as the market grows
comfortable with cloud ecosystems.
“Increasingly, people are starting to
leverage the built-in capabilities of the
cloud providers,” says Wessel Oosthuizen,
Deloitte Analytics’ AI lead. “A few years
ago, a lot of companies really just used it
as Infrastructure-as-a-Service, whereas
over time, more people are starting to
leverage the capabilities more broadly.”
AI services are part of this trend, and
companies have been tapping what
we could call AI-as-a-Service (AIaaS).
Hyperscale cloud providers have been
building AI-ready tools that can be
deployed reasonably easily.
AI adoption is definitely on the rise, and
the hyperscalers are its catalysts. But the
roles don’t begin and end with AIaaS – and
many companies are doing quite well with
AI projects that don’t lean on these options.
It’s essential to establish, then, why
cloud and AI go so well together. To
understand that, we need
clarity on what cloud
offers a business. Naked
Insurance started just
ALEX
over three years ago,
THOMSON,
built from scratch to be
Naked Insurance
a highly automated and
AI-supported business.
The costs it saves through
this setup result in much
lower premiums for its
customers. At the same
time, it’s able to offer quick quotations and
claims settlements.
Naked Insurance’s approach can’t work
without the cloud, even if you ignore AI
components. It relies on cloud’s elastic
scale, a big factor in managing costs. This
was the baseline on which the company
started, and tapping AI and automation
features was a natural progression,
explains its co-founder Alex Thomson.
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“The starting point is just to use the cloud
as the primary data store and hosting
platform. The sort of extension and use of
various AI services is fairly natural. Even
before we started talking about AI – just
to host the primary systems – it was not
a question of whether or not we use one
of the major cloud providers, but rather
which one,” he says.
Part of the cloud’s synergy with AI is
due to the immense power it provides at
low costs. But as Thomson says, the real
value is from running the many complex
business systems. Naked relies on many
of the serverless event-driven features
of the AWS platform. These enable it to
automate and manage many different
complex processes with relatively little
fuss or resource demand.

heterogeneous set of data. So you’ve got
numerous different channels, systems
and products, with many exceptions and
once-offs and unique features for specific
distribution and specific periods. That
internal complexity doesn’t map well onto
a model for teaching, which requires large
amounts of data.”
For example, he adds, training a
chatbot for one product is not hard. But
training it to respond around dozens or
hundreds of products? That takes a lot
more planning and a clear understanding
of your data. And data management is
a natural fit for cloud, which provides
suitable storage and networking (not

commonplace that your phone can do it,
but it nonetheless represents a type of AI.
AI is very contextual, he says. “Some
of the technologies are more suited
and talked about in specific industries.
Robotic process automation has been
a conversation point in insurance and
financial services. I see smart assistants
starting to appear in health diagnostics
and disease mapping. Many B2C-focused
companies depend on social media
monitoring and sentiment analysis.”
But we’re only scratching the surface of
this topic. AI’s commercial emergence is
fascinating: it’s less about technology and
more about finding the right services for

Cheap compute and storage
Cloud’s power does matter, but not
necessarily where you’d think. There
are two stages to any AI: training it and
using it. Training requires more brawn,
i.e. compute resources, whereas using it
(inference) can be a relatively untaxing
affair. And not all AI is the same. Not
everything requires immense deep
learning, says Magnus Revang, VP
analyst at Gartner: “A lot of AI solutions
are actually not compute-intensive,
deep neural networks. They use shallow
techniques, statistical techniques, stuff
like that.”
He adds that outside of training, the
reliance on hyperscale platforms is not so
crucial. Once a model is ready, it can be
shifted elsewhere for use. In other words,
a lot of the cloud-AI nexus relates to cheap
compute power in the training stages.
Storage, aka data, is another
consideration. AI is an afterthought in
this conversation. If you want to create
a system that’s automated and robust
due to intelligent machine features, the
real focus should be the state of your
data and how it applies to what you
want to accomplish, says Thomson.
“The data management is poorer from
an AI perspective because you have a
complex internal environment. You have a

Your data is the only strategic
asset you have. How and where you use
AI, that’s a tactical decision.”
Magnus Revang, Gartner

to mention support for tools such as
different database types).
We can link rising AI adoption to
expansive cloud use, but it’s just one of
many eggs laid by the hyperscale chicken.
Companies are not using AI successfully
because it’s available, but because it
happens to be the best fit for certain
situations. AI itself might not be that
special – some forms have been around
for some time.
Pieter Potgieter, senior manager:
Commercial Operations at Britehouse,
points to OCR, the practice of converting
images of text into usable text. This is so

specific issues. It’s less about technical
knowledge (though that in itself is a big
conversation) and more about aligning
data with business desires. It’s less about
how and more about why. Hyperscale AI
services can make the ‘how’ a bit easier,
but they’re not the fire under the boiler.
Once you look at AI as a means
to an end, the picture becomes less
intimidating.
Tapping AI is about finding the best way
to establish improved operating models.
First, decide what you want to do, then ask
if AI has a role to play and why. Then use
the bounty of cloud to realise that.
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INTELLIGENT EDGE

Living on the edge
It’s easy to dismiss the ‘intelligent edge’ as just another
IT buzzword, but it offers enormous advantages to
businesses in an increasingly IoT-focused future.

Cloud centralises many of the
systems that organisations use today. At
the same time, devices can move away
from that centre and communicate with it
from afar, from what is usually termed the
‘intelligent edge’, such as occurs with the
Internet of Things (IoT).
With IoT, you can put a sensor anywhere
and it will report back data from that
environment. When you look at it like this,
the edge can be everywhere the core isn’t,
whether that’s on a factory floor or a health
monitor on someone’s wrist.
But the intelligent edge offers more than
connected sensors. Doug Woolley, GM for
Dell Technologies South Africa, explains
that the intelligent edge creates specific
processing capabilities on a remote site,
with the goals of overcoming latency and not
labouring an organisation’s central systems
unnecessarily.
“If you look at a fitness watch, which
is essentially a tiny computer, it captures
information and processes it, then sends
the data to the cloud service. Apply this
same idea to a factory: it has many sensors
with data that needs processing. Sending
all that data to a central cloud system is
cumbersome and even counterproductive,
especially when you have automated
processes on the site requiring those
outcomes,” he says.
“The intelligent edge is little more than
when you provide computational systems
on a remote location to handle specific tasks
that are too sensitive, labour-intensive or
mission-critical to relay immediately to a
central system.”
Michael Langeveld, VP for Huawei Africa’s
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cloud business, says the intelligent edge
creates the opportunity for businesses to
finally address challenges that once were
either difficult or impossible to solve.

Less latency
“Utilising computer power sitting at the
edge means we’re able to reduce the
effect of latency, bandwidth consumption
and network storm that can result from
transferring large-scale data to the cloud
from the edge,” he says.
Woolley points out that the biggest benefit
offered by the edge is how it reduces latency.
This can be a tremendous bottleneck
for connected systems, and an edge site
drastically reduces how far data must travel.
“The edge is also more efficient. Edge
sites can be large, but they can also be tiny
gateways. These are often used to clean
data before it’s sent to a central system.
Every edge site can operate within the
specific context of the data it handles.
Understanding that a central site has to

BY: Rodney Weidemann

juggle many different data streams, edge
sites can significantly improve the quality
of data and free up resources at the
central site.”
The edge also offers security benefits,
Woolley says. “No matter how encrypted
or iron-clad your security is, the further
you send data, the more at risk it is. If
that data never needed to leave the site in
the first place, sending it to a central site
creates an unnecessary security risk. The
edge reduces this risk by helping to keep
data where it’s needed.”
Woolley adds that the intelligent edge
is an extension of the cloud, and its role
is to coalesce the edge devices and data
generated there with the central cloud.
“A manufacturer will have many legacy
operational technologies, for example, which
means they aren’t necessarily on spec or
designed for a cloud world, but nonetheless
still provide valuable data. New sensors and
devices can be added and these will need
to connect to and interact with the central

Sending all that data to a central cloud
system is cumbersome and even counterproductive,
especially when you have automated processes on
the site requiring those outcomes.”
Doug Woolley, Dell Technologies
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cloud system. This usually occurs via some
form of local data processing through
automation, which is the role the intelligent
edge plays.”

Built for Africa
“The most crucial thing is that having
intelligence closer to the edge opens up new
possibilities for addressing
South African, African and
global challenges, such as
using the IoT on a cloud
platform to assist cattle farms
MICHAEL
LANGEVELD,
in managing the lifecycle of
Huawei
their animals. Other application
scenarios include intelligent
and digital transformation in
the fields of health, mining,
energy, transportation and
security,” Langeveld suggests.
When implementing an intelligent edge,
it’s vital, says Woolley, to have visibility of
the entire estate. If you have an intelligent
edge along with central systems, it can
create a fragmented environment that will
lead to security, maintenance and efficiency
problems. Therefore, you should implement
a management platform to cover all those
areas and present them as a single estate.
“Africa’s geography makes the intelligent
edge very attractive, as one of the
biggest hurdles for modern technology is
establishing connectivity. If a certain level of
network capacity can’t reach a site, that site
can’t run technology in a meaningful way. An
edge site can always be on and connected,
but connectivity isn’t necessary.
“It can, in fact, have a lot of autonomy
and only periodically call in on the central
systems, thereby expanding the type of
connectivity choices a site has. Looking
ahead, I foresee the intelligent edge will
drive more modernisation of sites in Africa,
particularly very remote ones that have
in the past been negatively affected by
their isolation. I believe the edge’s effect
on decentralised modernisation could
ultimately be a game changer for African
countries,” Woolley concludes.

KEY PILLARS OF THE INTELLIGENT EDGE
Huawei’s Michael Langeveld indicates that the intelligent
edge has four characteristics:
Low latency: To meet the requirements of low latency, it’s necessary to build solutions at the ‘edge’
closest to the business site, to reduce business processing latency by being as close as possible to
the business operations.
Intelligence: With the explosive growth of edge data in the 5G/IoT era, it’s difficult to directly
transfer all data back to the cloud in time. Therefore, analysing and pre-processing the data locally
can greatly save network bandwidth and costs, while also improving efficiency.
Security and privacy: The data generated by enterprise users usually involves the security of
production and operation of the enterprise. If the confidential information of the enterprise can be
processed at the edge, it will greatly improve the reliability for users.
Local autonomy: Using edge nodes gives solutions the autonomy of operating without significant
dependencies; it, therefore, has the ability to leverage cloud resources as they become available.

CLOUD SPECIAL REPORT | Brainstorm

28

MAINFRAMES

Video killed
the radio star
Is cloud killing the
mainframe? Is the death of
the immutable hardware
powerhouse exaggerated?
Video, it turns out, did not kill the
radio star. Queen and The Buggles both
predicted the demise of a media platform
that’s still outliving expectations. In the
technology realm, the song has different
lyrics sung by technology evangelists and
cloud afficionados. This song lingers on
the demise of mainframe and its chorus
line is eerily similar to that of Radio Gaga,
‘You had your time, you had the power’.
But is the mainframe dead? Is it really
scuttling into dark corners, ready to be
dismantled and discontinued?
According to the BMC Mainframe
Research Survey 2019, the mainframe
isn’t even close to dead. In fact,
respondents were more confident in its
ability to drive the agile organisation in
2019 than they were in 2013 and it’s the
millennial that, surprisingly, is keen on
integrating the mainframe with the rest
of the enterprise. Most respondents
(93%) felt that the mainframe offered
significant workload strength and 60%
of millennials felt it would grow and
attract new workloads. Overall, this is
one industry analysis that says cloud
isn’t killing the mainframe so much as
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resting gently on top of it, with 45%
prioritising cloud implementation
for 2020.
“The question ‘will X kill the
mainframe?’ has been asked for decades
and mainframes are still here,” says
Andrew Cruise, MD at Routed. “Yes,
some mainframe applications were
superseded by better server/client
database applications, but in many cases
the old adage of ‘if it ain’t broke, don’t
fix it’ still stands true. Replacing legacy
mainframe applications and having to
migrate to something new is risky and
time-consuming.”

Legacy ship
For Cruise, the process of jumping legacy
ship to float in the cloud has downsides
and not quite enough benefits to make
it worthwhile. Cloud may replace some
aspects of mainframe or on-premise
apps but there will still be a need for the
stability and capability that they offer.
The mainframe has, in all honesty, lived
through decades and each one has seen
someone new predict its demise. It’s had
more fake deaths than Twitter.

“It does seem probable that, with more
than an estimated 600 million applications
to be developed in the next five years in
the cloud, the mainframe may someday
be relegated to the scrap heap,” says Sven
Blom, head of sales at Teraco. “However,
a hybrid cloud makes it possible for old
and new technology to work together. With
connectivity between private and public
clouds being so simple, we believe that
the business market will embrace a hybrid
strategy for a while yet.”
This focus will be led by the need for
organisations to flesh out and develop
cloud strategies that are capable and
relevant. Plenty of errors have crept into
the cloud conversation, with promises of
transformed budgets and profits often
failing to come true. In fact, there are
increasing instances of organisations
moving back to the mainframe after time in
the cloud because it’s more cost-effective
for their particular business model.
“As of 2017, 92 of the world’s top 100
banks used mainframes and today,
mainframes handle 87% of all credit card
transactions,” says Ray Jung, solutions
engineer at FuseForward. “Around 71% of
Fortune 500 companies use mainframes
for at least some of their mission-critical
application workloads, and mainframes
handle 68% of the world’s production
application workloads, yet they account
for only 6% of IT costs.”

Mainframes
Mainframes are still going because they
still sell. But even as they lumber out
the door and into the dusty dark of an
enterprise basement, the question that
perhaps should be asked is, ‘Who’s going
to look after them?’. Skills are in short
supply, especially those that surround
the mainframe. There’s a lack of talent
that can speak Cobol or the old languages
that lurk within the mainframe and as the
technology remains relatively niche, the
skills are also getting expensive.
“The mainframe environment is part of
a very bespoke world where organisations
build their own applications and the skills

29

ANDREW
CRUISE,
Routed

As of 2017, 92 of the world’s top 100 banks
used mainframes and today, mainframes handle
87% of all credit card transactions.”
Ray Jung, FuseForward

fall into two very different categories –
running the infrastructure and developing
applications in a database,” says Jung.
“Businesses can solve the infrastructure
skills problem by outsourcing the
operation to someone else, but they still
have to get the applications from all of the
old, pre-relational database structures
as they’re not supported anywhere other
than on the mainframe.”
Cloud might replace the mainframe
architecture before the skills run out,
arguably it could be a dearth of talent that
not so much murders the mainframe, but
neglects it until it disappears.
Currently, the mainframe and
the cloud co-exist in many
environments and this is often
as a result of a collaboration
between the mainframe supplier
and the customer and the cloud
provider.
“Probably the greatest threat
to traditional IT environments is
the no code/low code disruption
of DevOps that will change the
face of IT systems no matter where the
processing and storage resources are
located,” says Ian Jones, business coach
with the McCormick Institute of Training
Africa. “The fact that the mainframe
still exists in the face of these powerful
catalysts for change is attributable to
its dominant role in many large-scale
procurements; the lack of ability to
predict the consequences and costs of
wholesale migration to the cloud; and the
fact that migration paths offered by cloud
service providers contain a role for legacy
systems.”
Will cloud kill the mainframe? Will
skills shortages kill the mainframe? Not
any time soon. Although, some would
disagree…
“Probably not completely, but their
importance and prevalence will go down
substantially,” says Alistair Fairweather,
founder of PlainSpeak. “They’re already
co-existing, but in most cases on-prem
infrastructure will be reduced to the point
where it may as well be irrelevant.”

CLOUD SPECIAL REPORT | Brainstorm

30

APPS

Cloud-native
computing
Everybody interacts with the cloud whether they realise
it or not.

DARRYL
GOVENDER,
Synthesis

Brainstorm | CLOUD SPECIAL REPORT

BY: Tiana Cline

Both Netflix and Airbnb are
services hosted in the cloud. Banks
are moving towards becoming cloud
technology companies that happen
to have a banking licence, and for the
CIO, cloud ultimately takes away the
manual work around having to manage a
datacentre.
“There are three types of companies
in today’s computing world: companies
that were born in the cloud (in other
words, they started off life in the cloud
and are already using all the cloud-native
technologies); companies like SYSPRO,
which have been around
for a long time – we started
on-premise and realised that
all the action is in the cloud;
and the laggards that still
believe on-premise is the way
forward,” says Kevin Dherman,
SYSPRO Corporate’s chief
innovation offer.
So do you turn to the cloud
or stick to a more traditional
server approach? Traditional
services, commonly used by enterprises,
are based around servers in datacentres
hosted on-premise. Deployment, servers
and racks are all stored onsite (often
in the basement) and they have a large
number of technicians. For the most
part, it’s a manual process.
“Before cloud, if you wanted to
deploy an application, you would have
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to procure a server, rack and stack it
and have technicians around the clock,”
says Darryl Govender, the head of
cloud services at Synthesis Software
Technologies. “But what AWS and other
cloud providers are doing is treating IT
servers as public servers. It’s similar
to how we get our electricity or water
supply in South Africa today – from a
democratising perspective, it means that
enterprises get the same access to IT
services that an individual off the street
can. It opens up a lot of opportunity,
especially in the startup space.”
Cloud enables individuals and
organisations to outsource all of the
hardware, manual and operational
work to be able to, in the simplest form,
navigate a web console and create a
new server on-demand. “You can stop,
start and deploy applications without
having to worry about actually managing
hardware. It’s a massive plus,” adds
Govender.
Dherman says there are several
different things one needs to consider
when developing for the cloud or
developing a cloud strategy; the first
is picking the right cloud technology
for your solution. The cloud is natively
built to support different types of
applications, but you have to choose the
right solution.
“So, depending on whether you’re
writing a gaming application, an ERP
application, or you’re just writing a
mobile application, you need to consider
the cloud architecture,” explains
Dherman. “It’s not just one cloud
component that will suit everything.
Depending on what type of application
you’re using, you’re going to have to
target various pieces of the cloud. You’ve
got to architect it and think about it
yourself when you’re building a strategy.”
And when it comes to DevOps (a set
of practices that combines software
development and IT operations),
Dherman brings up the idea of building
cloud applications with integration
in mind. “When building a solution,
the cloud is a massive ecosystem. So
when you build it, think about your
solution being able to be consumed

Pick a cloud technology to suit your
solution; it’s not a one-size-fits-all in the cloud.”
Kevin Dherman, SYSPRO

and subscribed to, so once you’re in the
cloud, people will want to consume and
subscribe to your service,” he adds.
Microservices, specifically, are
changing how developers make and
deploy applications. Not only are
monolithic applications time-consuming
to architect, design, develop and deploy,
they’re tightly coupled, which means if
one part breaks, the entire stack could
fall apart.

Rise of the microservice
“Monolithic applications get deployed
on a single server, so if you ever need to
support more resourcing, you have to
vertically scale your hardware, adding
more CPU, RAM and storage,” says
Govender. “Microservices have enabled
us to decouple applications so that
services talk to each other through APIs
and the like. It’s not tightly coupled at
all. The secondary effect of that is we
can now start to look at opportunities to
horizontally scale hardware. So instead
of buying a bigger server, you buy
another server and, ultimately, you can
scale your applications across. It’s a lot
more realistic and, technically, there’s no
limit to it.”
Dherman adds that because
microservices are API-driven, they
perform one particular task – they

execute in complete isolation and run
stateless. This means that when they’re
not being used, they remain dormant,
unlike traditional applications that stay
alert, consuming both energy and costs.
“When somebody tries to make use of
these microservices, they can hydrate
themselves automatically…if you’re
not using a microservice, they sort of
dehydrate inside the cloud, which is a big
advantage from a cost perspective. And
if your server is only running when it’s
required to, it’s actually greener because
we’re not consuming that much energy
compared to a typical on-premise
server,” says Dherman.
This is also where Kubernetes
comes in: container orchestration
for microservices that can help
organisations migrate to the cloud more
quickly.
“When you deploy these containers,
they’re ultimately multiple applications
that are isolated, siloed and have their
own resources on the machine. Just
imagine multiple applications running
on a single server. Kubernetes allows
orchestration around how those
containers are deployed, making
sure they’re online as per whatever
thresholds you’re setting and that they
can scale across machines,” concludes
Govender.
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Roundtable:
Transforming
at the speed
of Covid-19
Thanks to the Covid-19
pandemic, digital
transformation is no longer
a concept or a future plan.
It’s a reality.

BY: Mia Andric
PICTURES: Karolina Komendera
ROUNDTABLE HOST: James Francis

When President Cyril Ramaphosa
announced a nationwide lockdown to help
curb the spread of Covid-19, companies
across the country were left with no choice
but to fast-track their digital transformation
initiatives. With only a few days’ warning,
businesses of all sizes had to scramble to
ensure that they could operate remotely.
However, it turns out that this was less
of a challenge – or a scramble – than
most anticipated. Years of technology
investments stood South African
organisations in good stead, allowing them
to adapt to exceptional circumstances.
Mayleen Bywater, senior product
manager at Vox Telecom, points out that
most companies had their long-term digital

transformation and cloud migration plans
ready, but suddenly they had to scramble
to get everything in place. Despite this,
she says, digital transformation happened
overnight.
Ian Keller, head of IT Security
and Data Privacy at SBV echoes the
sentiment. He says that he and his team
were planning one day, and executing the
next. “This wasn’t as difficult as one would
have thought. We have been building
zero trust networks, so we knew we had a
handle on things. We were in a good spot,
so the impact was minimal.”
Bywater adds that the conversation
immediately became one about the
practicalities of dongles, laptops, and other
connectivity tools, as well as management.
Kevin Wilson, GM of Group IT Services at
Stefanutti Stocks, puts it succinctly when
he says that the technology was ready, but
people weren’t.
“Most of the stuff we needed, we had
in place. We haven’t had people jumping
up and down saying they need sexy
technology because of Covid-19. Rather,
we’ve found a need for lightweight IT, for
remote IT. What we’ve been fine-tuning
over the past couple of years came front
and centre over the past few months,
underpinning the fact that we’ve had the
right strategy for ages,” he says.
Sylvia Bopape, CIO at Babcock, says
that where conversations before the
lockdown were about whether technology
investments were really necessary,
‘Covid-19 changed the sceptics’. In addition
to highlighting priorities, the pandemic put
IT on the map, she believes.
“We found that our plans were spot-on in
terms of going through the stack of IT, and
specifically our journey to the cloud. In the
context of where we are today, it was highly
appropriate, but I don’t think we would have
been ready two or three years ago,” adds
Jo Stewart, AECI Group Head, ITS.
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Bringing cloud power
to South Africa
In concert with long-time partner Mustek,
Huawei is investing massively in building
its cloud presence in South Africa.

“T

here’s no doubt that Covid-19 has accelerated
our clients’ push towards digital transformation—
digital organisations are more agile and can
pivot in response to changing realities more effectively,” says
Michael Langeveld, Vice President, Africa Cloud Business at
Huawei. “Cloud has a critical role to play in enabling today’s
and tomorrow’s digital organisations, where collaboration and
agility are mission-critical.
“CIOs know that digital transformation is a key strategic
imperative—what they are looking for are the vendors that
can help them realise their goals. We are investing in our
in-country cloud capabilities to position Huawei as the cloud
vendor of choice.”
Huawei has already launched a multibillion-rand datacentre
in the Johannesburg area, with a second one due to go live
later this year—it was delayed owing to the lockdown. A
third is planned, likely in Cape Town. In order to keep costs
down, Huawei is offering around 40 cloud services at present,
although Langeveld says if clients demand any additional
services from Huawei’s global menu of around 200, they can
be provisioned within weeks.
The local datacentres—or Availability Zones—are connected
by a fibre network that Huawei also owns, providing full
redundancy within the country’s borders. Data sovereignty
remains an issue, especially for the public sector.
As does security. Langeveld emphasises that Huawei has
more than 40 global security certifications. It is fully compliant
with GDPR and other data privacy regulations, including our
own PoPIA.
Within the cloud world, Huawei is at a distinct advantage
owing to its tight vertical integration. Because it develops
and uses its own kit, Huawei can offer clients significant cost
savings. This, coupled with innovative pricing models, means
that Huawei can help clients lower their cloud spend by up to
30%, something that’s particularly important at a time when
cash flow is constrained.

Harnessing channel power
Cost reduction is particularly important for companies that
are already in the cloud—lockdown has negatively impacted
cash flow and the economic fallout from Covid-19 continues.
For those who are on a burning platform and need to move
into the cloud, the move from the capex to the opex model is

For more information contact:
huaweisales@mustek.co.za or 021 11 237 1000

Michael Langeveld, Vice President,
Africa Cloud Business at Huawei

also a key consideration. But, as important, says Langeveld, is
accessing the skills needed to make the move.
“South African CIOs know that the migration strategy itself
needs to be carefully calibrated, and then there’s the question
of managing what often turns out to be a complex, hybrid cloud
environment. More important still, they are looking for out-ofthe-box thinking to leverage cloud’s potential to solve business
challenges and hone their competitiveness,” he says.
“This is where having a quality channel partner like Mustek is
critical, because they are the conduit through which the skills
are delivered to the end-customers.”
Donna Mostert, Huawei Business Unit Manager at
Mustek, says that Huawei’s commitment to skills-building
is phenomenal. The company is determined to ensure that
everybody can gain the cloud skills they need, so it sponsors
the training needed to obtain certification and even pays the
hefty dollar-based examination fees.
“Huawei’s investments in cloud are creating new jobs in
South Africa, but they are also ensuring that anybody who
has the ability can gain the skills needed to fill those jobs,” she
comments. “That’s real equal opportunity.” n
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Stewart, Bopape, and Charles
Kungwane, CISO at Motus Corporation,
all believe that vendor relationships helped
cement the ROI on their technology
investments, as they were all able to
leverage those relationships to their
benefit during the lockdown. Kungwane
says he partnered with various vendors to
get the most out of existing investments.

IT ROI speaks for itself
“I had conversations with all of our
vendors about their capabilities,
especially in terms of those investments
that were there as hidden proficiencies
in our enterprise licences. I made it
clear that I believed that the vendor
was not there just for the sales pitch
and the payment. They have expertise
with the product that any company
would be hard pressed to replicate
in terms of internal skills, and I used
those relationships to help navigate the
current situation,” he says.
Stewart and Laylaa Okike, CIO/
COO of ProductOne, both believe that
relationships with the right vendors and
partners has proved critical.
Keller says that partners helped
SBV spin up the solutions it needed
fast. “The expression that a knight in
shining armour never had his mettle
tested is appropriate here. All of those
companies where the tech team still
has the backing of the C-suite are doing
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a good job to be standing,” he says. “IT
has had its mettle tested, and has come
out with shining armour.”

Connectivity is key
Most CIOs leveraged technologies
already within their stack to enable
their businesses during lockdown,
with collaboration tools and security
applications taking centre stage. As
a result, there were very few teething
problems, and instead, companies
found that their biggest challenge was
combatting latency and poor connectivity.
Kungwane points out that people expect
the same experience in and out of the
office, so security must be balanced with
user experience. When his team fielded
complaints about latency, they had to
find ways to ensure that user experience
was improved. Wilson’s team, too, had to
implement acceleration technologies to
counteract latency.
In addition to VPNs impacting the user
experience, businesses had to contend
with the different network speeds at each
user’s home. While some had access to
fibre, the majority were working off 3G,
making it that much harder to ensure a
consistent experience.
Michael Langeveld, VP of Huawei’s
Africa Cloud Business, says this
connectivity gap was illustrated in the
challenges schools had enabling remote
learning.

“Connectivity needs to be addressed
urgently. There is no use having the
best tools in the world if you’re going to
battle to get the most out of them,” says
Kungwane.

A tale of two skills gaps
Wilson says that another area that was
highlighted during lockdown is the lack of
skills in the cloud. “You can leverage your
vendor or your networking partner, but
there is no combination of the two to solve
challenges in one piece. We found that we
have essentially moved the skills gap, and
that we have knowledge holes all the way
down the value chain,” he explains.
Kungwane says this is especially
apparent in terms of security skills. “We
are essentially wearing a miniskirt when it
comes to security skills. We keep trying to
pull the dress down, but it’s just too short.
We have to learn to acknowledge that
there aren’t enough people with expertise,
and that collaboration is essential. We
have to pool vendors to share their skills
freely in order to overcome this.”
Bywater adds that skills are lacking
within businesses as well, particularly
among SMEs. However, Wilson says
that knowledge among executives has
improved. “Excos have learned more about
technology in the last month than they have
over the past two years,” he says.
In addition, staff have become more
comfortable using the tools they were
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issued during lockdown. “For example,
we provided a telephony solution on our
staff’s laptops to enable all of the features
they have on their office phones, and now
that they are returning to the office, most
have said that they prefer to continue
using this rather than their physical
phones,” Wilson says.
Bopape says her team have had a
similar experience, with staff taking the
first opportunity that presented itself to
get a better understanding of how to use
the tools they had been given. “When we
hit Level 4 and people started coming
back to the office, they immediately went
to IT for advice,” she says.

Digital transformation 2.0
According to Bopape, the lockdown put
IT on the map. Where technology leaders
found it hard to justify spending in the
past, business leaders are now much more
open to signing off on IT spend.
“For many years, we’ve been driving
tech at the business. Now, business
requirements are starting to drive the
tech,” Wilson says. “I believe that this is
going to lead to a shift where eventually
business will start to drive technology
more until eventually technology becomes
the business.”
Stewart adds that piecemeal IT demand
has started to dissipate, with executives
now approaching their requirements more
strategically. “We have gone from 100-
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Excos have
learned more about
technology in the last
month than they have
over the past two years.”
Kevin Wilson, Stefanutti Stocks

plus projects down to around 10, with a
much greater focus on our future strategy.
Now, the objective of the project is taking
centre stage, looking at what the purpose
of digitisation is, and whether it’s in line
with strategy,” she says.
Keller adds that there’s a growing
alignment between what technology
is doing and what the business is
doing. “It’s a symbiotic relationship,
and technology is no longer thought
of as a separate entity. Security has
taken centre stage, and we have been
inundated with security questions,
so it’s not a big fight to have these
conversations any more. Our seat at the
table has been reserved.”
“We’ve proved that technology can solve
real-world business challenges, reducing
operating cost and maximising revenues.

IAN
KELLER,
SBV

The challenge was to do it safely while
keeping productivity up,” adds Okike.
Wilson says that it boils down to
giving the business the right advice, and
getting the right advice from vendors.
Langeveld agrees. “There are three kinds
of customers: those that are already in
the cloud, but are finding that they have
financial constraints. The cloud model is
not helping them achieve what they need
to. There are those that want to dip their
toe in the cloud world to reduce costs,
improve efficiencies, and all those good
things, but skills and change management
are holding them back. Then there are
those that are looking at the cloud to
enable them to find innovative ways to
solve problems. In each of these cases,
it’s vital to create partnerships, and to
continue looking for different ways to
deliver the same value,” he says.
Ultimately, IT is now being perceived
as playing a far more strategic business
role by the business. “We need to start
looking at next steps. We went into this
in a hurry, and we did unbelievably well.
Now we need to look at how we can
build resilience and readiness. We need
to take some of the tools we have been
using and show the business how these
can be used in different parts of the
business. We have to look at how we as a
community help business to productively
navigate and sustain these gains in the
future,” Stewart says.

