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Editor’s
note
‘J

unk status’ – the news was
revealed just a week ago (as I write
this) that the South African
economy was downgraded to
below ‘investment grade’.
As related events quickly unfold in
the political arena, there’s little certainty
around how the whole state of affairs
will play out. With so many possibilities,
to comment with conviction on this
fast-moving situation in an annual print
publication would be foolish. Whether
there’s a change at the top or not, whether
there’s a shift in the reality of South
African constitutional democracy or
whether radical economic transformation
re-engineers the economic structures that
underpin the country and improves the
lives of many in the long-run, or a select
few, remains to be seen.
The only thing I can write with
certainty is that junk status will negatively
impact the rates at which government can
borrow international funding to finance
infrastructure development projects or
prop up the national fiscus in times of
shortfall. This will trickle down to the
amount that’s available for the public
sector to spend, long-term and on a
day-to-day level. In the 2016 Public Sector
Priorities publication, belt-tightening
was a key theme, but with the wretched
junk stain against our creditworthiness
now, more than ever before, frugality
must be the watchword for government
investment and spending.
It’s against this backdrop that the
2017 edition of Brainstorm’s Public Sector
Priorities finds itself. When we started
work on the publication early this year
our key points of focus were around
newly-launched policy documents – the
National Integrated ICT White Paper
and the Cybercrimes and Cybersecurity
Bill – and the wider digitalisation of the

public sector.
Now, in the ‘junk era’ we face a period
of heightened financial prudence and
many of our stories become even more
pertinent, such as the article around
how innovation and clever adoption of
technology elsewhere in Africa is solving
real-life service delivery challenges
with limited investment. There are
pieces about the reality of digitalisation
within parts of government, such as
government’s procurement process,
which will help to save money, improve
efficiencies and reduce corrupt practices.
We also look at how a vision for a single
wireless open access network for the
country could open up possibilities for
‘radical economic transformation’ or ruin
a mature and competitive sector.
A case study looks at the efforts
undertaken by the Department of Home
Affairs, to digitise some of its processes
in an effort to improve service delivery.
With much of this work conducted
under the watch of then-minister
for Home Affairs, Malusi Gigaba,
it will be interesting to see how, as a
“younger minister” with a technology
understanding, the now Finance
minister prioritises funding to help
digitalise parts of government.
Let’s hope for all our sakes that the
fallout ahead isn’t as devastating as the
pessimists are predicting. I hope you find
the stories in these pages as interesting as
the times in which we are living.

adrian Hinchcliffe
Editor
adrian@itweb.co.za

Foreword

G

overnment’s primary role has always been to deliver services to the
people, and service delivery today relies on technology to make
that happen. Thus the rapid evolution of technology has made
it increasingly difficult for the public sector to remain up to date,
thereby hampering its ability to deliver effectively.

At the same time new legislation,
notably the National Integrated ICT
Policy White Paper that has been
put forward, underpins the idea of
developing a dynamic and connected
vibrant information society and a
knowledge economy that is more
inclusive, equitable and prosperous,
as envisaged in the National
Development Plan (NDP).
Following its approval by cabinet,
this white paper marks the latest
milestone in a journey towards using
technology to build a seamless
information infrastructure by 2030.
It clearly sets out the framework of
how government wants to provide
access to modern communications
infrastructure and services, to facilitate
not only the entry of new players
into the market, but also to drive the
meaningful participation of all citizens
in this new economy, including those
in rural areas.
This national ICT policy creates an
ecosystem that helps to identify areas
where there are ICT infrastructure and
service gaps, as well as the reasons
for the gaps, and seeks to measure
the progress the country is making
in closing the digital divide. Most
crucially, it adopts a position that
directs government, and private sector
investment into these areas is vital.

So it’s clear that legislation
recommends the public and private
sectors work closely together in
delivering the platform to enable
the information economy. This is
the right approach, as government
needs to partner with organisations
that understand technology, that are
capable of leveraging its evolution,
and that have the experience to utilise
it to solve specific challenges.

The silver bullet?
Digitalisation offers the prospect to
solve many of the challenges faced by
the public sector today. It becomes
more critical when one acknowledges
that the increasing connectivity,
mobility and consumerisation
of technology are impacting on
both government’s approach to
service delivery, and even society
itself. Digitalisation is also the key
to exploiting the many disruptive
technologies – such as cloud services,
data analytics, social media and
mobility – that have the potential to
significantly alter the way we do things.
Ultimately though, the real benefit
of digitalisation is that it offers the
opportunity to truly transform the
way in which citizens and government
communicate, as well as transforming
what they communicate.
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This is where the private sector
comes in: it has the technology, the
skills, and the expertise to fill in the
gaps making the digital journey
such a challenge for public sector
organisations. We can help government
achieve significant improvements in
the citizen experience, via supporting
solutions that enable shared services
and e-procurement tools, which can
considerably improve the efficiency,
cost-effectiveness and transparency of
government operations.
Reducing silos and building towards
the single view of the citizen is key to
effective e-government. Technology
solutions that streamline processes
and improve interactions are therefore
essential.
MTN Business – along with its many
partners – is eager to play its part in
delivering an end-to-end solution to
assist government. This solution will
not only leverage our considerable
knowledge gained through our
extensive African operations, but can
also bring to bear our sizeable asset
and infrastructure base.

Enterprise development
At the same time, we can’t forget
that the NDP has also pointed to the
country’s small and medium enterprise
(SME) market as having the potential to
be a major economic growth driver.
As MTN, we have developed
solutions designed with SMEs
specifically in mind, enabling them
to conduct their businesses anytime,
anywhere, securely and in real-time.

This means they can focus on their
day-to-day business operations and
build strong micro-enterprises that
can play their part in boosting the
economy.
MTN Business is also closely involved
with several other government
initiatives, such as healthcare. Here,
we are helping to bring together the
diagnostic machines, the information
they produce and the ability to interpret
this information, and deliver it to a
device on the other end. This, in turn,
will enable a doctor in a rural area, for
example, to make an effective diagnosis.
We’re also busy in the education
sector, working on solutions to address
the difficulty in delivering good
education to underdeveloped areas.
Here we have the technology that can
bring the best teachers in the country
into any given classroom. It also offers
the chance to take curricula into rural
areas, via mobile devices, and it means
we can change the role of the teacher
in a way that will radically improve the
state of education in the country.
In the end, helping government
to achieve rapid digitalisation is all
about transforming the way in which
citizens and government communicate,
and about transforming what they
communicate. Thus, if we can assist
the public sector to establish true
two-way communication, we will be in
a position where service delivery can
only improve even more rapidly. In the
end, our goal is the same as that of the
public sector – we want the people of
South Africa to receive the best service
possible from its government.

Alpheus Mangale
Chief Enterprise Business Officer

How to Catch a Tax Cheat
Tax evasion is the largest economic crime in the world (in terms of global monetary loss), costing
trillions of dollars to governments around the globe. Traditional rules-based systems and one-off
investigations are not enough to close the tax gap, especially when fraudsters use sophisticated
schemes.
Advances in high-performance analytics have given government agencies new power to tackle
the problem.
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State of the ICT
nation
The public coffers are woefully inadequate to cover the costs of ICT
development that meets the needs of the nation. Public-private
partnerships and job creation are the only way to address this challenge.
WORDS: Tracy Burrows

W

ith South Africa’s national and
provincial government ICT
expenditure topping R14 billion for
the 2015/2016 financial year and cost control
becoming increasingly important for the public
sector, especially in a ‘junk status’ economy,
the funds necessary for ambitious high speed
broadband network expansion and advanced IT
projects across government departments will
clearly have to come from outside the public sector.
Denis Smit, MD at BMI-TechKnowledge, said
in presenting a BMI-TechKnowledge report on
government ICT spend that there was inadequate
funding available for the national broadband rollout, e-government in general, and more specifically
for health and education initiatives. Pointing
to massive private sector investment in national
broadband infrastructure, Smit says it shows the
need for government and private sector cooperation.
Without public-private partnerships (PPPs), the
goals of SA Connect couldn’t easily be achieved,
with dire consequences for an already near stagnant
South African economy.
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Stakeholders point to broadband connectivity
as the foundation of all other ICT initiatives
to digitise and modernise public service and
empower the nation’s citizens.
Ashor Sarupen, DA spokesperson on ICT,
Finance and Social Development in the Gauteng
Provincial Legislature, believes that government
budget can’t be diverted from other critical areas
such as social welfare and healthcare. “Unless
high-speed access is taken to all sectors of society
– including people in under-served rural areas – we
will see the digital divide widening and a growing
number of South Africans excluded from the
global economy. I believe the answer lies in
addressing the roots of the issue – poverty.”
Sarupen says: “There’s no way around this –
government policy is not geared to create jobs.
Without job creation, we see an ongoing cycle
of people unable to pay for broadband and the
private sector unlikely to invest in broadband
for non-viable markets. On top of this, South
Africa’s economy has been stagnant for almost
a decade and policy issues, instability and

PHOTOGR A PHY: S UPPLIED

LOREN
BRAI THWAI T E
K ABOSHA,
South African
Communications
Forum.

corruption deter investors.” These issues lie at the
foundation of the economy, on which we hope to
build advanced ICT infrastructures and a digital
economy, he says.

Broadband for success
Broadband access is a catalyst for most economic
development, Sarupen notes. Major metros that
already offer high-speed access and have committed
to backbone networks continue to attract business
investment, with economic growth and development
further diverted away from marginalised
communities who lack this infrastructure.

“The internet has opened new opportunities and
disrupted economies, but we have a large section
of the population existing outside of this. Even
in metros, expanding free broadband has a cost
associated with it, so while around 100MB a day
may have been laudable a few years ago, people’s
data demands are growing exponentially and this
allocation is no longer enough. In marginalised
areas, delivery of broadband access is not feasible
for the private sector and does require investment
from the state,” says Sarupen.
The solutions include addressing poverty,
attracting foreign and private investment and

9
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The internet has opened new opportunities and disrupted
economies, but we have a large section of the population
existing outside of this.
Ashor Sarupen, Democratic Alliance

unbundling the local loop, using existing copper
infrastructure and new spectrum allocations to
expand broadband reach, stakeholders believe.
Sarupen says: “The diagnostic doesn’t lie in
ICT, it lies in fact that state isn’t expanding the
tax base. The problems affecting the IT sector
– and every other sector – lie in the economy. A
stagnant economy and tax increases imposed on
a small tax base are not sustainable. By making it
easier for investors to create jobs, we will expand
the tax base and a natural demand for broadband
will make it viable for the private sector to invest
in the necessary infrastructure. Currently, we’re
in a vicious cycle of low growth, which means less
taxes, and therefore less revenue for the state to
pay its bills and fund development projects.”

Light at the end of the tunnel?
Loren Braithwaite Kabosha, chairperson of
the South African Communications Forum, is
optimistic that South Africa is about to make real
ICT progress, on the back of progress made in
fast-tracking the National Integrated ICT Policy
White Paper. Minister of Telecommunications
and Postal Services, Dr. Siyabonga Cwele, has
recently led a number of consultations with a
range of stakeholders on the implementation of
the white paper.
The white paper is a step towards creating a
knowledge and information society. Through the
new policies, government is looking to restructure
the ICT sector with the introduction of a new
market structure, and hopes to get the buy-in of
key role players. The ambition is to make ICT
infrastructure and services universally accessible
and affordable, and to do this it is looking to
introduce a ‘Wholesale Open Access Network’
(WOAN). This idea has been met with a mixed
reaction from industry, and we discuss this in
greater depth on pages 24 and 25.
Among other proposals listed in the white paper
are: a rapid deployment policy to hasten the rollout of
infrastructure in municipalities; a focus on diversity
of ownership resulting from the introduction of
SMMEs and black-owned enterprises throughout
the value chain; increased competition; exploration
of opportunities for local and international funding;
prioritisation of rural coverage obligations and
the facilitation of transformation and SMME
development through procurement.

Minister Cwele said after a round of
consultations in February this year: “We are
making progress towards implementing the new
ICT policy. Our preference for consultation is
yielding the desired results because we’re edging
closer to an agreement on how best we can
speedily implement this very important policy.”
Braithwaite Kabosha says the white paper will
be an important lever for growth. “This critical
step will act as a milestone for investment,
future planning, and as a catalyst for future
development,” she says.
But investment from the private sector will be
vital for the white paper’s aims to be achieved, she
says. “It can’t happen otherwise. This is why policy
certainty and clarity coming to the fore is crucial
to unlock the necessary private sector investment
to roll out additional infrastructure.”
Policy will also need to unlock the spectrum
mobile operators require to expand broadband
access, she says. “Spectrum is the lifeblood
of mobile operators. We’ve been waiting for
this additional spectrum for many years – it’s
available, and consensus is needed on the policy
setting out the path through which it can be
assigned.”

From paper to action
The DA’s Sarupen says, however, that without
effective implementation even the best laid plans,
white papers and policies will achieve little. “We
find inefficiencies and a lack of understanding
in the public sector of the real benefits that
digitisation and modernisation can offer,” he says.
Sarupen believes the government needs to
take a more strategic and holistic approach to
ICT development to maximise its ICT budgets
and achieve the development the country needs.
“The government needs to look across siloes to
be effective,” he says. “Without taking a broad
approach, we end up with the bizarre situation we
find in Gauteng, where one department ensures
fibre terminates at schools, for example, but
another department doesn’t roll out the local area
networks needed to allow those schools to access
the broadband network.” Inter-departmental
cooperation and partnerships with the private
sector would eliminate duplication and allow the
public sector to achieve its service goals without
exceeding its budgets, he says.
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Smart
streets

Maturing technologies offer
municipalities the chance to
intelligently manage scarce resources
– and much more.
WORDS: Rodney Weidemann

I

f you think of the city centre as the heart, and
the highways and roads as the arteries and
veins, the urban environment can quickly start
to resemble a living organism. At the moment,
however, these cities remain very simple organisms,
with no ‘brain’ to speak of. However, the advent
of increasingly intelligent infrastructure, advanced
analytics and the Internet of Things (IoT), now
offer the possibility of a truly ‘smart’ city.
These technologies offer the potential for
radical urban progress in the near future,
improving service delivery, increasing two-way
communication between government and its
citizens and significantly changing the way town
planning departments, lawmakers and municipal
operations managers think.

IoT is a smart move
According to Reshaad Sha, CEO of SqwidNet
and chief strategy officer of Dark Fibre Africa, the
South African smart city agenda has been growing
in maturity and traction, to the point where most of
the major cities have a defined strategy and intent in
some form.
A simple example of this is the increasing
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deployments of smart meters to manage demand,
supply, and utilisation of electricity and water.
Smart city applications and services clearly offer the
potential to provide sustainable solutions to many
of these supply, shortage and resource challenges.
“As IoT technologies are maturing, you can
expect to see increased activity in this area in the
near future. Of course, for local municipalities to
take advantage of this certain factors have to be
met,” he says.
“For one thing, the sheer volume of connected
objects means that the technologies used to make
these objects smart must come at a low device,
connectivity and implementation cost. Secondly,
the network that these sensors connect to has to be
cost-efficient, while it’s also critical that the data be
delivered securely, to mitigate any risks to the city
and its citizens.”
At the same time, he adds, the security of
information and data generated and used by these
IoT devices and platforms is critical.
“While there has been no explicit regulations
passed on IoT in South Africa at present, the
International Telecommunication Union (ITU) has
published policy enablers that include data security,
privacy protection, interoperability considerations,
network management, and device identificationbased connectivity,” he says.

Progress in the Mother City
A good example of the progress being made by
South African municipalities is the work that has
been ongoing in the Cape Town metro over the past
few years. Priya Reddy, spokesman for the City of
Cape Town elaborates: “The City of Cape Town has
made great strides in its efforts to become a truly
smart city. We have dozens of projects underway
which seek to improve service delivery and the
quality of life of residents through technology and
information systems. A good example is the free
WiFi provided by the city at a number of hotspots,
including at the public transport interchange in
Mitchells Plain.”
Reddy adds that the latter service offers

PHOTOGR A PHY: S UPPLIED

Priya Reddy,
City of Cape Town

Departments are
going to find themselves
having to use data more
heavily in their design and
deployment of city
infrastructure and
services, as the cities
expand and their
populations grow.
Reshaad Sha, Sqwidnet
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CoMMITMenT
To The fUTUre
of SoUTh
AfrICA
A strategic focus on the public
sector and its priorities leads the way
for Internet Solutions.

I

MncedIsI MayekIso, Public Sector executive l Internet Solutions

nternet Solutions has become a strategic player in the public sector, providing
stable and sustainable solutions that benefit both government and citizen.
The company has invested in key resources and solutions that help both
government departments and state owned entities to deploy high-level
security, connectivity, cloud, communications, and datacentre infrastructure
while simultaneously supporting public sector decision-makers with innovation
in new technologies.

“We’ve become a strategic player in
the public sector, providing insight and
solutions that are relevant and targeted,”
says Mncedisi Mayekiso, Public Sector
executive, Internet Solutions. “We have a
single-minded focus on creating positive
change for our country in partnership
with government and this focus is one
of our biggest value propositions for
the public sector. We know that being
connected is essential, but we also
know that it’s equally important to
make the digitally connected citizen a
reality for many South Africans in poor
communities.”
Mayekiso has been working in the IT
sector since 1995 in both the public and
private areas, and brings with him insight
into both the similarities and differences
between the two. A University of Cape
Town graduate with an MBA from Cass
Business School, London and experience in

www.is.co.za
Internet Solutions
info@is.co.za

sales, products and services, he
understands the nuances of government
and how infrastructure, applications,
cloud and software as a service impact on
growth and development of the economy.
With his steady hand at the helm, Internet
Solutions is set to provide the public
sector with the solutions it needs to
thrive.
The internet is one of the greatest
enablers – it allows for access to
education, skills development, awareness
and social engagement. It’s a powerful
tool that can support the public sector in
overcoming many of the challenges that
faces it today.
“The future is the internet – it’s the
invisible and unseen network that helps
the average citizen do anything from
starting their own business, check their
voting station on their mobile, file taxes
online and apply to their university of

choice,” says Mayekiso. “Service delivery
is an imperative for our government
and it’s one that should be met with
both public and private sector working
together to effect real change.”
“We’re starting to see government
now looking to change the consumption
model, so we’re beginning to see changes
in how IT products and services will be
consumed going forward. We’re not there
yet, but government is starting to look at
cloud as a more cost-effective way to run
its operations.”
“Internet Solutions has one of
the largest cloud infrastructures in
the country with over 17 000m2 of
datacentre footprint across South Africa
and the continent. We’re ready to work
with government and state owned
entities today.”
“We’re continuously investing in our
public sector offering to ensure that
every aspect of our portfolio meets their
unique requirements,” adds Mayekiso.
“We are committed to the public sector,”
he says. “We have the experience, the
ability, the right offering, and an even
stronger team out in the field.”

The big picture

additional value in that the data gathered from
the transport interchange assists the municipality
to assess commuter habits, enabling it to further
improve service delivery.
“The City is also developing smart parks in areas
of highest need, which are built in conjunction
with community input, to meet the specific needs
of that community. The park’s features are driven
by the community itself, meaning each smart park
is unique and is designed to suit the available space
and the respective community’s interests.”
She points out that another successful smart
initiative has been implemented by the city’s Safety
and Security Directorate. Project EPIC (emergency
policing incident control) creates an integrated
communication platform that ensures all safety
and security departments function optimally and
are able to provide improved service delivery to

Smart city status in South
African metros
According to research firm BMI-T, Johannesburg, Cape Town,
Ekurhuleni, eThekwini and Mangaung have all published
smart city strategies. Most of the current focus, as reported in
the budgets and annual performance plans, revolves around
providing digital access through broadband rollout initiatives:
• The City of Johannesburg’s Smart City ‘GDS 2040’ plan
conceptualises achieving all smart city objectives by 2040.
The 2016 Budget allocates R42.21bn over the three years
to 2018/19, specifically for the attainment of the Smart City
projects.
• eThekwini’s Budget Vote 2016 states that: “The city will
continue to strive towards the adoption and practice of
smart-city concepts by seeking to combine creativity with
new technology…to position Durban as a Smart Port City”.
• Buffalo City Metropolitan Municipality is the latest to get
in on the act, with the local government recently issuing
a tender for a quotation for the development of a Bylaw
Framework on Smart Cities.

residents and visitors.
“This project will also provide Cape Town
with a single management system for logging
calls, dispatching vehicles and effective incident
management, enabling the coordination of multiagency responses to emergency and policing
incidents across the city.”
“We’re also utilising real-time gun detection
technology to help fight gangsterism, thanks to the
ShotSpotter system. This technology provides realtime gunshot detection, which includes the exact
location that the gun was fired. This information
can then be fed directly to law enforcement
agencies and emergency services for immediate
response,” says Reddy.
In a similar vein, the city is making use of
automatic number plate recognition technology, as
part of a drive towards a more intelligence-driven
policing approach, to help create safer streets.

Planning for the future
Sha says developing smart cities is definitely going
to have a major impact on town-planning as we
move forward.
“These departments are going to find themselves
having to use data more heavily in their design and
deployment of city infrastructure and services, as
the cities expand and their populations grow. This
will have a range of effects.”
The first of these will be on skills, as such
departments will need to ensure that their
workforces have adequate talent to manage, analyse
and use data to inform the design of cities, their
infrastructure, and their services in a smarter way.
Town-planning systems and platforms will also
need to be capable of using IoT data from thirdparty platforms, he says, as well as serving up data
to third-party platforms on which other smart-city
IoT applications and services can be created.
“Finally, town planners will need to collaborate
with other departments on the issues facing the
city and define the projects that will deliver the
required impact as part of the broader city strategy.
This will provide the collective mandate, resource
allocation, and focus that will be needed for all
departments to accelerate smart city deployment
projects.”
“As urbanisation continues, it’s expected that
80% of all South Africans will live in cities by
2050. Given the issues that we’re facing today with
the delivery of basic services, making our cities
smarter and finding smarter ways to manage these
scarce resources is perhaps the single most critical
issue facing today’s urban environment,”
concludes Sha.
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Innovation
please
The service delivery challenges are
numerous, the coffers are limited, but
government mindset could be our
biggest hurdle.

P hotography by K arolin a Ko me ndera

WORDS: Jassy MACKENZIE

Victor
Kgoeswama,
Africa is Open for
Business
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n South Africa, the public sector faces
many serious challenges, including high
unemployment, poor quality education for
lower income groups, inadequate infrastructure,
an embattled public health system and ongoing
service delivery issues. Coupled with increasingly
stringent financial constraints, our public sector
is under pressure to find solutions to these issues
while working within a tightened budget.
Innovation can be a major enabler in allowing
the public sector to meet these challenges. The
problem is that innovation is not written into the rule
book – it has to be sought, nurtured and developed,
and this often requires a change in mindset. Victor
Kgoeswama, renowned African business expert,
spoke at the inaugural Public Sector ICT Forum
event, held in Johannesburg in 2016. Some of the
key elements of his fascinating presentation are
represented here as he offers advice and ideas for
South Africa’s public sector to look to solve some
challenges it faces.
“Innovation originates from a lack of traditional
solutions, and there are many examples of how
African countries have successfully found innovative
ways to address their problems.”

Drone deliveries
Kgoeswama explains that in hilly Rwanda, where
roads and infrastructure are very poor, hospitals had

Technology should be perceived not as modern gadgetry, but as
an essential problem solving tool.
Victor Kgoeswama, Africa is Open for Business

to wait many hours for life-saving materials such
as blood and plasma to arrive. To address this need,
the Zipline service was born, hailed as the world’s
first national drone delivery system. Hospitals order
blood by text message, and have it parachuted to
their premises within approximately fifteen minutes.
In Kenya, Safaricom invested in mobile
technology to address the lack of available
financial services. The company took its mobile
footprint and created M-Pesa, a world-class money
transfer solution. M-Pesa is simple to use and can
be accessed on even the most basic mobile phone.
It proved so successful that it has been exported to
other countries.
Collaborations between countries can also have
successful outcomes – for instance, the Ubuntunet
Alliance’s recent awarding of a contract to Seacom
will see fibre optic cables installed through eastern
and southern Africa. Having fast, reliable internet
access will enable a high-speed pan-African
research and education network.
“It’s important to get enough private
participation in ventures such as these,”
Kgoeswama emphasises. “Government can make
decisions but usually can’t execute a project in its
entirety. However, it’s essential that government
creates the right regulatory environment.”
In South Africa, Kgoeswama believes there
needs to be a major focus on having high-speed,
uncapped internet access available throughout
the country. “Today, internet connectivity is a
basic right. It allows people to do business much
more freely and enables government to deliver
services more efficiently. Everyone needs to have
access to the data superhighway, and we must stop
perceiving it as a privilege,” he says.

Connectivity opens up opportunity
Although Kgoeswama notes that some first-world
countries don’t have seamless connectivity, these
countries already have access to basic services that
are delivered cost-effectively. In contrast, South
Africans live in an unequal society and in many
cases, internet connectivity can take them from no
solution, to having a solution.
“For example, the recurring problem of textbook
shortages begs the question why we still use books
that cost money, aren’t environmentally friendly,
and have to be delivered in trucks that burn
fuel, cause congestion and wear out the roads,”
states Kgoeswama. “The whole textbook delivery
process involves mountains of paperwork and

admin as well as tender processes which are prone
to impropriety, when the information could be
available to children 24 hours a day, if they could
access high-speed, uncapped internet.”
Other possible innovative solutions could
include rural hospitals and clinics having a
weekly online session with top medical specialists
worldwide who could assist with treating
conditions.
And what about the many schools that don’t
have science laboratories and never will? It would
benefit students immensely if they could access
virtual laboratories with animations of all the
curricula experiments explained visually.

Affordable knowledge
Thinking creatively, why does a top quality education
need to cost hundreds of thousands of rand when
there are ways to make it more affordable, allowing
more people to be exposed to the knowledge? Private
schools in South Africa are the preserve of the
rich and are unaffordable to most. You can’t make
a school like St Stithians affordable, Kgoeswama
explains, but what you could do is to open the
internet and let people log into the classroom,
making it part of the school’s social responsibility
to allow poorer students to listen to the lessons so
that they can gain access to the education. But a
government can’t do this unless its policy-makers
change their way of thinking.
“In South Africa, one of the problems we face is
that some of our leaders will freely admit they’re
‘born before technology’ and don’t embrace it as
they should. If the average age of a government
official is ‘before technology’, and an average
policy-maker unashamedly says they can’t use
technology, what does that tell you about the
decisions they will make in their line of duty?”
Kgoeswama asks. “Technology is only useful if
we’re able to make the necessary mindshift to use
it. It should be perceived not as modern gadgetry,
but as an essential problem-solving tool.”
Finally, Kgoeswama states that for innovation
to succeed, correct benchmarking is imperative.
He believes that instead of heading to Harvard,
our senior leaders and policy-makers should
be looking for answers to their problems in
developing countries – such as the University of
Nairobi, which is the hub of African innovation
and technology. The meaning and context of
solutions found in places like this will be more
closely aligned to South African conditions.
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Dr SETumO mOhApI, CEO , SITA

ADVERTORIAL

SITA digitises public sector
procurement
SITA uses new gCommerce platform to modernise how
government procures

I

n the current global economic climate,
many governments across the world are
forced to do more with less. The need
to reduce costs, improve efficiencies and
compliance are forcing many organisations
including public institutions to find better
ways of doing things. Procurement is one
area where governments can improve
efficiencies and ensure they derive value for
money from the spend. At the heart of every
procurement transformation initiative is the
desire and vision of a better future state.
In South Africa, procurement of goods
and services across all spheres of
government is expected to amount to
R1.5 trillion1 over the next three years. This
is significant and if managed efficiently and
cost effectively, can be a strategic vehicle
for accelerating quality delivery of services

1. Source: SCM Review Update - 2016

while also contributing to economic growth,
developing local industries, broadening
economic participation and creating
work opportunities. This presents a huge
challenge and opportunities for many
public sector organisations. In 2014,
Cabinet instructed the National Treasury to
accelerate procurement reforms that would
see the modernisation and digitisation of the
procurement function for government.
Technology has a great potential to
increase the efficiency and effectiveness of
government’s spending and therein lies the
opportunities, asserts Dr Setumo Mohapi,
CEO at the State Information Technology
Agency (SITA). According to Mohapi, we
are moving into a world where digitisation
is no longer a new and disruptive element,
but rather one that’s critical to success in

business. With this in mind, there can be
little doubt that digitisation is fundamentally
changing the way that organisations from
both the private and public sectors approach
how they do business thereby confronting
and dealing with historical challenges.
“What we need to do is to look at
digitisation of our procurement processes
as a powerful engine for innovation,
inspiration and efficiency” says Mohapi.
“To this end, SITA and National Treasury
have set in motion a process to automate
the entire government procurement
process, starting with issuing tenders online,
evaluation, adjudication and awarding of
tenders, as well as contracts management,”
he says. As the technology implementation
partner of government, SITA has been
mandated to rollout the gCommerce

Jabulile Tlhako, Chief Procurement officer, SITA

JAbuLILE TLhAkO, Chief Procurement officer, SITA

platform; an online demand management,
sourcing, vendor management,
purchasing and contract management
system.
In support, Jabulile Tlhako, SITA’s
Chief Procurement Officer, explains
that gCommerce is a governmentwide initiative aimed at modernising
procurement by providing government
entities a direct on-line transacting
platform similar to Amazon where entities
can access and procure goods and
aligned services included in both SITA and
Treasury transversal contracts. In this way,
they won’t have to come to SITA every
time they want to buy Information and
Communication Technology (ICT) goods
and services; instead, they can simply
interact with the new system. The platform
is specifically designed to transact
on centrally negotiated transversal
contracts. Currently, approximately 10
000 commodities have been loaded on
gCommerce and is available to buyers in
government to procure directly.

The paper chase
“Historically, SITA’s processes are very
administrative and manually-driven,
and we find we’re chasing paper daily.
That’s not what procurement should
be doing.” Instead, says Tlhako, SITA
needs to leverage technology to benefit
the government. “We need to improve
compliance to drive savings and make sure
we’re very efficient. Our turnaround times
are also too long because we’re manual.”
This is where the gCommerce
system comes in. “It makes government
transversals available in an easy-to-use
electronic catalogue format, via the internet.
The system is designed to eliminate
long procurement processes, improve
spending on goods and services, leverages
economies of scale based on government
spend, and enable more a consistent and
structured approach to increasing the
participation of SMME and designated
groups in the ICT industry” she says.
Tlhako says the gCommerce platform
will be available to all government officials
intending to make use of the transversal
contracts of National Treasury and SITA.
“The gCommerce buysite provides users

+27 12 482 3000
www.sita.co.za

with a range of benefits. For starters, it’s
now significantly easier to obtain the latest
pricing, as you no longer need to download
PDFs from the website, or have these
mailed to you by the contract managers.
Furthermore, the pricing is always updated,
as the system used to perform contract
management of the transversal contracts is
also used to publish electronic catalogues to
the buysite.”
“In addition, trend analysis of government
spending can also be conducted, should all
transversal contracts-related transactions
be initiated via one platform. The sourcing
module, on the other hand, addresses
the process of end-users electronically
capturing requests in a structured manner.
The system automates the complete
process from end-user requisitions, through
the build and auto-evaluate process, ending
with a formal pro-forma purchase order. The
system also allows for seamless interaction
between suppliers, with no human
intervention in the procurement process
and for us that is a game changer.”

Widening availability
Tlhako says the gCommerce buysite has
been available to all government officials
since 2015, while the new sourcing module
has been deployed since the end of March
2017.
Mohapi adds that as the ICT enabler
of government, SITA needs to take the
lead in helping government to realise the
potential benefits of the various disruptive
technologies impacting on the public sector,
through economic development initiatives
and the creation of new services.
“We aim to achieve this by leveraging new
solutions – like the gCommerce platform
– that are able to improve productivity,
reduce operating costs, increase efficient
utilisation of public resources and enable the
government to do more in a faster and more
efficient manner, meanwhile promoting
good governance” he concludes.

Regulation and policy

ICT policy
rattles industry
The industry sounds off
a warning on the impact
of the recently adopted
government stance for the
country’s ICT sector.
WORDS: Simnikiwe Mzek andaba

R

adical, harmful, vague, monopolistic and
unconstitutional are some of the words that
have been used to describe government’s
newly adopted white paper for the country’s ICT
industry. In 2016, following a four-year consultative
journey, and filling a much-older gap, Cabinet
introduced the highly-anticipated National
Integrated ICT Policy White Paper which replaces
the separate white papers on telecommunication
(1996) and postal services (1998).
Government has described this new policy
as a framework to provide access to modern
communications infrastructure, facilitate the
entry of new players into the ICT industry and
meaningful participation of all citizens.
Minister of Telecommunications and Postal
Services, Dr. Siyabonga Cwele says this about
the ICT white paper: “We are using this policy
to deconcentrate this industry. We will use
open access networks and our natural resource,
spectrum, as a strategic lever to induce real
transformation and lower of barriers to entry for
blacks, small businesses and marginalised groups.”
According to the DTPS, the policy is a milestone
in government’s journey towards using technology
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to build a ‘seamless information infrastructure by
2030 that will underpin a dynamic and connected
vibrant information society and a knowledge
economy that is more inclusive, equitable
and prosperous’ as envisaged in the National
Development Plan (NDP).
In terms of the NDP, government has identified
ICT as one of the key sectors that will enable and
drive the country’s digital economy and provide an
answer to much needed employment opportunities.
While the introduction of the policy was initially
welcomed, further inspection has revealed the
approach could pose key challenges to the industry.

Why the fuss?
Spiwe Chireka, a telecoms industry consultant, says
opening up the market to bring more competition
basically speaks to what is good about the ICT policy.
Government’s intention is to give every player in
the market a chance. However, most of the criticism
has been around the proposed ‘how’, notes Chireka.
The ICT white paper recommends guidelines for
rapid deployment of infrastructure, net neutrality,
expanding government oversight, and it proposes
the creation of two new regulatory bodies as well as
a development fund to drive digital inclusion.
Possibly, the most contentious aspects outlined
in the white paper is the introduction of a new
approach for the allocation of spectrum and
national WOAN, which is meant to deal with
duplication of infrastructure, reduce barriers to
entry and increase competition.
According to Marian Shinn, DA MP and
shadow minister of telecommunications and
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exclusive rights, but the deployment of a WOAN
proposes licensees work together and share
infrastructure.
In terms of the policy, failure by mobile network
operators to join the open access network and
contribute their infrastructure and spectrum, and
to agree to have their financial operations vetted,
means they will have no access to additional
spectrum or other government incentives. They
must gradually surrender the spectrum they
already have, says Shinn.

Game-changer

Marian Shinn,
Democratic Alliance

postal services, few people would argue against
the good intentions of opening up the market to
competition and driving an open access regime to
promote consumer choice, but this policy fails in
its intended plans.
“The policy has been clumsily crafted to
entrench the retrogressive step of splitting the
former communications department into two
when the rest of the world has moved to integrated
communications technologies,” she says
The proposal of deploying a WOAN in South
Africa treads on unchartered ground. WOANs
have been established in Mexico and Kenya, but
with mixed results.
Historically, spectrum for mobile has been
assigned to individual licensees who are then given

The white paper as it stands will put the
government at odds with key players in the
industry and might lead to disinvestment.
George Kalebaila, IDC

Dobek Pater, MD of market research and advisory
firm Africa Analysis, notes that the proposal of a
WOAN could turn SA’s telecoms market on its head.
“We’re moving to the unknown where we don’t
know what the policy resolves and what its impact
will be on the market,” he states.
Pater warns that the direction of the ICT white
paper is to give the DTPS more power over the
telecoms sector from a regulatory and oversight
point of view.
Shinn, who has been against government’s
proposal of the monopolistic wholesale network
cooperative, says the scale of the WOAN is
dangerous, apart from the fact that the concept is
unproven.
It’s absolute madness to halt the entire ICT
sector’s expansion and risk destroying it at huge
cost, she says. “The WOAN idea should be piloted
on a regional or provincial basis first to test what
works and what doesn’t.”
The issue of spectrum allocation is a contentious
one, says George Kalebaila, IDC director for
telecoms and Internet of Things in Africa.
Taken at face value, you may think government
policy is forward-looking but critically analysed it
can create chaos within a mature industry that has,
up to now, been functioning efficiently, he says.
“Although South Africa is a developmental
state, the mobile industry is quite mature and thus
far, been functioning properly with penetration
of over 154% and covering over 95% of the
population. Therefore, trying to fix something
that isn’t broken might end up ‘killing the goose
that lays the golden egg’, so to speak.”
Kalebaila cautions that the white paper as
it stands will put government at odds with
key players in the industry and might lead to
disinvestment.
He says the telecoms sector up to now has been
very successful in creating revenue for government
in terms of tax and also creating employment.
“Putting this at risk due to uncertainty in trying to
change the structure of the market that has largely
functioned well is rather too risky,” he concludes.
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Breaking
free
Government needs to break the silo
approach to drive the digital agenda.
WORDS: Admire Moyo

S

outh Africa’s ICT development has been
continuing apace for decades. However,
progress has been slow with regards to digital
transformation within government. The biggest
problem for this sluggish progress has usually been
blamed on government’s ‘silo’ approach in dealing
with ICTs.
In a bid to create a digital society, the DTPS
introduced the National Integrated ICT Policy
White Paper. This long-awaited document hinges
on the country’s NDP which states that: “By 2030,
ICT will underpin the development of a dynamic
and connected information society and a vibrant
knowledge economy that’s more inclusive and
prosperous.” The NDP also outlines government’s
commitment to building a more inclusive society
in order to eliminate poverty and reduce inequality
in the country by 2030.
The DTPS believes ICTs can play a key role
in facilitating all the objectives of the NDP and
this white paper sets out how government will
realise this.
The white paper outlines the overarching
policy framework for the transformation of
South Africa into an inclusive and innovative
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digital and knowledge society. Reinforcing and
extending existing strategies such as SA Connect
– the national broadband policy, the National
Cybersecurity Policy Framework and the National
Information Society and Development Plan.

Silo approach
However, the white paper cites a lack of decisive
leadership at government level as one of the
fundamental challenges to closing the digital divide,
and warns that convergence and digitisation in the
ICT sector will necessitate increased direction if
objectives are to be realised.
The ICT Policy Review Advisory panel endorsed
this, stating that government needed to put in
place ‘whole-of-government’ leadership to end its
silo approach and ensure that the digital agenda is
applied across all government spheres and entities.
ICT veteran Adrian Schofield says eliminating
the silo approach will result in ministries avoiding
the perceived turf wars and accept their joint
responsibilities to take action in an efficient and
effective way.
He points out that ICTs are at the heart of
enabling social and economic growth in South
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I’m not in favour of more
committees but it is important that
the means to co-ordinate relevant
activities across ministries is in
place.
Adrian Schofield

Africa and the role of ICTs must be at the heart
of government policy. “If we fail to take advantage
of the opportunities offered by using ICTs, we fail
our children,” he says.
For Schofield, combining resources to put
in place more technology hubs will add to
South Africa’s capacity for skills and enterprise
development, as well as actively engaging with
industry to implement the policy resulting in
better use and application of resources.
Nonetheless, he expresses reservations when it
comes to execution of the policy, saying this will
be a long and winding road. “Changes to existing,
along with the creation of new legislation that
will be required to give effect to some parts of the
policy will take time, and give the stakeholders
further opportunity to influence the details,” states
Schofield.

Yet another committee
This white paper also proposes that Cabinet
establish an Inter-Ministerial Committee
answerable to the Executive – the Digital
Transformation Inter-Ministerial Committee. It
states that the final constitution of this committee

will be finalised by Cabinet on adoption of this
White Paper.
Among other things, the committee will be
responsible for driving the programme for change
across the public service. It will facilitate coordination
of activities across government to ensure that a
whole-of-government approach is applied.
On whether the proposed establishment of yet
another committee, the Digital Transformation
Inter-Ministerial Committee, will generate
actionable results any time soon, Schofield says:
“I’m not in favour of more committees but it’s
important that the means to co-ordinate relevant
activities across ministries is in place.”
Jayne Boccaleone, spokesperson of the Free
Market Foundation – a South African research
and education organisation promoting the
principles of limited government, economic
freedom and individual liberty – points out that
none of the current industry institutions has
performed well to date. There’s no reason to
think another will do any better without a proper
implementation plan and accountability, she notes.
“The Digital Transformation Committee, it
appears, ‘will oversee the development of a detailed
digital transformation plan and roadmap to realise
and prioritise all policies included in this white
paper’. Where is the detailed plan and roadmap?
“There is a rule of law concern here, as this
part of the white paper appears to empower
the committee to make substantive decisions
concerning ICT law in South Africa. Only
Parliament, legally, can make substantive law.
An executive committee can only technically
implement the provisions of substantive
parliamentary law,” she concludes.
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Bridging the
digital divide?
Government proposes open access to meet
objectives of inclusive and connected society.
WORDS: Simnikiwe Mzek andaba

S

outh Africa has a mobile penetration rate that
exceeds 100%; however the majority of the
population, especially those living in rural
areas, are still unable to access digital services.
What this means is that citizens outside urban
areas of the country remain excluded from accessing
new technologies and can’t participate in the
internet economy.
To address this, government has set out to
implement the NDP. This nine-point plan
prioritises key areas that will not only help boost
the economy but also create jobs. Science and
technology, as well as broadband rollout have been
identified to be at the forefront of this government
plan.
Enshrined in the NDP is government’s
immediate objective to bring affordable, ubiquitous
communications infrastructure and services to all
South Africans through the SA Connect project.
SA Connect is the national broadband policy
adopted by cabinet in 2013. Its aim is to deliver
100% broadband connectivity for all schools, health
and government facilities by 2020. It also proposes
delivery of widespread broadband access to 90%
of the country’s population by 2020, and 100% by
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2030.
However, 2016 marked three years since the
ambitious broadband policy which was pegged
as the answer to bridging the digital divide was
adopted, with no signs of project implementation in
sight.
Last September, the DTPS, which has been
charged with overseeing the SA Connect project,
introduced the long-awaited National Integrated
ICT Policy White Paper.
The new ICT policy is in line with the priorities
government has set out for the sector which the
NDP also proposes. At the top, the NDP calls for
an urgent need to review policy to improve access,
the urgent availability of spectrum and provision for
low-cost high-speed internet bandwidth.
According to the DTPS, the main objective of the
ICT policy is to make broadband more accessible
and affordable for all. Minister Siyabonga Cwele
says the white paper is a framework for government
to provide access to modern communications
infrastructure and services to facilitate entry of new
players and meaningful participation of all citizens,
including those in rural areas.
One of the key options proposed in the policy is
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the creation of an open access environment, with
access to essential facilities and infrastructure
sharing.
Government says this approach reduces
duplication and inefficiency that arises from the
building of multiple networks. In this regard, the
policy suggests the creation of a WOAN, from
which all operators will need to buy capacity.
However, the WOAN approach is untested
and threatens to place the industry in a precarious
position, with stakeholders saying implementing it
in its current form is akin to destroying the sector.
Naila Govan-Vassen, senior industry analyst
for ICT at Frost & Sullivan Africa, says a single
wireless open access network could make more
sense for a country with limited to no wireless
infrastructure development, but that isn’t the case in
South Africa.
For Govan-Vassen, South Africa’s mobile
communication in urban areas is mature and
reaching saturation point. The real challenge lies
in improving connectivity in rural and less densely
populated areas, she points out.
“A single wireless open access network essentially
means creating a communications utility company,
which is a monopoly for mobile connectivity
managed by government. This, therefore, may not
be the most viable solution to meet the objectives of
SA Connect.”
She adds: “There will be no competition; prices
may be even higher than the current offerings;
a decrease in demand may occur, and there may
be a lack in investment and innovation such as
e-government services and e-education, among
others.”
Mexico, Kenya and Rwanda are some of the

NAILA GOVAN-VASSEN,
Frost & Sullivan Africa

If the idea was driven by the market to address a market failure or
inefficiency thereof, it could have been well received. Network
infrastructure sharing is progressive in itself but it should be driven by
private sector and not limited by regulation.
George Kalebaila, IDC
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There will be no competition; prices may be even higher
than the current offerings; a decrease in demand may occur,
and there may be a lack in investment and innovation such as
e-government services and e-education, among others.
Naila Govan-Vassen, Frost & Sullivan Africa

countries trying to implement a single wireless open
access network, but there is limited evidence of its
success, Govan-Vassen notes.
George Kalebaila, IDC director for telecoms
and Internet of Things in Africa, agrees and says
an open access network in itself is not a bad thing;
in fact it can be an efficient application of capital
investment and resources.
What is problematic about the idea in the white
paper is that it’s regulatory driven and seems to
create a monopoly that could easily be a single point
of failure, Kalebaila points out.
He explains: “If the idea was driven by the
market to address a market failure or inefficiency
thereof, it could have been well received. Network
infrastructure sharing is progressive in itself but it
should be driven by private sector and not limited by
regulation.
“The market would have been more receptive
had the idea not been prescriptive. Encouraging the
market players to share scarce network resources,
such as spectrum and network infrastructure
as we have seen in fibre broadband networks
where an open access model is being driven
by the market players themselves. This would
encourage competition and innovation within
the infrastructure sector other than creating a
monopoly.”
It seems like the ICT policy is looking to address
the disadvantages of a vertically integrated market
with the proposal of a wireless open access network,
says Spiwe Chireka, a telecoms industry consultant.
According to her, the main aspect of a
monopolistic entity is that it needs to have a
regulator that’s able to manage it.

Access for all
Recommendations in the new policy to break up
or the dissolution of independent bodies such as
the Universal Service and Access Agency of SA
(USAASA), with functions transferred to the DTPS,
are further indications of government’s commitment
to drive universal access.
The ICT policy recommends USAASA be
dissolved and the existing Universal Service and
Access Fund (USAF) transformed into a standalone
funding agency to support universal service and
access.
In terms of the policy, USAF will be replaced by
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the Digital Development Fund.
Separating the policy from regulatory function is
welcome and clearly defines the role of the minister
in driving policy direction, notes Kalebaila.
“Dissolution of USAASA is long overdue and the
creation of the development fund might be more
progressive to drive digital inclusion,” he says.
Kalebaila believes there’s still room for further
consultation to find an amicable solution for the
policy.
Although policy interventions are critical to
address any structural imbalance or market failure,
in the South African ICT market this isn’t the case;
therefore policy intervention should be measured,
states Kalebaila.
“The current white paper would have been
applicable in 1994 at the dawn of democracy to
shape a new emerging industry. Now when the
industry is rather mature and well-functioning to a
large extent it will be too risky.
“Therefore, further consultation should only
be the way forward. The white paper is a wellarticulated document in the most part and the
arguments compelling, but I believe the time and
approach are not well aligned with the maturity of
the industry.”
At the time of publication, five consultative
engagements with regards to the implementation
of the white paper have been hosted with industry
stakeholders, according to the DTPS.
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The Bill to beat
Cybercrime

Jacqueline Fick,
Cell C

Cybercrime is a growing and serious
problem. Will the new Cybercrimes and
Cybersecurity Bill meet it head on?
WORDS: James Francis

T

echnology and legislation have long been
uneasy companions. Technology rushes
ahead, while laws slowly and meticulously
catch up. As case in point, cybercriminal
behaviour has been enjoying huge legal blind
spots for some time. For example, if you were in
possession of someone else’s data without their
authorisation, you weren’t actually committing a
crime. Only once that data is used in the execution
of a crime do you have legal troubles. Even if you
did break an existing law, enforcing that on the
global stage is very difficult.

These are considerable loopholes in a country
that ranks very high internationally as a target
for cybercrime. According to a 2016 PwC
report, cybercrime was the fourth most-reported
economic crime locally, and over 30% of local
companies have been cybercrime victims.
The need for a new set of laws is clear – and it
has finally arrived in the form of the Cybercrimes
and Cybersecurity Bill (CaC).

Why do we need the CaC?
This article is not legal opinion. It’s not even long
enough to weigh the main points of the CaC. But
one thing is without doubt: many are jubilant that
the CaC has finally come to life.
“I can’t tell you how happy I am about this
bill,” says Jacqueline Fick, executive head of
Forensic Services at Cell C. “I got the first
conviction for spy software in the history of the
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country under the ECT Act and if I compare
how as a prosecutor I struggled to formulate
charges based on the offences and what we have
right now, this is heaven for a prosecutor. It’s
also a good step in the right direction in terms of
more stringent sentencing.”
Previous laws left gaps that criminals could
slip through. In addition there are other acts
that deal with cybercrime such as the Electronic
Communications and Transactions Act (ECT),
Regulation of Interception of Communications
and Provision of Communication-Related
Information Act (RICA), and most recently the
Protection of Personal Information Act (PoPI).
But these are not all-encompassing.
The CaC is different. It consolidates cybercrime
laws, covering the bases of technology transactions
and assets. It also extends new powers to
investigators and allows for more immediate action
to secure digital evidence or stop harassment. Unlike
some other acts, the CaC comprehensively defines
cybercrime and what authorities can do about it.

What does the CaC enforce?
The process started in 2012, but its history goes
back much further. In 2001, the Convention on
Cybercrime (Budapest Convention) became the
first international treaty to address cybercrime.
South Africa was an early signatory of this and
created several laws to enact some cybercrime
controls. But the CaC is the true fruition of that
trend. Says Fick: “If you look at what we had
previously, we might have addressed most of the
issues in terms of what’s required internationally.
But it wasn’t consolidated into one bill. Following
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If you look at what we had
previously, we might have
addressed most of the issues in
terms of what’s required
internationally. But it wasn’t
consolidated into one bill. Following
on from our Cyber Security Policy
Framework, we now have the act
that consolidates that.
Jacqueline Fick, Cell C

on from our Cyber Security Policy Framework, we
now have the act that consolidates that.”
Part of the CaC allows authorities to request
digital information be preserved even before
an investigation is conducted. It also brings
new ways to combat cyber-harassment. The
bill includes provisions for a 24/7 cybercrimes
contact centre, as well as means to cooperate with
international authorities.
There’s some concern over the state’s reach.
Some worry that the bill allows for broad fishing
expeditions. But the CaC has undergone a lot of
consultation. This can’t be overstated: practically
every expert contacted praised the extensive
levels of cooperation between the state and other
parties. Balances have been struck. Even though
authorities can demand that digital evidence be
kept secure until a court decides on its value,
Electronic Communications Service Providers
(ECSPs) and other data gatekeepers can appeal. It
doesn’t create a big brother situation.

Broadly speaking, there are some provisions that are too wide.”
We also remain concerned about the role of state security in the
section dealing with critical information infrastructure.
Alison Tilley, Open Democracy Advice Centre

“This bill allows an expedited preservation
order to be issued out to ECSPs,” says Dominic
Cull, regulatory advisor to the Internet Service
Providers’ Association (ISPA). “But the ECSP
community is more or less comfortable with this,
as it repeats the provisions of the ECT act – that
the ECSP is not under an obligation to monitor its
network for any evidence of illegal activity.”
Cull also sees the CaC building better
relationships with the South African Police
Service and other authorities, who are still
developing their capacity to deal with cybercrimes.

Too much power?
But the CaC is not without controversy. Some feel
the bill gives too much power for seizure and other
interventions.
“Broadly speaking, there are some provisions
that are too wide,” says Alison Tilley, head
of Advocacy at the Open Democracy Advice
Centre, speaking on behalf of social movement
Right2Know. “Some provisions should not be

PoPI and the Cybercrimes bill
The near-simultaneous arrival of the Cybercrimes
and Cybersecurity Bill (CaC) and Protection of Private
Information Act (PoPI) creates some confusion, as they
appear to philosophically tackle similar things. But the two
are quite different.
PoPI specifically focuses on what can and can’t be done
with personal data. This includes the storage, security and
lifespan of data, which if implemented correctly would have
a wholesale impact on any organisation’s systems. PoPI’s
level of implementation requirements vary and is likely to
be evaluated case by case by the Office of the Information
Regulator.
The CaC is far broader, aimed at the numerous tactics
and tools of cybercriminals. It prohibits certain actions in
the digital space, such as having unauthorised access to
a system, and gives powers to authorities to intervene if
necessary.
So, if personal information is stolen, the custodian
company can be held liable under PoPI, but the perpetrators
will be pursued through the CaC.

included. We also remain concerned about the role
of state security in the section dealing with critical
information infrastructure.”
The bill allows for the protection of Critical
Information Infrastructure. This can be public
or private infrastructure deemed critical to the
functioning of the country, such as financial
databases.
How such infrastructure will be secured
depends on consultation with involved parties.
Nonetheless, the process can be started by a
declaration from the State Security Agency. This
current ambiguity has some uneasy and even
draws comparisons to the controversial National
Key Points act, which has been used as a thinlyveiled means to hide uncomfortable state secrets.
Another area of ambiguity is Chapter 3,
which defines harmful digital interactions with
groups and individuals, such as hate speech.
There’s no doubt that both chapters will be
tested in court. One aborted section required that
telecommunications providers and other operators
monitor their clients for any cyber breaches or
infections. This was dropped due to its invasive
and impractical nature, though Cell C’s Fick
says that educating customers about cyber threats
should be part of any responsible company’s
culture anyway. Though not legislated, it is the
ethical thing to do.
The key takeaways from the CaC are that it
comprehensively criminalises cybercrime in South
Africa, hands new mechanisms to investigators,
extends means to protect against online attacks and
harassment, and brings South Africa in line with
international standards. Though not perfect, the
CaC was formed through extensive consultations
that many third parties are happy with, and it will
go a long way to help strengthen the capacity of the
SAPS and such to tackle cybercrime.
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Regulation and policy

Dealing
with
disruption
Patrick Shields,
Software AG South
Africa

Regulation, legislation and
disruption. A mad tea party for the
citizen and the city.
WORDS: Tamsin Oxford

D

isruption is not just changing the way the
citizen engages with services, but how the
government reacts to change. The days
of lengthy legislation sent to committee, debated
in parliament, voted on, sent to the president and
then finally signed into law, if no amendments,
are numbered. They can’t keep up with the pace of
change, and the impact of this can be seen in taxi/
Uber conflict, financial service provider regulation
and so much more. Government must do more
than just sweep up the detritus that disruption
leaves behind, it must proactively create regulation
and legislation while simultaneously allowing for
innovation to thrive.
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“The South African public sector tends to be
a late adopter of transformation,” says Patrick
Shields, chief technology officer, Software AG
South Africa. “When it comes to the modern
disruptors of mobile, social media, big data and
the cloud, the government is playing catch up.
One of the biggest issues is the resistance to
change – from both industry and public sector.”
Public sector has always been slow to the point
of reactive rather than proactive. This is due to
a variety of factors and isn’t always something
which points to incompetence or lack of interest.
In fact, there are several departments which are
adapting to disruptive innovation and starting
to pay attention to its potential. The problem is
that they aren’t quite reacting to change quickly
enough.

Broad spectrum
“Government responses have ranged from trying
to accommodate the disruptors to waiting until

it’s too late,” says Bani Kgosana, group executive,
Group Business Development, Britehouse.
The challenge has been that in some cases,
government responses have not been entirely
positive. A case in point would be the Department
of Communications’ response to the migration
from terrestrial television to digital. Thanks
to numerous disagreements between different
government entities, the public sector failed to
lead the digital charge when it came to media and
now that market has been thrown into disruptive
bliss thanks to digital entrants such as Netflix and
Showmax.
This same resistance can be seen in the Netflix
vs the Film and Publication Board (FPB) debate
where the latter felt it prudent to ask for a
R795 000 licensing fee, and that Netflix content
be regulated. There was no small amount of
outcry at the demands, and many felt that the
FPB was exceeding its mandate by a long mile.
The regulatory institution’s perceived knee jerk
reaction to this digital disruption did not endear it
to the public.
“The main lesson we learnt from the Netflix
vs FPB disagreement is that government policy
has not been updated to regulate a world in which
many products and services have become dematerialised or digitalised,” says Damian Michael,
CEO, Innovo Networks. “The licensing model
of the FPB assumed that all film content would
come in the form of physical DVDs which would
be either bought in stores, rented from video rental
outlets or consumed via regulated providers like
the SABC or Multichoice. Netflix represented
a completely unseen, unregulated avenue for
people to consume media content that the FPB
hadn’t anticipated. It has had to quickly come to
agreements with providers like Netflix on how
they will conform with the FPB regulations –
often at very high costs to the providers.”
Of course, no analysis of how government plays
nicely with others would be complete without a
look at how Uber has impacted the country.
“What made Uber’s concept revolutionary
was its comprehensive treatment starting from
aggregating the supply – hailing the cabs –
payment and reviews rather than dealing with
just one aspect of the taxi hailing experience. We
have not had these economies before and therefore
government is not ready for it, neither does it have
policy or regulation,” says Michael.
Kgosana adds: “The City of Cape Town has
supported Uber by providing it with letters that
will enable it to get licenses from the provincial
department of transport making it legal public
transport operators. In Johannesburg, on the other

The main lesson we learnt from the
Netflix vs FPB disagreement is that
government policy has not been
updated to regulate a world in which
many products and services have
become de-materialised or digitalised.
Damian Michael, Innovo Networks

hand, it appears the matter has not been handled as
well in that government officials are not being clear
about their policy regarding the registration of Uber
drivers. This is leading to conflict between them
and the metered taxi industry.”
The Tshwane Roads and Transport Department
has announced that it’s considering the problem,
but as yet no answer to the growing resentment
between Uber and metered taxi drivers has been
found. Interestingly, this issue isn’t unique to
South Africa.
“It’s not just a local South African thing, it’s
a global concern,” says Shields. “It has changed
everything about transportation, and government
has to play referee and find ways of allowing both
businesses a way of supporting themselves.”
While government may remain a lumbering
beast on some challenges, there was one where
it shone – the regulation of drones. When the
government first issued the ruling that drones
could only be flown by those with specific pilot
licenses, the reaction wasn’t a positive one.
However, today many other countries are taking a
leaf from the South African book. The UK, USA
and Australia are just some of the countries which
have implemented strict drone licensing laws to
ensure the safety of their citizens.
“A key lesson from the management of drone
regulations by the CAA is that in some areas South
Africa is globally recognised for its implementation
of leading practice,” says Kgosana. “Going forward,
the public sector needs to learn how to regulate
and respond to incoming digital businesses and
disruptive modern technologies. The main thing
government must do is to provide the legislative
framework that explains the strategic intent in any
area that requires governance and then empower
regulatory bodies such as ICASA to act quickly
but responsibly, to meet the demands of rapidly
changing industries.”
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Walking the
digitalisation path
with government

T

DaviD Mphelo, GM Enterprise Sales

here can be little doubt that public sector CIOs are faced with virtually
the same pressures their private sector counterparts are in terms of
the demand to innovate, modernise and streamline IT operations. The
major difference is that while the business imperatives remain the same,
public sector CIOs have more constraints and operational challenges.

While conversations about strategy and
how to approach digital transformation
are necessary, according to David Mphelo,
GM for Enterprise Sales at MTN Business,
public sector CIOs often find themselves
hamstrung by their unique operating
environment. This is mostly because such
transformation is a much harder sell than
it would be in a private enterprise.
“You have to remember that
government culture tends to be one that
is traditionally risk-averse, while there
is the additional challenge of restricted
– and restrictive – resource allocation.
Short election and budget cycles are yet
another hindrance they face, which is why
it can be a frustrating environment for
CIOs looking to bring their organisations
to where they need to be,” he says.
Of course, none of these challenges are
insurmountable, provided one deals with
the right partner, one that understands
both the requirements of digitalisation
and the kind of constraints under which
public sector entities operate.
“MTN Business – along with its many
partners – is perfectly positioned to offer

mtnbusiness.com/za
011 912 3000

an end-to-end solution that will ease
the CIO’s load immeasurably. On one
hand, the company is able to leverage
knowledge from its extensive African
operations around assistance already
provided to African governments in
overcoming similar challenges.”
At the same time, he adds, locally,
MTN Business has a massive asset
and infrastructure base to draw from.
“Therefore, it makes sense for us to
partner closely with government in order
to help it to effectively digitalise and thus
drive the country forward to the greater
benefit of all its citizens.”
He points out that this is not the only
way the company is focusing on assisting
the public sector. On a more indirect level,
it is playing a role in helping to drive one
of the key agendas in the government’s
National Development Plan (NDP). The
NDP has pointed to the country’s small and
medium enterprise (SME) market as having
the potential to be a major economic
growth driver in South Africa.
“While MTN is clearly focused on
assisting the public sector in its drive

towards digitalisation, it would be remiss
of us not to do our bit in helping drive the
SME sector forward too. To this end, we
have introduced a range of converged
business offers for SMEs, aimed at helping
them do business better. These solutions
will assist them in lowering their costs,
improving productivity, producing higher
quality products, increasing customer
satisfaction and focusing on the core
areas of their business.”
Mphelo adds that connection to the
internet can be the make or break factor
for SMEs, so the company has created
MTN Business Broadband, which offers
a fast and reliable internet connection.
Then there is MTN Business Cloud, which
offers a virtual server that enables SMEs
to save costs and comes with built-in
security to ensure business safety.
“Ultimately, our goal is to allow them
to conduct their businesses anytime,
anywhere, securely and in real-time, so
that they can focus on their day-to-day
business operations and build strong
micro-enterprises that can play their part
in boosting the economy, as outlined by
government in the NDP,” he concludes.

MetropolitanRepublic/20204

Steering South Africa’s
entrepreneurial spirit
forward with ICT solutions.

A

t MTN Business, we don’t just understand what
solutions entrepreneurs need, but why they need
them. Entrepreneurs are, after all, the very backbone
of South Africa’s growing economy. It is why we
provide them with affordable and easy to understand
Information Communications Technology services that
will empower them to reach their bottom line. As a result,
they were able to lower their costs, improve productivity,
increase client satisfaction and more. We’ve helped
grow a whole new generation of successful South African
entrepreneurs over the years. Imagine what our ICT
solutions can do for your business today.
For more information, visit mtnbusiness.com/za

Going digital

Reviving a giant
Since 2015, the State has been modernising and
centralising its procurement systems. Is the move
to digitalised systems, such as the eTenders portal,
making a difference yet?
WORDS: James Francis

P

rocurement is a big business. In fact, it’s
not even that. If you entertain the idea that
enterprises have just two functions – to
dispense and consume – it’s half of industry. That’s
a lot of muscle that affects many companies
and people.
Procurement is also one of the levers that makes
governments such massive fish. The South African
government will over the next three years spend
R1.5 trillion on procurement deals. That kind of
money interests everyone, even other governments.
It also attracts two more problematic
phenomena: criminals and inefficiency. The crime
angle needs little qualification. A lot of fraud cases
that make headlines are related to procurement,
while many more escape justice thanks to the same
complicated landscape. Reforming procurement
closes the gaps where criminal enterprises flourish:
missing papers, forged credentials, human
delaying tactics and so on.
Efficiency is equally obvious. When the South
African Treasury announced several reforms to
procurement in 2016, it was toward saving
R25 billion annually. Speaking in 2016, the South
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African Treasury’s then-chief procurement officer,
Kenneth Brown, said the department decided
to lead with a modernisation project that would
boost efficiency and improve fraud detection as
a consequence. The reforms include two tenderspecific projects: the Central Supplier Database
(CSD) and the eTenders portal.

The age of eProcurement
Suppliers register with the CSD. This once-off
process secures their place to bid for tenders,
while it can deliver details such as their tax status
and other credentials to government authorities.
Previously bidders had to register the information
every time, which was not only a bureaucratic
nightmare, but left a lot of room for duping
the system with forgeries and such. CSD also
centralises the system, which reduces the ability for
corrupt officials to manipulate the tender process.
The eTenders portal is where tenders are
published and anyone on the database who meets
the criteria can bid. It’s a self-servicing tool
and reflects a trend being seen across the entire
procurement world. According to Deloitte’s Global
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CPO Survey 2016, 70% of chief procurement
officers surveyed are investing in self-servicing
solutions.
To put it more succinctly, government is
digitising its procurement systems – and it makes
perfect sense to do so.
“In a world dominated by digital, it only makes
sense that governments move to digital,” says
Madoda Khuzwayo, CEO of OpenTenders.
“Digital procurement can deliver procurement
performance through accelerated access to
information and improved procurement
intelligence. The immediate benefits include
transparency, accountability, fairness and ease of
doing business with government,” he says.
There’s also a third project, the gCommerce
Buysite portal. This is an inward-facing platform
that government employees use to look for supplies
from centrally-negotiated contracts. In Treasury’s
own words it’s “a direct transacting platform
similar to amazon.com.”
This trifecta seeks to reduce the crimes and
improve the efficiency of the State’s procurement
muscle. At the very least people like Khuzwayo
hope it will make the process of applying for
tenders easier, efficient and transparent.

Some signs of success
In theory the benefits of eProcurement are obvious.
But in reality they can be hard to measure. Yet
there are a few numbers that can be discerned from
government correspondence.
The gCommerce site has been operational since
late 2015. Reports from Treasury indicated that
gains, such as reduced administration workloads,
are being felt. But it doesn’t offer hard figures for
the transformation yet, other than the portal is
being expanded to offer over 150 000 commodities
– up from 10,000 at launch.
There is though one indication of its success. In
a Parliamentary Monitoring Group briefing with
the Office of the Chief Procurement Officer, the
power to negotiate central contracts is delivering

Madoda Khuzwayo,
OpenTenders
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Kroshlen moodley, SAS South Africa

AnAlytics is the foundAtion
of A truly smArt city.

A

rising urban population and an increasing demand for better
services continuously places pressure on municipalities to ensure
better management of cities. Overcoming the many and diverse
infrastructures, technological and civil challenges that impact upon
urban management is no easy task, which is why the concept of the
‘smart city’ is gaining so much traction.

According to Kroshlen Moodley, GM
for Public Sector at SAS South Africa,
for municipalities to truly be successful
in implementing a smart agenda, they
have to be able to obtain a single view
of the citizen. This entails not only
understanding who each citizen is, but
also what services they consume and
what devices they use to do this.
“To obtain this single view,
municipalities need to embrace citizen
intelligence in the same way that the
financial services sector has. This
industry uses advanced analytics to
understand everything they can about
their customer, in order to not only
communicate with them more effectively,
but also to deliver targeted services to
them – and municipalities should be
doing a similar thing,” he says.
“However, this merely serves as the
foundation for a strong smart city. The
real benefit lies in utilising advanced
analytics to take service to a whole new
level. Such analytics could be used, for

011 713 3400
www.sas.com/sa

example, to analyse weather patterns in
the long-term, which would give clear
indications to emergency services
as to where potential flooding might
occur. This would then allow emergency
services to deploy personnel and
vehicles to the right areas,” he says.
“A truly smart city is not only about
smart responses to disasters, either.
In a large metro, the municipal supply
chain will inevitably be cumbersome and
complex. Obtaining a single view across
the entire supply chain would mean
that municipal managers could clearly
understand exactly who their suppliers
were, who supplies which products and
to where, and, most critically, what price
the government is paying to obtain these
products or services.
“Another area where government can
use analytics is in mining the vast amount
of data gathered by the e-toll gantries.
Using this, they will be able to obtain a
clearer picture on everything from stolen
vehicles and carbon emissions to traffic

congestion. They could even monitor
which areas of the highway suffer the
worst wear and tear and thus need
upgrading.”
Moreover, adds Moodley, it’s not just
the infrastructure that can be better
served in a truly smart city. Healthcare
could be improved by proactive
monitoring of fitness devices. If, for
example, there’s a spike in a citizen’s
heart rate even though they’re not
exercising, a heart attack may be in
the offing, so an ambulance could be
proactively despatched. In effect, it will
become possible to integrate the health
of citizens with the smart city itself. This
will also reduce the cost of healthcare
for the municipality, as it will be able to
treat many problems before they lead to
hospitalisation.
“Ultimately, we’re looking towards the
future where big data and advanced
analytics combine with artificial
intelligence, augmented reality and
self-learning systems to give us a city
where everything from healthcare and
emergency services to education,
government services and the underlying
infrastructure are linked to create an
urban area that’s more intelligent, and
thus more effective, than we can even
imagine at present,” concludes Moodley.

Going digital

windfalls. The state spends over R8 billion
annually on vehicle contracts. Central contract
negotiations have delivered discounts varying
from five percent to 28%. Similar savings were
apparently realised in other areas, such as medical
equipment.
SITA is also using gCommerce to speed
up delivery of technology commodities to
state entities. It’s using aspects of the digital
procurement drive to modernise its own
procurement practices. Speaking at GovTech
in November last year, Jabulile Tlhako, chief
procurement officer at SITA, lamented the waste
of resources: “We’re chasing paper daily and that’s
not what procurement should be doing.”
The CSD also appears to be delivering yields,
though again actual figures are not readily evident.
The last figures on its adoption puts the database
at over 150 000 registered suppliers in mid-2016.
But this includes some 600 previous databases
from departments, municipalities and public
entities that have been vetted and imported into
the CSD.
Savings on the eTenders portal are easier to
gauge, though at the moment those are only
near-term figures. The portal is saving around
R400 million annually on advertising, while only
using R16 000 per month for operational costs.
Hopefully it’s also reducing the 4 000 tenders
Treasury has to process every day.

Slow signs of success
The current digital procurement reforms started in
2015, as part of former finance minister Nhlanhla
Nene’s administration. Two years is hardly enough

The immediate benefits [of digital
procurement] include transparency,
accountability, fairness and ease of doing
business with government.
Madoda Khuzwayo, OpenTenders

time to look for clear wins. Even the Auditor
General’s findings don’t reflect it yet: the State’s
irregular expenditure by 2016 was 80% higher than
in 2015, totalling R45 billion. The signs of any
big impact will only start reflecting from this year
onwards.
Relationships with the portal customers – the
companies wanting to bid for state business
– appear to be cordial and cooperative.
“Though it’s been a slow process, we’re seeing
improvements and some of the suggestions being
implemented,” says Khuzwayo. “We’re moving
in the right direction, in my opinion. Obviously
government tends to work at a slower pace, but
overall progress and direction is something we
should all be happy with. It may take some time,
but I think they will get it right with more support
and consultations.”
One unknown is the proliferation of the
services inside government. How are the state’s
people adopting the new services, in particular
gCommerce. SITA, which administers the systems
behind these portals, as well as provides training
for them to state employees, declined to comment.
Some have critiqued the system’s
implementation, in particular to problems: some
tenders are still being posted on the websites of
national departments instead of the eTenders
portal. Accessing documentation and other details
is also still found lacking. Karabo Rajuili from the
amaBhungane Centre for Investigative Journalism,
said last year during a seminar: “We struggle in
our investigations to secure information.”
It may be too soon to tell what the impacts of
eProcurement will be. But there are numerous
encouraging signs suggesting that it’s taking root.
As long as the system’s integrity is safeguarded, it
is leading the country in the right direction.
The mighty financial muscle of the government
can’t be understated. It is a giant that spends
R500 billion a year. Good procurement helps
maintain the country’s reputation and financial
pedigree. It sustains small businesses. It is a vital
cog in our financial machine. During his last
budget speech, former finance minister Pravin
Gordhan said it best: “Sound public finances, the
health of our financial institutions, investmentgrade credit ratings and our competitive public
procurement processes are valued elements in the
sustainability and integrity of our transformation
path.”
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Going digital

Modernising
Home Affairs

Digitalisation is enabling the department to move away from paperbased systems to modern, efficient and secure systems.
WORDS: Monique Verduyn

M

cKinsey & Company research indicates
that global digitalisation of the public
sector could free up to $1 trillion
(R13 trillion) annually in economic value
worldwide. Through improved cost and operational
performance, governments at national, regional,
and local levels can’t afford to miss out on these
savings amid increasing budgetary pressures.
Moreover, a swell in the global population of
young people who have grown up with computers
and mobile devices is forcing governments to
look at how they use technology to interact with
citizens. People’s expectations are being shaped and
influenced by their day-to-day experiences with
digital technology, and South Africa is no exception.
In this new world, instant gratification is
critical, and people no longer want to stand in
queues at government offices. The way they
want to communicate and access basic services is
becoming increasingly technology-driven.

Identity verification key to good
governance

Creating a system of electronic identification
and authentication is one of the prerequisites of
successful and efficient digitalisation of the public
sector. In 2016, a partnership was announced
between Home Affairs and Stats SA, to digitise
millions of paper-based civil records including birth
and marriage certificates as well as ID data. This
modernisation programme involves more than
286 million civil records, 90% of which are still kept
in paper-based forms, making them vulnerable to
loss. The department keeps records for more than
100 years, in line with the Archive Act. Piles of
information stored in the department’s old archive
system in Pretoria date back to 1928. The space to
house them is scarce and expensive.
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Thulani Mavuso, DDG: Institutional Planning
and Support, Department of Home Affairs, says
the process of digitalisation of records started in
2001 in line with government’s modernisation
project, which aims to enable citizens to access
information on their identity and status at the
click of a button. In his fourth year with the
department, he says benchmarking against other
countries has been key. Among those he has visited
is Estonia, which is known for an e-revolution that
has positively impacted the country.
Mavuso says the turnaround process was boosted
in 2007, when South Africa committed to offer an
event visa to spectators with proof of purchase of
2010 FIFA World Cup™ match tickets, becoming
the first country to do so. The commitment kicked
off the process of transferring information from
stacks of documents into a digital format.
“Up until recently, Home Affairs was mainly
paper-based,” he says. “The growing demands
of our clients have required the department to
become more effective and efficient and, crucially,
to reduce turnaround time. When you are dealing
with millions of records, it’s impossible to achieve
these objectives without technology. Digitising
our services will make the retrieval of records an
effortless process for citizens.”
Some of the key outcomes of the digitalisation
project are:
• 5.8 million birth records to be digitised per year
• Records to be indexed by ID number for easy
retrieval
• Immediate access to a digitised document
irrespective of office location
• Electronic records can be viewed and accessed by
more than one person simultaneously, eliminating
the reliance on individuals for knowledge as the
document is accessible by multiple staff.
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THULANI
MAVUSO,
Department of
Home Affairs

Mavuso describes giving South Africans the ability
to apply online for the new Smart ID card and for
a passport, using the eChannel portal on the Home
Affairs website, as significant progress. The portal
lets citizens submit application forms online,
upload supporting documents, make online
payments, and schedule Home Affairs branch
visits. Around 140 Home Affairs offices around the
country are set up to issue Smart IDs, and 11 bank
branches support the eHomeAffairs portal’s Smart

ID and passport application process. Fingerprints
are matched with those already on record or entered
into the National Population Register. A branch
visit is required for the capture and verification of
photos, fingerprints and signatures.
“This is helping to make long queues at Home
Affairs offices a thing of the past,” says Mavuso.
“More importantly, the digitalisation programme
provides us with a modern, efficient and secure
storage method. It also aligns the department with

When you are dealing with millions of records, it’s impossible
to achieve these objectives without technology.
Thulani Mavuso, Department of Home Affairs
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The Public Sector ICT Forum was established in 2016 to provide a
focused platform and opportunity for public sector ICT decisionmakers to come together to engage and discuss topics that are key
to the local public sector.
Directed by a board made up of government IT officers (GITOs) and chief
information officers (CIOs) and including representatives from SITA and GITOC,
the forum provides online and event-based thought-leadership and knowledgesharing platforms.
The forum gives CIOs the opportunity to listen to and engage with leading
local and international speakers to provoke dialogue, spark ideas and generate
concepts that can be taken back to their areas of work. This is an informal
community that encourages collaboration and thought in the name of improved
service delivery.

This is an exclusive community for top-level public sector
ICT decision-makers: the CIO, GITO or DG/DDG focused on ICT
strategy within your government department (national or
provincial level) or at a parastatal. Membership is free, but
applications are vetted to ensure exclusivity.

To become a member, please go to
bit.ly/2psg2E6
or email us on
PSICTF@brainstormmag.co.za
or tweet us
@PSICTForum

going digital

the National Development Plan 2030, through
enabling improved and heightened security,
administration and governance improvement,
service delivery, and economic development.”

reducing queues and corruption
Another important step forward has been the
transformation of the Marabastad Refugee
Reception Office in Pretoria, which introduced
self-service Automated Booking Terminals
(ABTs). These terminals enable clients to book
or alter an appointment from outside the DHA
office, and print a booking slip too. By providing
the digital facilities to input fingerprints at the
time of booking and biometric access ensures that
admission to the DHA offices is given only to
those with appointments, reducing the chances
of line-skipping and corruption. The system also
allows for better planning of bookings per day and
staff allocations to meet demands. It automatically
diverts an applicant to another office if all the slots
for a day get filled, in the event, for example, that
a DHA employee is absent. Further, by enabling
biometrically-verified self-service, clients are able
to extend their own section 22 permits, in line
with certain criteria linked, using only the ABTs,
reducing the need to enter the offices. “Foreign
nationals arriving at the centre to renew their
asylum permits no longer queue to submit their
papers to officials,” says Mavuso. “Many had
complained that officials were demanding bribes
in return for assistance. The new system has put an
end to this kind of corruption.”

The need for collaboration
The biggest challenge in the digitisation journey is
financial. Home Affairs has a budget of R7 billion,
with R2 billion going to the Independent Electoral
Commission (IEC), and R3.2 billion used to pay
salaries for staff across 400 offices as well as ports
of entry.
“We exist for the public good, but we don’t
make a profit and that means lack of sufficient
funding for the digitalisation programme,”
says Mavuso. “Simply servicing the technology
licences is an enormous cost. Although we have
strong leadership and a clear mandate for our
digital targets, we are also working to ensure
better coordination of large-scale IT projects
and planning of IT investments across different
government departments to enable us to benefit
from economies of scale.”
Ensuring that every South African has an
identity that’s protected is crucial, he says. An
ID document provides access to social grants,

housing, education and healthcare services. It
allows people to apply for a driver’s licence, a bank
account and a job. It enables them to register for
the Unemployment Insurance Fund, and to vote.
“It’s important that identities are protected, to
ensure that government services reach the right
people,” says Mavuso. “We have to confirm that
individuals benefiting from these services are
documented South African citizens. With budgets
under pressure, we simply can’t afford to provide
services for undocumented people who may not be
citizens of the country.”
He says the private sector has displayed a
willingness to contribute to better service delivery
and discussions around partnerships and creating
conducive environments are ongoing.
“With documents being processed in a shorter
space of time, the attitude of the public has
become more positive, and we simply can’t afford
to drop the ball,” says Mavuso.
“Across departments, we need to work together
to ensure we don’t repeat what has already been
done elsewhere. We’ve also learnt important lessons
about the need to take time to plan upfront and to
ensure that end-to-end processes are put in place to
accommodate the wishes of the user. That will help
to eradicate the need for interventions and irregular
expenditure further down the line.”

We exist for the public good, but
we don’t make a profit and that
means lack of sufficient funding for
the digitalisation programme. Simply
servicing the technology licences is
an enormous cost.
Thulani Mavuso, Department of Home Affairs
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Fostering
public-private
partnerships for
better service
delivery

T

Mariana Kruger, General Manager: ICT Converged Solutions

he South African public sector is faced with an ongoing challenge
that requires it to strike a balance between running the country
efficiently in the face of ageing infrastructure, while ensuring efficient
delivery of service and contending with citizens’ ever-changing
needs.

The answer to this is accelerated
digitisation, says Mariana Kruger, General
Manager: ICT Converged Solutions at
MTN Business. However, in order to reach
an advanced stage of digitisation and
realise the wide-ranging benefits it offers,
the public sector needs support from the
private sector.
“The private sector has the technology,
the skills, and the expertise to fill in
the gaps that are making the digital
journey a challenge for public sector
organisations. We can help government
achieve significant improvements in
the citizen experience through offering
supporting solutions that enable shared
services and e-procurement tools. These
can considerably improve the efficiency,
cost-effectiveness and transparency of
government operations,” she says.
“Reducing silos and building towards
the single view of the citizen is key to
effective e-government. Technology
solutions that streamline processes
and improve interactions are therefore
essential. However, the complexity of
large-scale digital projects requires
specialised skills and expertise, which

mtnbusiness.com/za
011 912 3000

is something MTN Business has in
abundance.”
As an example, putting together
something like a Smart City would require
a huge ecosystem of partners. Success in
such an endeavour, says Kruger, requires
an aggregator that can coordinate these
partners in such a way as to deliver a
complete solution for government.
“MTN Business is already closely
involved with a number of government
initiatives, such as healthcare, where
we are helping to bring together the
diagnostic machines, the information
they produce and the ability to interpret
this information, and deliver it to a device
on the other end, enabling a doctor in
a rural area, for example, to make an
effective diagnosis,” she says.
Kruger adds that Internet of Things
(IoT) innovations have a major role to play
in improving public service delivery. The
benefits of machine-to-machine (M2M)
communication in areas like facilities
management, security, utilities and
agriculture are enormous.
“Helping government to achieve
rapid digitalisation is ultimately about

transforming the way in which citizens
and government communicate,
and about transforming what they
communicate. With true, two-way
communication, service delivery can only
improve even more rapidly.
Kruger indicates that MTN is eager to play
a role in such public-private partnerships.
She adds that the company can bring
to the table a full suite of ICT solutions
that make service delivery even better.
This includes a vast range of connectivity
products such as MPLS VPN, Remote Access
and Last Mile connectivity, as well as the
tools to communicate with and coupled
to reliable voice and data integration. The
company also offers its new pan-African
IoT platform. It is designed to remove cost
and accessibility barriers, thus enabling
development on a broader scale and
leading to the creation of a solutions
ecosystem to address Africa’s challenges.
“In the end, our goal is the same as that
of the public sector - we want the people
of South Africa to receive the best service
possible from its government. There are
numerous examples across the globe
of how concerted efforts to leverage
public-private partnerships can have
a tangible impact on the quality of life
through improved service delivery. There
is no reason why South Africa’s public
and private sectors cannot follow in these
footsteps,” she concludes.
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Bridging the gap
between the people
and technology.

A

t MTN Business, we don’t just understand
what solutions the public sector needs, but
why they need them. We also understand that
not all communities have access to excellent
medical care. That’s why with e-Health we can
help communicate patient data between different
healthcare professionals, make it possible for them
to request their diagnostic tests and treatments
electronically, as well as receive their clinical
healthcare from a distance with Telemedicine.
For more information, visit mtnbusiness.com/za

Going digital

A tale of two
processes
Online applications seem a fair and simple way of getting students into
educational institutions, but sometimes create new headaches. The
Gauteng Department of Education and the University of Johannesburg
provide details on lessons learnt and plans for the future.
WORDS: Georgina Guedes

O

nline applications for prospective students
of academic institutions – be they basic or
higher education levels – just make sense.
While the technology doubtless adds advantages,
it does present its own set of challenges, especially
at application deadline time when the technology
is truly tested.
Last year, the Gauteng Department of Education
(GDE) launched an online application system for
Grade 1 and Grade 8 – the years in which children
are received into primary school and high school
respectively. The system couldn’t stand up to the
volumes however, leaving many applicants deeply
concerned about securing a place at the school of
their choice. Oupa Bodibe, spokesperson for the
GDE, candidly discusses the decision-making that
took place and the processes implemented.

Why the GDE took the process online
“We had realised, from a data perspective, we didn’t
have sufficient information about space demands
[at schools]. As a result we had to project demand
by looking at past experiences as well as population
growth numbers,” he says. “That’s not precise
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information and even the ‘current’ data we do get
comes very late, because it’s manual and the districts
have to aggregate data from all the schools.”
This information allows the GDE to plan
to build new classrooms and schools, allocate
educators based on subject demands and areas.
Such data also enables the GDE to procure
stationery and learning and teaching support
materials.
“We’ve also seen parents queuing at schools
to submit their forms without any guarantee
they’ll be accepted. So we decided we needed to
use modern tools to help with workflow and to
provide ease of access for parents,” Bodibe says.
“We believe it will also create fairness in the
system – any parent in a catchment area will have
a fair chance of their application going thorough
and being accepted.”
He makes it very clear that the online system is
not creating new policy or regulations; it’s simply
applying existing policy – that parents can apply
for a place for their children based on their home
or work address, or the sibling option can be used
if parents already have a child at the school.

PHOTOGR A PHY: S UPPLIED

GERHARD KOTZE,
University of Johannesburg

Tech challenges
However, Bodibe acknowledges the new system
does bring with it an inherent prejudice against
applicants without online competence or easy
internet access. “We had to ask how to bridge that
divide? We requested schools to assist parents who
don’t have access to submit their information and
their forms online.”
One thing GDE did last year – “although we
didn’t do it well,” Bodibe admits – was create
helpdesks in the districts, where each parent can
walk in and be assisted. “This year we will make
more physical helpdesks accessible.”
Ultimately, the GDE is aiming to create an app,
which will work for the high proportion of South
Africans who have smartphones. “Community
libraries, multipurpose centres and municipalities

have WiFi, so those are some of the areas we’re
looking at to address the digital divide.”
Bodibe acknowledges the biggest problem was
GDE’s servers weren’t adjusted for the weight of
traffic and simply collapsed at registration time.
“This wasn’t even applications, people just had to
log on to create a profile. We were receiving 6 000
hits per second – so it couldn’t cope.”
The department then took the decision to scrap
initial registration and open only for application
on a specified date. On that day, the service was
receiving 30 000 hits per second and the system
was once again unable to cope. “So that’s when
SITA, which was hosting this, decided to engage
Vodacom, which is better able to deal with these
kinds of spikes. We moved across to Vodacom’s
system, and it stabilised.”
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Kroshlen moodley, SAS South Africa

Government must realise the
cloud’s enormous potential

A

n effective government is one that is in the cloud, says Kroshlen
Moodley, GM of Public Sector at SAS Institute. “However, there
currently seems to be a reluctance by government to enter the
cloud, owing to security and data hosting concerns. What’s needed
is a local provider to manage the government cloud, so that data can
be shared between separate government departments.”

He says that once the public sector’s
data is stored in a cloud-hosted
environment, there’s a huge opportunity
for holistic reporting about aspects
such as the state of the nation and
the state of service delivery, which will
reflect the effectiveness of government
programmes over time.
“Cloud analytics hold enormous
potential for government to harness
its data, creating a unified view of
government, which will enable it to run
analysis and use the results to decide
where to best focus resources in order
to be more effective.”
He points out that once government
understands that we’ve been in the
cloud all along, they will be able to move
past the security issue. Then it will be
able to host a lot of data in a centralised
environment that can, in turn, be mined.
“If you consider all of the data that
Statistics South Africa has, coupled
with tax payer information, company
registrations and government’s
budgeting data, you’ll be able to see the
budget relative to specific sectors and

011 713 3400
www.sas.com/sa

geographies. This will give government
a clearer picture related to where there
have been benefits in terms of job
creation, infrastructure development,
or even the impact on child-headed
households. The ability to measure all of
these impacts means they can be better
managed,” adds Moodley.
“Government also needs to be able
to measure the impact of its allocation
of resources against its effect on
citizens. This needs to be done using
an outcomes-based approach,” says
Moodley. “The programmes executed
by and on behalf of government have to
result in achieving specific, measurable
outcomes.”
He points out that data analysis can
determine whether government has
been effective – or ineffective – in
achieving impacts on food security or
education, for example. He suggests
that government can move from a
quantitative to a qualitative viewpoint, by
better managing its data resources and
by running analytics to answer specific
questions. Such questions could be

related to education, healthcare, safety
and security and social grant benefits,
for example. If it does this, it will be
better able to allocate its other resources
like budget and people to where they will
have the most impact.
“This would be a major improvement
on how government departments
normally measure service delivery, which
is only focused on efficiency – how
quickly they do something – but not the
gains that they’re actually making.”
He also believes that a cloud-based
approach would help solve some of the
skills issues in the government’s data
management and analytics space.
“Moving to a cloud environment
actually creates a managed service,
which means that a centralised pool of
resources will manage it. By investing
in learnerships, government can create
a capability of analytics specialists,
data management specialists and data
scientists, trained by industry to create a
centre of competence for government.
“The intelligence that will come
out of this will put government in the
driving seat to ensure that South Africa
is a better country for all, and that’s
a very powerful position to be in,” he
concludes.

Going digital

While this solved the availability problem, it
created a new one. “We had used our EMS system
to locate a school geographically on an electronic
map. Vodacom has its own geo-location, and we
struggled to get the two systems talking to each
other – that’s why there were stories of children
applying and getting in to a school 30km away.”
There were additional problems in that the
form had been created with the field to allow
South African ID numbers to apply – a change
had to be made to accommodate foreign nationals’
applications too. Another, even bigger problem
was that there are some South African children
who, for whatever reason, haven’t been registered
at Home Affairs. “It’s a headache and a nightmare,
but fortunately, it’s a very small proportion of the
population,” he says.
At the beginning of the year, there were 19 000
unplaced applicants, and at the time of speaking to
Bodibe in late February, the most recent information
available showed that 15 000 had been placed.
Looking ahead, Bodibe wasn’t able to comment
on how the system would be rolled out in this
year’s application cycle. “I can’t answer at this stage
whether SITA will be increasing our capacity
or engaging a service provider. We’re still trying
to work out some of those bugs. But the online
application process is definitely going ahead.”

UJ’s app for late applications

We’re getting 95% of applications online,
even though we still accept manual
applications.
Gerhard Kotze, University of Johannesburg

Gerhard Kotze, supervisor of the University of
Johannesburg’s (UJ’s) undergraduate admissions, is
equally candid about the processes at UJ. Although
there has, for many years, been an online application
process for students who apply between 1 April and
end-September for study in the following year (hard
copy applications are still accepted), it was the late
applications that were causing problems. Students
who had either left things until the last minute, or
had done better than expected in their final exams,
would attempt to apply for a place at the beginning
of the actual year of study.
Because of the short timeframe and the students’
desperation, crowd stampedes were always a risk,
and, unfortunately, in 2012, a student’s mother died
in such a stampede during the application process.
“After that incident, I had discussions with
my seniors, who said we needed to find a way to
accommodate people electronically and keep the
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going digital

crowds off campus, so we developed a .mobi late
enquiry system. We developed that in 2012 and
implemented it in 2013.”
To support this process, the marketing team ran
a campaign to highlight that people couldn’t come
to campus for late applications any more. “We also
moved away from calling it an ‘application’ and
changed it to ‘enquiry’ because that creates less of
expectation among people.”

Community libraries,
multipurpose centres and
municipalities have WiFi, so those
are some of the areas we’re
looking at to address the digital
divide.

applications by the numbers

Pretoria, University of the North West, University
of the Free State and TUT combined.”
UJ has onsite database specialists tweaking the
system to ensure it can cope with the load during
the normal applications period. “Sometimes it gets
a bit slow, but it doesn’t fall over.”
The mobile app is less data intensive than
the online application system, so it requires less
capacity than the normal applications.
In this way, UJ is able to process 117 000
applications with 240 000 choices of programme
(applicants can select more than one course), with
a typical turnaround time of between 0 and 48
hours, to result in an annual intake of between
10 000 and 10 500 undergraduates.

“We receive around 90 000 late enquiries. This year,
we received 89 818 unique hits, and of those 12 162
met the minimum requirements. By January, we
usually only have about 1 500 spaces available, so
we rank those 12 000, and take the best ones per
programme. The registration information is then
sent by SMS.”
Unlike the GDE’s application process, this
isn’t a first-come, first-served application, but is
based on performance. Kotze says that even with
these systems in place, it’s a bit of a ‘dark art’ to
estimate how many students will actually appear
on registration day.
One area of concern was that the online
process would limit accessibility for poor or rural
applicants. “Our stats prove quite the contrary.
We’re getting 95% of applications online, even
though we still accept manual applications.”
As a result of the #feesmustfall movement,
UJ scrapped the application fee, after which the
enquiry numbers almost doubled. “Basically, some
of those students just didn’t have enough money
to apply. That year – 2015 – we received the
same volume of applications as the University of
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oupa Bodibe, spokesperson for the GDE

online application is the way forward
While both institutions acknowledge there are
challenges associated with taking application
processes online, they’re both adamant the systems
are positive progress and should be improved
upon in years to come. Fairness, accessibility and
personal safety all play a part in assuring that in the
applications sphere, online processes are definitely
the solution.

ADVERTORIAL

The IoT network
that boosts
service delivery

T

he influence that technology, social media and artificial
intelligence has in shaping the way in which the world
works is growing exponentially. The connectivity that is
the foundation of the above is also behind the situation
where we increasingly see the physical world as we
know it being connected to the digital world. This is most ably
demonstrated by the Internet of Things (IoT).

Reshaad Sha, Chief Executive Officer at SqwidNet, indicates
that when the company discusses the concept of connecting
a multitude of ‘things’ to the internet with those in the public
sector, their first question is invariably why would you want to do
this? The answer, quite simply, is to either collect data that will
inform better decision-making, or to capture events that have or
are taking place.
“A good example is your emergency management services
(EMS) – placing sensors under bridges to monitor rising streams
and rivers can provide the EMS with early warnings, enabling
them to close these crossings to the public. In other words,
using the data from a simple sensor, the municipality will have
been able to save lives and prevent property damage. The same
goes for traffic lights, water pipes or a wide range of other
opportunities,” he says.
“Connecting items to the network can even assist councils
with asset tracking and security, whether the sensor is mounted
on a lawnmower used to cut grass in the park or an expensive
medical device used in a government hospital. SqwidNet’s geolocation service means its location can be pinpointed to within
a couple of metres, so it is easy to determine exactly where any
particular piece of equipment is.”
Sha says that the success of the IoT really stems from the
reporting capabilities it enables, and what is really good news
for government is that most sensors are very simple, and thus
cheap, devices.
“Some may be concerned about the cost of the connectivity
required for these large numbers of devices, but this should not
be a concern either. SqwidNet is currently rolling out a national
network that is dedicated to the IoT. We are well under way and
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R E s h A A D s h A , Chief Executive Officer at SqwidNet

expect to have at least 85% of the country covered within the
next year.”
As a dedicated network, he adds, it is designed purely to
connect objects to the network and transmit IoT traffic. Virtually
every device that is connected only transmits a negligible
amount of data, and usually in bursts, which means the cost of
connectivity will be minimal. This, suggests Sha, should help with
the wide scale adoption of IoT, particularly by the public sector.
More crucially, he says, once such sensors have been installed
for an extended period of time, the data collected from them
can be used in conjunction with analytics tools, to enable
better municipal planning. An example of this could be how the
information can be used to deliver a clearer picture of water or
electricity usage patterns, which would, in turn, inform future
decisions around town planning.
“This means that the longer data is collected, the greater the
pool of information available for interrogation by city managers.
This, of course, will end up benefitting the citizens too. Improved
decision-making leads to better resource utilisation and
enhanced forward planning. This inevitably means the city saves
money, which can be ploughed back into building houses, fixing
roads and so on. So the ultimate beneficiaries of SqwidNet’s new
network will be the people of South Africa,” states Sha.

I

n the coming years the government plans
to build more schools, hospitals, roads
and other infrastructure.
You can rely on MTN Business for a full suite
of ICT solutions that make service delivery
even better. With a vast range of connectivity
products such as MPLS VPN, Remote Access
and Last Mile connectivity, we give you the
tools to communicate as well as monitor
and manage your organisation’s network.
Our service-centric approach enables you to
manage costs and improve efficiency, in a new
world of government solutions.

For more information, visit mtnbusiness.com/za

THE COURAGE
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Growth is facilitating
the journey to better
service delivery.

