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technologies in order to provide a superior connectivity solution for your business.
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In order to meet their mandate, provincial governments require
a network infrastructure that not only delivers cost efficiencies,
but also enables collaboration between technologies.

Availability and reliability
At MTN Business, we understand that downtime directly
affects your ability to deliver, so we have designed our
solutions and networks in such a way that availability and
reliability are at their core. In order to assure you, our
customer, of the commitment we have to availability and
reliability, we offer a range of service level agreements.

5 Calling and Messaging Solutions

5 Calling and
Messaging Solutions

Effective communication is paramount to success, which is why MTN Business offers you a range of
cost-effective, value-added calling and messaging solutions.
By taking advantage of these products and solutions, you will enjoy improved productivity and efficiency,
increased public interaction and satisfaction and reduced operational costs.

6 Datacentre
Services

So whether it’s new handsets or price plans for your employees, bulk SMS packages or fixed line calls using
Voice over IP (VoIP), MTN Business can provide you with the ideal solution. We can also offer your business
price plan discounts on net calling and least-cost routing to further reduce your telecommunications expenses.

6 Datacentre Services
If you need a secure, reliable, carrier-grade environment in which to colocate your internet servers, data
networking or voice equipment, then MTN Business has the solution for you.
Whether it’s simply network colocation you require or a range of hosting or management services, we have the
infrastructure and expertise to reduce your operating expenses and lower the risks associated with building and
managing your own internal environment.

7 Internet and E-mail Solutions
What do you need from your internet service provider? Secure, reliable, always-available and
high-speed internet and e-mail access both in the office and out of it.
MTN Business is a South African Tier-1 internet service provider, and is also able to leverage off the
MTN cellular network and provide out-of-office connectivity through 3G, EDGE or HSDPA technology.

8 Business Applications
MTN Business is able to provide you with unique business applications that deliver defined services on
demand, allowing you access to the best business functionality as you need it.
Business applications enable your task force to answer questions and resolve issues while on the move.
They also include a host of field monitoring, tracking and management solutions as well as bulk
communication tools.

E-MAIL
(CLOUD-BASED)

You will have access from anywhere and at any time, optimising your operations. MTN Business
applications are dynamically scalable and virtualised resources are provided as a service over the internet.
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Bringing It To The People
The backend is important, but it alone
cannot deliver on government’s purpose.

Makano Mosidi
Public Sector Executive ,
Middle East Africa
at Dimension Data

I

t’s time to start a new conversation
about technology in the public sector. To
motivate this, Makano Mosidi holds up her
smartphone: “How much is my utilisation
of this phone? My guess would be around 60
percent, which is quite a bit. Yet many people
use the same phone, but get only ten percent.
The catch is that we all pay for 100 percent of it.
At the moment, technology in the public sector
looks a bit like that.”
Mosidi, Executive, Public Sector at Dimension
Data, has witnessed how the sector has
evolved in the past decade or so. We’ve seen
the rise (and fall) of mega-projects, wholesale
department revamps and ambitious overtures
to addressing legacy and overly customised
implementations. She certainly doesn’t
discount the importance of these.

But this evolution has stepped up to a new
world, one where technology is driven by
the people. Since a government’s success is
measured in dividends of social security and
fostering opportunity, the time has come to ask
how technology can be used to deliver those
results in tangible ways.
“There are several pockets of excellence that
show this kind of empowerment,” says Mosidi.
“The SARS e-filing system is a good example, as
is the decreased time it takes to get a national
document like an I.D. book or card. But these
are still exceptions, despite today’s technology
opening channels to citizens that never existed
before. It’s because we’re not thinking along
those lines.”
So how would one generate that shift
in paradigms? For starters, Mosidi says,

government CIOs need to refocus away from
technology and towards the government’s core
function, which is to deliver to the citizenry. To
accomplish this, there needs to be more trust
between the public and private sectors.
“A company such as Dimension Data focuses
on technology; it’s our business. People-driven
tech, software-defined networks, the power
of enabling third-party app developers…these
are just a few examples of what we apply
our minds to. In turn, that expertise can be
transferred to meet the public sector’s needs,
allowing government executives to focus on
reaching their goals. But if a CIO worries more
about how to do something than what needs
to be accomplished, their energy is being
squandered.”
We’re entering an era of unprecedented
change, thanks to technology. Mosidi points to
the potential of big data analytics and what a
difference it can make if business intelligence
culture becomes more pervasive in the public
sector. But then the focus needs to move
beyond technology itself and instead on how to
maximise the engagement and results between
citizens and their governments.
“Right now, 90 percent of the conversation
is about the backend and its concomitant
resources. But that’s been the conversation
for the last 20 years or more. IT budgets keep
rising, but don’t reflect as readily in service
delivery. The backend is certainly important,
but the time has come to shift the idle or
duplicate ICT resources from backend to
the bigger picture , realising the purpose of
government through technology.”

Contact
Tel: + 27 11 575 – 1245
E-mail: Makano.mosidi@dimensiondata.com
Web: www.dimensiodata.com
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ublic Sector Priorities – the words say nothing of the difficulty of getting
current, detailed first-hand information on government’s use of ICT, or
the tangle one tends to find when given a glimpse.
Nevertheless, government still provides a steady stream of public
documentation. This title is heavy on facts and analysis gleaned from a
few forthcoming officials, our reading of official documentation, thought leadership,
research, our own reporting on the issues and international best practice.
The outcomes of our investigations are better than we might have
thought, given the leadership, skills and governance crises highlighted by
the Auditor-General in recent years, and the travails of various beleaguered
projects – among them the Department of Home Affairs’ Information Systems
Modernisation Programme, eNatis, and more recently, the bad press
surrounding SAPS tenders.
We recognise real progress in many instances; some big, some modest. The
Department of Home Affairs and SARS have made commendable strides. eNatis,
for all the pollution in its data, is churning a mountain of records on a daily basis
across a disparate collection of agencies, in South Africa and SADC. If it was so
inefficient, how could it send bills to non-registered e-toll users?
We’ve had to resort to highlighting the promise of progress in other cases, for
example government’s move to provide oversight of its various security efforts
with the National Cyber Security Advisory Council, and the Department of
Communication’s nod to the wealth of knowledge in the industry with the National
Broadband Advisory Council.
We hope with this publication to inspire government to truly get with the
information programme, to embrace its stupendous potential for reaching citizens
and achieving the National Development Plan’s (NDP’s) objectives. Look at it
this way – it took radio nearly 40 years to reach 50 million users, 13 years for
television, and just six months for Google. Angry Birds Space did it in 35 days.
We also hope to inspire more civic and industry participation in government’s
efforts to bring the NDP’s ideals to everyone.
With that, we invite you to take the time to read the articles of importance and
of interest to you, and hope it’s a satisfying experience.
Enjoy!

the prior written permission of the publisher. Opinions expressed in
this publication are not necessarily those of the editors, publisher,
or advertisers.

Carel Alberts
Editor
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Victor Rakhale
Enterprise Direct Sales at MTN
Business

Building
tomorrow with
today’s technology

With the right focus, the sky is the limit for
public-private ICT.

T

he knowledge economy is widely
considered as the next evolution
in how countries generate value,
moving beyond systems that rely
solely on agrarian and manufacturing models.
overtures towards such an economy can be
seen in africa, ranging from regional giants like
Kenya to rising stars such as tanzania and the
remarkable early success in rwanda.
south africa’s government has made
transformation into a knowledge economy
one of its goals. but Victor rakhale, enterprise
direct sales at mtn business, says the impact
is even broader: “investment in iCt has a direct
positive impact on the gross domestic product
of a country. so not only is investment in iCt
imperative for the empowerment of all citizens,
but it becomes an indispensable tool to grow
the economy.”
the effect of this can already be readily
seen on the ground. it has been estimated
that mobile phone subscriptions alone have
contributed over ten percent to south africa’s
gdp during 2010 and 2012, according to the
Cologne institute for economic research. the
same effect can be seen in rising economies
such as egypt and india.
Yet rakhale notes that there are many iCt
challenges to overcome in the public sector,
saying that priority areas should be understood
in order for both public and private institutions
to establish a clear direction forward: “it’s not
simply a case of just ticking the boxes and
implementing technology for the sake of it. iCt
investment and developments, including the
digitisation of service, need to form part of an
overarching development strategy that talks
to the service delivery requirements of the
citizens of the country.”
this gives socially responsible organisations
the high-level strategic direction required to
participate in nation-building, he adds, offering
the example of the mtn sa foundation’s
collaboration with the department of
education, investing in the digitisation of the
south african school curriculum. healthcare,
transport, social and rural development and
agriculture are some of the other sectors

earmarked for development, and rakhale
adds that security will be a major focal point,
not surprising given the government’s vast
amounts of confidential information that is
being digitised.
“government also holds a significant amount
of confidential information. this information
relates to not only private citizens, but also
country-specific security information. given
that security breaches seem inevitable once
digitisation happens, effective cyber-security
policies and systems need to be put in place to
mitigate the potential risks.”
indeed, this goes hand in hand with the
relationship between the public and private
sector. economies of scale mean that the
growing pool of private sector expertise
is proving a major boon for security
implementations by the public sector. this
is particularly poignant in areas such as
datacentres, especially with the rise of cloud
technologies.
there is also the rising threat of cyber
warfare. the arrival in 2010 of the mysterious
stuxnet virus drew a line in an era where
attacks through technology have become more
frequent, aggressive and from various quarters.
this is not simply a public sector concern;
attacks on the data of private companies are
also increasing sharply. in fact, a Kpmg report
finds that theft or exploitation of data by
ex-employees is the top concern among iCt
thinkers when it comes to technology.
the ease of this threat’s arrival can’t be
understated: in January this year, a contractor
at a south Korean bank stole half of the
country’s credit card information, all by simply
copying it onto a usb thumb drive. this event
doesn’t even count as a sophisticated attack,
which indicates just how broad and multilayered the threats on data security can be.
but above all, it is about keeping an eye
on the bigger picture: “iCt investment and
developments, including the digitisation of
service, need to form part of an overarching
development strategy that talks to the service
delivery requirements of the citizens of the
country.”

the public sector’s success is not measured
in profit margins, but successes on the ground
for its citizens. service delivery is the key
indicator on this, because it will show the most
tangible results to south africa’s population.
“overall, investment in iCt by the public
sector means the citizens of the country
will have access to a more integrated and
efficient government. by utilising the latest
in technology innovation, the public sector
can provide people from all walks of life with
services that help meet a variety of their needs
in a more uniform way.”
the success of this future comes down to
the partnership between the public and private
sectors: “government needs to be able to work
with trusted service providers that are experts
in their field. this gives it the flexibility required
to remain focused on meeting service delivery
objectives while the partners assist with their
expertise.”
this is why rakhale is excited about the road
ahead, especially given the rapid growth of
technologies such as connectivity. he expects
that iCt investment will keep growing and
public-private partnerships will strengthen.
“government has the opportunity to harness
the new digital world of doing business. this
will enable it to not only become more efficient
in its operations, but also create an enabling
environment for the citizens of the country
across all the service delivery pillars. Yes, there
are still many challenges to overcome. but by
working according to a specific development
plan, government will be able to leverage
the skills of its partners with the technology
innovation taking place.”

Contact
011 912 3000
www.mtnbusiness.co.za
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Where do
our rands go?
A few big-ticket items and spenders are responsible for the lion’s share
of the government’s ICT budgets.

By Carel Alberts

A

few big-ticket items and spenders account
for almost all of the R14 billion spent annually
by national and provincial departments on
information and communications technologies
(ICTs), says Tertia Smit, public sector and
telecoms research analyst at BMI-TechKnowledge (BMI-T).
BMI-T’s latest available government spend analysis puts
the national ICT budget allocation at R9.5 billion (2011 and
2012 budget figures), while the provincial spend totalled
R4.5 billion.
Nationally, the Justice Cluster outspends everyone else
by a country mile. “By far the biggest budgets belong to
the South African Police Service and South African National
Defence Force, and after that, Home Affairs,” Smit says.
But even within this elite grouping, the differences are vast.
• The police budget for ‘computer services’ and
‘machinery and equipment’ has been rocking a cool
R2.3 billion for the past two years, dispelling any notions
of a one-off purchase.
• The SANDF comes in second with around R1.3 billion in
those categories.
• The Department of Home Affairs is third with a budget
allocation below the one billion mark.
“In the context of a R9.5 billion national ICT budget, the
top three budgets of around R4.5 billion are huge,” says
Smit. The spending of the SAPS, in particular, attracts
interest. In October last year, the Portfolio Committee on
Police recommended that an audit be conducted on all
projects in the SAPS’ Technology Management Services
environment. (Shortly before Public Sector Priorities went to
print, we received word of the national police commissioner
cancelling the latest tender at the eleventh hour – the fourth
cancellation since 2008.)
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Top projects
The most talked-about projects are getting all the airtime
for all the wrong reasons. While fundamental to the crossfunctioning of key departments and South Africa’s general
e-government success, systems like the National Treasury’s
IFMS, Home Affairs’ Information Systems Modernisation
Programme (aka Who Am I Online) and Transport’s eNatis
are tragically beset with problems of governance and
capacity as well as questions over the involvement of Sita.
Meanwhile, arguably even more important and fundamental
projects in health and education just continue to misfire.
No really, who am I?
The ‘Who Am I Online’ project has been delayed several
times since its inception in 2008, notably at the end of 2012
when the DHA failed to finalise a contract with a third-party
service provider. During the course of the project, Home
Affairs had paid R852 million to own hardware instead of
leasing it as per the original contract. After spending
R1.4 billion on the project since 2008/09, the Department
was last year allocated another R1.1 billion to complete it by
2015/16.
Treasure what you don’t yet have
Another big project is the Integrated Financial Management
System initiative that’s aimed at replacing the numerous
disparate solutions with a single solution. It’s funded directly
out of National Treasury, but, despite being approved by
Cabinet in 2005, is still not complete. The IFMS project is
crucial to government’s ambition to run a clean, corruptionfree administration. Smit says ‘quite a lot of spending’ is still
expected in National Treasury over the next four years (over
R700 million in 2012/13).

connect the entire health sector value chain across the
regions. Naturally, it’s fundamental to any national health
insurance system.” The CSIR had been commissioned to
create norms and standards for the system, which is not
an easy undertaking. “All the provinces have their health
information systems, and there is no interoperability, so it’s
basically very difficult,” she says.
Provincial
But all is not lost. There is a basic but often overlooked
difference between the budget flows of the likes of Police
Service, Defence and Home Affairs on the one hand and
Education, Energy, Health and Water Affairs and Forestry on
the other, Smit says.
“Whereas the former grouping has money transferred
directly to individual departments, and those are responsible
for spending most of the funds on ICTs – whether via Sita
or directly, the latter grouping disburses mainly through
provincial administrations, SOEs and the like.
“Follow the money to the provinces, agencies, public
corporations, private enterprises and SOEs associated with
those departments, and you’re sure to find sizeable ICT
components here too,” says Smit.

“If it weren’t for SAPS and the SANDF, Sita wouldn’t have
a business.”
Tertia SMIT, BMI-TECHKNOWLEDGE

Traffic snarl-up
The Electronic National Traffic Information System, otherwise
known as the eNatis vehicle database, has also turned
out to be grossly extravagant. The key issue with eNatis is
the national Department of Transport’s handling of it as a
service contract rather than a delivery project. According
to the Auditor-General’s report on the use of consultants at
selected departments, when the original contract came to
an end in 2007 after a one-year extension, the department
granted a continuation on a monthly basis, paying the
consultant more than R900 million over four years – also for
services not in the contract. When this period ended, the
Department of Transport renewed with Tasima for another
five years in 2010.
Health nightmare
Smit highlights some exploratory spending on the national
health insurance envisaged for all South Africans. “Right
now, the ask is for an Integrated National Patient-Based
Information System, a transversal system that would

Electrifying
Falling into this category are projects like the Department
of Energy’s Integrated National Electrification Project (along
with ICT components), which is aimed at pursuing universal
electrification by 2025. The spend, as will be obvious to
anyone, will be via Eskom and the municipalities.
SIPs
More such projects are to be found in government’s
Strategic Infrastructure Programmes (SIPs), which will spend
R3 trillion to R4 trillion over the next 15 years; R2 trillion of
that will go to the Department of Energy, R800 billion to
the Department of Transport, and lesser amounts to Water
Affairs and Forestry and Communications.
Fundamental intervention
It would appear that ICT in government continues to
experience more than its fair share of challenges, in which
haphazard priorities, neglect and poor governance bedevil
strategic procurement. It’s hoped that a culture of better
planning, scrupulous procurement and proper
programme management in handover and support takes
hold, because it’s only a fundamental intervention of such a
sweeping nature that can succeed in such conditions.
On the positive side, the Corporate Governance of
ICT (CGICT) policy framework was issued in 2012 by the
Department of Public Service Administration, and National
Treasury has stepped up its measurement of
ICT expenditure at national and provincial level, which
means monitoring can be done that much more effectively,
says Smit.
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Do or die
Technology holds great promise
for improving service delivery, and
government can no longer afford
to neglect its multiple uses.

By Kimberly Guest

PHOTO BY KAROLINA KOMENDERA

Craig Rosewarne
Information Security Group Africa

Additional reporting by Janet Paterson

T

he multiple uses for technology in government range
from pure IT-based services such as communication,
to business- and citizen-interfacing applications, more
efficient business processes and better governmentto-government (G2G) cooperation.
In fairness, implementing big transversal applications as
implied in this classification are inherently lengthy affairs, but
government’s slippage in this regard beggars belief. The
following tables give an eloquent account.
Various reports indicate South Africa’s free fall in the rankings.
For example, the country was ranked 70th out of 144 countries
in the World Economic Forum (WEF) global information
How South Africa stacks up
The United Nations e-Government Survey 2012 further ranks South Africa
101st out of 193 countries, down from 97th place in 2010, and third in
Africa, below Seychelles (84th worldwide) and Mauritius (93rd worldwide).

Source: United Nations e-Government Survey 2012

Top Ranked
Countries in Africa

10

E-gov.

World e-gov.

development index

development
ranking

Country

2012

2010

2012

2010

1

Seychelles

0.5192

0.4179

84

104

2

Mauritius

0.5066

0.4645

93

77

3

South Africa

0.4869

0.4306

101

97

4

Tunisia

0.4833

0.4826

103

66

5

Egypt

0.4611

0.4518

107

86
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technology report released in 2013, after ranking 62nd four years
prior to that. Rankings are determined – among other things – by a
country’s regulatory and business environment, the use of ICT and
its effect on the economy and society. “Countries that fail to see the
importance of advancing [technologies such as] broadband run the
risk of large losses to competitiveness,” the report said.
Miles to go
e-Government is massively important.
South Africans have to travel considerable distances at
high cost to access government services such as grants, and
delays are common if not for isolated progress in big ticket
e-government-enabling projects (such as the Department of
Home Affairs’ Information Systems Modernisation Programme,
written about elsewhere in Public Sector Priorities 2014).
Notwithstanding such successes, the vast majority of South
Africans moreover lack access to technology, which further
complicates the task of attaining effective e-government.
In addition, efforts count for nothing if the current lack of coherent
policymaking and political will continues to sabotage the success of
projects. Unfortunately, evidence of that sad fact is quite abundant.
Disillusionment
Such factors can lead to widespread disillusion, as South Africa’s
rise in violent service delivery protests suggest.
“The service delivery phenomenon has deeper triggers,” says
Ebrahim Fakir, Electoral Institute for Sustainable Government
in Africa. “There is increasing recognition that some are
really demands for accountability, better governance and
responsiveness… The political legitimacy of locally elected
leaders is low and declining, and the credibility of national
government decisions is increasingly called into question.”
Promises of cleaning up
In 2010, then Public Service and Administration Minister

Then
Global Competitiveness Report 2008-09

Now
Global Competitiveness Report 2013-14

(Source: WEF)
Overall rank (134 countries): 45
Efficiency enhancers: 35
Notably:
- Technological readiness: 49
Innovation and sophistication factors: 36

(Source: WEF)
Overall rank (148 countries): 53
Efficiency enhancers: 34
Notably:
- Technological readiness: 62
Innovation and sophistication factors: 37

Global Information Technology Report 2009

Global Information Technology Report 2013

(Source: WEF)
Networked Readiness Index (out of 133): 62
Environment: 39
Readiness: 84
Usage: 76
Notably:
- Government: 71

(Source: WEF)
Networked Readiness Index (out of 144): 70
Environment: 33
Readiness: 95
Usage: 72
Notably:
- Government: 102

Global E-Government Survey 2008

Global E-Government Survey 2012

(Source: UN)
E-government development: 61st
- Web Measure Index: 0.5518
- Infrastructure Index: 0.1752
- Human Capital: 0.8061
- E-Government Readiness Index: 0.5115

(Source: UN)
E-government development: 101st
- Online Service: 0.4575
- Telecomm. Infrastructure: 0.2214
- Human Capital: 0.7817
- e-Participation rank: 26

Richard Baloyi announced an anti-corruption and
maladministration unit would soon be introduced in
order to add ‘implementation and investigation tracking
mechanisms’ to the policy and control instruments resident
within government.
This has, however, been held up by the delay in the Public
Administration Management (PAM) Bill, on which its formation
depends. In the interim, government’s corruption fight has been
led by the Public Service Commission and its National AntiCorruption Forum, which has generated spookily few headlines.
Although President Jacob Zuma praised the National AntiCorruption Hotline in his 2014 State of the Nation address,
multiple Parliamentary presentations declare the forum ‘no
longer functional’.
Clearly, e-government policies, moribund as some tend to
be, need executive endorsement, diligent enforcement and
scrupulous avoidance of any malfeasance to succeed. We
can hope that Minister Baloyi’s unit will materialise soon and
have some sort of success where other efforts at cleaning up
government have failed.
Lax infosecurity
Security is another area requiring improved mechanisms in
any e-government initiative, with Information Security Group
Africa chairperson Craig Rosewarne warning prophetically in
early 2013: “It wouldn’t be hard to shut down the government.
There’s very little in place, so even the most basic of attacks, in
most cases, get through.”
Months later, the SAPS’ website was hacked.
Which brings us to government’s adoption of free and open
source software (FOSS), said by advocacy group LinuxAustralia
to be more reliable, secure and resistant to viruses and
malware – that’s in addition to benefits such as reduced costs,
increased interoperability, greater ability to customise, lower
hardware requirements and improved maintenance costs.

“The political legitimacy
of locally elected
leaders is low and
declining, and the
credibility of national
government decisions
is increasingly called
into question.”
Ebrahim Fakir,
Electoral Institute
for Sustainable
Government in Africa

Cabinet signed off a FOSS policy in 2007 that stated its
preference for FOSS and promoted migration. Nevertheless,
last year, Sita chairman Jerry Vilakazi revealed: “Overall, very
little has been achieved in the implementation of FOSS.”
Local government
As the coalface of government, much is expected of municipal
performance, but a considerable divide separates prosperous
metropolitans from struggling secondary municipalities.
Metros are proving to be avid adopters of technology.
Ekurhuleni, for instance, has invested close to R1 billion in a
fibre-optic cable network and the City of Cape Town’s investment in its broadband network is now in its second phase.
Paradoxically, smaller municipalities are showing little, if
any, progress, and alarm is mounting. Access to knowledge
and financial resources is an established difficulty for
these districts. A Municipal Systems Improvement Grant is
available; however, National Treasury has shown this to be
under-utilised.
Conversely, provincial government is awash with evidence
of ICT use. In the Western Cape, government is rolling out free
WiFi. Gauteng is supplying Community Policing Forums with
computers and computer literacy training, while in KwaZuluNatal, the Provincial Nerve Centre provides a complete and
comprehensive view of service delivery performance and
effectiveness of public sector services.
Spotty progress
What is evident is that government has made progress in the
roll-out and use of ICT within the public sector. Equally evident
is the inadequacy of that progress in relation to the country’s
needs and its ability to be a global competitor.
So, where to from here? For now, we will take what quick
wins we can, and of that the rest of this publication provides
some evidence.
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Home Affairs’
home truths
Despite immense organisational and
programme challenges, the Department
of Home Affairs has notched up important
wins in its quest for an integrated IT
platform that can resolve lengthy
application processes.

By Janet Paterson

PHOTO BY Karolina Komendera

T

he challenges at the beleaguered Department of
Home Affairs (DHA) date back some years, as do
the numerous efforts to remediate them.
Speaking at the 2008 GovTech conference, then
Director General Mavuso Msimang gave delegates
a frank summary of the Department’s troubles, among them
ineffective service delivery, dysfunctional functional areas,
corruption and fraud, unacceptable service levels, significant
attrition rates, poor audit ratings and weak IT infrastructure.
In that year, the DHA embarked on an information systems
modernisation programme (ISMP) – itself an exercise fraught
with immense challenges.
Fast forward six years, and for the first time, there are
definite signs of progress. Minister Naledi Pandor has initiated
measures to fix the Department’s once highly erratic nature
while the Department’s CIO, Sello Mmakau, has been hailed
as something of a visionary in the Computer Society of SA’s
President’s Awards. Together, they’ve helped generate a
renewed sense of purpose and noteworthy progress, in spite
of ongoing challenges.
Where am I?
The modernisation project has endured its share of setbacks,
most significantly an expensive dispute with service provider
Gijima. With a hefty budget of R1.1 to 1.4 billion (depending
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“The DHA is currently using fingerprint biometric technology,
but plans to introduce multiple biometric technologies
incorporating face recognition and fingerprinting.”
Sello Mmakau, Department of Home Affairs

on who you ask) and an array of programmes in various
stages of undress, ISMP aims to deliver an integrated IT
platform capable of resolving lengthy turnaround times for
issuing ID documents, birth, death and marriage certificates,
passports and visas, section 22 asylum permits, refugee
identity documents, citizenship certificates and permanent
and temporary residence permits.
Having come some way towards fruition, the system
supports transactional processing and information, including
photographs, fingerprints, signatures, demographic
information and document scans. Other features include
holograms and laser engraving, fingerprint biometrics and
biographic data embedded on the 80Kb smart ID card chip.
Next phases
With a budget-busting R1.4 billion spent and several
aspects incomplete, plans are nonetheless in place for next
phases, including an automated visa and permit solution, a
new national population register and a queue management
system, with a completion target of 2015/6 financial yearend.
In the medium term, the Department will roll out live
capture functionality for identity documents and passports
to 240 additional offices. To achieve this, it will invest
R886 million on further modernising systems.
The DHA already uses mobile technology to counter
fallout over lengthy queues encountered by citizens at its
information desks, many of whom travel long distances to
get there. Citizens can access data on the progress of their
applications for various documents, and from April this year,
were able to apply online for smart ID cards and passports
– which they’ll be able to pay for electronically, fulfilling that
essential e-government milestone: transactional capability.
Electronic movement control
Over the past year, the Department has also implemented
its electronic movement control system in 13 ports of entry
– typically those with the worst infrastructure in the country.
Naturally, says Mmakau, the Department used satellite
technology.
Mmakau is satisfied the project has been “extremely
successful, well-planned and effectively executed”, and calls
it “one that other government departments can learn from”.
DHA will look at border management solutions for all ports of
entry at the start of the next financial year.
Paper or plastic?
Perhaps the most high-profile of the Department’s projects
is the transition from green ID book to smart ID card. The
new cards are the result of a conversion of millions of paper
records to digital form, requiring the integration of multiple
information systems and software, and the digitisation of over
30 million paper-based fingerprint records. The cards use
microchip technology, and, it’s hoped, will be an effective tool
in the fight against identity fraud.

Home runs
Smart work

The DHS’ smart ID card won the Regional ID Document of the Year award
for 2013 at The 12th Asian, Middle East and African High Security Printing
Conference in Bangkok last year.
Ready for the big May day

In response to a DA request in March, Mozotho Moepya, chief electoral
officer, confirmed smart ID cards had been tested for use in the elections,
and that the DHA had accommodated a request made by the Independent
Electoral Commission to include the one-dimensional barcode. Moepya
estimated that 150 000 South Africans would vote on 7 May using their
smartcards.
Turnaround times

Over the past couple of years, ID books were issued in an average 47 to
54 working days, and passports averaged 13 to 24 working days. The
Department aims to further trim turnaround times to closer to 30 days for
ID cards and 13 for passports.
						
Minister Pandor has stated that it will take between five and
seven years to issue cards to all citizens. This seems a tad
optimistic – with a target of three million cards a year and a
population of 51.19 million (as of the last census), success
looks to lie somewhere beyond 2020, the year green ID books
are slated for obsolescence.
Meanwhile, it isn’t clear whether those swapping their ID
books for smart cards will have to relinquish the books, or
just have them cancelled/cut and returned. The former option
presents a storage and security nightmare, the second a
security nightmare. The Department itself doesn’t seem sure,
and will need to form and clarify a policy on this seemingly
minor issue.
According to Mmakau, the Department’s priority for
the coming financial year is the design of the National
Identification System (NIS) – the new National Population
Register. “NIS will be the core back-end system, using
biometrics. The DHA is currently using fingerprint
biometric technology, but we plan to introduce multiple
biometric technologies incorporating face recognition and
fingerprinting,” he says.
Other priorities include data clean-up and migration to
NIS once its design is completed. The automation of the
visa and permit application processes is also on the agenda,
while the DHA plans to pilot a ‘trusted traveller’ programme
at the Maseru Bridge port of entry. (This system will allow
Lesotho nationals to travel in and out of South Africa through
automated gates without having to wait for DHA Immigration
Officers to process them.)
The longest journey starts with the first few steps and while
some may criticise the pace of rollout of the ID card system, it’s
only fair to suggest that it’s better to implement lasting change
slowly than make a complete mess at the speed of light.
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eNatis: From good
to bad, but still ugly
One of South Africa’s most controversial tech deployments is turning a corner. Slowly.

By James Francis

N

obody wants to talk about eNatis. The muchmaligned vehicle/driver data system has
invited controversy since its inception in 2001.
Planning shortfalls, budget overspend, alleged
tender fraud and other problems – eNatis
(Electronic National Administration Traffic Information
System) has courted them all and continues to be a black
sheep in some quarters.
That is, of course, not a proper summary of the system’s
current state. But due to lack of willing comment on the
technical nature of the project, one has to look at the history
of eNatis to deduce any current shortfalls. eNatis sprang to
life in 2001, designed to replace the fading Natis system. The
system is tasked to manage both motor and driver licences –
including applications and registrations. It formally took over
the reins from Natis in April 2007, already controversial for
cost overruns that ballooned to nearly half a billion rands.
eNatis was due to launch earlier, but had been caught
up in technical and legal difficulties. One of the more
controversial elements was the appointment of the
consortium Tasima, which designed and runs the system.
When eNatis surfaced in 2007, it was so beset with
technical issues that then Minister of Transport Jeff Radebe
apologised to the public and threatened to sue Tasima if
the system didn’t stop malfunctioning. The Retail Motor
Industry Organisation (RMI) estimated the backlog of vehicle
registrations had a price tag of R2 billion. That same year, the
Gauteng Business Barometer claimed April was the worst
month of vehicle sales yet. Adding salt to the wounds, early
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implementations fell short in security measures, because a
security officer wasn’t assigned at the project’s inception.
The service was also lambasted for its wobbly transition:
eNatis was not fully tested before it started replacing Natis.
A 2008 Auditor General report found the system lacked
server capacity due to inaccurate predictions by consultants,
though this had been remedied by then. Connectivity was
another bugbear, as eNatis initially relied solely on Telkom.
Now it’s covered by all the major telecommunication network
providers. Yet while perhaps architecturally sound, the
system continued to produce database demons – in 2010,
eNatis incorrectly recorded over 70 000 South Africans as
deceased and last year Justice Project SA said it was the
most polluted database in South Africa due to incorrect
information. In February this year, Sanral blamed botched
e-toll bills on faults in the same database.
A titanic transition
All of the negative feedback – deserved or not – tends to
skip over the sheer magnitude of the project. eNatis is the
biggest multi-agency technology implementation in the
government’s history. It incorporated over 4.6 billion data
records migrated from Natis – that alone goes some way
to explain the polluted data problem. The system also had
to hit the ground running. In 2007, eNatis processed over
600 000 transactions per day, while Natis at its peak only
churned around 287 000 records daily. According to a
report by former eNatis project manager Werner Koekemoer,
eNatis processes in excess of 40 000 transactions an hour

and is used by more than 3 000 users concurrently.
It’s even more remarkable when you consider this is done
across a disparate collection of agencies – not only in South
Africa, but even across the SADC community. In 2011,
Namibia gained access to eNatis, facilitating the fight against
vehicle-related crimes. The system has also been deployed
to hundreds of post offices, allowing citizens to update their
car licences with relative ease. And despite Sanral’s fingerpointing, it’s notable that eNatis at least functions technically
enough to deliver bills to non-registered e-toll users. Yes,
the information may still be a problem, but the information
delivery systems appear to be on track.
Future-proof?
Unfortunately, getting a measure of eNatis’ technical health
has proven difficult. Tasima declined to comment on its
roadmap for the system. The Department of Transport was
also coy to talk about future developments. It should be
noted that the two parties are currently engaged in legal
action against each other, sadly not an unusual event.
Third parties, such as the RMI and National Association of
Automobile Manufacturers of South Africa, also declined
to comment on the current status of eNatis. Perhaps it’s
a matter of eNatis fatigue or maybe the system proved to
be more complicated than the good vs. bad narrative that
surrounds it.
As such, Koekemoer’s report is the only clear view into the
system. It claims that eNatis centralised data storage, added
modular support to allow for expansion of new services

eNatis processes in excess of 40 000
transactions an hour and is used by
more than 3 000 users concurrently.

(such as the long-delayed AARTO infringement management
system and crime-related database services for the national
police force) and makes expansion into future technology
much simpler.
Certainly there is anecdotal evidence to show eNatis
is not the hobbled beast it was several years ago. The
recent successful deployment of traffic fines – a historical
problem in both Johannesburg and Cape Town – and the
implementation of e-toll billing suggests that the technical
base is sound.
But technical and implementation gremlins only make up a
small part of eNatis’ woes. It’s clear that real problems exist
in how the system is being managed. As mentioned, legal
staring contests still take place between the major partners
and open questions remain about how effectively the data
is being captured, particularly by municipalities. Enquiries
for this feature reveal that there is a tremendous lack of
transparency around the system. At least communication
appears to take place between the parties concerned. But
right now, they all seem like punch-drunk boxers, wary of
the next round. This could become eNatis’ biggest problem:
if we take our eye off the ball, this titanic endeavour can slide
out of control again. May sober minds prevail.
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Achieving 2020 vision

Dennis Naidoo
General Manager: Internet
Solutions, Public Sector

I

nternet Solutions’ `2020’ vision for the
Public Sector involves leveraging the
power of its multi-tenanted cloud and
connectivity infrastructure, to assist
government to ratchet up the pace of South
Africa’s development.
“As a country, we are far from where we want
to be when it comes to addressing many of
the most critical issues in the areas of health,
education and crime prevention,” admits
Dennis Naidoo, General Manager: Internet
Solutions, Public Sector.
“Achieving success in these areas will be
dependent on the private sector collaborating
effectively with the government, other
stakeholders, and individual citizens. Being
able to collaborate effectively is intrinsically
linked to the availability of and access to ICT
infrastructure that allows the secure sharing of
information across many stakeholder groups,”
Naidoo says.
In the health sector, he believes there
are huge benefits to be had from a single
database of records that will allow for better

diagnosis and treatment of patients, which
can be achieved with the correct deployment
of ICT infrastructure. He also sees the same
infrastructure being leveraged for use of
telemedicine and e-radiology, enabling access
to the best possible care through real-time
collaborative engagements with specialists
from around the world. The beneficiaries of
efffective ICT across the healthcare sector
include private and public hospitals, medical
aid insurers, doctors, pathologists, and other
specialist services.
However, the integration of this kind of
cohesive ecosystem would require secure,
high-speed networks and coverage into even
the most rural areas – combined with scalable,
resilient datacentre services, notes Naidoo.
In the field of education, there have been
well-documented logistical difficulties and
inherent inefficiencies with the approach of
delivering educational content to learners via
physical textbooks. “Government plans to equip
learners with tablet devices is a fantastic move
forward, and creates the necessary end-points

for the delivery of a dynamic and enriched
curriculum online.
“The public-private partnerships in this
space will be about creating an open cloud
environment that hosts all the learning
materials in the curriculum – brought to life with
multimedia, social media – and with facilities
for learners to interact with different structures
within the education structure.”
E-learning promises a different and
better way of learning, adds Naidoo. The
comprehension and immersion stage can take
place from home, and the classroom can be
used for the application of that content via
interactive sessions.
In the realm of justice and crime prevention,
Naidoo foresees a safer future for all citizens,
with smart application technology solutions
that ride on Internet Solutions’ powerful MPLS
network.
Similar to the health example, the perfect
combination of cloud architecture, pervasive
networks, and smart mobile devices can link
related stakeholders and create fluid, integrated
ecosystems.
‘The Internet of Everything’, as it is becoming
known, is more than just an innovative concept.
Naidoo says that things like CCTV cameras,
vehicle-tracking services, building monitoring
systems, and in fact any device involved in
security, can be linked to central databases.
Ultimately, whether it is health, education,
justice, or any other public service, the
foundation for effective delivery is that of
a quality, broad-reaching network that is
combined with secure cloud architecture.
Internet Solutions’ decades of experience
building infrastructure is increasingly becoming
recognised as a key asset in government’s
efforts to provide a better life for all South
Africans.

Contact
www.is.co.za
011 575-1000
info@is.co.za
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Justice is silent
If reports are to be believed, some progress is being made
in the Justice Cluster’s implementation of an integrated
criminal justice system – first mooted in 1995.

By Samantha Perry

T

he South African government’s Integrated
Criminal Justice System (ICJS or, more
commonly, IJS) has been 19 years in the making.
This means that, while the country celebrates
20 years of democracy, government has not yet
managed to stitch together a unifying architecture for the
various systems used across the Justice Cluster (comprising
justice, crime prevention and security competencies, and
including entities like SAPS, Correctional Services, court
services and the National Prosecuting Authority).
History
The IJS was first mooted in 1995. It aims to integrate
and automate the entire justice system – a laudable and
extremely complicated endeavour. In tracking its progress,
however, little official comment has been forthcoming.
According to a 2010 GCIS update, progress had been
made on some of the systems, including the deployment of
an e-docket scanning solution to 244 police stations, the
rollout of 192 digital-capturing booths and 170 live scan
devices for capturing biometric information, automated
personal identity systems to 16 major correctional centres
and the rollout of a child protection register.
A DefenceWeb report in 2011 talks about the successful
rollout of the integrated case flow management system,
which, the piece says, ‘features various modules which
support the automation of core business processes such
as case registration and management of cases through
the lifecycle.’ This important system makes provision for
the registration of criminal cases and case outcomes
(postponement, withdrawals conviction, etc). It also features
an automated court roll, document-scanning, electronic
national register of sex offenders and management reports,

the report notes. Other processes that have been automated
include those at work in the Master’s office and Civil and
Small Claims court functions. Audio-visual postponement of
cases is also now a reality in courts and prisons throughout
the country. The Audio-Visual Remand system has been
deployed at 47 courts and 22 Correctional Centres
nationally.
A February 2014 Criminal Justice System review,
presented to the Portfolio Committee on Correctional
Services, reveals that the IJS board was to be reconstituted
to deal with data and its flow to departments, and that
a national CJS Information System is a key element to
successful implementation of the cluster’s Seven Point
Plan, which is intended to result in a realigned cluster with
coordinated management structures. Whether the CJS
Information System is intended to add to the systems
already in place or include them in a new systems rollout is
not clear.
The IJS Board (comprised of business and IT executives)
reported to the Portfolio Committee that it had identified
five integration priorities (reported on in the 2013 Public
Sector Priorities publication as having been identified in
2010, meaning not much has changed) and that some
modernisation programmes were being implemented
(including electronic monitoring, audio-visual remands,
personal verification numbers, and single databases for all
case stages).
This collage was obtained without the involvement of the
Department of Justice and Constitutional Development,
which failed to respond to all our attempts to get comment.
As a result, an analysis of the claims made in reports
cannot be undertaken. That said, it would seem from the
information gathered that some progress is being made.
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A February 2014 Criminal Justice
System review reveals that the IJS
board was to be reconstituted to deal
with data and its flow to departments,
and that a national CJS Information
System is a key element to successful
implementation of the cluster’s Seven
Point Plan.

More SAPS tender confusion
Shortly before this issue of Public Sector Priorities went to
print, reports surfaced of National Police Commissioner
Riah Phiyega controversially cancelling three SAPS
tenders for computer networks, services and systems,
worth billions of rands. This is the fourth time the tender
has been cancelled since 2008, and it leaves the police
without support for 100 000 computers nationwide,
stalls a major national network upgrade and potentially
scuppers the e-docket system discussed elsewhere
in this article. In a short note reportedly written at 2am
the morning before the tenders were to be adjudicated,
Phiyega cited internal processes not having been

followed. But documents obtained by the Sunday
Independent reportedly show that Phiyega had signed
off on two of the projects personally, and that all three
had followed procurement processes required by law.
The first of the cancelled tenders is for the refurbishment
of the police’s wide area network infrastructure, worth
R125 million. The second relates to the purchase of an
automated ballistics identification system, as well as
a maintenance and support contract for three years,
worth nearly R150 million. The third was a service level
agreement with Sita, for the maintenance of over 100 000
computers across the country, worth R1.4 billion.
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Redesigning
IFMS
Sweeping changes at National Treasury’s Integrated
Financial Management System aim at redesigning the project
out of its morass while not overrunning the budget or
go-live date originally envisaged. That seems unlikely, but
in principle, a move to a pure commercial off-the-shelf ERP
implementation sounds like a plan.
By Patricia McCracken

O

ne of the National Treasury’s key projects,
the Integrated Financial Management System
(IFMS), should be two thirds of the way
through its (revised) 15-year project plan. But
hold the fireworks. Thus far, the turnkey date
has edged forward twice – first from 2019 to 2020, and now
to 2021.
IFMS represents a massive overhaul of current financial
systems across a siloed government landscape, so delays
could be forgiven. Any frustration at the delays will however
be eclipsed by consternation at reports that the project
architecture has been changed at this late and critical
juncture.
Attempts to fast-track IFMS in a new direction were
recommended by the IFMS steering committee in
September 2013 and approved by Cabinet in December of
the same year. Significant details were however not available
until the National Treasury 2014 budget vote on 26 February
2014, and later, and the 20 March tender.
Changing the architecture at this stage is something to
really try and avoid. “It’s too much like starting from scratch
again,” comments a project manager who implemented new
SAP-based modules to run key HR, payroll and procurement
systems for a major SA retail chain over five years.
Past of stays and snags
A joint project of National Treasury, the Department of
Public Service and Administration (DPSA) and the State
Information Technology Agency (Sita), IFMS aims to upgrade
key public-service transversal systems both technically and
legally, bringing them in line with the 1999 Public Finance
Management Act. National Treasury takes responsibility
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for financial management, payroll and supply chain
management, says Accountant-General Michael Sass; the
DPSA for HR management and ICT; and Sita for solutions,
hosting and maintenance.
IFMS was first proposed in 2004 and approved by Cabinet
in 2005. Trouble dogged the project from its early days and
still persists.
• Three years after being proposed, comments on IFMS
architecture documentation were first requested.
• In 2006/7, underspending was reported to Parliament by
then Finance Minister Trevor Manuel.
• Internal frustrations were pinpointed when the National
Treasury Audit Committee (NTAC) noted National
Treasury was contravening sections of the Sita Act by
‘not enter[ing] into service level agreements’ with Sita for
IFMS.
• By 2010, NTAC was seeking ‘adequate and effective
governance and project-management processes and
internal controls’ on IFMS modules.
• In 2011/12,NTAC noted the ‘lack of measurable targets in
the [IFMS’] performance against predetermined objectives
...a weakness in controlling performance and ensuring
accountability and discipline’.
• NTAC’s 2012/13 concern was more carefully worded:
“The IFMS has not been rolled out as per the original
timeline. New deadlines are being negotiated and the
department had recent changes in leadership to address
this issue.”
One outcome of the latest objections has been the
recent Cabinet approval of a dedicated IFMS Programme
Management Office super-layer, with the aim of getting

“Cabinet approved a change from the previous
approach, mixing bespoke and commercial-off-theshelf (COTS) solutions, to a single COTS Enterprise
Resource Planning system.”
Michael Sass, National Treasury

matters moving. As and when needed, says Sass, the
PMO will source services and/or expertise from industry.
Another concurrence is the above-mentioned sea
change in the IFMS solution architecture. In March
this year, a day after Sass’ promotion from Deputy to
Accountant-General, Sita gazetted its most recent tender,
RFB1182/2013, ringing in the change.
“Cabinet approved a change from the previous
approach, mixing bespoke and commercial-off-the-shelf
(COTS) solutions, to a single COTS Enterprise Resource
Planning system,” Sass says.
Ephemeral estimates
New contracts are expected to be finalised in 2014/15,
according to the National Treasury budget vote.
Notwithstanding the slipping end date, National Treasury
anticipates ‘the project will not be extended beyond what
was originally planned’.
Sass says the value of the IFMS system development
will not exceed the last estimate made before the change
in the system architecture.
Sita had pegged it at R4.3bn in 2010, although in
September that year, National Treasury Chief director of
financial systems Bobby Maake told ITWeb: “There has
never been a budget for IFMS. Cabinet’s directive was
to deliver a system that did not cost more to run than the
legacy systems were costing at that time.”
The National Treasury budget vote notes that a balance
of R3.2bn remains to be spent, commenting: “The revised
approach on the solution architecture...may call for an
increase in expenditure in the future.”
In December 2013, as well as approving a new
solution architecture, Cabinet approved fast-tracking
the development and rollout of the system to the rest of
government. National Treasury is using the procurement
management module but ‘data challenges’ mean the
asset management module is not being used, says Sass.
Development of inventory and financial management
components is still to be completed and a service
provider has yet to be appointed for the payroll system
development, he adds. Integrating the applications
still lies ahead, except for partial integration at lead
implementation sites.
All this, in turn, will draw National Treasury into more

new contracts, ‘expected to increase spending on software
significantly over the medium term’, states the National
Treasury budget vote.
Ages away
It seems an age away from August 2012 when Maake
closed his IFMS presentation at the CFO Forum with the
flourish: “IFMS is here! Let’s make it happen!”
Eight months later, former Accountant-General
Sithembiso Freeman Nomvalo, in his final year at National
Treasury before moving to head up Sita, highlighted to the
standing committee of public accounts the challenges
faced. These include a lack of documented processes,
high vacancy rates, lack of understanding of risk and
controls and poor compliance culture. He closed with a
rueful cartoon.
Depicting two systems engineers facing a boggling
confusion, it’s captioned: “Somewhere in here is us, and
somewhere else is our big success. We need to find the
path that connects the two.”
IFMS was hoped to be the path. But as retrofitting
new solution architecture and bolting on the PMO show,
National Treasury and its development partners are still
battling to make significant connections while needs evolve
around them.

Stop-start at IFMS
2010/11		

R169.7m

2011/12		

R79.5m

2012/13		

R152.6m

2013/14		

R166.2m

2014/15		

R174.1m

2015/16		

R180.3m

2016/17		

R217.3m

These figures from National Treasury, ranging
from actual to estimates, underline the slow
pace of IFMS spending over seven critical
years of what is now a 17-year project. On a
strictly average basis, that time represents 41
percent of the project; this spend represents
just 26 percent of the total budget.

p u b l i c

sect o r

21

G rad i ng

g o v e rnm e nt

Skills, policies
and threats
Are South African public sector bodies developing the capability to defend
sensitive information? And are the underlying policies maturing effectively against
the emerging threats? A year ago, the answer may have been a resounding ‘no’.

By Jon Tullett

I

nformation security has never been more critical for the
public sector. Akin to the ‘nexus of forces’ developing
in the enterprise market as described by Gartner, a
combination of factors highlight the complexity of the ICT
security puzzle in the public sector.
To begin with, government is on a steady drive towards
adoption of more advanced information systems, delivering
e-government services to the public and improving the
integration and efficiency of systems. From various small
projects to massive undertakings such as the nextgeneration national ID card project, the public sector has
never before managed so much data.
At the same time, the value of that data is increasing:
identify theft and other attacks on personal data are
growing, and public sector bodies worldwide are finding
themselves popular targets for attackers.
A third thread that should be woven into this tapestry is
strong policy and oversight from departments entrusted
with building an ICT security framework for the entire
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public sector, but unfortunately that has been lacking
until now. As a result, many departments have poor
security track records, and a number of high-profile
attacks over the past few months have thrown this
deficiency into stark relief.
However, positive steps are now being taken, with
signs of improvement across many levels.
Threat landscape
Public sector organisations face similar challenges to
their peers in the private sector, and more besides.
Government departments, for example, are popular
targets for ‘hactivists’ – hackers seeking to make a
political statement by embarrassing a department
through stealing and then leaking sensitive information,
or defacing a website.
Denial of service attacks, which aim to cripple a
service through a flood of data, have reached record
levels in the last year, and can be devastating when

targeting a department at a sensitive time, such as tax
filing season for SARS.
One common threat is that of curious citizens exploring
e-Government services and stumbling across information
leaks. Those leaks can quickly become tools for criminals
and, according to research by Symantec, South Africa
has become a common target for online criminal
syndicates.
These attacks can be mitigated with the right support
and investment, but more insidious are the direct attacks
against the very citizens being encouraged to make more
extensive use of e-government services. Phishing attacks
claiming to represent SARS are now a daily occurrence.
E-toll payment and voter registration are obvious targets.
As more services come online, these attacks will
increase in frequency. In the last 12 months, a number
of high-profile attacks against public sector bodies have
succeeded, and the likelihood is that many more went
undetected or unreported.

A worrying picture
The impact of an attack in the public sector can also
be more severe than for private enterprises. The City
of Johannesburg’s website was found to be exposing
personal data. Sanral’s e-toll website has been attacked
several times, with at least one breach successfully
exposing road users’ personal details.
Many other examples exist, painting a worrying picture of
a public sector unprepared for the level of threat presented
by the modern internet.
Are South African public sector bodies developing
the capability to defend sensitive information? And are
the underlying policies maturing effectively against the
emerging threats? A year ago, the answer may have been
a resounding ‘no’: the Auditor-General’s report noted
widespread deficiencies across departments and agencies,
stating that 81 percent of national departments lacked
security management systems, and 79 percent had failed to
implement complete IT governance frameworks.
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The 2012 - 2013 report was more positive, noting
marked improvements, but still warning of serious
deficiencies. The Auditor-General identified several key
issues that continue to contribute to poor IT security
performance, highlighting a lack of skills, inadequate
coordination, and the failure of Sita to set standards for
departments to follow – sentiments frequently echoed by
government CIOs.
Three pillars
The public sector needs three key pillars to be in place
to tackle information security: policies and frameworks
that clearly articulate responsibilities and best practices;
bodies that develop, implement and audit these
frameworks; and, the deployment of relevant skills
throughout the public sector to meet the expectations.
The latter two are treated in the sidebar appearing
alongside. As for policy formation, South Africa has
notably dragged its heels, and although progress is
being made, this is still a major area for improvement.
In 2012, Cabinet approved the Cyber Security Policy
Framework that outlined responsibilities for various
departments. The country’s National ICT Policy has been
caught in a cycle of false starts for several years. While it
may not add significantly to security expectations, it does
retard ICT development, which inevitably comes with
security implications.
Supporting legislation like POPI (the Protection of
Personal Information Act) has been passed but has yet
to be enacted. When it does, among the more profound
implications will be that of mandatory disclosure when
personal information is leaked (South Africa again lags
much of the world in that regard). The DTI is in the
process of overhauling the country’s intellectual property
laws, including more comprehensive protection for online
resources, with implications for many departments and
the industries beneath them.
Positive signs
But while there have been failures, there are also positive
indications of progress. One of the highest profile, and
most targeted, offices is that of SARS, which holds
personal data for millions of citizens and organisations,
and has accomplished a mammoth transition to embrace
the internet while maintaining a good security record.
The NCAC (National Cyber Security Advisory Council
- see sidebar) is broadly hoped to bring a breath of fresh
air into coordinated efforts to improve security, and
the continuous maturation of South Africa’s IT-relevant
legislation is contributing to an environment more
conducive to best practice.
Meanwhile, the dearth of skills, absence of a South
African CERT and lack of clear policy in key areas
remain major obstacles for a public sector facing rapidly
evolving threats.
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Bodies and skills
Several departments and agencies are
directly involved with the development of
cyber security policy and its implementation.
DoC

The Department of Communications (DoC) is most
directly involved, with its role in formulating national ICT
policy and the Cyber Security Policy Framework – under
direction of which it inaugurated the National Cybersecurity Advisory Council (NCAC) this year. The NCAC will
coordinate government activities on security issues, and
provide links between the public and private sectors.
SSA

The State Security Agency (SSA) inherited the Cyber
Security Policy Framework from the DoC, effectively
escalating IT security issues to the level of national
security, and providing for central coordination and
implementation across departments. Among other
functions, the SSA operates a Computer Security
Incident Response Team (CSIRT) that alerts departments
to security issues and coordinates response where
necessary. The CSIRT publishes daily alerts on its
website, but the private sector has been broadly critical
of this process, demanding the establishment of a
national Computer Emergency Response Team (CERT)
similar to that operated in other countries, which could
take a proactive approach in communicating threat
information to the private sector and the public.
GITOC

Without a strong central policy foundation, security
implementation falls to individual interpretation, and
here the Government IT Officers Council (GITOC) is
enormously important as a forum for sharing information
between departments. GITOC, however, lacks seniorlevel influence: it should be headed by the government
CIO, a post that has been empty for over three years.
The Department of Public Service and Administration
has cited a shortage of candidates for the role, raising
questions about the level of skills available across the
public sector.
Sita

Sita plays a crucial central role in IT strategy,
procurement and deployment, but has struggled to stay
abreast of the rapidly developing market. The agency
has had leadership issues of its own, appointing 17
CEOs since the agency’s inception in 1999. As noted,
the Auditor-General has been scathing of Sita’s ability to
execute, and particularly of its impact on poor security
performance. That leaves individual departments to
launch their own initiatives to secure their systems, with
mixed results.
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Providing a voice
on broadband
Whereas its high-profile members’ previous positions didn’t allow them direct
access to the Minister of Communications, the newly-constituted National
Broadband Advisory Council does afford them that platform to offer advice
and input.

By Samantha Perry

S

PHOTO BY KAROLINA KOMENDERA

outh Africa’s broadband penetration is pretty
dismal. According to the latest research from
The Broadband Commission, a body set up by
the ITU and UNESCO, South Africa has fixed
broadband penetration of 2.2 percent and
mobile broadband penetration of 22 percent. The country
ranks 111th out of 183 countries for fixed broadband and
62nd out of 170 for mobile. All of which adds up to a pretty
poor picture.
South Africa’s National Broadband Framework – dubbed
SA Connect – was approved by Cabinet in early December
2013. This is government’s vision for achieving 100-percent
broadband penetration by 2020. (The private sector would
point out that sorting out regulatory bottlenecks on spectrum
allocation, local loop unbundling and wayleaves would solve
the problem faster and more efficiently.)
The National Broadband Framework aims to ‘mobilise the
capabilities, energy and resources of the public and private
sectors, together with civil society, in order to connect
South Africans to each other as well as South Africa to the
continent and the world’.
SA Connect allows for demand- and supply-side
interventions, the framework notes, including considering
adjustments to the structure of the industry and its
institutional framework, and encouraging private and public
investment in broadband networks.
The plan will be ‘operationalised’ through a detailed
implementation roadmap. This is where the newly formed
Broadband Council comes in. The Council is tasked with
advising government on the roadmap.
Appointed by the Minister of Communications in
March, the National Broadband Advisory Council
consists of technical experts, business, trade union and
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civil society representatives.
The Board will sit for three years and members are
contributing time and expertise voluntarily.
The intent, says board member Arthur Goldstuck, is to
have independent outsiders with expertise in broadband to
advise government on its broadband strategy.
The Council has held its first meeting and scheduled its
next to work out what it expects to be able to achieve, and
intends to report back on that to the Minister.
Says Goldstuck: “The Council has no statutory powers,
we can’t instruct, require or demand, but we can suggest
and advise and use the platform, because it gives us as
members of various constituencies direct access to the
Minister, rather than talking through the media, or research.
“If you look at the work we do, or the work done by
(Council member) Professor (Alison) Gillwald and her team
at Research ICT Africa, it’s market research with a purpose
– to highlight the shape of the market and what needs to
be done to fix it. In the past we’ve done the research and
released it to the media in the hope that government would
pay attention.
“Now we have direct access in terms of highlighting the
issues and what we believe needs to be done to solve them.
It’s a powerful position.”
Goldstuck says the Council aims to come up with a
cohesive body of advice for government through meeting
and workshopping.
The Council has no formal oversight, per se, but is
answerable to the Minister in terms of delivering against its
mandate.
It’s to be hoped that, along with the sweeping ambit of
the new National Broadband Framework, this position of
influence can right South Africa’s broadband wrongs.

The National Broadband
Advisory Council
Chair: Dr Sibusiso Sibisi – CSIR president
Deputy Chair: Prof. Alison Gillwald, director, Research ICT Africa
Prof. Sunil Maharaj – Sentech chair
Mandla Msimang – MD, Pygma Consulting
Arthur Goldstuck, MD, World Wide Worx
Dr Bernie Fanaroff – SKA South Africa project director
Mlamli Booi – Broadcasting and telecommunications consultant
Geoffrey Qhena – CEO and president, IDC
Prof. Jyoti Mistry – Associate professor, Wits School of Arts
Jesse Maluleke – Labour relations and skills development expert

“In the past we’ve done the research and
released it to the media in the hope that
government would pay attention. Now we
have direct access in terms of highlighting
the issues and what we believe needs to be
done to solve them.”
Arthur Goldstuck
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HELPING MEET YOUR CITIZEN
SERVICE PRIORITIES
The role of distribution is to
ensure that the products you
require to fulfil or complete
projects within your department
or organisation are available, at
the right price and at the right
time. We talk to JP Pires, of
local value-added ICT distributor
Westcon about the relevance
of distribution to the public
sector, the technologies now
available that can help the public
sector into the future, and how
through partnering with itself
and its partners government
departments can move forward
in its commitment to servicing
their citizens.

Q

In what areas of focus do you
provide offerings or services for
the public sector?

At Westcon we do not work directly with
the “customer” our “customers” are
the partners and value-added service
providers who, dependant on their technology
or business focus, tailor-make technology
solutions that match the demands of their
public sector clients.

A

That said, our business is built around the
cornerstone of value-added distribution. What
this translates to is our ability to partner
with our clients and provide them additional
services they may require in better supporting
their customer’s needs. In short, if a partner
has a skills or technical gap, we will act as an
extension of their team to fill this gap.
So if we look at the partners of ours who
are currently actively engaging within
the public sector, these are made up of
several networking partners with particular

reference to LAN-based technologies, as
well as those who work with our security
teams around our physical and data security
offerings.
However an area where we are seeing
growing demand from, from particularly
the public sector, is definitely that of cloud
computing and cloud based services.

Q

What are the particular
challenges that government
faces in terms of the above?

A

Before I answer lets take a step back
and evaluate what government’s
directive it. Government’s sole goal is to serve
and service its customers; its customers are you
and I or “Joe Public” as it were. So in short, as the
business arm of government the public sector
has to create platforms that best serve or cater
to the nation – a task that is much easier said
than done.

3,000 partners, whose businesses extend
a myriad industries, markets and even
geographies, we believe we are uniquely
positioned to assist both our customers in
unlocking additional value for their public
sector clients in the specific role of trusted
advisor. This breaks the perception of us
being merely a traditional distributor –
allowing our clients to partner with us in a
bid to assist and meet the demands of their
public sector customers.
To this end, we also support a balance sheet of
over 56 strategic brands. In some instances,
where the vendor requires it, we are their
voice in the region, which means that we will be
able to work in partnership with public sector
organisations to negotiate solutions that meet

A challenge we see that has an impact on the
delivery of this directive amongst the public sector
customers we engage with, is that when trying to
set up an overall approach to more agile IT, the
departments involved inadvertently create silos.
These silos then inhibit the potential that cloud
could present to the organisation which has an
impact on the goal of driving down costs through
improved or streamlined IT utilisation.
Another challenge for the public sector is that of
security, or securing the cloud. There is still much
that needs to be done in order to create effective
cloud-based security policies that will meet the
compliance and regulatory standards that
government needs to meet when considering
putting citizen data into the cloud.

Q
A

How are you positioned to help
government
address
these
challenges?

With the value-added capability that
Westcon offers through our more than

JP Pires

Government & Service Provider Director
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Bringing basic
services into the
internet age
The National Development Plan 2030 has identified improved quality of public services to
all areas as critical to transformation. Smart applications, whether in smart cities or
rural communities, can leapfrog legacy installations, allowing rural communities access
and control over their water, power and sanitation, while giving government the tools to
implement long-term solutions with improved sustainability and functionality.

By TAMSIN OXFORD

PHOTO BY KAROLINA KOMENDERA

T

he smart city with its smart grids and systems
is already a reality in territories like South Korea,
Japan and the UK.
Within a smart context, ICT’s purpose is to
simplify the administration and delivery of water,
sanitation, electricity and housing, providing improved
access and management of these basic services and
ultimately improving citizens’ quality of life.
Obviously, we’re a little behind all that. But while
South Africa battles access, connectivity, distance and
infrastructure, we’re not as far behind as many would
expect.
So, how can basic services, whether in urban settings or
more rural, remote and indigent environs, leverage the smart
city concept?
In short, machine to machine (M2M) technology or the
Internet of Things (IoT) represent the essence of smart
services. Smart meters can make life better, easier and more
efficient. And they need not be in smart buildings on smart
grids either. They find application in community centres too.

“In order to improve communities, we need to find efficient
ways of optimising our resources so they can tap into them
more efficiently.”
Ibrahima Guimba-Saidou, SES Africa
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For example, M2M pulls water usage data from multiple
interconnected devices and transmits it to nodes where
it’s analysed and put to work to effect change and
improvements and uncover problem areas. No water, no
problem. The city knows and crews are on their way.
Dragging the past into the future
ICT can also provide solutions to legacy issues such
as revenue collection, supply chain management and
infrastructure.
On the supply side of the coin is the need to recoup the
R48.7 billion owed to metropolitan municipalities and the
aggregate municipal consumer debts of R86.9 billion as
highlighted by the National Treasury in June 2013.
On the demand side, IT’s role is in making services
accessible to deprived communities. “In order to improve
communities, we need to find efficient ways of optimising
our resources so the communities can tap into them more
efficiently,” says Ibrahima Guimba-Saidou, senior VP:
Commercial, at satellite operator SES Africa. “With around
70 percent of those in rural or peri-urban areas lacking
access to basic needs, ICT can help in the development of
services such as housing, water and electricity.”
Smart technology provides the tools to improve basic
services of all stripes and ensure their efficient management
and control. It’s no pipe dream or inventor’s fancy, but rather
an event of our time that may simply take a little longer to gain
traction within the constraints of the South African market.

Smart solutions
Water-wise

MyWater is a smart metering solution that wirelessly
communicates with users for real-time visibility of usage and
the cost thereof. MyWater CEO Larry Symington says poor and
middle-class families spend far too great a proportion of their
household income on water not to be constantly aware of their
usage.
The meter alerts home owners of extended water use via a
buzzer or SMS, employing communication to get to unnoticed
problems such as a forgotten running tap or leak.
Cloud payment

Andrew Groves, sales and operations director at Trinity Telecoms,
says the company’s cloud-based M2M communications platform
has great potential for improving quality of life.
“For example, you could install photovoltaic cells into
community centres and homes. Rather than paying for electricity
upfront when it runs out, consumption is monitored and users are
billed via their mobile phones. We also have a remote meter for
water heaters designed to manage energy use and drive down
costs for organisations managing large portfolios of properties.”

Barriers and opportunities
Tony Smallwood, head of M2M at Vodacom
Business, believes economics is limiting the success
of a smart meter rollout into an effective smart grid.
“You need to execute the right level of coverage
per consumer to gain your return on investment over
the long term. Another issue is capability and the
resources to bring the technology to consumers.”
Still, M2M and mobile connectivity offer
opportunities to the brave and the bold. As Hsin Hau
Hanna, VP Global Marketing & Communications at
Gemalto, concludes: “Because African countries are
looking at ICT now, there is more opportunity to invest
in the latest and best in government services and
solutions, and to really make use of the mobile device
as a portable portal to them all.”

Ex post facto

In an altogether different context, the SA Post Office has set about
transforming from a physical service to a hybrid one that blends
physical and electronic components. “Customers want their
services delivered where they are by service providers like us,”
says Newyear Ntuli, Group Executive E-Business at the SA Post
Office.
“We are embracing change in the industry with eKiosks at
neighbourhood shopping malls, post offices, public libraries
and other locations that are convenient for people to access the
internet, if not at home. We need this ecosystem for a robust and
extensible IT infrastructure that serves the customer and where
they can handle anything from bill payments to e-mails.”
Panic poles

Not to be outdone, the Institute of Inventors and Innovators has
developed an application that turns ordinary lamp posts into
sentinels.
The Anti-Crime Street Pole has a built-in emergency button
that, once pressed, uses wireless technology and sensors to
collect information and notify emergency services.
Prepaid mart

Net1 Mobile Solutions has a power and airtime vending solution
that has been deployed across nine countries in South America
and Africa and gives consumers access to airtime, electricity,
water and gas.
Keeping watch

Formula D has been working with NGO Violence Prevention for
Urban Upgrading on an application to monitor facilities and events
such as taps, roads, potholes and street lights.
“The app works with a low-cost Android smartphone so crews
can assess utilities and send data to the city,” says Marco Rosa,
MD at Formula D.

Newyear Ntuli, SA Post Office
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Safe,
fast and
convenient
transport
We may not have the problems of a
Malawi (take a bow, President Zuma),
but a South African transport
system that balances international
service and environmental
standards is nonetheless a
daunting goal. However, pockets of
excellence are emerging as models
for a future of technology-enabled
integrated transport networks, in
line with National Development Plan
goals of safety and reliability.

By Donovan Jackson

T

ransport infrastructure is fundamental to the
functioning of modern society, but is also an
ongoing challenge, because it’s, literally and
figuratively, a moving target.
Just as vehicles (from private cars to
buses, trains and aeroplanes) move around in intricate
configurations, the needs of people and entities making use
of transport constantly shift too.
In urban areas, the challenge is most apparent: as bulk
transport and increased vehicle density adds pressure to
roads, the ability to move freely is most affected.
In an ideal world, transport is not only safe, fast and
convenient, but also has a minimal impact on the environment.
But can South African cities achieve such lofty goals?
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Actually, they can, as demonstrated by some notable
successes already in operation. Facilities such as the
Gautrain and any one of the Airports Company of South
Africa’s (Acsa’s) new airports nationwide are testament to
what can be achieved in terms of environmental standards
and service excellence.
These projects represent pockets of excellence that
can be linked to other modes of transport to achieve an
integrated, efficient and safe system.
The vision: excellence, integration
Dr Barbara Jensen, senior executive manager of the
Gautrain Management Agency, says the train service delivers
international standards of public transport, with high levels

“Gautrain’s role in a broader, integrated transport
master plan for Gauteng is as its backbone, with a
dedicated, exclusive bus service, designed to link
up with other modes of transport.”
Dr Barbara Jensen, Gautrain Management
Agency

of safety, reliability, predictability and comfort, as well as a
mode of transport to rival private motoring.
“Gautrain’s role in a broader, integrated transport master
plan for Gauteng is as its backbone, with a dedicated,
exclusive bus service, designed to link up with other modes
of transport,” she adds. These modes include existing
stations, the Bus Rapid Transport systems, city buses,
minibus taxis and OR Tambo International Airport.
“Rail has a particularly important role to play, because of
the way station precincts have been designed to link up with
bus feeder systems and road networks.”
Tying in with the NDP
Although a regional project, the Gautrain serves up a
microcosm of a transport solution that ties in with the
broader National Development Plan – specifically, the plan’s
goal of ‘safe and reliable public transport’ for South Africans.
That much is evident in the technology put to work in it.
“Safety and reliability were built into the system during the
design phase and are central to the system,” says Jensen.
A number of measures mitigate Gautrain security risks,
including:
• Hundreds of CCTV cameras providing recorded coverage
of all stations and trains and key locations along the route.
• The SAPS Railway Police as well as Gautrain’s own
security officers have a presence at all stations, car parks
and inside trains.
• Continuous satellite tracking of all feeder and distributor
buses.
• Secure fencing along the route to prevent unauthorised
access and vandalism of critical system assets.
Powered by technology
Technology is central to the efficient operation of the
Gautrain, and indeed of any public transport mode, and its
role will only increase in a future where facilities ‘join hands’.
“Technology’s centrality covers rolling stock (trains),
signalling, communications, ticketing systems and safety
systems,” she says.
“The concessionaire (Bombela) had to comply with the
latest international standards, while the operator uses the
latest operating and management systems. A performance
monitoring software system ensures high standards of

availability, punctuality, cleanliness, maintenance and safety
and security, while a management information system
ensures acceptable information is used in assessments and
management.”
Seminal link
While any facility in isolation can be impressive (OR Tambo
airport, for example, is a remarkable complex), it’s when they
work in concert that exponential benefits are achieved. This
is evident in the linkage, for example, of the Gautrain to the
airport.
“(Integration) was a requirement of National Cabinet in its
decision to financially support the Gautrain project,” Jensen
notes. In fact, such is its importance that it was the central
work of a committee of all relevant authorities in Gauteng –
Acsa, Sanral, Prasa and the Metropolitan municipalities.
Furthermore, the Integrated Transport Master Plan for
Gauteng recommends the establishment of a local transport
authority to, inter alia, promote integration, including
information exchange and dissemination. A Transport
Commission has now been established to perform those
functions,” Jensen says.
While just one example, Gautrain demonstrates a recently
implemented model public transport system of good
implementation and operation, incentivising upgrades and
improvements on other public transport systems.

Intelligent transport systems
When cities are able to apply advanced technologies to
collect more and better data, analyse it more intelligently
and connect it through more effective networks, the result
is a smart city.
An IBM Global Business Services whitepaper, ‘Intelligent
transport: How cities can improve mobility’, notes that the
concept of intelligent transport systems (ITS), driven by
improved data gathering and exchange, isn’t new. However,
despite the enormous complexity of ITS, IBM says more
cities are implementing point solutions that include:
•
•
•
•
•
•
•

Integrated fare management
Enhanced transit/customer relationship management
Traffic prediction
Improved transport and traffic management
Traveller information and advisory services
Road user charging
Variable parking pricing

IBM says ITS technologies create potential for
information-based services like pre-trip and on-trip journeyplanning and traffic alerts, as well as different pricing and
business models, such as variable pricing based on usage,
emissions or peak times.
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Ashley Floris
Managing Executive: Public Sector
for Business Connexion

Why cloud should form
part of the public sector’s
long-term strategy

Easy answer: service delivery, says Ashley
Floris, Managing Executive: Public Sector for
Business Connexion in the Western Cape.

“

Governments and governmental
corporations around the world have long
recognised the key role that ICT can play
in helping them to do more with their
budgets, and become profitable,” says Floris.
“But the difficulty has always been finding the
right delivery model for the technology.”
One of the challenges that public sector
CIOs face is that they’re not yet universally
recognised by their `business’ colleagues as
contributors to departmental strategy. Whereas
in the corporate world, the role of ICT as a
strategic enabler and even a driver of new
business growth is largely recognised, at least
in theory, ICT is typically regarded as a business
support system more than anything else.
“Of course, this view is rapidly changing as
the public sector observes the evolving role
of the CIO in the private sector. Groups like
the Government IT Officers’ Council are also
playing a leadership role in helping to deepen
the role that public sector CIOs play, and to
provide a climate better suited to innovation,”
Floris observes. “Meanwhile, it’s not surprising
that many public sector CIOs are taking a
cautious approach, remaining focused on their
traditional role of developing and maintaining
infrastructure for the department.”
Floris goes on to argue that this conservative
approach is hampering many state entities
from taking full advantage of disruptive
computing paradigms with the ability to drive
a step change in service delivery. One of these
is cloud computing which, in his view, offers
government a way to take service delivery to
the next level.
“Some say that cloud computing is nothing
new, and is simply the old hosting or mainframe
agency models re-imagined, and there’s some
truth in that,” Floris says. “But by allowing
organisations to buy all components of the
ICT stack ‒ software, infrastructure, network,
platform and so on ‒ as a service, it really
changes the game.”

Enabling employees and citizens
for better service delivery
Perhaps the biggest game-changer, Floris
argues, is the way in which cloud computing
enables users, both employees and citizens,
to access the systems using smart mobile
devices. Employees who are not working in the
traditional office environment ‒ think nurses
running mobile clinics, teachers, housing
inspectors, every sort of technician ‒ can
access HR and other systems from wherever
they are, giving them a better work experience
and empowering them to service citizens/
stakeholders even better.
For citizens, the cloud model offers the
opportunity to access government services
directly, without having to go to an office. For
rural and urban communities alike, this is no
small benefit given transport costs and the real
possibility of long periods spent queuing.
Cloud computing’s benefits run wider still,
touching the whole department. The `as a
service’ model means that ICT is scalable
up or down depending on need, and can be
provisioned with much greater rapidity.
“CIOs in the public service have to contend
with extremely lengthy, not to mention tedious,
tender processes, thus reducing flexibility and
responsiveness,” Floris observes. “The cloud
model enables them essentially to optimise the
tender process because the vendor is already
approved, and to achieve new levels of agility.
This, in turn, makes ICT a much more effective
enabler of service delivery ‒ and will open up
new possibilities as well.”

Getting there
One of the things keeping CIOs awake is the
security of their data in the cloud. It’s definitely
an issue, especially since the Protection of
Personal Information Act came into force.
That’s yet another argument for the cloud
model, Floris believes. “Providers like Business
Connexion offer world-class security processes

and operate out of secure datacentres,” he
says. “If you conduct a proper due diligence of
a cloud provider, paying particular attention
to their security and business continuity
strategies, you are likely to be enhancing
security.”
Floris believes that many government
CIOs are adopting a phased strategy to
cloud deployments, moving their non-critical
components into the cloud first. Given the
evolving role of ICT within government, this is
probably a good approach.
It’s also important to bear in mind the
possibilities for crafting a cloud architecture
that mirrors the organisation’s requirements.
A mixture of public and private cloud ‒ the socalled hybrid cloud - enables the CIO to balance
cost, accessibility and security very finely.
“Whatever actual strategy is adopted, one
thing’s for sure - cloud computing should form
part of every government organisation’s longerterm ICT and business strategy. If service
delivery is a priority, then cloud has be part of
your thinking,” Floris concludes.

Contact
Tel: +27(0) 11 266 6970
Fax: +27(0) 11 266 1088
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Changing the face
of education
Technology in education and education about technology have the potential
to transform the outcomes of South Africa’s education system. But to achieve
the promised outcomes, TECHNOLOGY needs to be a government priority.

By Georgina Guedes

T

PHOTO BY KAROLINA KOMENDERA

he National Development Plan 2030 has the
vision that: “By 2030, South Africans should have
access to education and training of the highest
quality, leading to significantly improved learning
outcomes.”
Time and again throughout the plan, technology is
mentioned as an enabler for achieving this vision, as well
as a necessary discipline within the school system that will
prepare learners for competence in later life.
“Smartphones, computers and laptops are gateways
to the information highway,” says Ntutule Tshenye, head
of public affairs and corporate citizenship at Samsung
Electronics Africa. “Learners can explore any topic they like
in more detail on the internet, so becoming active players in
their own knowledge acquisition and development.”
She adds that they also learn valuable skills, like how to
communicate effectively through electronic mediums such
as e-mail and social messaging. And they get to experiment
with different platforms, like social media and online forums,
and learn the best avenues to acquire information, whether
that’s through a search engine or through appealing to other
internet users through platforms like Twitter.
Technology doubtless improves learning, but it also
supports administration and, most importantly, teaching.
“Technology can improve education in several ways. It
can help teachers make their teaching more interesting and
relevant and it can help learners to learn better and find
information quicker, developing digital skills required for
21st-century living,” says Kobus van Wyk, head of e-learning
initiatives at Mustek. “This is a shared responsibility between
schools, education departments, parents as well as the
private sector.”
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He says that judging by the government’s published
policies, it is committed to rolling out technology in schools,
however much still needs to be done to provide the
necessary budget to make this a reality.
“The biggest barrier is the lack of skills on the part of
teachers. Much needs to be done to train the teachers, not
only in the basic use of technology, but also in acquiring the
expertise to link the technology with the pedagogy, in other
words to use technology as effective teaching and learning
tools in the classroom.”
New ways of teaching
A pilot project currently being carried out in the Eastern
Cape aims to establish best practice for developing exactly
these kinds of skills. The Cofimvaba Technology for Rural
Education Development (TECH4RED) project is aimed at
contributing to the improvement of rural education through
technology-led innovation. CSIR Meraka is responsible for
the ICT (ICT4RED) aspects of the intervention.
“There is no best practice out there,” says Merryl Ford,
manager of ICT for education and mobile learning at the
CSIR Meraka Institute. “Trying to embed best practice into
a classroom where teachers don’t even know how to use
a laptop is impossible. There is great technology out there,
but teachers aren’t technology experts, and you need to be
extremely competent to integrate potential with reality in the
classroom.”
The ICT4RED project, which has come to the end of its
first year, saw teachers from 26 schools being trained in
the use of digital content on tablets to support teaching
and learning. The teachers were ‘loaned’ the tablets and
had to ‘earn’ their tablets by attending training sessions.

Ten modules each focused on an aspect of teaching, and
the presentation of the module showed how that particular
aspect should be taught.
“You need to integrally change the way you teach,” Ford
says. “Tablets can’t just be used to support the old ways of
learning, like a digital textbook.”
She says that not only are the teachers responding to
the new pedagogies they’re being exposed to through
their training, but they’re starting to develop their own
approaches for integrating technology into the classroom.
She says tablets are an extremely powerful tool for
introducing IT competence into education, because they’re
so simple to use, especially in communities already familiar
with cellphone technology.

“You need to integrally change the way you teach. Tablets
can’t just be used to support the old ways of learning,
like a digital textbook.”
Merryl Ford, CSIR Meraka Institute

Beyond tablets
While the provision of tablets to schools is a popular
focus for their ease of interface – 80 000 were distributed to
schools around Gauteng by the Department of Education
this year – ICT in schools goes way beyond this one aspect,
and there is much more to technology competence than
knowing how to tap an icon.
Using technology to support learning is important, but
teaching children how to use technology is also critical
and often neglected. Teachers need to be trained and
infrastructure issues need to be addressed.
“Educators can’t teach children how to use the technology
if they don’t fully understand it themselves,” says Samsung’s
Tshenye. “They will probably need to attend courses on
how to use these tools effectively, whether these are on-site
courses or facilitated through e-learning. There’s no doubt
that technology should be introduced in teaching courses
at tertiary level to prepare teachers for this new revolution in
teaching.”
Alfie Hamid, the regional manager for Cisco corporate
affairs in Sub-Saharan Africa, points out that there is a
severe dearth of schools offering IT as a subject. “There
are more than 9 000 high schools in South Africa, but less
than five percent of those offer IT as a subject. That’s 400
schools. The remaining 8 600-plus have no IT skills. Ninety
percent of school leavers have no ICT skills. We need to
build a knowledge economy and we’re not going in that
direction.”
He says that in those African nations that have made
ICT integration into schools a success, such as Kenya and
Rwanda, ICT was given a top slice of the budget, and was
given its own department or champion to drive its adoption.
“In our education department, technology is secondary,” he
says. “Teachers strike, textbooks aren’t delivered, matrics
write exams, and technology is sidelined. For success to
happen, ICT in schools has to be made a national priority.”
This is a sentiment echoed by the CSIR’s Ford, who says:
“Unless you look at the whole system, you’re just sticking
your finger in a small crack in the wall. As a technologist, I
believe IT can improve practice in the classroom, but it also
has to be integrated into how the school works.”
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Smart,
safe cities
Smart cities use technology for
efficient, sustainable, quality
urban living, with solutions that
address the safety, resource,
spatial and systemic pressures of
metropolitan areas. How far have
South African cities progressed on
this journey?

By Donovan Jackson

F

or the citizens of any conurbation, safety and
security is a prerequisite for a functioning society.
However, South Africa faces more than its fair share
of challenges with crime, a situation compounded by
a severe shortage of skilled manpower.
Our safety is moreover compromised by the risks
associated with crowded roads and the country’s reputation
for irresponsible driving.
What will it take to overcome these pressures and join the
ranks of the world’s safest cities?
In all regards, technology holds great promise for helping to
achieve safety in highly populous areas.
At its core, the concept of ‘smart cities’ entails leveraging
technology for better management of a range of urban
functions, including safety and security. It provides a glimpse
into a better future with less crime, better traffic control and
improved use of physical resources like water and electricity.
In short, the smart city is about putting technology to work
to make the city more efficient, convenient and liveable for
its citizens.
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Define ‘smart’
But what exactly is a smart city? A search on Wikipedia
provides the following nuggets.
The site quotes Andrea Caragliu, assistant professor of
regional and urban economics at Politecnico di Milano, as
saying a smart city is “one whose investments in human and
social capital, transport and ICT fuel sustainable economic
development and a high quality of life.”
“To Spanish economist Gildo Seisdedos Domínguez, the
smart city concept essentially means efficiency, based on
intelligent management, integrated ICTs and active citizen
participation,” the site continues.
Smarter consumption
How might this manifest in real life?
A 2007 report, ‘Smart cities – Ranking of European
medium-sized cities’, evaluates cities’ use of technology to
innovate and solve problems, thereby improving their global
standing in a range of variables:
• Regional competitiveness
• Transport and ICT economics
• Consumption of natural resources
• Human and social capital
• Quality of life
• Participation of citizens in the governance of the city.
The third variable, for example – smarter consumption
– might be addressed with wide deployment of sensors,
automation and leveraging of information.
Upping the ante
Clearly, technology and the ability to communicate and
collaborate with unprecedented ease and functional richness
is generally essential to increasing a city’s standing in each
dimension.
This is all the more applicable when considering today’s
serious urban problems, whether it’s water supply in ‘dry’
cities like Perth or Dubai, or urban sprawl and congestion in
London or New York.
And when cities don’t enjoy access to vast financial, social
and human capital – as is the case in many South African
cities – it’s all the more vital to leverage innovation and
technology to achieve more with less.
I know what you’re going to do next summer
In a world where the ‘smart’ label is getting stuck on
everything from electricity meters to mobile phones, a closer
idea of what ‘smart’ technology entails is worth pursuing.
With its Smarter Cities initiative, IBM approaches the issue
by applying knowledge and insight before technology. The
company states: “Street-level data helps officers respond
to calls, solve crimes, and sometimes prevent them from
occurring. Smarter solutions unify past and present data
– from citations and criminal bookings to field reports and
assets to video and social media.”

“Sophisticated analytics engines
...can help detect criminal trends,
visualise geographic hot spots and
identify patterns and relationships.
This can (help) make the shift
from reactive to proactive law
enforcement, ultimately improving
the safety of citizens.”
IBM

With data sharing among officers and partner agencies,
across jurisdictions, a deeper, predictive level of law
enforcement (and therefore security) begins to be a reality.
“In these solutions, sophisticated analytics engines
automatically process every piece of data and can help you
detect criminal trends, visualise geographic hot spots, and
identify patterns and relationships. This can (help) make the
shift from reactive to proactive law enforcement, ultimately
improving the safety of citizens,” says IBM.
South Africans are wising up
The good news is that the country’s cities are getting
smarter already to help create safer streets.
Johannesburg, for example, has some 200 CCTV
cameras around the city, monitored from a control room in
the Carlton Centre. Should an incident occur, officials can be
on the scene within 60 seconds.
Cape Town’s CCTV unit monitors 560 cameras throughout
the city, around the clock. And Durban operates 82 CCTV
cameras to monitor traffic flow, giving citizens the ability to

log on and view traffic conditions to avoid congestion
and the associated risk and frustration.
Smart cities are a reality around the world, delivering
safer environs and contributing to a more satisfied citizenry.
And they are becoming a reality in our country, too.
But to go beyond just monitoring traffic and
responding to crime, we have to take it to the next level.
Recently, IBM announced that Durban is one of three
African cities (together with Mombasa and Abuja) to
receive a US$500 000 grant of consulting services in
the vendor’s Smarter Cities Challenge. This follows the
award of a similar grant in 2013 to Cape Town.
The outcomes in our neck of the woods are eagerly
awaited.

p u b l i c

sect o r

39

B l u e

s k y

th i n k i ng

Giving healthcare
a shot in the arm
Telemedicine and mobile are great enabling technology collectives for
democratising healthcare, but security and reliable connectivity are THEIR
necessary corollaries.

By Rodney Weidemann

S

outh Africa’s public healthcare system
continues to be plagued by a dichotomy,
namely the difficulties inherent in providing
quality healthcare to rural, underdeveloped,
impoverished communities when it’s obvious
these are the very people who need it the most.
Technology can go a long way towards solving this
conundrum, which is why it’s imperative that it plays a key
role in the prioritisation of accessible healthcare – one of
the pillars of the National Development Plan (NDP).
The Minister of Health, Aaron Motsoaledi, has already
voiced his concern that the largest percentage of health
resources in the country is only available to 20 percent of
the population.
“The Minister is correct when he says resources must be
spread out more equitably, but how do we even the playing
fields? The answer is ICT, since it offers us the ability to
radically accelerate the provision of healthcare to even
the most rural areas,” says Makano Mosidi, public sector
executive at Dimension Data Middle East and Africa.

Beyond telemedicine
“I believe challenges can always be overcome with the
correct application of technology, provided you can
ensure reasonable uptake. Obviously, in a rural context,
the biggest challenge is connectivity. Without it, you can’t
enable any form of telemedicine, as there needs to be a
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means to send data and images through to a major hospital
or specialist to enable a proper diagnosis.”
This is where systems integrators fit into the picture. Those
with the technology and expertise to provide the required
connectivity can help make a success of ventures such as
the organisation’s currently-trialling Virtual Hospital.
According to Dr Richard Weeks, a senior lecturer
and researcher in the Graduate School of Technology
Management at the University of Pretoria, telemedicine holds
unquestionable potential for Africa, but is only one step in a
much broader approach to rural healthcare.
“Equally critical is the skills pillar. If (telemedicine) is to
play the role envisaged for it, doctors will need a level of ICT
expertise in addition to their normal training,” he says.
When transmitting data from rural areas, security is as
important as connectivity.
The security of patient information is sacrosanct,
regardless of where the patient resides, says Weeks.
Furthermore, one needs to be sure the person at the other
end is in fact a registered medical doctor. For that, one
needs authentication and secure communications.
Mobile, too, has huge potential for improving healthcare in
rural areas. He adds: “Naturally, the issues of connectivity,
security and lack of skills still have to be overcome, but
Africa’s ability to innovate is enormous and we’re seeing
ever-increasing numbers of apps being developed around
primary healthcare.”

Going to hospital
– virtually

MAkano Mosidi,
Dimension Data

Exciting recent innovations include mobile sensing
technology that aid diagnostics. Consisting of devices that
can be linked to smartphones, the technology enables
healthcare professionals to take blood pressure or sugar
level readings outside a clinical environment.
“These can then be sent to a health professional
elsewhere in the country for analysis. Obviously, power
provision can be troublesome in the areas we’re talking
about, so there needs to be a way for these phones to keep
their batteries charged,” Mosidi states.

“The issues of connectivity, security and
lack of skills still have to be overcome, but
Africa’s ability to innovate is enormous.”
Dr Richard Weeks, University of Pretoria

In partnership with
Telemedicine Africa,
Dimension Data has
committed to building
a virtual hospital
proof of concept at its
Bryanston campus. A
dedicated telemedicine
facility, it will serve
as an enabler for both
the public and private
sector to extend the
continuum of care.
Dimension Data’s
Makano Mosidi
points out that the
virtual hospital will
serve as a hub into
which a multitude of
sites – both local and
international – can
connect for specialist
services.
“This is so
revolutionary in its
concept, approach and
simplicity that it’s a
genuine game changer

for healthcare delivery
in the developing
world. Patients can
connect with a city
doctor through an
audio- or audiovisual-enabled remote
medical diagnostic
device on a computer
or cellphone. This
means that while local
resources are used for
social relationships,
communication
technologies are
used to connect rural
patients and providers
to medical specialists.”
Mosidi adds that
initially, specialised
services in radiology,
dermatology and
cardiology will be
available, but that
as the sites and the
demand increases,
so will the number of
specialisations.

The need for PPPs
Private-public sector partnerships (PPPs) are
increasingly important in the drive to improve
healthcare access in rural areas, she continues. “Such
partnerships can only accelerate equitable access
to healthcare. In addition, we need to learn from
implementations in other countries, as there is a wealth
of best practice knowledge we can borrow from.
Once we leverage technology to its fullest extent, we‘ll
be able to truly fast-track the provision of equitable
healthcare.”
Weeks adds that what is ultimately required is the
right way to weave healthcare service delivery systems,
people and technology into a total healthcare fabric.
“Only once this is achieved, can we reasonably
be expected to achieve the goal laid out in the NDP,
which calls for the provision of ‘affordable access
to quality healthcare, while promoting health and
wellbeing’,” he concludes.
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More than
just e-Government

Abid Qadiri
Chief of Business Solutions
& Excellence, Neotel

N

eotel’s approach to the public
sector goes far beyond the first
level – that of simply providing
access and enabling various public
services via digital channels. The conversation
has evolved, says Abid Qadiri, Neotel’s Chief
of Business Solutions & Excellence. Now, the
aim of the game is all about truly exploiting
the power of its next-generation network to
deliver far richer public services.
“Providing technology services to the public
sector is a very strategic focus for us,” he says,
adding that Neotel’s public sector approach is
fortified by the pillars of nation-building, skills
development, and successful commercial
partnerships that lead to self-sustaining
programmes and initiatives.
“We believe it’s critical to broadly
develop the communities in which we’re
operating, and use technology rollouts as a
practical way of developing local skills. Our
aim is to demonstrate the ‘higher-value’
within the modernised networking and
datacentre solutions that we bring to the
table,” notes Qadiri.
While Neotel provides the necessary
foundational communication services to many
public sector organisations across the country,
serving not only the public sector companies,
but also their constituents, it also offers many
compelling value-added services that are
enabled by the core network services and
provide additional benefits to the public sector
For instance, video collaboration solutions
from Neotel, ranging from telepresence
to video conferencing rooms, to personal
video conferencing on handheld devices,
laptops and tablets, allow public sector
and other government entities to benefit
from effective collaboration in real time,
expeditious decision-making while reducing
if not eliminating travel costs and loss of
valuable productive time. All this while also
contributing to the reduction of carbon
footprint, thereby contributing to the
environmental sustainability initiatives.
One of the examples of Neotel’s focus on
the development in the public sector is in its
initiatives in the education sector.
Its partnership with NiiT – a globally
recognised leader in education and talent
development – is transforming the learning
environment at dozens of South African

schools. Often, these are schools that are
under-funded and in remote rural areas.
With Neotel’s high-capacity networking
and hosting services, the ICT labs that have
been deployed in schools have fundamentally
changed the learning experience. “It’s not just
the technology, says Qadiri, “it’s the unique
methodology that encourages learners to
reason, connect ideas and think logically by
gaining an indepth understanding of subjects.
“Because of the quality of the technology
infrastructure, we’re able to deliver multiple
teaching and learning aids comprising of
technology applications, videos, dynamic
interfaces, measuring instruments, tables,
charts and more.”
This is a far cry from simply replacing
physical textbooks with electronic versions,
for instance. The importance of these
services, says Qadiri, is that it fundamentally
improves the teaching methods and the
learners’ experiences.
From education, to industry, Neotel’s
network is today playing an important role
in national development – and there is scope
to add value in many other areas. A clear
illustration of this would be the central role
Neotel is playing in the Dube TradePort, a hightech global trade hub development owned by
KwaZulu-Natal’s Provincial Government.
By wiring the entire development with
quality voice and high-speed data services,
Neotel is connecting the tenants in the
industrial and commercial developments,
Dube TradeZone and Dube City, the Cargo
Terminal and the Agrizone within Dube
TradePort.
“Developments like Dube are absolutely
critical to the future of our country,” Qadiri
says. “Our role at this development is to quite
literally create more connections between
South Africa and the global economy.”
Qadiri believes government’s focus
should remain on finding the public-private
partnerships that will ultimately add the most
value, and create an enabling environment
by ensuring commercial incentives are in
place to make the programmes scalable and
self-sustaining.
“It’s essential that the right incentives are
available to the private sector, and there are
lower barriers of engagement from a taxation
and regulation perspective, and the broader

environment is conducive to our shared vision
of moving South Africa forward.”
As seen in the examples here, and the
hundreds of other successful projects
across the country, high-speed, reliable and
cost-effective connectivity is applicable to all
spheres of government.
“Studies show that for every ten-percent
increase in broadband penetration, a country’s
GDP rises by between one and two percent,”
he notes.
Due to its relatively new presence in the
South African market, Neotel benefits from
having the very latest equipment powering its
network. This enables increased efficiency and
quality and makes it more feasible to connect
rural areas – and guarantees superior speed,
reliability and scalability.
Neotel takes a varied approach to national
development, from its many commercial
technology solutions, to its various social
responsibility initiatives. These include
active citizenship programmes, its year-long
learnership initiative known as The Neotel
Academy, its internet cafes in disadvantaged
areas, and its employee volunteer
programme, Neogivers.
“In every interaction with the communities
we touch, the focus is always wider than just
deploying technology; we continually look at
how to optimise the use of our ICT services
and transform the way each of us lives and
interacts with government,” concludes Qadiri.

Contact
Neo Moabelo
0115850598
Corporate Communications Consultant
Neo.Moabelo@neotel.co.za
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Creating jobs and
expanding access
Government has spent R100 billion on employment programmes over the five
years up to 2014, and promises to create 11 million more under the National
Development Plan. How can technology create greater value in the job market?

By Donovan Jackson

U

PHOTO BY Karolina Komendera

nemployment is a scourge without equal in
South Africa. Up to a quarter of all working-age
people are officially without a job (4.8 million out
of a labour force of 20 million), and this number
has held constant for years.
But even this dreadful statistic is said to be an underestimation. According to an article in Business Report,
people who have given up looking for a job are not counted
by Stats SA, and it’s easy to see why. Their inclusion could
push the number up to 40 percent.
Where does that put us? Perhaps not in the top 10, as a
look at Wikipedia assures us, but thereabouts.
The problem is expressly addressed in the National
Development Plan, which sets a goal of 11 million new
jobs by 2030. Achieving that will require teamwork to get
the economy growing at a rate of more than five percent a
year, according to President Jacob Zuma. “We will engage
business, labour and other social partners in pursuit of
solutions,” he said in the February State of the Nation
address.
But from the president to the present: what can be done
now?
The job market is ultra-competitive, and demand for skills
far exceeds supply. In this environment, it’s those who know
how to use technology effectively who will land the positions,
says Nqobile Dlamini, citizenship lead at Microsoft South
Africa.
She reminds us of the serious shortage of skills in the
country – and sometimes even the basic skills required
to find work elude people. “A great number of our youth
doesn’t have the skills employers want, and doesn’t know
how to get those skills,” she says. “Even people who have

44

p u b l i c

sect o r

graduated find themselves without the skills required.” It is,
she continues, technology skills that are all too often lacking.
So there we have corroboration of the anecdotal wisdom,
from the horse’s mouth.
But young people are resourceful and have a predilection
for technology. Smartphones and social networking
applications are wildly popular.
Not only can these applications help improve the
individual’s ability to use the technology they will encounter
in the workplace, it can also help identify and secure job
opportunities.
Globally, the reality is that if you’re young and have internet
access, chances are you’re using Facebook.
A digital chasm
In South Africa, however, the digital divide remains a sad
reality, precluding a lot of people from being online.
Statistics South Africa’s general household survey for
2012, released in August 2013, reveals the extent of it: less
than ten percent of South African households have internet
access, while just 40.6 percent of households have at least
one member with access at work, school, university or an
internet café.
Clearly, the challenge is to first equip citizens with internet
access and the skills to use technology – only after that can
they be expected to use social media and other tools to their
fullest advantage in securing employment.
It’s a task that government understands and is taking to
heart.
For example, in the Western Cape, the Cape Access
Project provides computers with internet connections in
community centres, libraries and any points that can be

easily accessed by the rural public. Access is free while
each user also gets free personal e-mail, access to training
and jobs databases. There are 20 such centres around the
Western Cape.
Bolstering the value of access
Governments should include electronic communities and
databases into their internet campaigns, to bolster their
efficacy. Specifically, job sites and social media can increase
the value of internet kiosks.
Getting onto social media was once considered the
ultimate in spending time unwisely. That has changed,
however. Today, social networks offer not just an introduction
to technology, showing just how easy it is to work with a
computer or smartphone, but also the means to find and
secure employment opportunities.
‘It’s not what you know, it’s who you know’, as the saying
goes, and social media can greatly expand your networks.
‘Professional’ social networks like LinkedIn, which offers
a free basic account, provide job seekers with the ability
to network with employers and influencers. The LinkedIn
system also provides regular updates on available positions
that may suit the skills of the job seeker.
Twitter is another free, exceptionally easy-to-use service
that can be leveraged to expand the job seeker’s horizons
by connecting with influential people. And Facebook, chatty
as it is, provides the ability to very quickly share information
about opportunities and connect those who need workers
with those who need work.
Being online means a lot more than having access to
social networks. The internet itself is a source of almost
infinite knowledge and provides the ability to not only learn,
but also to find work through many specialist websites.
Dlamini notes the importance of being able to work with
computers and modern technology for the job seeker: “It’s
important to expose young people to 21st-century skills
while they’re still very young. This is a challenge we have as
a country; do kids get exposure at schools with (software)
coding, apps? Are their minds shaped and prepared for the
future? This is a critical area and it is necessary to empower
the young from when they are still at school.”
While she believes such skills should be delivered as a part
of curriculums, they’re also the sort of skills that individuals
can (and do) acquire on their own, by using smartphones
or any available and internet-connected device. And when
youngsters do use these tools, they boost their chances of
finding work in the technology-driven modern world.

“Even people who have graduated find
themselves without the skills required.”
Nqobile Dlamini, Microsoft
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Water drones
Many people in South Africa are forced to drink unsafe water. Municipal sewage works,
mining, industry and agriculture all slosh critical levels of harmful substances into
rivers and groundwater. But real-time water quality data, transmitted to decision-makers,
can help win cases against water criminals.

By Therese van Wyk

W

e depend on rivers and ground water. We
drink this water in rural areas. When we
eat animals and plants, we eat substances
grown on water from rivers and boreholes.
Yet organisations and individuals act
in ways that poison this liquid we depend on. Sometimes
sniffing out the culprits is easy. But water keeps moving, so
usually advanced sleuthing is needed when figuring out who
slipped what where, and when, into our communal water
resources. This is a detective game won on good data – and
lots of it.
Uranium is one of many potential poisons in a water
source, but can be very difficult to track down. It’s both toxic
and radioactive and occurs naturally. In South Africa, the
major pathway is uranium seeping from mining tailing dams
(also known as slime dams or mine dumps) into underlying
groundwater and adjacent rivers, says Prof. Frank Winde
from North-West University, founder of the Mine Water
Research Group.
There is no probe available that can generate continuous
readings of uranium levels in a water source. People still
have to take water samples to a lab.
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But if such a probe existed, Winde would analyse the
deluge of uranium data for patterns, he says.
“With data like that, you could say, ‘Whenever we have
a rain event in Carletonville, it takes two days and 21 hours
to create a uranium peak at the Potchefstroom municipal
waterworks inlet. During that time, we should stop extracting
river water at the waterworks and use another water
source until the uranium levels normalise. That way, we
avoid spiking our tap water with uranium.’ That’s a possible
outcome with continuous water sample data.”
Spike management
Managing a municipal waste water works is way more
complicated than, for example, managing a brewery. Get it
wrong and the works discharges raw sewage, contaminating
a river people use to drink from. This is happening at a large
number of municipalities, says Andrew Johnstone, MD at
GCS, an environmental and water-consulting company.
Meanwhile the equipment to continuously monitor water
quality, level and flow, and to send continuous real-time
sample data, does exist. Johnstone would like to see water
quality data sent regularly from the outlet of every municipal

ANDREW JOHNSTONE, GCS

waste water works in the country to assess their efficiency.
He thinks sending data like that should be a municipal water
licence requirement.
Adds Johnstone: “Then act on that data. It’s pointless
getting data saying a waste waterworks is continuously
non-compliant with the quality objective set for the river it’s
discharging into, and you have no legal recourse.”
But far more crucial, he maintains, is training the manager
of every municipal waste water works in the country.
A well-trained manager knows that rain storms put
the works under pressure. And when everyone gets
home, flushes toilets and runs baths, he can expect an
incoming spike of waste water. A power cut can create
even more hassle.
“A good manager will say, ‘I know the spike is coming today
at 8pm. During the day, I will run the works like heck so I get
the level in my ponds down. When the spike comes, I will
have enough storage space to handle it’,” says Johnstone.
Spikes can’t always be managed because of physical
constraints, but it’s possible to manage down noncompliance.
“The sewage works of a proactive, well-trained manager
doesn’t spill sewage that often. But a non-functioning waste
water treatment works will spill sewage continuously 365
days a year.”
Swooping in
The man tasked with nabbing water thugs nationally also
wants more water quality data. Nigel Adams, Acting Chief

Director of Enforcement at the Department of Water Affairs,
has monitoring systems all over the country, screening major
rivers and underground water resources, both manual and
electronic. He has access to water data shared by several
Ministries. He knows about certain violations within minutes.
Still, Adams has a wish list. He would like everyone to
report water crimes. Toll-free lines to do that are in operation,
but Adams wants to take this a step further.
“We want people to report anything abnormal in water
quality and quantity. We’re looking at ways for people in rural
areas who don’t have much mobile phone airtime, who’ve
seen something like foam on a river, to alert us so we can
call them back.”
If Adams had a hefty, unexpected addition to his budget,
he knows what he would do with it.
“We would put probes to electronically measure quantity
and quality at strategic points on all our rivers that flow the
whole year round.”
Meanwhile, he’s putting together a proposal to gather
fresh water data in a new way.
“We want to use small drone aeroplanes, the kind used
to patrol borders. Today, if we get a complaint from a rural
area, someone from our team has to drive hours to attend
to this – and the guys might be gone when it gets there.
But if you let a drone aeroplane go, it can check everything
live and record real-time data. It cuts costs. We can catch
the guys building or mining unlawfully while it happens.
Immediately you can make a management decision and
deploy a team. In this way, we want to use technology to
improve service delivery.”
Real-time data, transmitted fresh from water quality
probes and analysed for patterns, can enable better
management and efficient prosecution of polluters. It’s
an opportunity to make an immense difference in what
people drink, and consequently in the health of many
South Africans.

“Today, if we get a
complaint from a rural
area, someone from our
team has to drive hours
to attend to this – and the
guys might be gone when it
gets there. But if you
let a drone aeroplane go,
it can check everything
live and record real-time
data.”
Nigel Adams, Department
of Water Affairs
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MTN Foundation connects learners to
the digital world.
The MTN Schools Connectivity Programme helps learners in underprivileged communities connect to the digital world by
providing their schools with state-of-the-art computer centres. Each computer centre is equipped with 22 computers, an
interactive white board, data projector, multi-functional printer and subsidised Internet connectivity. Educators also receive
extensive training in ICT skills.
To date, 157 computer centres have been rolled out, which has benefitted over 94 200 learners and 1413 educators.
MTN believes in education for all, because young learners are the key to a better future for all South Africans.
For more information visit www.mtnfoundation.co.za
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Hyper-connected
tourism
Technology is the tourism industry’s (and government’s) best
friend. Smartphones put tourists at the centre of decisionmaking and customisation, and a bad experience will be
broadcast to personal networks and paid forward many times.
By Rodney Weidemann

S

outh Africa has a wealth of beautiful destinations,
but the fight to attract tourists is becoming more
brutal. The importance of advanced technology has
never been more pronounced.
Marthinus van Schalkwyk, Minister of Tourism, reminded
delegates at the e-Tourism Summit in Cape Town late last year
that travel and tourism is a human experience. His point? We
need to leverage digital and social media platforms.
Nadine Shenker, director of business intelligence and
advanced analytics at BITanium says, previously, when a
person wanted to travel, their first port of call was the closest
travel agent.
“These days, most tourists Google ‘holiday package deals’
and spend hours comparing and networking among friends,
obtaining first-hand, trusted recommendations,” she says.
BI and big data
Shenker says that, for the South African tourism industry to
continue to appeal to tourists the world over, it needs to look at
new sources of reliable information.
“The technologies available today allow for the analysis of
both traditional structured data together with unstructured
data, from a multitude of sources. This (can) help the industry
obtain deeper insights into more personalised offerings, and
which suppliers to partner with or exclude.”
The point of big data, says Shenker, is to round out
analytics. For example, social media should be combined
with data pertaining to ForEx, weather patterns, and even
political events and sentiments, together with traditional travel
statistics, in order to craft a truly 360-degree picture.”
A changing landscape
Minister van Schalkwyk pointed out other ways in which
technology was altering the traditional tourism landscape,
adding that this is opening up a host of new opportunities that
can and should be exploited.

Nadine Shenker, BITanium

“Markets are closer than ever before, cyberspace wordof-mouth over fibre optic cables is a reality, e-visas and
e-passports that contain all your biometric data are just
around the corner. Moreover, geo-location and near-field
communication are creating new growth and business
opportunities,” he said.
At the same time, he warned, this hyper-connectivity will
disrupt existing business models, and only by moving fast
enough and sharpening up innovation will the South African
tourism industry remain competitive in an era where everyone,
from digital natives to late-bloomer baby boomers, are flocking
to mobile, social and web platforms for their travel guidance.
The risks
In a hyper-connected world, real-time reputational risks are
greater than ever before, as social media and the internet
amplify the reach of our every move.
“It’s also important to realise that two-thirds of the people
on our continent already have access to smartphones,”
Van Schalkwyk noted. “They’re empowered more than
before, standing at the centre of decision-making on travel
and tourism options and the customisation and creation of
authentic experiences. And when they have bad experiences,
they will share these instantly and constantly.”
Van Schalkwyk, in a call to action, stated: “We must keep
our focus on the ever-changing goal posts and adapt with
these to ensure that we gain maximum benefit.”

“Markets are closer than ever before, cyberspace wordof-mouth over fibre optic cables is a reality, e-visas and
e-passports that contain all your biometric data are just
around the corner.”
Marthinus van Schalkwyk, Minister of Tourism
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Food
systems
The National Development Plan: Vision
2030 identifies food and nutrition
security as a key milestone on the
way to a South Africa where poverty,
inequality and unemployment do not
exist. ICT offers ample opportunity to
unlock efficiencies in supply and raising
nutrition awareness.

BY CAREL ALBERTS AND DONOVAN JACKSON

“In places where hunger hits, communication is essential.”

I

n 2002, Cabinet approved the national Integrated Food
Security Strategy (IFSS).
Some successes have been recorded, and South
Africa presently boasts national food sufficiency through
a combination of own production and imports, report the
Departments of Social Development and Agriculture, Forestry
and Fishing in a 2013 policy document (details further down).
The General Household Survey (GHS) further indicates
that the food access index has also been improving, and the
incidence of hunger declining.
And yet, according to Stats SA, 13.8 million South Africans
experience inadequate access to food (Stats SA, GHS 2011).
Timely review
Recent developments indicate that we may hope for a
turnaround from this statistic. A comprehensive review of the
IFSS led to the development of a comprehensive National
Food and Nutrition Security Policy (NFNSP), jointly published in
August 2013 by the aforementioned departments.
The strategic goal of the NFNSP is to ensure the
availability, accessibility and affordability of safe and
nutritious food at national and household levels, and it will
be a key pillar in achieving the objectives of the National
Development Plan (NDP) – specifically, access to adequate
nutrition for all South Africans.
The role of technology
Neither the NDP nor the policy delves much into the power
of technology to improve food security, other than a glancing
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UN World Food Programme website

reference in the NFNSP to data collection and analysis.
Our reading reveals the following common uses of ICT in
government food programmes:
Ongoing availability
“A comprehensive food and nutrition security and vulnerability
analysis will require data, and regular scientific reviews should
identify risk factors,” the above policy document notes.
Disaster scenarios
South Africa is not a famine-hit country, but emergency
scenarios (for example, floods and unrest) may from time
to time require distributing food as part of disaster relief. “In
places where hunger hits, communication is essential,” notes
the UN’s World Food Programme on its website. “Only then
can aid workers effectively manage critical food assistance
while ensuring their own safety.”
Agricultural output
Food security further comes into play with South Africa’s
dwindling agricultural output. ICTs can ‘enhance the
integration and efficiency of agricultural systems,’ according
to a paper by the International Food Policy Research Institute
(IFPRI), and as indicated by the ITU.

ICT on the ground in Nigeria
The IFPRI’s visionary 2004 discussion paper lists numerous
other ICT innovations that have since become reality, including
mobile information updates, capacity-building in food
programmes, and the use of geographic information systems
for efficient land surveys and registration.
The ITU on how ICTs can address food
security
In a 2009 report ‘ICTs and Food Security’, the International
Telecommunication Union (ITU) says it plays a key role in
promoting their use to address emergency situations and
food security.
ICTs can be used in four ways:
1: Globally: Monitoring and early warning
The systematic monitoring of world food supplies is a first and
necessary step to address food security. Monitoring can be
greatly facilitated by more effective use of ICTs, including:
• Remote sensing infrastructure
• ICT equipment (PCs, PDAs, servers, mainframes, network
databases, geographic information systems and software)
is used for food security analysis
• Communication infrastructure: relevant information can be
distributed to farmers and consumers.
2: Locally and globally: Emergency communications
The World Food Programme makes use of emergency
telecommunications services, including UHF/VHF/HF radio
networks and satellite phone services, to get food to the right
places at the right times.
3: Locally: Monitoring agricultural conditions
ICT tools in agricultural and soil-monitoring include:
• Stand-alone sensors that measure air temperature,
atmospheric pressure and humidity
• Ubiquitous sensor networks (USN), with field sensor nodes
transmitting data to base stations
• Telemetry units transmitting air temperature, humidity,
leaf wetness data, solar radiation, wind speed, and soil
moisture, using cellular networks.
4: Locally: ICTs to enhance sustainable agricultural
development
At the local level, ICTs can provide farmers with useful and
beneficial information, such as new farming techniques,
weather reports, and crop prices. This is also referred to as
e-agriculture.
There are examples from the field, too. Writing in The
Easy African, Pauline Muthigani notes that ‘TradeNet, in
Accra, Ghana, has created a platform where farmers and
traders across the world can share market information via
mobile networks and the internet. Similar platforms are being
developed in Kenya’.

Evidence of the application of ICTs to improve food production can be found
across the African continent. For example, in Nigeria, a data-recording
scheme to help boost local farming production has been introduced by the
West Africa Agricultural Productivity Programme (WAAPP).
Using an Electronic Technology Transfer (ETT) system, WAAPP offers
low-cost communication to farmers, service providers and real-time
access to any agricultural services no matter their location, language and
level of education.
WAAPP-ETT facilitates, among others, the registration of farmers and
their farms, capturing of daily reports on each farm and capturing data on
diseases/pests for rapid response.
WAAPP desk officers from the various institutions each have a
smartphone to facilitate their work in the field.
The objective of the project is to improve agricultural productivity while
promoting regional integration.
(Adapted from a story by Henry Ifeanyi first published on www.itwebafrica.com)

She also writes that, ‘Better communication between the
producers, traders and consumers means that less food will
be wasted and supplies will be more reliable…RFID systems
can also help ensure that perishable products are kept in
optimal conditions, and they can provide details of each
product’s origins that can be used in preventing the spread of
foodborne illnesses’.
Malnutrition
Another angle on nutrition in South Africa is the disparity
between the haves and the have-nots, and the nutritional
problems experienced by both.
Malnutrition (under-nourishment or over-nourishment)
can result from a diet in which certain nutrients are lacking,
overabundant, or present in the wrong proportions (Wikipedia). In
most of the world, malnutrition takes the form of under-nutrition.
In wealthier nations, it is more likely to be caused by unhealthy
diets with excess energy, fats, and refined carbohydrates.
Getting food to the have-nots is just as big a problem as
managing the poor nutrition of the haves. Consequently,
South Africa ranks poorly on accepted measures of health
and well-being.
The South African National Health and Nutritional and
Examination Survey report indicates that people are
experiencing ‘lifestyle diseases’ from a young age, with diabetes,
high blood pressure and cholesterol starting to peak from as
early as 25.
Short of banning certain foods, the South African government
should focus on awareness programmes modelled on
programmes in other parts of the world. The US Food and
Agriculture Organization (FAO), for example, provides online
training material on nutrition-related topics. Given that such
information is usually disseminated via the mass media, ICTs
have the capacity to enhance the accuracy and timeliness of
information flows to journalists.
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Dial-up paced
procurement
Vendors and government departments say Sita’s slow awarding of key ICT
tenders is holding up public sector ICT deployment. A state tender board, as
envisaged by the President, doesn’t seem to be the solution either.

BY Lance Harris

I

ndustry watchers don’t mince their words about the
impact of the State IT Agency’s (Sita’s) poor performance
on government ICT procurement and the IT sector.
ICT veteran Adrian Schofield thinks government IT is
stuck on the runway. “The question is whether the fuel will
last for them to take off,” he told ITWeb.
DA shadow public service and administration minister
Kobus Marais said Sita was ‘still a disaster’ and is not
ensuring that the state’s IT systems are uniform and
cost-efficient. He questioned the agency’s purpose, as
departments are making their own purchasing decisions
around technology and software.
Chequered past
Sita, an agency of the Department of Public Service
and Administration (DPSA), was established in 1999 to
centralise and coordinate the state IT spending, in order to
achieve economies of scale and enhance interoperability.
Far from achieving these goals, Sita has been plagued by
a high turnover of senior staff and allegations of corruption.
The agency has had some 17 interim and permanent
CEOs in this time; other senior positions have had similarly
high turnover rates. Last year, Sita suspended five senior

52

p u b l i c

sect o r

managers without commenting on the reasons for their
suspensions.
The agency is also under investigation by Special
Investigation Unit, which is looking into every tender the
agency has issued in the past nine years. This probe is only
expected to be completed in 2015, with the result that Sita
is operating under a cloud of uncertainty. Inertia ahead of
May’s general election has also not helped matters. Even
after a three-year turnaround plan, Sita is still floundering.
Spokeswomen Jeanny Morulane says in a written
response to Brainstorm’s questions that Sita doesn’t
believe the ‘suspension of executives had any effect on
the performance of the organisation as we had people
acting in those roles who oversaw the work therein’. She
adds the agency has put internal audit controls in place
as well as anti-corruption and anti-fraud initiatives to
combat corruption.
Knock-on effects
Since the Sita Amendment Act requires that provincial
and national departments procure certain IT services and
products through the agency, these woes have hampered
technology megaprojects that are central to
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the delivery of public services and the modernisation
of South Africa’s public sector. The National Treasury’s
Integrated Financial Management System (IFMS) is just
one example.
There’s a broader economic impact, too, since national
and provincial government are among the country’s
biggest spenders of ICT products and services. IDC
projects that government IT spending will account for
around 16 percent (or US$2.3 billion) of total IT spend in
South Africa for 2014. Vendors may invest millions of rand
and tie up human resources in preparing bids for tenders
that are cancelled and reissued, or that simply take years
to be awarded by Sita.
Just how many contracts are still up in the air is,
perhaps tellingly, hard to establish. Morulane says she
can’t give exact figures about how many tenders have yet
to be awarded. However, vendor sources say they’re still
waiting for numerous key tenders to be settled, many of
them after multiple delays and reissues.
Some change the rules
The result is that many government departments are now
seeking permission from the Minister of Public Services
and Administration to manage their own IT tenders – and
this permission is increasingly being granted. Gijima
executive chairman Robert Gumede reportedly said in a
recent talk to investors that Minister Lindiwe Sisulu has
signed a number of approvals for departments to source
IT services without using Sita.
Other departments have simply gone their own way.
Last year, Water Affairs Minister Edna Molewa decided to
override Sita’s recommended bidder for a R419 million
contract and appointed Business Connexion as the
vendor of choice, according to a report in The Sunday
Independent. The newspaper’s sources said that Molewa
took this decision because she was unhappy about
‘delays’ with procuring the IT services for her department
as well as the costs of the Sita-procured deal.
Others toe the line
Western Cape premier and DA leader Helen Zille, in
her state of the province address earlier this year,
laid the blame for the slow progress of the province’s
broadband project squarely on Sita. “When we advertised
for companies to tender for the design, provision and
management of the broadband network in 2012, we were
told by Sita that we were contravening Sita Act, and that
the tender had to be awarded by them,” said Zille.
“We were required to cancel our procurement process
and requested Sita to manage the tender for a broadband
network service on our behalf. We are still waiting for this
process to be finalised, which has significantly delayed
our broadband project and threatened the delivery targets
we have set,” Zille said, adding that her party would seek
advice about the constitutionality of the Sita Act.

“We were required to cancel our procurement
process and requested Sita to manage the tender
for a broadband network service on our behalf.
We are still waiting for this process to be finalised,
which has significantly delayed [the] project and
threatened [our] delivery targets.”
Helen Zille, Western Cape Province

Genoeg and basta
Clearly, IT procurement in South Africa’s public sector is ripe
for change. It’s especially pertinent with President Jacob
Zuma highlighting corrupt tendering processes as a focus
for his government during the year ahead. In his state of the
nation address for 2014, Zuma said that his government plans
to introduce a central state tender board to prevent corruption
in the government supply chain.
Zuma first mentioned the idea of introducing a state tender
board in 2009. The concept is not a new one – South Africa
used to have a central tender board, which was dismantled
in the early 2000s to make chief accountants at government
departments accountable for their budgets and spending.
Brave old idea
“This body will work with the chief procurement officer, whose
main function will be to check on pricing and adherence
to procedures as well as fairness,” said Zuma. Anticipating
the shift towards tighter centralised control of procurement,
government appointed Kenneth Brown as its first chief
procurement officer in early 2013.
Brown’s job at the National Treasury is to root out corruption,
improve demand planning and drive economies of scale. His
growing procurement department seems likely to eventually
oversee all purchasing decisions taken in the public sector.
The impact on Sita is not yet clear, and the agency says
it can’t comment. However, Sita is sure to come under
scrutiny if government is serious about tightening up
procurement processes.
And a bad one
Yet one industry veteran says the state and provincial tender
boards that existed under the previous dispensation weren’t
immune to corruption. If anything, a central tender board
could be even more easily manipulated by corrupt vendors
than decentralised buyers, says the source, who asked not
to be named. The heavy workload of managing all state
procurement cutting across numerous departments with
different needs could also make such a structure sluggish
and unwieldy.
Indeed, Sita – inflexible, slow-moving and seemingly
impossible to reform – could serve as a strong cautionary
against the sort of centralised planning government seems
eager to introduce to its procurement process.
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Ike Kunene
ME of Public Sector Services
at Telkom Business

Telkom Business builds
expertise and solutions
to support government
service delivery.

T

he South African government has
realised that disparate processes
make it difficult for the country’s
citizens to receive the best service
delivery. Therefore, they established a list of five
strategic priorities, namely education, housing,
rural development, job creation and crime
eradication.
Underpinning delivery in these priority areas
should be a responsive, accountable, effective
and efficient local government system, coupled
with efficient public service and inclusive
citizenship. Various ministries have committed

ICT has the potential to improve efficiency and speed up
government service delivery. Little wonder then that government is
making enormous ICT investments, and Telkom Business is tailoring
government-specific solutions to meet this demand.
to work together to deliver or contribute to the
realisation of these priorities.
ICT has a significant role to play in helping
government speed up and optimise its
service-delivery efforts. “ICT is a powerful
accelerator and driver of developmental goals;
it’s pervasive, cross-cutting and impacts a full
range of human activity,” says Ike Kunene, ME
of Public Sector Services at Telkom Business.
“Hence, government views ICT as one of the
biggest enablers of poverty alleviation and
job creation in order to establish a knowledge
worker economy.”
He believes there are three roles that ICT
should fulfil in government:
1. It should play a critical role in enhancing
the business of government. This includes
the streamlining of business functions
and processes, as well as automation to
drive process efficiencies and increase
transparency. In turn, this is a critical
milestone for progression towards citizencentric service delivery. The alignment of
business processes across government and
data-sharing underpin the single view of a
citizen.
2. It should be involved in the creation of a
digitally enabled society and additional
service delivery channels. In this aspect,
government has a dual role, which is to
create an environment that enables digital
inclusion of citizen through increased
affordability and access to broadband
connectivity. The other role is creation of
citizen-facing e-services and mobile services
for consumption by the digitally enabled
citizen.
3. Lastly, technological advancements such as
cloud computing enable a cheaper delivery
model of the technological components
in the public sector reform agenda. Cloud
technologies make it possible to leap-frog
government from the current widespread
use of incompatible and disintegrated
platforms and applications to shared
common business and application online
services. Combining a cloud delivery model
with government’s procurement muscle

will achieve economies of scale beyond
commodity assets and common business
applications, but also in differentiated
application services.

Government in the cloud
In light of the government’s enormous
investment in ICT infrastructure and
applications, cloud services have the potential
to transform efficiency and reduce the costs of
service delivery.
“Government is faced with a growing
demand for ICT resources and service
consolidation, coupled with efficient resource
usage while driving down costs and delivering
cost savings,” says Kunene. “Additionally,
government is confronted with increasing
pressure to offer its services digitally. The
majority of the population has a cellphone
and consequently, citizens’ expectations for
information exchange from public service
have rapidly changed form. These factors both
present a challenge and an opportunity for
mobility and cloud models within government.”
The cloud computing model promises a
lowering of ICT costs, economies of scope and
improved performance and security. At its basic
essentials, Kunene says cloud delivery of data
storage, e-mail and online forms should present
a compelling case for government.

Making mobile work
The mobility delivery model promises an allinclusive reach of government services. Mobile
platforms such as SMS, MMS and USSD can
already bridge the digital divide in the e-service
provisioning by government to citizens for a
meaningful inclusive participation. At the same
time, mobility adoption within government and
its employees will enhance workplace mobility,
increase productivity, speed up responsiveness
and improve communication between
government functions, regardless of location.
“The utmost value of ICT would be the
enablement of the automation of government’s
value chain, end to end,” says Kunene.
“Ultimately this is the critical building block
in the single view of the citizen or the citizen-

centric business process and service design.”
ICT therefore presents the ability to
transcend the barriers that exist between
the national, provincial and local tiers of
government, and facilitates information and
resource sharing across those tiers. This will
allow government to obtain economies of
scale and the ideal scope platform for an
eGovernment business model.

Telkom Business has the capabilities
Telkom Business is favourably positioned to
enable a true eGovernment. “Our network
coverage, coupled with our unified converged
services, enables us to provide data sovereignty
assurance as a leading cloud and mobility
provider to government,” says Kunene. “In
addition, our capabilities also enable us to serve
as a cloud broker for other solutions.”
Telkom has datacentres that are tier III and
IV design-certified, which means they deliver
high availability and high security. “With
government sector entities already utilising our
datacentre services, Telkom has ample capacity
for government to adopt cloud and hosting
services.”
As part of its transformation journey, Telkom
Business is investing in building government
subject matter expertise and solutions in order
to respond holistically to specific government
requirements and challenges. “We’re doing this
through partnerships and building small and
medium enterprise ecosystems, thus positively
contributing to government’s target of job
creation, enterprise development and youth
development,” Kunene concludes.

Contact
Website: www.telkom.co.za
Twitter: @TelkomBusiness
Blog: www.telkombusinessblog.co.za
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ICT policy refresh
– another false start?
After a long and rudderless spell, the ICT industry is in for a fundamental
policy refresh at last. We’d love to treat readers to a review of the issues,
but a lack of substance and critical analysis in the Green Paper may yet
prove fatal in the pivotal public consultation portion of the process.
By Samantha Perry

PHOTO BY Karolina Komendera

S

outh Africa has lacked an overarching ICT
policy for entirely too long. The last ‘policy’ the
country can be said to have had was issuebased. It came about in 2001 when the Mbeki
administration endorsed the idea of ‘managed
liberalisation’ as a member of the Southern African
Development Community (SADC).
We have to go further back for the last time comprehensive
policy frameworks were developed for telecommunications,
broadcasting and the postal service – 1994, to be precise.
These frameworks have moreover demonstrably failed to
provide the necessary oversight needed by legislators, the
regulator and the ICT sector, in the decade or so since.

Why do we need an ICT policy?

An ICT policy is an instrument that gives shape and function to the
ICT sector. It guides the drafting of legislation and the regulations
to enable that legislation. Moreover, it gives the private sector a
clear idea of government’s intentions, and provides guidance on
how to fit in with this.
South Africa’s lack of policy has meant initiatives to address
the digital divide and other issues of importance have been
uncoordinated and ineffective. There are concrete consequences
– broadband penetration, for example, is 7.4 percent higher in
countries with a national broadband plan, according to the ITU’s
Broadband Annual Report, 2013.
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Rectifying matters
Notwithstanding the inordinately long delay in policy certainty,
the process to rectify it has been relatively swift.
Government announced its intention in 2012 via then
Minister of Communications Dina Pule, kicking matters off
with a National ICT Policy Colloquium in April that year.  Since
then, fair progress has been made.
A Policy Review Panel was appointed late that year,
to review the policy and regulatory frameworks that
apply to telecommunications, broadcasting, postal and
e-commerce services.
The Policy Review Framing Paper was subsequently
published in April 2013, and a Green Paper was gazetted for
public discussion in January 2014.
Back to producing papers
The Green Paper, White Paper policy process marks a
retrograde policy-making shift, to a process last followed in
1999 when the Green Paper on e-commerce was published.
“The stated purpose of the Green Paper is to ‘change and
develop the ICT sector in a way that better serves the needs
of citizens and boosts economic and social development as
well as social transformation’,” says Alison Gillwald, executive
director of Research ICT Africa, an ICT policy and regulatory
think tank.
“As the policy failures of the first decade of reform and the
paralysis in the second have taken their toll in all these areas,
this long overdue policy review is to be welcomed,” she says.
“However, there are concerns about the framing of the
Green Paper, and hence its ability to play the crucial role it

has in aligning with the National Development Plan and SA
Connect (the national broadband policy). In addition, its ability
to fill critical policy gaps on which the success of other policy
initiatives relies must come into question.”
Gillwald points out the purpose of the Green Paper is to
encourage consultation and debate between stakeholders
about the future direction of the ICT sector in South Africa.
Get real
“Yet, the Green Paper is largely backward-looking, and while
it’s far more frank than many government assessments
of sector policy over the last decade, it remains generally
uncritical. It should not be a broad, descriptive and uncritical
account of the past.”
How should it be framed?
“Data should be provided analytically,” Gillwald continues.
“It should justify the proposed vision and strategies, focusing
public consultation towards engaging on the basis of their
expertise and experience on the best way to achieve these.”
This should not take the form of wide-ranging, open-ended
questions, arising from the status quo or what has historically
occurred,” she says.

“Our concern is that with the structure and format the
discussion paper takes, it’s unlikely to solicit the right answers,
as it has largely not posed the right questions.”
Get detailed
BMI-TechKnowledge director Denis Smit raises similar
concerns.
The consultancy was involved in doing much of the
research for the Department of Communications, and is
disappointed that so much was left out, particularly the
statistics, says Smit.
“The issues are voluminous, covering some 300 pages of
research, but when it came to putting it into the Green Paper,
it had to be summarised, and if you want to understand what
is going on, you have to look at the referenced articles. It’s
very unsatisfying, it simplifies everything.”
Get with it
Adrian Schofield, manager of the Applied Research Unit at
the Johannesburg Centre for Software Engineering, raises a
different and altogether more fundamental concern.
“What is this ICT sector this policy is meant to look after?

Alison Gillwald,
Research ICT Africa
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“When Africa called, Neotel’s
NeoOne allowed us to answer.”
Axon Holdings Divisional CEO, Andre van Zyl.
As a fast-growing company expanding its telecommunication

NeoOne’s instant upgrade facilities let Axon Holdings

services into Africa, Axon Holdings needed a telecommu-

increase its telecommunication capabilities overnight with

nications partner that could respond quickly, allowing it to
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upgrade its services in real time.

“We’ve been very pleased with Neotel’s tech support. Their

We gave them that, with NeoOne, supporting 60 voice

commitment to service excellence has allowed us to plan to

channels, with NeoVoice and NeoBroadband.

expand further into South Africa and Africa with confidence.”

They now have over 480 voice channels and plan further

“Neotel delivered a solution that works seamlessly for us,”

expansion through the reliable Neotel network.

says Andre.
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Call 0860NEOTEL
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“What is this ICT sector
this policy is meant to
look after? It’s geared to
the old siloed thinking
of telecommunications,
broadcasting and postal
services, which is 30 years
or more out of date.”
Adrian Schofield

“It’s geared to the old siloed thinking of telecommunications,
broadcasting and postal services, which is 30 years or
more out of date. It doesn’t address the way convergence
has impacted the environment and the potential of
telecommunications to impact the development of the
economy and country.”
Gillwald concurs: “Despite the rhetoric of convergence,
the analysis that follows is still structured according to
three industrial age sectors. Posing questions about these
historically distinct platforms is unlikely to address the crosscutting nature of converged communication technologies,
services and users – who, from a policy perspective, require
much greater attention concerning demand stimulation and
different layers of governance.”
Correct mistakes
Of particular concern, notes Gillwald, is how mistakes made
in the past are not addressed, specifically with regard to the
failure of the institutions and strategies intended to solve the
universal access problem.
“It’s not clear how the institutional failure in key implementing

agencies and continued ineffectual regulation of the sector
are to be addressed,” she comments. “These things are
the result of flawed institutional arrangements and lack of
institutional capacity and competencies, and have resulted
in a series of negative and unintended policy outcomes.”
Without some adjustment to the Green Paper framework,
it cannot move beyond its narrow compass of sectorial
policy document and towards providing an integrated
national e-strategy.
Its effects must cut across sectors and government
departments to meet the diverse needs of the public sector,
formal and informal business sectors, foreign investors,
start-ups and citizens – wherever they may be, says
Gillwald.
It must further align to the vision of the National
Development Plan, the strategy articulated in the national
broadband policy, and other ICT policies such as the Free
and Open Source Software policy adopted by the South
African government to support developers, users and other
stakeholders.
If it doesn’t, we’ll be exactly where we started.
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Making the
shoe that fits

Xolile Ndlangana
Director: Sales & Marketing

One company is creating off-the-shelf
solutions purpose-built for SA’s public sector.

T

he public sector is not a private
corporation. This statement is
obvious, yet often the ICT market
ignores its wisdom. Best-of-brand
solutions are rolled out to solve tricky
government problems and are expected to
work, just as they had in the private sector. It’s
a reasonable assumption, yet this approach
is most often met with disaster and a
begrudging walk back to the drawing board.
The reason for such shortfalls is pretty
obvious: the public sector has very specific,
very nuanced demands. But here we
encounter the second problem that comes
from swinging the pendulum too far in the
other direction: overly complex solutions that
require long implementation periods due
to much-needed customisation. This route
is as fraught with problems, foremost being
legacy and maintenance issues. There’s also
the question of expertise: the public sector’s
functions are not those of a development
house. While some specific tasks can be
handled internally, why focus hard-won
internal development talent on duplicating
solutions that exist from the market if they fit
the bill and are cost-effective?
There is a third problem: ‘best of breed’
isn’t even compatible with public sector
demands. While a certain solution might
work well across various different private
corporations, differences in legislation and
challenges mean no two governments are
alike. As such, what works in one country can
be very ineffective in another. This approach
has led to even more failures of ICT projects.
“The most common approach is to source
solutions that originate outside of South
Africa,” says Xolile Ndlangana, director
of sales and marketing at Boxfusion, yet
government should be balancing this
scenario by supporting small, capable
companies that have proven they can bring
innovation that assists government in its
transformation programme using cuttingedge technologies.
“This causes many problems, not the least
of which is prolonging the customisation and
training period. Costs easily escalate, which is
a problem since government projects need to

show an economy of scale. If you aren’t raising
the tide for everyone, are you really in line with
accomplishing a government’s mandate?”
Boxfusion, a development house that
opened its doors in 2006, has found a fourth
way: off-the-shelf solutions that are specifically
purpose-built to solve the South African
government’s ICT challenges. The trick is
not to propose solutions to problems, but
rather to understand how the public sector
operates and what it expects to accomplish.
One example is a Boxfusion module that
automates reporting services that meet the
standards of the Auditor General.
“There are several key things to a
government solution. Transparency and
accountability are vital, so these are
improved through automated reporting and
tracking of interactions between people with
information,” says Ndlangana. “If you think
about it, paper is incredibly flexible. I just
hand you something on paper and you can
immediately review what I want you to see.
This is one reason why the public sector likes
that format. But it’s also cumbersome. Yet
instead of forcing a government department
to learn new habits, Boxfusion works on
harnessing those habits in digital form, while
adhering to the public sector’s principles of
controls and accountability.”
There are several huge benefits to
this approach, not the least of which is
that systems are intuitive to government
processes. Instead of teaching staff how to do
an old task in a new way, those tasks remain
familiar but are revitalised and bolstered.
This naturally begs the question: how does
Boxfusion know what the public sector wants?
“The reality is that many of government’s
problems are not new, but the solutions to
them have not been approached by properly
combining the nuanced needs of the public
sector with cutting-edge technology. But
Boxfusion has worked hard to attract top
people from both the public and private
sectors, then combining their insights to
come up with our eGovernment Suite. We
have also done a lot of investment to mitigate
the risks inherent to such solutions. In short,
we do our homework.”

A Proof of this is in how Boxfusion
transformed the City of Tshwane’s mayoral
processes, accelerating approvals and
consultations from taking weeks to being
sewn up in a few hours. Boxfusion also
assisted the Department of Economic
Development, Environmental Affairs and
Tourism in the Eastern Cape where their most
cumbersome administrative processes have
been automated, allowing them to focus on
delivery instead of administration.
“You can’t expect a sports shoe company
to suddenly make ballet shoes. Yet many in
ICT, in both sectors, have made the mistake
of thinking government needs the same kind
of shoes as a private corporation or even that
every government wears the same shoes.
That is not true at all.”
But there are some common elements in
those shoes and Boxfusion seeks them out. The
goal is to create repeatable, scalable solutions
that can resonate along the complex fabric of
the public sector, something the company has
accomplished countless times in its eight-year
existence. “There’s no reason why government
should be this lumbering figure that seems
a step behind when it comes to ICT,” says
Ndlangana. “The public sector should be using
cutting-edge technology that is ideally locally
developed. This ensures that the solutions are
both affordable and proven to work with the
specific challenges of SA’s public sector, as
Boxfusion’s eGovernment Suite does. ”

Contact
Xolile Ndlangana
Director: Sales & Marketing
Tel: 012 940 1297
Web: www.boxfusion.co.za
Email: info@boxfusion.co.za
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Propeller heads
and public purses
In association with

CIOs and CFOs need to have equal rights – and equal
authority – if South Africa’s public sector is to make use
of its IT effectively. But how?

By Paul Furber

Photos by Karolina Komendera

W

hen the dot-com crash happened in
2000, there were plenty of unforseen
consequences. One of them was the farreaching loss of trust between the financial
arm and the IT staff in many organisations.
IT was seen as untrustworthy and its budget curtailed, or at
least far more controlled. Since then, IT has regained some
of its former status but there are still precious few CIOs who
can claim a yearly increase in budget in line with inflation
or expectations of innovation. More often than not, their
budgets have been slashed or kept steady, forcing creative
ways to keep all of the systems going. But IT needs to be
constantly nurtured and maintained if it’s to keep delivering
value, a view not often shared by financial staff.
“It’s difficult to sell infrastructure spend and upgrades
to the CFO,” says Jesten Murombedzi, IT manager at
Johannesburg Water SOC.
Mature organisations see a strong relationship between
CIO and CFO as vital to their health. Mandla Mkhwanazi,
chief process officer at Transnet says he’s seen the results
in practice.
“Transnet is a big group and we have many different
sectors internally: ports, manufacturing, heavy engineering,
the rail side and the pipelines. We have CIOs and CFOs
in each of these divisions and what I’ve seen is that when
the CIOs and CFOs work very well together, in terms of
automation and embracing IT rather than keeping it in the
basement, those divisions are excelling today. They’re far
advanced. The ones who didn’t work well together are
behind.”
Mkhwanazi says the antagonism between the two arms
is natural.
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Mandla Mkhwanazi, Transnet

“Technology moves fast. Finance is more about repeatable
events. IT has something completely different almost every
day. And there’s a fundamental clash between the two: IT
wants to spend money and the CFO wants to reduce the
cost. CFOs also don’t see the direct influence of IT. But if
you don’t give IT budget, then you constrain innovation.”

“Over the years, management
has become more of a
collective.”
David Motlaki, Gauteng
Department of Finance

Mohamed Ganie, Armscor

In some public sector organisations, the internal structure
has evolved to keep pace with how IT itself has changed.
David Motlaki, chief director of programmes and applications
at the Gauteng Department of Finance, says that his
mandate has changed.
“Until two years ago, we were a shared service centre
that revolved around procurement, finance and HR. It was
schizophrenic – we looked both inside and outside. The
CIO was a corporate guy who would procure for the shared
service centre. But the CFO would only look outside. The
CFO would refuse things that didn’t provide value, the GM
would look at things that provided value transversally – to
other departments of government. But over the years,
management has become far more of a collective.”
Mohamed Ganie, head of enterprise architecture
at Armscor, says the world has moved on from being
technology-centric to being information-centric.
“How did we conduct business five years ago and how
do we conduct it today? The way we operate now is very
different from back then mainly because of smart devices.
As CIOs, we need to quantify the value of information to the
organisation and that’s an exercise we need to collaborate
and think about. If the CFO needs to continue to exist,
then this is the information we have to bring. And this is the
infrastructure to make that information available, secure,
timeous, accurate and reliable.”
Ganie says CIOs have become far more important.
“The role of the CIO has changed from being an
underground movement to being on the board of directors,
which is as it should be – they’re managing the risk of the
company. That whole structure has changed. We’re more in
an information age than a technological age today,” he adds.
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“Unfortunately, too many
CIOs are too junior,”
Ian Houvet, Boxfusion

Equal footing
There’s a particular twist to the CIO-CFO relationship in the
South African public sector: the CIO is often far more junior
to the CFO for historical reasons. Notes Ian Houvet, director
for technology and solutions at Boxfusion: “Unfortunately,
the CIO in many instances remains at a very low level.
In many provincial departments – with the exception of
Gauteng – the most senior IT person is at deputy director
level. And they don’t have a CIO as such, they have an IT
manager. They’re fairly low in the pecking order and so the
CFO has much more decision-making power.”
He says the trust issue is not limited to giant global trends
either.
“The loss of trust between IT and finance also happens at
an individual level. If a specific department has had issues
with delivery or a department isn’t getting value, then people
will look to the CFO to manage the spending and scrutinise
everything that comes from IT.”
Armscor’s Ganie says the problem of hierarchy is not to be
underestimated.
“CFOs in the public sector are probably sitting at directorgeneral level. In the private sector and parastatals, it’s a
no-brainer that the CIO sits at board level. But in the public
sector in general, it’s very serious that CIOs are at a very low
level and can’t make decisions. My suggestion was that we
take it to the ministerial level.
“We should have a Minister of Information. It could even
be driven from the office of the Presidency. We should also
learn from other countries like Malaysia and Brazil and see
how they’ve articulated and solved this problem.”
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Mabvuto Palale, Mining Qualifications Authority

In the New World, better connectivity
means better service delivery.
In the next coming years the government plans to build more schools, hospitals, roads and other infrastructure.
So when people rely on you for the services communities need, you can rely on MTN Business for a full suite of ICT
solutions that make service delivery even better. With a vast range of connectivity products such as MPLS VPN,
Remote Access and Last Mile connectivity, we give you the tools to communicate as well as monitor and manage
your organisation’s network. With reliable voice and data integration, our service centric approach enables you to
manage costs and improve efficiency.
Go to mtnbusiness.co.za or email sales@mtnbusiness.co.za for more information.

Welcome to the New World of Business.
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Jesten Murombedzi, Johannesburg Water

Mabvuto Palale, business systems manager at the Mining
Qualifications Authority, says there is a document from the
Department of Public Service titled Corporate Governance of
ICT, whose premise is to try to get CIOs to a level where they
can be heard.
“It speaks of roles, the authority of those roles and putting
information technology people into the right levels,” he says. “I
don’t know whether the Auditor-General will look at it this year.
But I don’t think it’s enough.
“It will be the large departments that need to be compliant,
then the public entities and finally trickling down to provincial
level. But the oversight is from the Department of Performance
Monitoring and Evaluation and they’re not really IT guys.
“They’re just going to come and tick the boxes and it will be
the same problem again. I agree that it should be a Minister
who does that job.”
There’s also the problem of wildly varying skills. Boxfusion’s
Houvet points out that the problem is acute in the provinces
and in the more rural municipalities.
“There’s a skills gap there. Even if they recognised that the
IT manager needed to be elevated to chief director level and
made part of the ‘Exco’, there would still be a challenge finding
quality CIOs. And even if they were super-competent, they’re
directors arguing against director-generals so they’re still
unlikely to be heard.”
This is ironic given the skills requirements increase the more
local the offices get. Mohkethi Mokone, senior manager for
enterprise marketing: public sector at MTN, says he has also
observed the discrepancies between national, provincial and
local government.
“It’s our opinion that local government is where you need
skills the most because that’s where the collections and
complex billing systems interact with citizens.”
CFOs often don’t understand the real impact they can have
on IT beyond the saved costs, says Transnet’s Mkhwanazi.
“CFOs have always been powerful because they have the
purse strings. The other C-level executives haven’t given
the CIO the strength and authority to command more of the
budget. The CFO can cut budgets. And they do, without
considering future plans.”
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Mohkethi Mokone, MTN BUSINESS

Communication knows no boundaries
Join the conversation
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