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s I write this, South Africans
have just elected the country’s
latest administration. Our sixth
democratic election saw the ANC
emerge victorious, winning 57.5%
of the national vote. While this is a win for
the governing party, the stakes are much
higher this time around, as it must prove its
administration is worthy of South African votes.
Over the years, the outgoing
administration, led by the ANC, has
been characterised by poor governance,
poor service delivery, leadership ills,
ongoing service strikes, failure to deliver,
mismanagement, as well as links to
state capture and corruption. Further,
unemployment is at an all-time high and the
economy is under pressure, teetering on the
edge of a ratings downgrade.
Similarly, in the ICT sector government departments and agencies have proposed
and subsequently poured billions of rands into a few projects but to little avail. Some of
these projects include SA Connect, Integrated Financial Management System, digital
migration, the #DataMustFall cause, as well as the drawn-out process to craft the
spectrum allocation policy, to name but a few.
State officials, including president Cyril Ramaphosa, have expressed desire to see ICT
become an integral part of the country’s education system, as well as help bridge the
digital divide among South African citizens. But many of the government initiatives are
either moving at a snail’s pace or have fallen by the wayside.
Ramaphosa’s charm offensive to convince voters of ‘a new dawn’ may have given the
ANC another lifeline, but everyone will be closely monitoring to see how the newlyelected administration will #GrowSouthAfrica and be the driving force behind South
Africa’s digital development.
It’s not all doom and gloom, as some articles in this latest Public Sector Priorities
issue bring you up-to-speed in regards to where the previous administration left off and
reveal there are some good stories to tell.
Last year, saw the consolidation of the telecommunications and communications
departments, moving towards what Ramaphosa describes as a reconfiguration of his
Cabinet and critical to the future of SA’s economy in the context of the Fourth Industrial
Revolution. The industry lauded Ramaphosa for his decision, describing it as his best
one yet.
The State IT Agency finally turned the tide after years of being labeled a useless
government entity. The agency partnered with Gijima, IBM and Huawei to launch the
‘first government cloud’. Further, it appointed ICT veteran, Jacques Loubser, as its
chief digital officer. Although the departure of Dr Setumo Mohapi as CEO, who, by all
accounts seems to have driven much change within SITA, will leave big shoes to fill.
We also profile the Gauteng Department of e-Government, the first department of
its kind in the country. Almost four years after it was established, what exactly has this
department accomplished?
Happy reading!

Simnikiwe Mzekandaba
Editor

The extensive use of cloud computing, big data and mobile internet is accelerating the
launch of new services and creating more datacentre traffic. This requires a quick
response from datacentre networks. Huawei’s CloudFabric cloud data centre network
solution provides customers with next-generation datacenter networks that implement
agile network deployment, intelligent network O&M, and ultra-broadband
interconnection, and form an open ecosystem. Additionally, the solution provides fabric
models for various industrial scenarios and supports on-demand flexible customisation
through self services to rapidly complete the design of cloud datacentre network
solutions in the industry. Currently the solution serves in more than 2 800 datacentre
around the world.

For more information contact: huaweisales@mustek.co.za or +27 11 237 1000
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Data security sits
at the heart of democracy
BY THOMAS MANGWIRO, PUBLIC SECTOR SPECIALIST, MIMECAST

Cyber security in the
public sector is receiving
unprecedented attention
in the wake of sensational
news articles regarding
foreign influence in other
nations’ democratic
processes. Hackers and
hostile cyber forces
pose not only a threat
to individual citizens or
businesses, but entire
countries, including
South Africa.

Military risks immediately spring
to mind: a recent report found
that even the Pentagon’s latest
advanced military systems are
vulnerable and can be ‘easily hacked’
The consequences for citizens are
unthinkable. But that fear is not
reserved for fighter jets and frigates:
the hacking of a nation’s tax collection
system, for example, would have a
crippling effect on the economy, global
investor confidence, disbursement of
social and public services, and citizen
trust in government institutions.
A succession of high-profile
government data breaches both
locally and abroad has cast a stark
light on the importance of effective

info@mimecast.com | +27 (0) 11 722 3700 | www.mimecast.com

public sector cyber security policies
and protections. Without fully
functional public institutions such as
revenue collection, freight handling,
military defence, and social grant
disbursement, governments will find
it hard to instil confidence among
its various stakeholders, and service
delivery to citizens, businesses and
public institutions will be impeded.
The rise of the smart city – a
catch-all phrase for cities that utilise
emerging technologies such as
IoT to improve service delivery and
enhance the citizen experience –
further complicates matters. With
the digitisation of government
in full swing, any exploitation of
cyber security vulnerabilities of the
operational technologies that power
our electricity generation or freighthandling capabilities could cripple
essential government services and
leave millions without much-needed
public or social services.

SA’s cyber resilience
The South African government has
taken note: the Cyber security Hub,
established by the Department of
Telecommunications and Postal
Services, is a positive step toward
improved cyber security awareness
and information-sharing across the
South African public and private
sectors. And Defence Minister
Nosiviwe Mapisa-Nqakula’s
commitment to collaborating with
other countries to effectively deal
with the challenge of modern cyber
security is a timely acknowledgement
that South Africa is as vulnerable to
cyber threats as any other country.
It could be argued that Minister
Mapisa-Nqakula and her colleagues
should prioritise cyber resilience
within the public sector as a first line of
cyber defence. Cyber resilience refers
to an organisation’s ability to continue
to operate or deliver services despite

adverse cyber events. And its first port
of call in this regard should be greater
awareness among its hundreds of
thousands of employees regarding
the different types of cyber security
threats, how to spot them, and how to
prevent them.

Action plan
In a 2019 global study by Mimecast
and Vanson Bourne, 40% of
respondents in the public sector
believed there was a risk of an
employee making a serious security
mistake when using personal
email. And yet, only 21% train their
employees continuously to ensure
they have the awareness and
knowledge to identify potential cyber
threats. In fact, 7.9% said training
was only ad hoc, more than twice the
average of 3.5% for other industries.
Awareness training, a process
of ensuring employees have the
knowledge and insight to identify
potential cyber threats, is an
indispensable part of any effective
cyber defence strategy. But
government should look beyond
defence-only cyber security to a
cyber resilience strategy built on
three key principles: 1) ensuring the
correct security measures are in place
prior to an attack; 2) implementing
a durability plan to keep email and
business operations running during
an attack; and 3) ensuring they have
the ability to recover data and critical
IP after an attack.
The ability to adapt to continually
evolving and escalating cyber
threats is critical, but it’s a task
made immensely challenging by a
global shortage of skilled security
professionals. This places the
spotlight on end-user training:
without the relevant security skills
in place, it becomes even more
important for cyber security to
be a shared responsibility across

the organisation. Government-led
education initiatives, in collaboration
with private sector companies, can
significantly improve the awareness
of staff at all levels of the public
service to identify and combat
emerging cyber security threats.
The concept of cyber awareness
training should play a starring role in
any government-led cyber defence
initiative. Public sector employees
that display risky behaviour - such
as opening emails from unknown
senders, clicking on links without
validating them first, opening
attachments without care and using
work devices for personal activities
- should undergo regular training to
ensure they understand the risks
associated with such activities.
According to a Google Consumer
Research report commissioned
by Mimecast, nearly one in four
employees isn’t even aware of the
most basic cyber threats to their
organisation, including phishing
and ransomware. Imagine the dire
consequences of a successful
ransomware attack on a government
department providing medical
services to vulnerable citizens. Cyber
criminals are constantly innovating
and finding new ways to infiltrate
an organisation’s defences. So,
without adequate awareness and
understanding of the various ways
cyber criminals could penetrate
government systems, no amount
of investment in technology will
safeguard our public institutions.
Public sector employees are
government’s most valuable assets
in the fight against cyber threats.
But without proper awareness and
training, they will remain ill-equipped
to deal with the growing complexity
of modern cyber threats – with
potentially devastating consequences
for our citizens, country and
democracy.
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BUDGETS
Adam Oxford
supplied

Mark Walker,
IDC, Sub-Saharan
Africa.

BUDGETING FOR ICT
There are mixed messages coming from
government when it comes to ICT spending at
present. Is this a natural period of turbulence
before transformational change, or symptomatic
of deeper issues?
It’s hard for the lay person to
understand the current
government’s strategy towards
ICT spending and digital
transformation of public
services at the moment. Part of this is
natural – we’ve just been through a
general election and ICT budgets really
aren’t a public talking point.
A larger part, though, is because the
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vision and strategy don’t seem to reflect
what’s happening on the ground. Is it
because transformational change needs
time to filter through or is there more
concerning reasons behind them?
From the policy side, President Cyril
Ramaphosa underlined his continued
commitment to investing in Fourth Industrial
Revolution (4IR) technologies, which have
great promise for citizen engagement and

service delivery. His enthusiasm is outdone
by that of communications minister Stella
Ndabeni-Abrahams, who has said: “We need
to rethink the approach to everything we do,
including the kind of institutions that will lead
and enable the Fourth Industrial Revolution.”
In terms of hard policy, the Department
of Telecommunications and Postal
Services has been given a core mandate
to rationalise the delivery of ICT services
through the State Information Technology
Agency (SITA), Sentech and Broadband
Infraco into two SOEs for infrastructure
and services.
SITA is well on its way to rationalising,
but in terms of infrastructure the national
broadband plan, SA Connect, isn’t just
floundering, it’s vanishing beneath the
waves. Treasury has slashed the budget
by around 80% a year. The result is that
only 570 government facilities such as
schools and hospitals were connected to
the internet during 2018/19, as opposed
to the planned 2 700. The original plan
called for every public sector facility to
have internet access at 10Mbps by 2020.
Similarly, the Electronic Communications Act Amendment Bill has been
withdrawn, to the joy of critics. But
there’s been no announcement that the
much-needed decisions around spectrum
allocation for 4G and 5G services will be
fast-tracked yet.
“It’s great that Cyril Ramaphosa and
Stella Ndabeni-Abrahams see 4IR as a
reality,” says Mark Walker, associate vice
president, IDC, in Sub-Saharan Africa.
“But other government policies are 180
degrees out of phase. There’s a lot of
uncertainty and doubt.”
That isn’t helped by anti-corruption
measures, which as necessary as they are,
says Walker, are making departments wary
about investments – especially after so
many scandals involving ICT procurement
in the last two years.
“The temptation for malfeasance in ICT
spending isn’t just a South African issue,”
Walker says.“The good news is that tech
can solve that problem too, and help aid
transparency and compliance.
“There are pockets of excellence, and
there’s no shortage of people who can
do the job. Look at the Western Cape,
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Tshwane or the SKA,” Walker continues.
“But there’s too much political influence in
tech spending, and CIOs need to work out
if they are puppets or decision-makers.”

GLOBAL WINDS
Around the world, digital transformation of
the public sector is well underway. Based
on its latest CIO Survey, consultancy firm
Gartner is predicting that 50% of the
jobs that government CIOs oversee will be
ones that don’t exist today. That’s despite
‘insufficient resources, skills and cultural
issues’ that are a problem today.
“Government CIOs must employ
experts to model and explain how citizens
and businesses will need to respond to
regulations and policies, and what impact
that will have on society, the economy
and government revenues,” says Gartner
research vice president Cathleen Blanton.
“This is the perfect time for the public
sector to invest in priorities that improve
the lives of all citizens,” says Rudzani
Rasikhinya, former CFO of SITA and current
MD of RudKor Consulting. “The priorities
should include development of the solutions
that integrate different departments –
from home affairs, transport, health and
education – and investment in eradicating
legacy systems, and new infrastructure,
such as cloud and broadband.”
All the talk about 4IR, says Rasikhinya,
is just political unless departments have
a clear understanding of what it means
and the resources to make it happen.
Technical ICT skills and expertise in
particular are an issue, and should be
top of the priority list if change is to be
effected.

NOT A QUESTION OF FINANCE
“I believe government has enough
funds within the budgets of different
departments,” Rasikhinya says.“National
Treasury should analyse those ICT budgets
and consolidate within SITA.”
SITA´s current trajectory is promising,
says Rasikhinya, although more needs to be
done to make sure it’s effective everywhere.
“I think awareness programmes should
be intensified to make all role players
understand where they fit in.”
The potential is that 2019 could be a

pivotal year for the digital transformation
of the public sector. The vision, strategy
and funding seem to be coming together,
and news from the private sector is
promising too.
Steven Botsime of the Gauteng
Provincial Government says that the arrival
of cloud datacentres in South Africa from,
among others, Microsoft and Amazon
will help the public sector become more
agile, now that questions around data
sovereignty will be settled.
eThekwini Water, for example, was
singled out as one of the first customers
to be using Microsoft’s new South African
Azure datacentres when the US firm
announced the launch in early March.
There’s much work to be done to deliver
on all this promise, however – and the
public still needs to be convinced that the
government is really committed.
“Numbers are what tell you where
the intention lies,” says IDCs Walker.
“Compare the cuts in our broadband
initiatives to what’s going on in Kenya,
which is doing really big work to get
broadband to rural areas.”
The big question for government will
hopefully be answered later this year. Now
the election is out of the way, will there be
a clear message about where it’s true ICT
priorities lie?

MANDATORY
Vote 93 of the 2019 budget
is clear about the priorities
for the Department of
Telecommunications and Postal
Services, which is currently being
merged with the Department of
Communications under minister
Ndabeni-Abrahams.
The mandate of the Department
of Telecommunications and Postal
Services is to develop ICT policies
that will contribute to an inclusive
information society. The department
has a responsibility to modernise
the economy and economic
infrastructure by: facilitating
the rollout of ICT infrastructure,
applications and services; enabling
the rollout of postal and banking
services; developing e-strategies to
roll out e-government and e-sectoral
services; promoting cyber security
and the security of networks; and
promoting universal service and
access to electronic communications
in underserviced areas.

Government CIOs must employ
experts to model and explain how
citizens and businesses will need
to respond to regulations and
policies, and what impact that will
have on society, the economy and
government revenues.
Cathleen Blanton
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Carien du Plessis
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RAMAPHORIA
AND THE SKILLS DRIVE
Taking the Fourth Industrial Revolution to the people.
President Cyril Ramaphosa

President Cyril Ramaphosa is
notorious not only for the
murderous pace he maintains
on his regular pre-dawn fitness
walks. In government under his
leadership this past year, the pace has
picked up considerably too.
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But is it fast enough to get South
Africa to catch up to the Fourth Industrial
Revolution? The country has been lagging
behind, and a lack of policy direction in
the past decade or so hasn’t helped.
Since Ramaphosa took over in February
last year, the focus has been on getting

the economy going again. Growth slowed
considerably under his predecessor, Jacob
Zuma, in part because of governance
failures. Ramaphosa’s investment drive
has involved wooing foreign and local
investors, cleaning up graft, and getting
government processes running again.
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Ramaphosa seems to understand the
importance of technology in this process,
and he knows it stretches far beyond
reading speeches off an iPad.
His vision for the ICT sector in South
Africa was quoted in the ANC’s 2019
election manifesto: “We see a country that
has embraced the benefits of technology
for economic growth, social development
and for more effective governance. We
are producers of knowledge and drivers of
technological progress.” Among the ANC’s
election promises were increased spending
on innovation, more training for young
people in new technologies (Ramaphosa
promised a tablet for every pupil in his
2019 State of the Nation Address), a
reduction in data costs and an extension
of government broadband roll-out. The
party also wants to position South Africa
as ‘the centre of digital transformation in
Africa’ and spread the economic benefits
in a way that doesn’t reinforce existing
inequalities. Some of these promises have
been around for a while.

FOURTH INDUSTRIAL
REVOLUTION
Last year, Ramaphosa announced the
formation of a Presidential Commission
on the Fourth Industrial Revolution,
consisting of ‘eminent persons drawn
from different sectors of society’ to advise
government on digital transformation.
“It will identify and recommend policies,
strategies and plans that will position
South Africa as a global competitive
player within the digital revolution space,”
Ramaphosa said in his 2019 State of the
Nation Address. In April, the Presidency
announced the members of the 30
member commission, drawn from public
and private sectors, and academia.
Even though late is better than never,
there’s a feeling that even this process has
been slow, as the commission was already
mooted in his first State of the Nation
address in February 2018. Some speed
is needed, says Siyathemba Magobiane,
senior management consultant at Frost
& Sullivan. “The Fourth Industrial
Revolution is real and the matters at hand
are important. Any time lost means the

national response action plan is delayed.”
Still, Ramaphosa has thus far
demonstrated an understanding of the
significance of ICT in South Africa’s
socioeconomic development path, says
Magobiane. “He has made attempts to
prioritise removing barriers to progress in
the sector and providing policy direction
with recent announcements such as the
acceleration of digital migration, spectrum
licensing and the consolidation of the
communication ministry.”

KEY ENABLER
With the mobile industry expected to be
a key enabler of the Fourth Industrial
Revolution, the deployment of 4G and
5G networks will be a priority. “The
president’s announcement to accelerate
the licensing of the radio frequency
spectrum needs to be implemented,
allowing for the rollout of 4G technologies
on a wider scale, as well as the possibility
to launch imminent 5G technology
effectively,” he says.
Ramaphosa used a minor cabinet
shake-up in November 2018 to
announce a merging of the Department
of Telecommunications and Postal
Services (DTPS) and the Department
of Communication (DoC) after the May
2019 elections. Zuma split the two
in 2014. Stella Ndabeni-Abrahams, a
rising star in the ANC who celebrated her
40th birthday in 2018, was appointed

Minister of Communications and received
a stamp of approval even from the
opposition. Having been a deputy in the
portfolio since 2011, she is now tasked
with overseeing the merger of the two
departments. Magobiane believes a single
department allows for better alignment and
coordination of strategic decision-making.
“The department’s reputation has been
severely damaged in the last few years with
regulatory uncertainty and a continuously
changing leadership,” he says.
Ramaphosa’s appointment of NdabeniAbrahams to drive his programme
has caused the tempo on ICT issues
to pick up considerably, says Marian
Shinn, DA MP and spokesperson on
telecommunications and postal services.
“The previous minister, Siyabonga Cwele,
achieved little tangible during his tenure
to energise the sector. After all, his legal
challenge to ICASA’s spectrum auction
in 2016, and his ‘bungling’ of attempts
to engineer the SA Connect broadband
programme, hindered progress.” The
rollout of government broadband needs
to be escalated under a different model
that prioritises speed, cost and quality of
installation, but the budget is lacking, she
says.

POSITIVE SIGNS
Still, Ramaphosa’s influence has been
positive. Shinn reckons it was the
president who prompted the withdrawal

The Fourth Industrial
Revolution is real and the matters
at hand are important. Any time
lost means the national response
action plan is delayed.
Siyathemba Magobiane
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The withdrawal allows for a
robust and progressive
consultation process between
government and the ICT sector on
important issues such as
promoting growth, providing
broadband access, high data
prices and effective competition.
Siyathemba Magobiane

of Cwele’s legal challenge to ICASA’s
spectrum auction late in 2018, prompting
the pending announcement on the
allocation of high-demand spectrum.
This was needed for widespread mobile
internet expansion and a reduction
in communication costs. Ramaphosa
could also have been behind recent
pronouncements by Ndabeni-Abrahams
in Parliament, says Shinn. The minister
has indicated that ICASA’s independence
was important and that the regulator’s role
would be reviewed to be more appropriate
for the ICT sector. Ndabeni-Abrahams also
emphasised that government would focus
on policy and regulation in ICT, and let the
private sector drive ICT.
Another positive sign for the ICT
sector was the withdrawal in February
of the Electronic Communications
Amendment Bill. This bill flowed from
the 2016 National Integrated ICT
Policy White Paper. Questions about its
constitutionality and the far-reaching
implications it could have for ICT policy
meant it would not have been finalised

BRAINSTORM | PUBLIC SECTOR PRIORITIES

before the end of Parliament’s current
term. It also contains provisions on
spectrum allocation, the wholesale open
access network and rapid deployment
policy. Further consultations are expected
on the relevant issues.
The withdrawal of the bill was also
welcomed by local mobile network
operators. Magobiane says: “The
withdrawal allows for a robust and
progressive consultation process between
government and the ICT sector on
important issues such as promoting
growth, providing broadband access, high
data prices and effective competition.”

BIGGER ENVIRONMENT
Performance in the ICT sector is about
more than just the actions of one
department. It’s also heavily dependent
on the bigger environment, says Mark
Walker, associate vice-president, IDC
Sub-Saharan Africa. Government (and
governance), finance, telecoms and
manufacturing play an important role. “If
confidence in these sectors is low, then a

knock-on effect is felt in the ICT sector,”
he says. “From an economic perspective
it’s critical that the overall business and
macro-economic climate in South Africa is
stable and presents a confident outlook.”
Finance Minister Tito Mboweni’s budget
speech in February indicated that South
Africa still needed to do some work in
this regard. Investors – along with those
in the ICT sector – are taking a wait-andsee approach until after reconfiguration of
the administration, following the election.
“ICT in itself is an enabler, not a panacea,
so the vagaries of the broader environment
will impact the sector.” Walker says
Ramaphosa is pushing initiatives to
boost the ICT sector in improving service
delivery, education and healthcare, which
is a good sign.
Analysts favour an environment where
the private sector is enabled to drive the
Fourth Industrial Revolution. Walker says
“A fine touch would be needed because
the DoC should allow the private sector
to run with this, but provide clear policy
and regulatory frameworks to ensure that
the benefits of 4IR are realised and the
shortcomings are minimised”.To this end,
Walker says, Ramaphosa’s government
should focus on quickly resolving the
spectrum allocation obstacles, provide for
far more private sector participation and
consultation, remove artificial regulatory
and policy barriers, and create meaningful
incentives for investment.
Getting the rest of government infused
with the spirit of the Fourth Industrial
Revolution might be an even trickier task.
In the last National Assembly questions
session to Deputy President David Mabuza
in February this year, the opposition
asked him to define the Fourth Industrial
Revolution. While confirming that it was
on track, Mabuza issued a long-winded
explanation on the issue, which left
Shinn less than convinced. “He babbled
out a stream of all the usual buzzwords
cluttering the ICT lexicon. Clearly he has
no clue what he was talking about, she
said, adding: “But, as far as I know, he’s
not on the Fourth Industrial Revolution
team, which is a relief.”
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RECONFIGURED DoC
Simnikiwe Mzekandaba
Supplied

LIGHTS, CAMERA, ACTION
Stella Ndabeni-Abrahams hit the ground running as she takes on the role of
Minister of Communications, sometimes to her detriment.

Just over six months at the
helm, minister Stella NdabeniAbrahams, who has dubbed
herself the ‘commander in chief
of the Fourth Industrial
Revolution’, has made pronouncements
that have been a welcomed relief but also
frowned upon.
In November 2018, President Cyril
Ramaphosa named Ndabeni-Abrahams
as the minister to lead the reconfigured
Department of Communications (DoC), a
move widely welcomed by the industry.
The old DoC was separated into the
Department of Telecommunications and
Postal Services (DTPS) and the ‘new’ DoC
in May 2014. At the time, the department
was handed to former minister Faith
Muthambi, while Siyabonga Cwele took
over as telecoms and postal services
minister.
During this time, deadlines for key
projects were missed and the proposed
changes to policy framework created
confusion in the industry.
Now, all eyes are on Ndabeni-Abrahams
to see how she will shape the department
and take it forward to ensure it meets its
mandate.
Specifically, the minister must unify the
DoC and the DTPS to create a ministry
whose policies provide a roadmap for the
‘fast-changing’ sector, drive initiatives
dedicated to upskilling youth, and
tie-up numerous loose ends left by her
predecessors.
Furthermore, she must ensure
her department has a capable staff
complement in the Fourth Industrial
Revolution era.
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Stella Ndabeni-Abrahams, Department of Communications (DoC)
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POLICY ACTION

In line with the presidential
pronouncement that there will be a
configuration of government
departments as well as entities to
improve efficiency in the delivery
of government services, there have
been engagements with various
entities to look for synergies.
Stella Ndabeni-Abrahams

Here, we look at Ndabeni-Abrahams’
statements, actions and promises in her
short time as head of the communications
portfolio.

TWITTER FINGERS
As the ‘Please Call Me’ saga between
Vodacom and former employee Kenneth
Nkosana Makate reached fever pitch in
January, Ndabeni-Abrahams, an avid
Twitter user, decided to embroil herself in
the ongoing drama.
For 18 years, Makate has been trying to
get compensation for creating the lucrative
call-back service.
“Just shut up Vodacom and do the right
thing “Talk to Makate” [sic] instead of this
poor PR stunt. Don’t talk to us until you
have reached a settlement with him and
his team,” said the minister’s now-deleted
tweet to the mobile operator.

JOB SECURITY
While the objective of the Cabinet review
process and configuration of government
departments is expected to eliminate
duplication and trim down the national
executive, Ndabeni-Abrahams and deputy
minister Pinky Kekana have made it clear
the future employment status of DoC staff
should not be jeopardised.
The ministers’ pronouncements
have been welcomed by the National
Education, Health and Allied Workers

Union and the Public Servants
Association of SA, and both say they’re
looking forward to being part of forming a
new department.
The DoC has established working
groups, made up of senior staff members
from both departments, to facilitate the
merger of the two departments. The
working groups will also embark on a
skills matching exercise.
Once completed, the department’s
merger plan will likely be the model used
by other departments that could also face
a similar merger in the future, according
to the DoC.
Recently, the minister responded to a
parliamentary question about the possible
merger of the Media Development
and Diversity Agency (MDDA) and the
Universal Services and Access Agency of
SA (USAASA).
She said: “In line with the presidential
pronouncement that there will be a
configuration of government departments
as well as entities to improve efficiency
in the delivery of government services,
there have been engagements with various
entities to look for synergies.
“This is still a work in progress and
currently there’s no definite decision that
has been made on the merger of USAASA
and MDDA. Once discussions are finalised
and a decision is made, further details
will be provided.”

In a surprising but welcomed move, the
minister announced in February the
withdrawal of the contentious Electronic
Communications Amendment Bill for
‘further consultations’.
In his budget speech, Finance Minister
Tito Mboweni also promised to ‘work
relentlessly’ with the communications
minister to ensure the issue around
spectrum allocation is resolved.

EMBATTLED PUBLIC
BROADCASTER
When it comes to the SABC, the public
broadcaster has been pegged as the entity
that will take up most of the minister’s
energy.
The state broadcaster has a long history
of challenges ranging from mismanagement
of funds, rogue leadership, political
interference with editorial policy, as well as
troubles at board level, to name a few.
Last year, the minister was cautioned
by the Organisation Undoing Tax Abuse
(OUTA) about political meddling at the
entity. This was after she engaged staff
members on their concerns at the SABC.
At the meeting, she encouraged staff
members, who fear losing their jobs
through retrenchments at the public
broadcaster, to be involved in solving the
challenges in the organisation.
OUTA stated it hoped the new minister
would restore the public’s confidence in
the communications industry, instead
of perpetuating the pattern of political
meddling that was synonymous with the
previous administration.
In February, the communications
minister had to issue an apology for her
altercation with an SABC news crew, which
was filming a troubled ANC provincial rally
in the Eastern Cape.
“I would like to offer my sincere
apology for an earlier altercation with
some members of the media during the
ANC provincial rally in Mount Frere whilst
trying to stop the singing comrades,” she
said. “I wish to assure the media and
South Africans at large of my unreserved
commitment to media freedom. I sincerely
regret the incident.”
Now the elections are over will she
be able to continue the work in this
department as envisaged by the president.
Time will tell.
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SPECTRUM
STRUGGLES
There may be light at the end of the spectrum
tunnel, but when will SA operators realistically get
access to spectrum for 4G and 5G?

Siyathemba Magobiane, Frost & Sullivan
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As the world moves swiftly
towards 5G, South African
mobile operators are still
waiting for the allocation of
spectrum to improve local 4G
networks. Mobile operators have for years
been pleading for more spectrum in order
to provide faster and more widespread
high-speed data services. Recent promises
from government are providing some light
at the end of the spectrum tunnel.
Last year, Independent Communications
Authority of SA (ICASA) confirmed plans
to licence high-demand radio frequency
spectrum by the end of March 2019,
but, at the time of publication, no clarity
had been provided as to what form the
allocation would take or when exactly a
possible auction would happen.
According to Siyathemba Magobiane,
senior consultant at Frost & Sullivan,
mobile operators have up to this point had
to deal with congested spectrum bands.
“Current spectrum allocations are not
sufficient to deploy new technology along
with existing legacy 3G and 2G voice
services. Consequently, this has hindered
their ability to rollout LTE on a wider
scale, as well as the possibility to launch
imminent 5G technology effectively.
“To deal with these constraints
mobile operators have been forced to
refarm legacy 3G and 2G services with
a significant risk of degrading these
services affecting customer experience,”
Magobiane adds.
In 2016, operators thought they would
finally get their hands on more spectrum
when ICASA made plans to licence
spectrum in the 700MHz, 800MHz
and 2.6GHz bands, which are usually
considered as compatible for 4G/LTE
technology.
However, the Department of
Telecommunications and Postal Services
(DTPS) challenged the licensing process,
saying ICASA should have waited until the
National Integrated ICT Policy White Paper
was finalised before inviting operators to
bid for spectrum. The DTPS won a court
interdict to halt the auction.
In September 2018, the DTPS and
ICASA finally agreed to settle the twoyear court battle and plans for an auction
seemed to be back on the table.
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“As long as we don’t have a definite
schedule, we can still consider ourselves
in crisis. However, we can predict that
the end is nearing considering the
recent announcements and increased
involvement from the government,” says
Thecla Mbongue, senior analyst at Ovum.
In his February 2019 budget speech
Finance Minister, Tito Mboweni, gave some
hope saying: “my fellow minister [Stella
Ndabeni-Abrahams] will shortly be issuing
policy direction to ICASA for the licensing
of spectrum.”
“I will work relentlessly with the minister
until this matter is resolved. This includes
resourcing ICASA for this mandate.”
Mboweni’s comments echoed those of
President Cyril Ramaphosa at his 2019
State of the Nation Address, in which he
promised swift action in regards to the
licensing high-demand spectrum.
Ramaphosa believes that South Africa’s
prosperity depends on the country’s
ability to take full advantage of rapid
technological change. A spectrum auction
could also raise several billion rand for the
SA government.

Current spectrum allocations
are not sufficient to deploy new
technology along with existing
legacy 3G and 2G voice services,
Siyathemba Magobiane, Frost & Sullivan

proceeds. It may restart the process of
either consultation with stakeholders to
revise the Electronic Communications
Amendment Bill or even revise aspects of
the ICT White Paper policy,” he says.

NEXT-GENERATION JUMP
SPECTRUM DEFICIT
Magobiane says that the demand for
spectrum has never been higher due to
the increase in the use of data intensive
applications and the need to provide
connectivity to citizens.
“Spectrum is available, but it must
be allocated to operators who can use it
to build out the requisite infrastructure
to offer services. The withholding of
spectrum by ICASA (directed by the DTPS)
is resulting in a deficiency of spectrum in
the market to improve mobile broadband
services. This problem can be resolved
by allocating the needed spectrum,” adds
Africa Analysis director Dobek Pater.
The analysts point out that sub-1GHz
spectrum still needs to be freed up by
broadcasters because of the continuous
delays in the digital terrestrial television
migration process. Spectrum for 4G will
become available when SA completes
its migration from analogue to digital TV
broadcasting.
“If all goes well, the soonest we will
see allocation is mid-2019. However,
this depends on how the government

Pater says that the DoC indicated that
4G spectrum will be allocated first in
2019 and then spectrum suitable for
5G in 2020. He says it’s critical to
make 4G spectrum available as soon as
possible. “We’re not likely to see extensive
deployment of 5G in SA in the next one
to two years, so allocation of 5G suitable
spectrum can wait for now.”
Mbongue points out that the last
major spectrum allocations in the mobile
segment were for 3G network rollouts.
“Vodacom and MTN were allocated
spectrum in the 2.1GHz band back in
2004 and 2005 respectively. Cell C
was granted frequencies in this band in
2011. These were however not auctions
but allocation of spectrum. In the case
of 4G, operators have refarmed spectrum
they had already been allocated for other
technologies, essentially in the 1800MHz
band however Telkom uses 2.3GHz band,”
she explains.
Mbongue says that for now, frequencies
in 700MHz, 3.5GHz, 26GHz, 32GHz, and
42GHz bands are expected to be preferred
bands for 5G.

“After the spectrum is allocated, it
takes some time for network planning and
deployments, so if spectrum is allocated
we may see the extension of 4G coverage,
but we don’t foresee next generation
services being such as 5G being
commercially launched in South Africa this
year,” says Sabelo Dlamini, senior research
and consulting manager at IDC.
Dlamini thinks that 5G spectrum will be
totally different in allocation.
He adds: “A number of non-telco
companies have shown interest in spectrum
ownership, we have seen this in countries
like Germany where Audi, Daimler, BASF
and Siemens have expressed interest in
obtaining spectrum for 5G applications.
Therefore a holistic view is required taking
into consideration the much talked about
Fourth Industrial Revolution,” Dlamini adds.
Dlamini says Ramaphosa has shown
strong interest in the Fourth Industrial
Revolution and that telecommunications will
be the key enabler to these advancements.
“A well-thought spectrum allocation
model that will enhance the industry
and technology advancements is the
key in this regard. In the next industrial
revolution spectrum allocation is no longer
about voice and data, or reduction of
telecommunications cost only.
“Spectrum allocation now affects other
departments and industries, the success
of advancements such as ‘smart cities’
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CYBER SECURITY IS KEY TO
EDUCATION TRANSFORMATION
Cyber security must be prioritised and carried out in tandem with the
digital transformation process taking place at public sector schools.

RON HARRIS,
major account
manager: public
sector

The implementation of South Africa’s farreaching digitisation of schools plan is a
welcome development; but cyber security
transformation should take place simultaneously
to mitigate cyber risk to all levels of the
education department, individual education
institutions, and to learners themselves.
Ron Harris, major account manager: public
sector at Fortinet South Africa, says cyber
security is a top priority for local, provincial
and national education departments as the
schools’ digitisation plan comes to fruition.
However, not all provincial education
departments are putting security at the
foundation of their new digital ecosystems,
he notes. “Some provincial education
departments appear to be ahead of the curve,
implementing Fortinet security solutions at
the outset of digitisation projects to ensure
that all systems are secured and centrally
managed from day one, while in others,
cyber security implementations appear to

be following broadband roll-out
and the implementation of digital
education programmes,” he says.
“Ideally, digital transformation and
security transformation should be
carried out in tandem for maximum
risk mitigation.”
With the pending arrival of
tablets for all learners, highspeed connectivity and WiFi at
school campuses and e-learning
content across schools, education
departments must now mitigate
cyber risk across those networks,
devices and users; instead of taking
the traditional approach, which
simply entailed perimeter security.
In future, anyone who has access
to the network can potentially
(innocently or maliciously) be
the gateway to cause a cyber
attack, Harris says. As a result, education
departments and schools have to rethink the
entire cybersecurity process.
In addition, the new digitisation initiative will
be many schools’ first experience with highspeed connectivity, device management and
e-learning, and therefore the necessary onsite
cyber security resources may be lacking.
For this reason, and to ensure cost control
and up-to-date security, provincial education
departments should be moving to security
systems that cover the breadth of the
environment, with central management from a
single pane of glass, says Harris.’

Locking down vulnerabilities
Fortinet has found that internationally, the
most common entryway to education networks
is email, accounting for more than 95% of
incidents. This is especially true for staff
and administrators. The cyber hygiene and
security practices of the staff are crucial,

especially as threat actors are now mimicking
the email addresses of superintendents and
specific suppliers that serve the district to
send seemingly harmless links. Furthermore,
where there is a strong union presence,
cybercriminals will send phishing emails as if
from union leadership.
In higher education, risks expand beyond
email to encompass the WiFi and IoT
environments.
Across the education system, protecting
learners themselves must also be a priority
as connected devices are put into the hands
of individual learners. Fortinet recommends
that only government-issued tablets, properly
configured and with adequate security
software, be allowed onto school networks,
he says

Fortinet security fabric
Doros Hadjizenonos, regional sales director
at Fortinet, says Fortinet’s Security Fabric
has been configured to underpin security
transformation, weaving together a variety
of devices, technologies and services into a
single, integrated network that can dynamically
expand and adapt as needs evolve.
“FortiGate and the Security Fabric can
play a key role in addressing cyber risk across
public sector education, due to its singlepane-of-glass visibility as well as the ability to
segment and secure the entire network, right
down to endpoints,” says Hadjizenonos.
Fortinet Security Fabric offers broad
visibility and protection across the entire digital
attack surface, including data and workloads
crossing between a variety of device form
factors and network ecosystems. Devices are
integrated using open standards, common
operating systems and unified management
platforms for coordinated threat detection,
automated real-time threat response and
advanced analytics.

rharris@fortinet.com | +27 (0)82 900 7280

www.fortinet.com
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Sabelo
Dlamini, IDC

on investment. More likely, increased
competition will continue to exert
downward pressure on the price of data.”

WOEFUL WOAN

and ‘smart manufacturing’ in South Africa
will rely deeply on how the spectrum is
allocated,” Dlamini says.

#DATAMUSTFALL
“The high cost to communicate in SA
has been blamed largely on lack of
competition and the spectrum crunch.
The release of spectrum will be crucial
in reducing the cost of carrying data and
providing greater connectivity,” Magobiane
says.
Dlamini disagrees saying more spectrum

will definitely improve connectivity, but
when it comes to pricing there are other
factors involved. “Cost-effective network
deployment can help in reducing cost of
providing the services.”
Pater agrees that a number of factors
come into play in data pricing.
“More spectrum and correct spectrum
would make delivery of services relying on
high speed broadband less costly. With
decreased input costs, price of data could
decrease. However, operators still need to
invest in infrastructure and realise a return

More spectrum and correct
spectrum would make delivery of
services relying on high speed
broadband less costly.
Dobek Pater, director, Africa Analysis

2016’s National Integrated ICT White
Paper put forward the idea of a wholesale
open access network (WOAN), which
called for a shake-up of the previous
policy framework for spectrum allocation
in favour of an ‘open access regime’.
The ECA Bill was supposed to give
effect to the policy objectives set out in
the White Paper but in February 2019
Minister of Communications Stella
Ndabeni-Abrahams withdrew the bill from
Parliament ‘for further consultations’.
Most operators and analysts believe the
withdrawal was a good thing.
Dlamini says it allows the department
to take a step back and get a holistic
view on spectrum allocation including
taking into consideration the upcoming
5G requirements. Dlamini explains that a
major bugbear in the bill was the WOAN,
which met resistance from operators and
industry specialists.
“Although technically possible, there
was little work done on the business
case and viability of the model…The
WOAN component is the part that might
be taken out when the bill is tabled
again. A well thought modern spectrum
allocation model is required to allow
for 4G densification and efficient 5G
deployments,” Dlamini adds.
What remains unclear is how much
spectrum will be set aside for the
proposed WOAN and how much would be
made available to other operators.
“ICASA has indicated it will proceed
with the allocation of the spectrum.
However, it needs to first receive a
directive from the DoC to proceed. The
DoC has not indicated if and when it will
issue such a directive, post withdrawal
of the ECA Bill. One would assume
that allocation of this spectrum is very
important and a priority and the allocation
of 4G spectrum will still take place this
year,” concludes Pater.

PUBLIC SECTOR PRIORITIES | BRAINSTORM

18

DATA
Tamsin Oxford
Supplied

#DATAMUSTFALL
Will the mobile operator grip on the cost of data ever loosen as government and
advocacy groups push for change?
South Africans have been vocal
about the high cost of data for
years. In 2016, the shout
became a roar and in 2017,
ICASA published a notice in the
Government Gazette indicating its intent
to investigate the high cost of
communication in the country while the
Competition Commission set off on its own
mission to examine the high cost of data
in the South African context. In 2018,
ICASA hosted public hearings, the ANC
released an official statement questioning
the cost of data, and research from
JamLab further exposed the harsh realities
that surround data costs and low-income
South Africans. In 2019, the hotly
contested Electronic Communications
Amendment Bill was withdrawn. Will this
be the end of the battle for cost-effective
data as torn bills litter the landscape
alongside the trampled hopes of activist
and citizen? What actually lies ahead for
#DataMustFall?
“There has been some progress around
data expiry and roll-over regulations,”
says Arthur Goldstuck, founder of World
Wide Worx. “These should be treated
as a starting point, as a way for mobile
operators to get used to controlling
themselves and treating their customers
better.”
Goldstuck is referring to the ICASA
End-User and Subscriber Service Charter
amendment regulations that came into
effect as of February 28, 2019. These
regulations change some significant
goalposts around data management,
roll-over and customer visibility into how
their data is controlled. The regulations
effect some notable changes around
data roll-over and out-of-bundle charges.
To start with, the mobile operators are
unable to roll-over from in-bundle to outof-bundle charges automatically when a
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data package runs out – the user has to
pro-actively opt in to the charges first.
The data also won’t expire, users can roll
it over and manage it according to their
needs.

USE IT OR LOSE IT
“Until now, you have either had to use
your data in a hurry so it doesn’t expire
or you don’t use it completely and it
expires,” says Koketso Moeti, founder of
Amandla.mobi, an independent advocacy
organisation. “The new regulation ensures
that data will no longer expire so users get
their full value for money and they can
transfer data to other users on the same
network. Consumers will be also receiving
customised and relevant data usage
notifications that will allow for better

monitoring of data usage and minimise
the impact of bill shock.”
It’s an accurate term for that end-ofmonth realisation that the data used was
charged at an out-of-bundle rate that cost
far more than the pay cheque that just
landed in the bank. It is also one that’s set
to be significantly mitigated. It’s a step in
the right direction, especially in light of
how data costs have deepened the chasm
between the ‘haves’ and ‘have nots’.
“Low-income users have been
pickpocketed by the networks, especially
those using smaller bundles who haven’t
received adequate notifications that
they are running out of data, that they’re
paying out-of-bundle rates, and eating
into their airtime,” says Moeti. “Research
has shown that low-income users can only

There’s absolutely no question
that the lower the cost of data,
the more people will be able to
use online services and be
empowered.
Arthur Goldstuck
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Arthur
Goldstuck,
World Wide
Worx
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Public-private
partnerships
enable success
Laylaa Regal, national director of
Public Sector, Ricoh

For years, public sector organisations have been struggling with
more constraints than their private sector counterparts. This has led
to a unique set of challenges for public sector CIOs, who have – of
necessity – had to learn to do more with less.
The solution to this, says Laylaa Regal, national director of Public
Sector at Richoh, is public-private partnerships. According to her,
public-private partnerships will not only alleviate the challenges
currently being experienced, but will assist public sector organisations
in strategic planning, particularly in terms of the technology
landscape, allowing them to become enablers rather than just
solutions providers.
“Governments across the world are working towards becoming
enablers for their citizens, South Africa among them. We’re not
there yet, but by tapping into the skills and expertise of private sector
companies, public sector organisations can empower themselves to
achieve this,” she says.
“In order to be become an enabler, the focus should partially
still be on Solutions-as-a-Service and be considered the number
one priority for the whole of the public sector within South Africa,
especially in an election year. This is a strategic imperative that should
guide and inform everything being done in the public sector.”
She adds that the scale at which the public sector needs to
operate makes it very complex in terms of ICT infrastructure and the
underlying business processes required to drive the technology. The
result of this is that public sector organisations will always struggle to
be as agile as private sector organisations.

UNDERSTANDING THE DIFFERENCES
“Public and private sector organisations aren’t the same. They might
operate their businesses in a similar manner, but the public sector has
far more complex environments. The size of the environments plays a
major role in the types of solutions they need, and I think that vendors
and suppliers should get a lot closer to some of the challenges being
faced by public sector so that they can position themselves to provide
solutions to address these challenges.”
In fact, technology is a double-edged sword in the public sector.
On the one hand, the complex requirements create a need for huge
technology adoptions, and technology can alleviate a lot of the strain

the public sector is facing. On the other hand, the fact that the IT
budgets of these organisations aren’t as flexible and agile as those
of the private sector means that it’s a lot harder for them to gain the
innovation offered through new technologies.
Regal explains that there are a few technologies that the public
sector should be investing in to improve service delivery and to
move towards becoming an enabler rather than a service provider.
Hyperscale technologies, for example, will help these organisations to
deal with the amount of big data that they’re generating, and which
is growing exponentially on a daily basis. Not only will they be able to
better manage the volumes of data, but hyperscale technologies will
allow them to put that data to use in providing better services.
Similarly, interactive and display technologies can be utilised to
educate and inform the large quantities of people that visit public
sector offices on a daily basis. This will allow citizens to use selfservice type facilities that will free up civil servants to focus on more
important tasks.
Given the constraints in the huge amounts of print from within
government organisations, the public sector should definitely invest
in automated workflows, where print technology becomes the
enabler for automated workflows, Regal adds. “The cost reductions
can be significant, ranging between 9% and 15%. In addition, with
an increasing focus on security, smart print technology is going to
become more important in ensuring that confidential data isn’t easily
accessible to people who shouldn’t have access to it.”
Regal says that investing in technology is only part of the solution
and more focus should be put on upgrading the skill sets of employees
within the public sector. “The public sector should also be tapping in to
the skills within the SMME sectors as they’re well positioned to play an
important role in improving overall service delivery. This will also have
the positive spin-offs of job creation and providing more meaningful
participation in the economy for SMMEs,” she adds.
“Success in any business rests on the right technologies, with
the right people being able to use those technologies. Given the
constraints facing public sector organisations, partnerships with
service providers and vendors provide an effective means through
which these organisations can gain the skills and agility they need to
transform their businesses and become true enablers.”

www.ricoh.co.za | Info@ricoh.co.za | Sales@ricoh.co.za
+27 011 7235000

DATA

purchase smaller bundles of data and, at
a cost per megabyte, they are paying up to
11 times more than high-income earners
who can purchase larger bundles. This has
created two internets – one for the well off
who can search for jobs and opportunities
and one for the poor who cannot access
the full range of services on the internet.”
The world is moving online. Government
services, education applications, business
registration, advertising, job opportunities
– all these are increasingly accessible
online, which means low-income users are
disadvantaged from the outset. Unable to
qualify for contracts, they miss out on the
lower data prices embedded into these
contracts and end up paying far more for
their smaller prepaid bundles. They have
then been hit by out-of-bundle charges
and unexpected bills that further affect
their ability to benefit from access and
affordability. A fact that should leave a
bitter taste in any mouth when looked at
beside the financial reports released by
mobile operators and how much profit was
made thanks to out-of-bundle charges.
“There’s absolutely no question that
the lower the cost of data, the more
people will be able to use online services
and be empowered,” says Goldstuck.
“This accessibility provides people with
an enabling environment that can range
from job-seeking, to starting a business,
to just getting information about health
and education. All of these are critical
to society and can make a significant
contribution to change.”

COST AND ACCESS
The discussion around the cost of data in
South Africa has often been spoken about
as if data is expensive for every person in
the same way. It isn’t. The high-income
user has access to connectivity options
that aren’t there for the low-income user.
These include WiFi at home, free internet
at work, low-cost fibre and cheaper
contract-driven data costs.
“The low-income users who are largely
or solely dependent on mobile operators
for internet access are deeply affected
by their price tags on data and the
inequalities of smaller data bundles versus
larger data bundles,” adds Moeti. “It’s not
a blanket #DataMustFall, but a need to
have it fall for low-income users. I believe
that the report from the Competition

Commission will be key.”
Yet not all organisations are in
agreement around the #DataMustFall
conversation and whether or not it truly
does cost as much as South African’s
think it does.
“We’ve found that data prices in South
Africa are not as unreasonable as is often
claimed,” comments the Free Market
Foundation. “The narrative that data is
outrageously priced here is the result of
a cherry-picked investigation rife with
selection and confirmation bias. Prices
are influenced by the country’s size,
the population’s density, the available
infrastructure, subsidies, the extent of
regulation, spectrum availability, and
so forth. It isn’t enough to say that data
providers are being greedy profiteers and
to base regulation and legislation on such
a faulty narrative.”
The Free Foundation made a significant
contribution in the call to have the
ECA Bill withdrawn. The organisation
believes that if the government wishes
to reduce the high costs of data it needs
to deregulate, not introduce further
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legislation. Debate around the efficacy of
the bill is a moot point now, but perhaps
there should be further debate around the
equality of costs. While perhaps there’s
a point to be made in the cost to mobile
operator around legislation, the impact of
spectrum limitations and regulation, it’s
hard to see the point in the inequalities of
data bundle cost structures. There should
also be constant recognition of the fact
that internet access is critical to shifting
the economic inequalities of the country
and that #DataMustFall plays a critical
role in this shift.
“The internet is a democratising
tool that allows us to access and share
information, yet the research shows that
even though many South Africans have
access to devices that can access the
internet, they are mostly turned off,”
says Moeti. “They have to limit their
data usage thanks to the costs and this
prevents them from enjoying the full
range of benefits it can bring. This can
be anything from communicating with
loved ones to changing the face of
innovation.”
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Don’t get sunk by the
Databerg
Enterprises are
finding themselves
overwhelmed by
the sheer amount of
data they are storing
– chiefly because
the vast majority
of it is redundant,
obsolete or simply
unknown.

A

s the RMS Titanic tragically
found out, with an iceberg,
only 10-15% sits above water
and is visible, while the rest is hidden
beneath the waves. Because it is
unseen, it’s dangerous and sometimes
even deadly. It’s a very similar situation
when it comes to corporate data, as the
exponential growth of both structured
and unstructured data means that
more often than not, companies simply
do not know what they have or where
it resides. This lack of knowledge
leaves the organisation in danger of
an unexpected disaster that could
potentially sink the business.
David McMurdo, Regional Director,
South Africa at Veritas, points out that
the company recently undertook a
massive, independent research report
into organisational data management,
covering some 1 475 respondents
across 14 countries, with over 100
CIOs from South Africa participating in
the Databerg Survey.

veritas.com | +27 11 020 5250

“Specifically, we asked the CIOs questions around how
they would classify data within their infrastructure and the
answers were eye-opening. In South Africa it was found that
28% of the identified information within an organisation
could be classified as business-critical data, in other words,
that which is considered as vital to the ongoing operational
success of the enterprise. This would be clean data, which
has a recognisable business value and thus needs to be
protected and proactively managed,” he says.
South Africa is showing a significantly positive trend
compared to the EMEA region, where on average only 10%
of the data is classified as clean data.
“A further 31% of the information was identified as
being redundant, obsolete and trivial (ROT) data, which
encompasses information that is duplicated, out-of-date and
thus no longer has any business value to the organisation –
for example employees’ personal data, such as photos, that
are stored on their work computer and then are backed up to
the corporate servers.”
In the ROT data classification, South Africa has seen
a small improvement of 1% from the 32% shown in the
2016 survey.
While South Africa has seen a significant reduction in
the dark data from 58% in 2016 to 41% in 2018, the
real challenge, continues McMurdo, is still in the area
of dark data. Dark data is data whose value has not yet
been identified and is essentially the equivalent to the
underwater part of the iceberg. He adds that dark data may
include vital, business-critical information as well as useless
ROT data. Regardless of which, though, it is something that
consumes a lot of resources and needs to be identified as
soon as possible, so it can be properly dealt with.
“The report actually suggests that dark data will account
for wasted corporate resources of up to R11.8 trillion in the
EMEA region by 2020, unless organisations change their
behaviour toward information management. Doing so makes
sense – if you could free up nearly 60% of your current
storage infrastructure just by cleaning up your data, it’s easy
to realise the costs that would be saved.
“In order to avoid spiralling future data management
costs and the risk of sweeping sanctions, South African

organisations need to take action in order to reduce their
databergs by illuminating the dark data, losing the ROT that
currently clogs organisations and encouraging employees to
proactively maintain and manage that data which is vital to
the business,” continues McMurdo.
With the prediction that just over 51% of data will be
stored in the cloud in the next 12 months, it’s important
that companies pay attention to their ROT and dark data
to ensure only the business-critical data is moved to the
cloud.
“Once enterprises have such visibility”, he says, ”it becomes
easier to decide what data to keep and what to get rid of. It
also enables more informed business decisions to be taken,
while at the same time freeing up infrastructure and reducing
costs significantly.
Furthermore, it is worth noting that in an era where big
data and analytics are being utilised to gain competitive
advantage, these tools can only be effective if they are fed
the right information. Knowing what information you have
and what data is business-critical means you can deliver
clean data into the system, enabling your organisation to use
data to make better business decisions.
There are many ways to put a figure to the value of data
stored by an organisation. Typically, the cost of storing
and processing data has been by its business value. This
is the best way to manage data storage as it ensures
organisations aren’t paying to store either low-value data or
unnecessary amounts of data. In South Africa, between the
2016 and 2018 Databerg reports, businesses shifted from
52% of them evaluating their data in this manner, to only
37% in 2018.
Budgets could be negatively impacted by allocating budget
according to data size rather than business value”, cautions
McMurdo.
“In the end, if South Africa organisations truly want to
begin leveraging their vast reservoirs of data to boost
customer service and improve their business capabilities,
they need to gain clear visibility of their information, take
action on that which is no longer needed and, ultimately,
assume control of their data in a manner that will significantly
improve their business,” he concludes.
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DIGITAL TV
Natasha Meintjies
supplied

DIGITAL TV: IS THERE
STILL A POINT?
With a renewed focus
on technology, South
African TV sets should
finally go digital.

Musa
Kalenga,
Brave
Group

Government has increased its
focus on information
communication technology as
a way of delivering services to
South Africans.
Yet, commentators say this
appreciation of the value of ICTs simply
isn’t enough – especially when it comes
to the much-delayed digital broadcasting
migration project.
This increased appreciation of ICT
comes as South Africa is advancing
into a world characterised by the Fourth
Industrial Revolution – that era in which
we will see lines blurred between the
physical, digital, and biological spheres.
One key project that can help us get
there, because it will free up the spectrum
we need to provide affordable broadband
to everyone, is digital terrestrial television
(DTT) – moving from an outdated analogue
signal to a digital one.
Initial deadlines set: Switchon in November 2008
and analogue turns-off in
November 2011.

2006

SA decides to migrate
using the European DVB-T
standard.

BRAINSTORM | PUBLIC SECTOR PRIORITIES

2007

Process halts as DoC
ponders using the Brazilian
upgrade of the Japanese
ISDB-T standard

2008

Pilot digital television
starts.

2010

2011

The Southern African
Development Community
selects DVB-T2.
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The consequence of all of this
is that South Africa is almost five
years overdue on the International
Telecommunications Union’s
2015 deadline to switch off
analogue terrestrial television,
with the digital dividend still a
distant dream.

However, South Africa is at least three
years behind where it should be when it
comes to DTT migration, and has vowed
to finally wrap up the project, some 14
years after signing the Geneva convention
that kick-started it all.

CRITICAL
Despite the delays, the Department
of Communications – the custodian
of migration – sees digital migration
as ‘critical to transforming the
communications sector’.
Although the department did not
respond to a request for comment,
National Treasury’s Estimates of
National Expenditure – the document
accompanying the Budget Speech
that details spending plans for each
department – indicates digital television
will be fast-tracked.
To meet its targets – now under a new
delivery model adopted last year – the
department will spend R96.9 billion over
the next three years, in addition to what it
has spent since 2006.
To make digital TV an inclusive reality,
citizens will need decoders, or set-top
boxes, which will be delivered via retail
outlets. State signals provider Sentech

Charley Lewis

will deliver the service, and it will be
rolled out in phases.
Finally migrating, which is set to start
in earnest when the Free State’s analogue
signal is switched off this year, will see
South Africa finally join countries like
Zambia, Kenya, Rwanda and Malawi,
which have already moved over.

NAYSAYERS
However, numerous delays have not
earned the respect of commentators.
Industry veteran Adrian Schofield is
surprised South Africa is even still on this
journey, having strayed off the migration

SA aims to finally turn on
digital TV

2012

SA set to launch digital
TV towards the end of the
year, which is delayed.

2013

2015

ITU will stop
protecting analogue
broadcasts in the
middle of the year.

road so many times in the past.
“There was nothing difficult about
the migration…But South Africa has its
own challenges, so the migration was
never just a matter of technology and
funds,” he says, referring to government’s
ambitious plans to use migration to
catalyse an electronics industry and boost
SMEs.
Sadly, this means that freeing up
spectrum, for use to provide broadband,
has been delayed longer than it should
have been. “What is apparent to everyone
is that the pace of development in the
technology sphere is inexorable. If you

Free State to become the
first province to turn off
analogue.

2019

2020

South Africa to complete
migration by the end of
the year.
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DIGITAL TV

Dr Charley Lewis,
independent analyst and
researcher

don’t allocate spectrum to operators,
they find new ways of using existing
spectrum.”
Given the endless delays Dr Charley
Lewis, independent analyst and
researcher in ICT policy and regulation,
adds: “I think South Africa is wandering
down a blind alley.”
South Africa has seen several delays,
from policy vacillation and commercial
interference to regulatory capture and
corruption.
“The consequence of all of this is that
South Africa is almost five years overdue
on the International Telecommunications
Union’s 2015 deadline to switch off
analogue terrestrial television, with the
digital dividend still a distant dream.”
What this means, Lewis explains, is a
continued lack of high-demand spectrum
and ongoing high costs to communicate,
while the broadcasting sector continues
to advance through other technologies.
As a result, says Lewis, we now have
a television divide to go with our digital
divide as affluent households have access
to digital and streaming television, while
poorer or more rural counterparts are
restricted to far more limited, poorerquality menu of analogue programming.
As a result of television and broadband
advances, he opines, “these market
trends suggest that the days of terrestrial
television are numbered.”
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However, Musa Kalenga, Chief Future
Officer at Brave Group, argues that
DTT will broaden opportunities for new
terrestrial broadcasters to enter the
market, enabling competition in the pay
TV market. “The legacy entertainment
construct will be challenged by new, more
consumer orientated models.”
However, pushing through with the
digital migration will likely exacerbate the
digital divide, says Lewis, adding that the
window of opportunity is rapidly closing.

South Africa would be well advised to
rather consider a full-blown switch to
satellite instead.
At the same time, Lewis notes, there’s
a group of television viewers too wealthy
to receive subsidised STBs, yet have a
limited ability to afford the decoders on
their own. “As things stand, it’s likely that
many of the missing middle households
will migrate to satellite subscription
services, further undermining the viability
of DTT. It’s a disaster.”

HACKATHON
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Joanne Carew
Supplied

THE HACK NATION
The hackathon trend has been around for a while and now the public sector is
taking note.

SITA HACKATHON
SUCCESS
In September last year, over
200 young and tech-savvy
innovators gathered at the
University of Johannesburg for
the first National Public Service
Hackathon. Aimed at improving public
service delivery, the weekend-long
hackathon called on participants to
develop ideas to address some of the main
challenges government is facing. Keen to
develop creative strategies to deliver
much-needed services, the issues this
creative group tackled related to
maternal health services, household
safety, youth skills and unemployment.
Government can derive value from
hackathons in various ways, says Lianne
du Toit, founder of HackON. Not only do
hackathons create innovations that tackle
real world problems, they also provide
a space for different entities within the

public, private, student and government
sectors to collaborate. Hackathon events
also offer the opportunity for people who
have similar interests to brainstorm and
share their ideas, she says.
Tiyani Nghonyama, COO at Geekulcha,
says South African techies love a
challenge and hackathons enable a very
innovative and competitive environment. If
we think of hackathons as crowdsourced
problem solving, it makes sense that
governments use these initiatives as a
cost-effective mechanism to innovate. And
the concept serves a dual purpose. When
companies and governments make their
data openly available on the internet, it
satisfies society’s need for information,
providing businesses and the public sector
with the chance to leverage new ideas and
uses for this data.
Wesgro’s head of investment

If a process to keep
hackathons ‘sustainable’ is not
created, hackathons run the risk
of being another fad that will
soon die out.
Nivashini Narsiah, Deloitte

In 2018, the first ever national
hackathon was launched, appealing
to the whole nation – public and
private, old and young and technical
and non-technical – to get involved,
says SITA’s Mickey Bond. Provincial
activations were launched across
the country and groups were
encouraged to formulate their own
problem statements in response
to SA’s service delivery issues.
After various provincial elimination
events, the event culminated in the
national competition held at the end
of November 2018. In 2019, SITA
will continue working on similar
hackathon initiatives, she notes,
adding that there was so much
traction from the 2018 event that
they could not imaging halting
it now.
“With the rise in technology,
the power of innovation certainly
lies in the hands of the citizens.
Hackathons provide fun, creative
and collaborative spaces where
we can rally the nation behind
service delivery improvement while
entrenching innovation culture in
South Africa,” says Bond.
Imagine a hackathon with the
same appeal as a popular TV
show like Idols where participants
compete to create real ICT
solutions and do so for real prizes.
And the winners get to share in the
commercial success of their ideas.
This kind of thing will certainly set
public sector hackathons apart
and ensure that all participants
and stakeholders truly benefit from
these events.
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HACKATHON

HACKING IN
ACTION?

Nivashini Narsiah, Deliotte

promotion, James Milne, agrees. “The
hackathon concept should allow the
commissioning entity to derive value by
attempting to solve challenges via novel
and innovative concepts. These ideas
can then be practically implemented to
enhance existing business models and
potentially change lives. For hackathon
participants,” he says, “the challenge
must be attractive and unique enough to
pique the interest of young and innovative
solution-makers.”
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But governments can only derive
value from such events if they have
a sustainability plan in place post
the event, asserts Nivashini Narsiah,
associate director of enterprise solutions
for government and public services at
Deliotte. She says the solutions created
during hackathons must be championed
by a single government department so
that they can be evaluated, rationalised,
prioritised and implemented effectively.
This makes it possible for government

Tiyani Nghonyama, from
Geekulcha, notes that a great
deal of momentum has been
growing around hackathons in
the local public sector. He
highlights a few key initiatives
that showcase this trend:
1) South African Open Budget
Portal – Vulekamali: Budget
Data Hackathon hosted
by National Treasury in
collaboration with Imali Yethu
(a coalition of Civil Society for
Open Budgets).
2) National Ignite Hackathon for
Service Delivery: Held in
September 2018, Ayanda
Dlodlo, Minister of Public
Service and Administration
hosted over 200 techies
as part of a weekend-long
hacking event.
3) The Open Data South Africa:
A government initiative, in
collaboration with Geekulcha,
hosted around the country
with data provided from
various government
departments.
4) NCDev Hackathon: SA’s
only provincial hackathon
spearheaded by the
Northern Cape Department
of Economic Development
and Tourism and is hosted
in the most rural or remote
areas to the cities. It has
given rise to tech startups
and accelerated tech skills
development in the province.
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WHO OWNS
THE IP?
Traditionally, and ideally, hackathon participants
reserve a right and own the IP of the solutions
they work on at hackathons, says Geekulcha’s
Tiyani Nghonyama. Issues of IP must always be
communicated effectively to the participants
before things get underway.
Each hackathon will have a different
outcome depending on the objective, says
Lianne du Toit from HackON. When a group
of hackers get together for a good cause,
they will likely want to share their ideas and
code with the world via an open source
approach, which means that anyone can
use their idea and build on it. In contrast,
at corporate hackathons, it is common that
the outcomes will be the property of the
sponsor of the hackathon.

The days of
siloed thinking
are over, solving
challenges in the
21st century is
all about
collaboration.
Lianne du Toit

to start reaping the benefits from the
solutions and seeing a real return on
investment.
Participants will only derive value
from the events if they believe that
government is going to take their solution
forward, says Narsiah. “If a process
to keep hackathons ‘sustainable’ isn’t
created, hackathons run the risk of being
another fad that will soon die out.”
Follow-through is essential for anything
to come of the hackathon, continues
Du Toit. The hackathon should be seen
as a starting point, not the end point.
The event is just an occasion, what
you do with the insights and how the
concept gets deployed is what is critical
to the success of a hackathon. While
most government hackathons have good
intentions, it’s important that people with
the necessary skills are enlisted after the
event to implement the solutions, she
says. For the hackathon to work, a team

who can see the innovation or idea through
to implementation is key to its success.
Hackathons can also serve as a vehicle
to support governments in the creation of
SME and entrepreneurs in the country,
says Narsiah. Should the potential be
identified at a hackathon, government
must create the necessary incubation
platforms to offer the right support in
developing these SMEs and entrepreneurs.
Creating a culture of innovation has to
start with leadership, she says, suggesting
that governments could even offer
incentives to the private sector to work
with startups and play an active role in
their development.
Creating an enabling environment for
startup businesses and entrepreneurs to
thrive is crucial, says Milne. This includes
facilitating access to international markets,
removing red tape and enhancing access
to funding and training.
Narsiah says, governments must provide

the right support to the person or team
that created the idea to develop it further
and get it implemented. Government
can then reap the socioeconomic
benefits that such a solution will have,
while supporting the creation of a SME
business in the process. In order to
reap the full benefits of the outcomes
of hackathons, government must find a
way of consolidating these outputs and
ideas so that they can be shared via a
common platform.
“The days of siloed thinking are over,”
says Du Toit. “Solving challenges in the
21st century is all about collaboration.
It’s about bringing together different
stakeholders from different communities
and with different interests and
experiences to solve society’s wicked
problems.”
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CYBER CRIMES BILL
Rodney Weidemann
Supplied

CYBER CRIMINALS BEWARE!
South Africa’s Cyber Crimes Bill is set to go before the National Council of
Provinces for approval and once passed, should give authorities the power
required to effectively police this new criminal domain.

Unlike most illegal activities,
cyber crime is unusually
difficult to police, as it’s
essentially something that
happens at the speed of
broadband. Successfully combating cyber
crime therefore requires real-time
detection and investigation, often by
different agencies in different countries.
Not surprisingly, cyber crime has
exploded internationally in the past several
years, in tandem with the surge of online
data. South Africa has not been immune
to it either, with regular reports of phishing
attacks, identity theft and other online
crimes attesting to this.
The Cyber Crimes Bill, passed by the
National Assembly in November 2018,
represents a significant step forward in the
country’s efforts to combat this onslaught.

A BILL WITH TEETH
According to Jason Jordaan, principal
forensic analyst and MD of digital
forensics firm DFIRLABS, the Cyber
Crimes Bill is at an advanced stage
of deliberation through the legislative
process, and he’s hopeful that it’ll be
passed this year.
“There should not, in my opinion, be
significant opposition to the bill,” he says.
“Despite its necessity though, I don’t
think that the bill will initially have a
massive impact, because it will take
time for investigators and prosecutors
to familiarise themselves with the new
offences and procedures that the legislation
makes provision for. However, when they
actually start making effective use of the
new criminal procedures available, I believe
this bill will offer authorities the power with
which to fight cyber crime in South Africa.”
Jordaan adds that the bill has been
robustly debated by many in both the
public and private sector and extensive
input was made from all sectors.

BRAINSTORM | PUBLIC SECTOR PRIORITIES

Tatum Govender, Norton Rose Fulbright

“Personally, I think the Department of
Justice and the Parliamentary Portfolio
Committee on Justice have both done a
great job in considering all the changes
presented, which have all been aimed at
making the bill more robust.”
Tatum Govender, an associate in Norton
Rose Fulbright’s technology and privacy

team, explains that the changes mentioned
encompass a number of recent revisions.
“These revisions include bringing
certain wording into line with the
constitution, designating cyber bullying as
a separate crime, revising the definition
of ‘computer’ to include programmable
devices of all kinds that can connect to
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The whole world is currently
enacting laws related to cyber
crime, so it’s vital for us to do the
same, but just as crucial as
proposing the legislation is the
speed of implementation.
Tatum Govender, Norton Rose Fulbright

the internet, and a focus on intellectual
property in its entirety, as opposed to
simply looking at copyright,” she says.

DO SAPS HAVE CAPACITY?
Of course, while the bill itself has been
strengthened, Govender believes that
policing it will still remain an issue for
some time. The nature of cyber crime,
she continues, is such that the people
investigating it will need specialised skills,

so significant upskilling of the existing
investigators within the SAPS will thus be
necessary.
“The whole world is currently enacting
laws related to cyber crime, so it’s vital
for us to do the same, but just as crucial
as proposing the legislation is the speed
of implementation. Not only must it not
take too long to get the law enacted from
the perspective of keeping pace with the
international community, but data security

and protection are also critical in attracting
foreign investment – something South
Africa desperately needs,” she points out.
Jordaan agrees that policing and
prosecuting the offences will be a
challenge, due to the simple reality
that government doesn’t have adequate
capacity, either in the investigation of
cyber crime or the prosecution thereof.
“While I’m certain that government
would never admit to it, we see
deficiencies of this nature on a daily basis.
To deny that it exists is just sticking one’s
head in the sand. Therefore it’s important
for government to realise that fighting
cyber crime is something that requires
very specific and specialised skills, which
they must obviously be prepared to invest
in,” he says.
“Government should also leverage the
skills and knowledge that already exist in
the private sector. Remember that cyber
criminals do not care about gender, skin
colour or political affiliation – they just care
about winning and meeting their illegal
objectives. Ultimately, if we want to fight
cyber-crime effectively, we need the best
people, in the right positions and with the
relevant skills – regardless of their sex, race
or nationality,” he concludes.

SOME KEY STRUCTURES
The Cyber Crime Bill establishes a number of structures designed to assist law enforcement
authorities in combating cyber crime.
National Cyber Crime Centre

24/7 point of contact

Cyber Command

This is expected to be established
within the South African Police
Service and will be responsible for:
• establishing a cyber forensics
capacity
• developing measures to deal with
any impacts of cyber security on
law enforcement
• analysing cyber security incidents,
trends and vulnerabilities.

A key difficulty at present is that
cyber crime happens more quickly
than legislation. Building a winnable
case requires specific skills and
investigation techniques, together
with prosecutors who understand
the cyber crime environment. It is
therefore important to facilitate close
co-ordination between the police,
which investigates these cases and
the prosecutors who try them. The bill
therefore establishes a 24/7 point of
contact operating around the clock
and bringing together police and
prosecutors with relevant knowledge
and experience of cyber crime so
as to facilitate and speed detection,
investigation and prosecution.

The bill also establishes a network
of other cyber security structures
to design and implement cyber
security policy within South Africa. A
Cyber Command will be established
within the Department of Defence
to develop the cyber offensive and
defensive capabilities of the South
African National Defence Force.
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CYBER SECURITY BILL
Rodney Weidemann
Supplied

SECURING
THE CYBER WORLD
As the Cyber Crimes Bill ambles on its way towards becoming legislation, it’s
worth looking at the part that was excised early on, namely the cyber security
aspect, and whether this warrants a bill of its own.
There’s no doubt governments
are increasingly growing
concerned about cyber security,
driven at least partly by rising
access to the internet, the
growing ubiquity of social networks and
the increasing reliance on digital
government services. Moreover, there’s
also an ever-spiralling range of threats
arising from foreign powers, terrorists and
criminals.
In the public sector in particular, these
complex issues span across all government
departments, requiring the state to create
legal frameworks and agencies to both
protect data plus assisting businesses
and citizens with advice, not to mention
ensuring a sufficient supply of skilled
technicians and engineers.

Jordaan adds this was an overreach on
the part of the intelligence services and an
attempt to control the cyber domain.
“Personally I don’t think that at this
point in our history we should even
attempt to have a Cyber Security Bill.
This is particularly true in light of the fact
that we already have the Protection of
Personal Information Act (PoPI), which
already addresses various aspects of cyber
security, and yet remains unimplemented.
Before we even think about new cyber
security legislation, my advice is enact the
legislation we already have.”
Sizwe Snail ka Mtuze of Snail Attorneys
at Law, and a member of the ICT Review
Panel of the DTPS, also describes the
move to remove the cyber security element
in the bill as a good one.

“This is not to suggest that a standalone
act dealing with cyber security doesn’t
necessarily remain a requirement. It’s my
view that government should try and draft
a standalone bill that addresses critical
information infrastructure in relation to
cyber terrorism, cyber defence and cyber
warfare – areas that clearly need to be
regulated as well,” he says.

ENFORCEMENT ISSUES
Snail ka Mtuze adds that, as the name
suggests, cyber security deals directly with
the security of data.
“Cyber security and cyber crime have a
common denominator called vulnerability.
If your system is vulnerable and there are
no correct security measures in place,
then you are more likely going to be a

SPLITTING MORE THAN HAIRS
When the Cyber Crimes Bill was initially
planned, it focused on both cyber crime
and cyber security, before the two areas
were split. Jason Jordaan, principal
forensic analyst and MD of digital
forensics firm DFIRLABS, points out that
this was a good thing.
“The original Cyber Crime and Cyber
Security Bill was an interesting hybrid,
as the cyber crime section was written by
the Department of Justice, with the cyber
security section having its genesis with the
South African intelligence services. While
the cyber crime section was necessary
for South Africa to ratify the Budapest
Convention, the cyber security section was
not,” he says.
“The simple reality is that the cyber
security section always felt tacked on as a
means of giving the intelligence services
significant control over cyber security, and
affording them the opportunity to impose
all sorts of standards and controls.”
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It’s my view that government
should try and draft a standalone
bill that addresses critical
information infrastructure in
relation to cyber terrorism, cyber
defence and cyber warfare –
areas that clearly need to be
regulated as well.
Sizwe Snail ka Mtuze
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A MATTER OF INTELLIGENCE
It’s most likely a good thing that
government did not go forward
with its attempt to legislate cyber
security as was originally proposed,
says Jason Jordaan of digital
forensics firm DFIRLABS.
“I feel doing things this way would
have negatively impacted on not
only future foreign investment, but
current investments in South Africa.
This is simply because the bill as it
stood gave the intelligence services

target of cyber criminals. If data is not
secured properly, it can easily end up in
the wrong hands, resulting in misuse or
criminal use of it,” he says.
“With the cyber security section of the
bill going back to the drawing board,”
says Jordaan, “the issue of enforcement
capacity has not come up. However, I
believe it’s a good thing this was done, as
government does not really have adequate
capacity to address cyber security.”
He says one thing that’s clear is the fact
that government has created the Cyber
Crimes Bill and has passed legislation such
as the PoPI demonstrates that we are at
least cognisant of the need for our law to
keep up to date with technological change.
“The real problem, of course, lies
not in the desire, but rather in the
implementation. If one looks at what has
happened with PoPI and the length of
time it has been talked about, yet it has
still not been put into practice, you can
see that, as a nation we are way behind
the global average when it comes to actual
implementation.”
“Despite this, government needs to be
really careful with introducing a whole
new Cyber Security Bill. Ultimately, cyber
security needs to be the responsibility of
every organisation individually, and while
I think government can play a role in
improving overall awareness of the need
for cyber security, it really has no need to
be responsible for anything cyber security
related, except for that which is required
by the state itself,” he concludes.

the power to set and impose cyber
security standards, at the costs to
organisations.”
“While standards are a good
thing, it’s concerning to attempt
to vest these standards in the
national intelligence services, which
is certainly something that most
private organisations would not be
happy with,” he says.
In essence the intelligence services
could define controls and standards

that needed to be complied
with, even if these may have not
been in the best interests of the
organisations.
“Besides which, it seems quite
pointless to have such a focus on
cyber security – particularly when
most of what this bill focuses on had
already been dealt with under PoPI
– until such times as the latter is fully
enacted and working.”

Sizwe Snail ka Mtuze, Snail Attorneys at Law
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How Huduma embraced
digital transformation for
social good
From extreme challenges to a U.N.
award, Kenya has embraced digital
transformation to improve lives.
In 2008, the president of Kenya
launched Vision 2030 to help
transform the country into a ‘rapidly
industrialised, middle-income nation’
by 2030. The African nation began
its journey in 2009 via a massive
fibre optic cable project to bring
affordable internet connectivity across
the country. In 2010, the government
replaced the constitution. Then in

2011, legislation such as the Urban
Areas and Cities Act helped bring the
new vision to life. Finally, in its efforts
to empower citizens and reduce
corruption, the government founded
Huduma Kenya.

Overcoming extreme
challenges

“Kenyans were having major
challenges in accessing public
services,” says Jacqueline Otwori,
director of business process reengineering for Huduma. “Public
service delivery points were full of long
queues, manual process, sometimes

distance and travel costs. Citizens
had to travel to Nairobi, Kenya’s
capital city, for identity cards, birth
certificates and other governmentissued documents.
“Being the only centre in the
country, it was very cumbersome.
The crowds were huge,” says Alice
Shiundu, a Huduma Centre manager.
“People didn’t have money. Sometimes
they had to sell their goat to get a
bus ticket to come to Nairobi. Coming
here on the first day didn’t mean they
would get the services finished. They
had to go back, sell another goat,
come again the next day.”
The nation needed to decentralise
and expand the availability of
government services. It had to be done
securely, efficiently and affordably.
And for the Huduma team, their fellow
Kenyans needed a way to live happier,
more successful lives.

Improving government
services

corruption incidences. And we thought
this can’t continue, so we needed to
transform the way services were being
offered to Kenyans.”
The Huduma programme aims
to improve access and delivery of
government services to its citizens.
The five core values that guide
Huduma are:
• innovation
• transparency
• courtesy
• efficiency
• integrity.
The greatest challenges of accessing
Kenyan government services was

www.vmware.com/za |
bnhlabathi@vmware.com

“Our goal as Huduma is to transform
public services to citizens in a onestop-shop model. Pretty much every
government document that a citizen
may need is available in our centres,”
says Martin Mirero, CIO, Huduma.
From birth certificates to healthcare
and national IDs, citizens rely on
government services in every stage
of their lives. Branch offices in Kenya
would deliver these services to citizens
closer to home, but the ‘how’ was
challenging.
How could they take the manual
services in the old single-branch
system and make them available – and
efficient – across the country? The
answer: digital transformation.
The team focused on building a
unified technology architecture to
transform how they access and deliver
services, including:
• cloud
• digital workspace
• networking

@vmware_za | +27 11 513 4824

• mobility
• security.
The result is a modern digital
foundation for innovative and powerful
transformation that benefits all
Kenyans. The Huduma team now
supports 52 branches that serve up to
30 000 citizens daily in 47 counties.
“Today, we’re sort of an integration
layer between government back office
and the citizens. The VMware platform
helps us run our private cloud. And
that not only gives us flexibility,
but also enables us to secure our
environment from one central place,”
says Mirero.
Huduma uses VMware Cloud
Foundation and VMware Workspace
ONE with Horizon to virtualise and
centrally deliver desktops in the local
Huduma centres. With this digital
foundation in place, Huduma instantly
and quickly deploys new services and
updates. And since no application
data touches the remote desktops, the
integrity of the transactions can be
guaranteed.

Social good through digital
transformation

The Huduma team took massive
strides toward its Kenya 2030 goals,
embracing digital transformation
to improve access to government
services. The programme’s success
was celebrated across the world,
culminating with the UN Public Service
Award on Improving Delivery of Public
Services. For citizens, Huduma’s value
is life-changing.
A recent internal study cited
that Kenyans saved millions in
transportation costs, and reduced
the number of visits and time spent,
compared to the old system. The
report also cited that Huduma centres
contributed to lowering government
corruption by 96%.
“It’s extremely humbling to know
that the things we do here have an
impact,” says Mirero.
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POPI
Admire Moyo
Supplied

FINAL PoPI REGULATIONS –
RELIEF AND DISAPPOINTMENT
The final regulations of the PoPI Act do not help organisations to interpret the
law or make it easier for them to comply.
As 2018 drew to an end the
Information Regulator in South
Africa published the final
Protection of Personal
Information (PoPI) Act
regulations.
PoPI aims to promote the protection of
personal information processed by public
and private bodies by, among others,
introducing certain conditions for the
lawful processing of personal information
so as to establish minimum requirements
for the processing of such information.
Commenting on the passing of the final
regulations, John Giles, MD at Michalsons,
says the PoPI regulations do not change
the law as set out in PoPI Act much as
these regulations are largely administrative
in nature.
“The Information Regulator needs to
announce the commencement date, which
should be done now. The commencement
of PoPI doesn’t need to wait for the
Information Regulator to be fully
operational.”

NO PROTECTION FOR DATA
SUBJECTS

John Giles, Michalsons
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According to Giles, PoPI places the
responsibility on responsible parties within
organisations (and not the Information
Regulator) to protect personal data.
“Data subjects in South Africa
currently have no protection. If PoPI
commences today and the regulator is
only 10% operational, data subjects will
be 10% better off than they are now.
This illustrates why the commencement
date should not wait for the regulator to
be operational. In any case, the regulator
will have the grace period of one year to
become fully operational.”
The PoPI Act will become effective one
year after the commencement date. The
commencement date is up to the regulator.
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“We hope it will be as soon, but no later
than the middle of 2019,” says Giles.
“For those who were hoping that these
PoPI regulations were going to provide
practical guidance on how to comply
with the PoPI Act, I’m afraid you will be
disappointed,” says Giles
“The regulations are only eight pages
long (with an additional 35 pages of
forms), and these regulations don’t
help organisations to interpret the
PoPI Act or make it easier for them to
comply. There are no clear controls and
the accountability is still left with the
responsible party to apply the conditions
to their circumstances. This is very much
in line with what we have been saying
for years; the regulations are not going
to substantially change what you must
comply with,” says Giles.
“For those who were fearful that the
PoPI Act regulations were going to create
extra compliance requirements, I’m
pleased to say you will be relieved. There
are very few extra requirements, except
for the impact that the forms might
have,” he adds.
The Information Regulator is, among
others, empowered to monitor and enforce
compliance by public and private bodies
with the provisions of the PoPI Act in
South Africa.

her appointment was confirmed by the
president on 26 October 2016.
Also on 26 October 2016, the president,
in terms of section 39 of the PoPI Act,
and on the recommendation of the
National Assembly, appointed members of
the Information Regulator with effect from
1 December 2016.

ARE YOU READY?
Security solutions provider Sophos’
commissioned survey, which ran online
with ITWeb, revealed that only 34% of
survey respondents felt their organisation
was going to be ready to meet the PoPI
requirements.
This means that nearly two thirds of
organisations have yet to put the right
processes and technology in place to
protect personal data, which could see
them having to pay heavy fines to the
supervisory authority if the Information
Regulator reveals non-compliance with
PoPI legislation.
The study further revealed that an
overwhelming majority of respondents
(77%) believe that their organisation
will suffer reputational damage if fines
for non-compliance were imposed.

The reputational damage can be more
damaging than the financial penalties, as
it involves loss of good will and customer
trust.
Pieter Nel, regional manager, Sophos
South Africa, says: “The best way to
prepare for PoPI is to implement a solid
data protection strategy that guards
against loss of data whether through
malicious or accidental methods.
“Creating a data protection strategy
can be a daunting process, especially if
it hasn’t previously been a focus area for
organisations. Securing against major
threats that cause data breaches is a great
place to begin.
“Even if organisations don’t have
dedicated PoPI teams, we would
recommend there should be some
ownership and responsibility to make the
organisation PoPI compliant. However,
without a clear understanding, there
will always be some lapse in PoPI
implementation.
“Even if an organisation outsources it
to a third party, it’s crucial organisations
have a deep internal understanding of
the PoPI Act and its influence on the
organisation,” concludes Nel.

POPI TIMELINE
The PoPI Act was signed by then president
Jacob Zuma on 19 November 2013 and
published in the Government Gazette on
26 November 2013.
The purpose of the PoPI Act is to ensure
all South African institutions conduct
themselves in a responsible manner when
collecting, processing, storing and sharing
another entity’s personal information by
holding them accountable should they
abuse or compromise personal information
in any way.
On 10 May 2016, the Portfolio
Committee on Justice and Correctional
Services shortlisted five candidates for the
office of Information Regulator.
On 17 May 2016, former IEC
chairperson, advocate Pansy Tlakula,
was recommended as chairperson of the
newly formed Information Regulator, and

“The best way to prepare for
PoPI is to implement a solid data
protection strategy that guards
against loss of data whether
through malicious or accidental
methods.
Pieter Nel, Sophos
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DIGITAL TRANSFORMATION
Adam Oxford
GCIS

CHANGE AT
THE HEART OF
GOVERNMENT
TECHNOLOGY
SITA is on a mission to redefine itself for the
digital age. The agency’s new CDO Jacques
Loubser outlines what this means for public
sector IT.
Big things are underway at SITA.
It’s in the middle of a massive
project to develop and deploy
the Government Private Cloud
Ecosystem (GPCE), which will
transform the way public sector agencies
procure and use IT. The vision for GPCE is
huge, and is planned to make government
at every level more efficient, more available
and more secure.
To help evolve the platform and
take responsibility for the change
management that must accompany digital
transformation, SITA has created a new
executive department and employed its
first chief digital officer (CDO), Jacques
Loubser, who helped drive BCX to national
success in several roles over nearly two
decades, including – for ten years - CIO.

FIRST IMPRESSIONS
“It’s a very interesting company, and
there’s a big difference between the public
perception of SITA is and what it’s like on
the inside,” says Loubser.
“The people and their willingness to
collaborate, and the technical skills inside

the organisation make me very excited. It’s
a warm place, it’s a family place.”
Loubser left BCX in early 2018, to
work as a freelance consultant. He had,
he says, several options open to him,
including offers of work in the US.
“At BCX my impact was always about
operating profit and shareholder value,
and always about the customer value
proposition,” Loubser says, “But I wanted
to make a bigger change. A lot of people
sit and look at government as active
critics, I wanted to be a passive critic and
active participant.
“When the opportunity to join SITA
came up I didn’t think twice.”
Loubser says that he was inspired by
the vision of former CEO Setumo Mohapi,
and the progress that the organisation
has made towards renewing itself as
the government’s main IT procurement
channel.
His job is to help ensure the success
of the GPCE by driving the digital
transformation agenda within SITA and its
customers in government.
“If I do it well, I won’t be needed in
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Jacques
Loubser,
SITA
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Better connectivity for all
When Cyril Ramaphosa was sworn in as president of South Africa in 2018, optimism in
the country rose significantly as he began making efforts to turn things around. Core to
this is ICT, which supports the president’s objectives of poverty alleviation through job
creation, presenting a number of opportunities that can be exploited.

Andrew Matseke, CEO, Broadband Infraco

According to Andrew Matseke, CEO of
Broadband Infraco, ICT can help to bridge
geographic distance and space, enabling
the dissemination of information, as well
as finding job opportunities, many of which
would not have been possible for the
greater percentage of citizens.
“ICT can be of particular benefit to rural
communities, which represent a significant
share of the poor and marginalised citizens
of South Africa. A good example here
would be how it can help to cultivate a
thriving agriculture sector, once farmers
are upskilled with modern technology
methods for better productivity. ICT could
also assist the aggregation of supply for
the retail sector, not to mention providing
farmers with access to markets beyond their
immediate geographies,” he says.
Matseke indicates that Broadband
Infraco’s role here is to ensure that the
delivery of these services is not limited
to the commercially viable areas alone.
Instead, it is tasked with ensuring the digital
inclusivity of all members of society.
Phumza Dyani, the company’s Chief of
Marketing and Sales, indicates that there
was a need to rethink the services as
well as commercial models in support of
inclusivity for all. These would be services
that support the financial feasibility of
government’s quest for education for
all, and the cost-effectiveness of data
in support of entrepreneurship and job
creation. Also pertinent will be the security
of users, particularly the youth that will
receive education through ICT.

EDUCATION AND HEALTHCARE

Phumza Dyani, Chief Marketing and Sales Officer,
Broadband Infraco

info@infraco.co.za | +27 11 235 1600
www.infraco.co.za

In this regard, the company is heavily
involved in SA Connect, a project that
is specifically aimed at connecting rural
communities. Matseke suggests that
Broadband Infraco’s involvement ensures
that the vast reach of its network is used
to extend service to remote parts of the
country.
“SA Connect is specifically about
connecting facilities like schools, clinics

and other healthcare facilities in rural areas
and small towns that fall outside the ambit
of the larger metropolitan municipalities,”
Matseke says.
He explains that the project is
currently in phase one, which involves
implementing some 6 000 sites across
eight district municipalities. These
municipalities are situated across all
provinces, with the exception of Gauteng
and the Western Cape.
“Once we have the minimum connection
in place – which is a 10Mbps link, far
more than most rural clinics or schools
would require – the idea is to partition
it and reserve some for other uses, such
as a WiFi network for the patients. Then,
further down the line, the plan is to use
the educational or healthcare facility as
a hub to provide access to the broader
surrounding community as well.”
The first phase of SA Connect, continues
Matseke, will be implemented over a
three-year period, which began in 2018.
Ultimately, though, this is just a small part
of the overall project, which is expected
to encompass 40 000 sites across the
country, with Broadband Infraco providing
the connectivity end-to-end, and the IT
services that run on top of this delivered
by SITA.
Dyani adds: “It’s important to note that
while many people view us as little more
than an infrastructure company, what
they forget is the fact that infrastructure
is crucial to the digital world. Nothing –
not even the much-vaunted cloud – can
operate without the right infrastructure in
place. This is particularly pertinent in the
era of the Fourth Industrial Revolution, as
infrastructure is critical if we are to reap
the benefits. Moreover, our work with
SA Connect is also helping to mitigate
the biggest risk of the Fourth Industrial
Revolution, which is that those citizens
without access are unable to make the
digital journey and get left behind. Thanks
to the SA Connect project, the likelihood of
this happening is significantly reduced”.

DIGITAL TRANSFORMATION

three years’ time;” he says, “I report
directly to the CEO and I’m on the exco,
but I purposefully asked not to have
a large operational team. It was very
important to get the virtual team concept
working and that’s something that I’m
going to help evolve and work on the
change management around that.”

CHANGE MANAGEMENT
The GPCE has been several years in
the making. One of Loubser’s key
challenges will be to convince people
within government that it is more than
Infrastructure-as-a-Service. Yes, customers
will be able to spin up – and spin down –
virtual servers and storage at will, but it’s
more than that.
“The critical component that’s
baked in is an orchestration layer,”
Loubser explains. “That layer will show
infrastructure as the first item on a menu,
but that’s not where it ends. That’s where
it starts.”
As the name suggests, the GPCE is
a private cloud platform that will allow
government departments to quickly
provision servers and services using a
common management suite. The core
will be the ‘Catalogue’, an app store for
government, which will be managed by a
team of product managers under Loubser’s
department.
“We can present technologies from
different suppliers and ISVs who will all
have access to bring their solution into the
Catalogue,” Loubser says. “Then whether
it sits in our datacentre or in a syndicated
datacentre it doesn’t matter, we can
provide a single experience, and a single
billing relationship for government.
“That’s the primary objective – to
establish that relationship between
vendors, ISVs, SMEs and whoever has a
great solution so that they have reach into
government.”

We can present technologies
from different suppliers and ISVs
who will all have access to bring
their solution into the Catalogue.
Jacques Loubser

together common applications and
services for re-use.
Loubser stresses that he doesn’t see
SITA becoming the gatekeeper for IT in
government. Entrepreneurs with great
ideas for health, for example, should
still approach the Department of Health.
Where SITA will play a key role, though,
will be to evaluate those solutions and
establish if they’re also useful for other
departments too.
“We want to change from being product
centric to being business outcome
centric,” he says. If that sounds very much
like the language of the private sector, it’s
because it is.
“The profit motive is ingrained in
me, it’s how my DNA works,” says
Loubser. “So when I see business cases
I continuously want to test them. Are we
fixing something for clients, or are we
creating something strategic that will be of
benefit in the long term? Or is this just for
financial benefit of the supplier?
“That’s the role that we can start
playing for the departments. We’ve seen it
from them already, it’s like an aha moment
and suddenly they want to work with us,
rather than being obliged to because the
SITA Act says they have to.”

PROCUREMENT SOLUTIONS
Importantly, in this day and age of
watchful auditors and anti-corruption
drives, SITA will be able to pre-approve
solutions for procurement. Its a process
designed to make government more agile,
Loubser says. Assisted by the product
manager, customers will be to bundle
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STEP UP THE GAME
On the other side, he says, private sector
partners are being forced to step up their
game and think beyond selling a piece of
software and letting government figure out
how to implement it.
“Today, government departments are

required to figure out what they need
and articulate that back with some
technologies that they want and put it into
an RFP,” says Loubser. “They should be
articulating the business problem that they
want to solve, and then find the partners
who can do that.
“In there lies a problem, because
there’s no way to compare all the different
solutions proposed to one another. So that’s
what we as SITA want to do, to understand
the problems that they’re dealing with, the
mandates that they have and how to bridge
the technology gap.”
If the aims of GPCE and the new and
improved SITA are lofty, there’s still a long
way to go to see them realised. Loubser
has joined the organisation with the
project well underway, but has a tough
mandate to see SITA solutions adopted in
the broader sphere.
“Ninety-nine percent of this job is
around change management,” he says,
“It’s around people and changing culture
all the way from executive sponsors
within this organisation and executive
sponsors within the ministries. They
need to understand what’s happening
from a digital transformation point of
view. That will start to get the buy-in
mindset.”
At the same time, digital transformation
of government in South Africa also
demands realism.
“It’s important not to be arrogant
about our position. We do need help. If
we can get help, it’s important for us to
reach out.”
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ROUND TABLE
MATTHEW BURBIDGE
KAROLINA KOMENDERA

In association with

Luyanda Ndlovu, Department of
Telecommunications and Postal Services

DIGITAL
TRANSFORMATION:
HOW ARE WE DOING?
South Africa’s public service finds itself in a tricky spot; it’s being asked to
improve and speed up service delivery, but with shrinking budgets. Our
problems are legion: there aren’t enough jobs, and there is massive, grinding
poverty and inequality. There are also service delivery challenges. Meanwhile,
there’s little integration between government departments, and citizens –
especially those in rural areas – find it difficult to interact with the public sector.
Technology offers some answers. Effectively deployed, automation,
artificial intelligence and analytics, to name just three, can have outsize and
transformational effects. How can the public service be transformed?
BRAINSTORM | PUBLIC SECTOR PRIORITIES
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Big things are underway at SITA.
It’s in the middle of a massive
project to develop and deploy
the Government Private Cloud
Ecosystem (GPCE), which will
transform the way public sector agencies
procure and use IT. The vision for GPCE is
huge, and is planned to make government
at every level more efficient, more available
and more secure.
It may be an old term, but what
does digital transformation mean
to you, in your industry?
Prasa’s Imraan Khan, GM for enterprise
architecture, says it’s linked to creating
agility. “It’s getting into your business
processes and understanding the
complexities and seeing where digital
enablement is possible.”
It also needs to be a focussed
intervention he says, because it’s probably
not going to be brought into play across
the whole business.
Khan says Prasa is busy currently
replacing its rolling stock as well

Labour can kick and scream
all it wants, but the fact of the
matter is an automated business
process doesn’t go on strike for
six months and doesn’t demand
unreasonable salary increases.
Phaphedi Moabelo

modernising its infrastructure, such as
stations and depots.
“When you’re looking at a new
locomotive, it’s basically a computer on
wheels.”
Using the technology embedded in
the locomotive, data can be collected

from the moving train, such as how many
passengers are in a specific coach, or how
many commuters use a route. Data can
also be used for predictive maintenance,
he says.
University of Witwatersrand’s CIO,
Dr Stanley Mpofu says speed and agility

Phaphedi Moabelo, Civil Aviation Authority

PUBLIC SECTOR PRIORITIES | BRAINSTORM

44

ROUND TABLE

same way we’ve always done things, but in
an automated way. Digital transformation
means doing things completely
differently.”
She says we’re ‘late to the party’, and
that ‘digital transformation has already
taken over’.

Ezzard De Lange, Eskom

are critical components in digital
transformation, and it’s crucial to change
your structure and mindset if you want a
different outcome. Cultural change is also
significant, particularly among decisionmakers.
“If you can’t change, you’re going to

Nkhanedzeni Lugisani, Gautrain
Management Agency
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become obsolete in the next 10 to 20
years,” he says.
Phaphedi Moabelo, CIO at the Civil
Aviation Authority, says business process
automation often gets confused with
digital transformation.
“Business process automation is the

WHAT’S HOLDING US BACK?
Kalombo Mabantu from the Johannesburg
Roads Agency, says an impediment on the
digital transformation journey is that some
concepts – such as cloud adoption – are
poorly understood.
While SITA has made strides in
establishing a government cloud service,
few in the public sector want to take
responsibility for rolling out a cloud
adoption programme. There are also
problems of budgeting for cloud, and once
an entity has committed itself to a budget
for the year, ‘it’s not easy to change’.
Security is a concern for Priscilla
Tsotso Sehoole, CIO at the Department of
Agriculture, Forestry and Fisheries
“From a public sector point of view,
we’re worried about losing our data. Where
is it sitting? Are you going to try and sell
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analytics back to me?”
Her sector is expected to create more
jobs. “It’s a question of retraining, but it’s
quite fuzzy in terms of who should do the
retraining,” she says.
Sehoole also suggests that following the
example of the engineering and accounting
communities, South Africa needs a body
to oversee and guide the government on
how to embrace the Fourth Industrial
Revolution, ‘instead of just talking about it
as a nice concept’.
The Department of Public Service and
Administration’s Mandla Ngcobo, the
Government CIO, says we lack the will to
change, and that there weren’t sufficient
enablers in place, such as in the sphere of
security.
Digital transformation shouldn’t be
considered as a destination; it’s a journey,
says Luyanda Ndlovu, CIO at the Department
of Telecommunications and Postal
Services.
It’s important to have a long-range view,
he says.
“My view is that the world has moved on
in terms of digital transformation. In South
Africa, we don’t have a choice but to make

Maria Maake, North West
Gambling Board

a radical shift. There’s a need for enabling
policies and regulation.”
The biggest challenge, according to
Ndlovu, is the lack of skills.
The heartbeat of the Fourth Industrial
Revolution is digital transformation, he
says, but with a local pass mark of 35%,

the country isn’t going to be producing an
army of data scientists any time soon.
“Most of the skills we have are imported.
I don’t blame them. But we need to start
having an input, and we can arrange our
education system to push pupils towards
the maths and science field.”

Kalombo Mpabantu,
Johannesburg Roads Agency
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Ravesh Komal, CIO at the Road Accident
Fund, suggest there needs to be an
alignment between business and ICT.
“Transformation is a driver for the
business. How are you going to start
doing things differently from a business
perspective to create new channels of
engagement?”
Service provision, especially among
the rural poor, is a ‘burning issue,’ and
government with its siloed mentality was
failing in this regard, says Komal.
His organisation, for instance, had built
a platform, and then Sassa had repeated
the exercise, whereas more developed
nations have a unified government
platform, with different service offerings.
“We have so much knowledge sitting
around this table; why can’t we build
this digital platform once to service this
country? 2030 is around the corner. How
much capability have we built so far?”
WHAT ARE YOUR PRIORITIES?
Civil Aviation Authority’s Moabelo says
‘digital transformation respects no one’.
“Whether we do it or not, it will happen.
I always listen to people when they say
‘our labour law does not allow it, and we
need to create more jobs’. How is this
different from the Maxi Taxis talking about
Uber? The Maxi Taxi guys are refusing to
change. We’re just like that.
“Labour can kick and scream all it
wants, but the fact of the matter is an
automated business process doesn’t go on

Caesar Vundule, SASSA

strike for six months and doesn’t demand
unreasonable salary increases,” she says.
“As much as government continues to
say it’s creating jobs, it’s unsustainable
that government has to create all the jobs.
African people are the most educated
people in the world, yet we’re the most
un-progressive. Why aren’t we assembling
iPads in Lusikisiki? Maybe we don’t think
highly enough of ourselves that we can

Dr Stanley Mpofu,
University of
Witwatersrand

create robotics, but somebody still needs
to assemble them.”
WHAT’S THE FIRST THING YOU
WANT TO GET RIGHT?
Ezzard de Lange, IT portfolio manager at
Eskom, says there’s definitely an interest
and will in digital transformation in the
public service. In his organisation these
weren’t making headway, as quickly as
hoped.
“For us to be able to solve
transformation we’re going to have to
make an effort to look inwards. As public
institutions we don’t give ourselves credit
for the skills and capabilities we have.
Most of the leaders in the private sector,
worked in the public sector at some
stage,” he says.
Maria Maake, CIO at the North
West Gambling Board, says her CEO’s
understanding of business transformation
was based on the automation of business
processes.
“He wanted to create efficiencies. There
were piles of documents coming in to the
organisation from casinos applying for
licences and licence renewals,” she says.
The agency has implemented a cloudbased enterprise content management
system that allows the licensees to apply
online.
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Mandla Ngcobo, Department of
Public Service and Administration

Ngcobo says identity management was
also an important consideration.
“How do I know that Mandla, who
was at the health department yesterday,
is the same Mandla who is at transport
department today?”
Citzens, or customers, must also be
kept uppermost in mind by the public
service, he says.
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Imraan Khan, PRASA

SASSA’s GM Caesar Vundule, says the
agency pays about 17.5 million people a
month, and were serving the ‘poorest of
the poor’.
Even though the agency has a strategy
to digitise its processes and enable
multiple access channels, he says, if a
person wants to apply for a grant, they still
needed to present themselves at a SASSA

office, with supporting documentation.
Its systems did however interface with
the national population registry. But, the
agency was still collecting documents
manually.
He says while the issue of data sharing
is important, it was equally important to
have strong data governance, particularly
with the advent of the PoPI Act.
With the introduction of new technology,
SASSA was also faced with the problem
of making sure it could be understood and
used by all its beneficiaries. Some areas
in the country had no ATMs or point of
sale machines, and so cash still had to be
delivered to these areas, he says.
Nkhanedzeni Lugisani, CIO at the
Gautrain Management Agency, says while
public sector technology professionals
have the intellectual abilities,
implementation often remains a challenge.
“I sometimes think that CIOs in the
public sector operate like CIOs in the
private sector. We’re siloed,” she says.
“It’s not about working on your own. We,
as CIOs, must take responsibility. We are
influencers and enablers. We must start
that process.”

Priscilla Tsotso Sehoole,
Department of Agriculture,
Forestry and Fisheries
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CASE STUDY
Tamsin oxford
Supplied

EDUCATION 4.0
Where does South Africa’s education system lie in the face of the Fourth
Industrial Revolution?

Angie Motshekga, Minister of Basic Education
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It often feels as if South Africa
spends a lot of time coming last
in statistical studies across
entrepreneurship, equality,
economy and education, among
others. The most recent Trends in
International Mathematics and Science
Study (TIMSS) put South African students
in grades five and nine in the lowest five
performers globally. The Center for World
University Rankings (CWUR) only has two
South African universities featured in a list
of 400. And the World Economic Forum’s
‘2018 Future of Jobs’ report said that
South Africans lack the critical thinking
and digital skills development required for
the country to thrive in the Fourth
Industrial Revolution.
If looked at in another way, perhaps
South Africa continues to excel in its
inability to excel.
Not true. This is a dialogue gleaned
from statistics that don’t take a multitude
of factors into account, and that don’t
recognise the vast change that South
Africa has made in its system and those
who can access it. However, change does
not come swiftly as every incremental shift
takes years to take effect and needs even
longer to show results.
“South Africans must remember
that our education system is totally
different from that offered 25 years ago,”
says Basic Education Minister, Angie
Motshekga. “There were 19 separate
education departments for each racial
and ethnic grouping prevalent during the
apartheid era. The dawn of democracy saw
the total deconstruction of the apartheid
education system into a single, unified,
democratic education system based on
human rights.”
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The entire education system has been
torn down and rebuilt from the ground up.
“The CAPS curriculum has led to
sustained improvements in learning
outcomes, surpassing the glass ceiling
of 70% pass rate in the recent NSC
examinations,” she says. “It isn’t
surprising that the research conducted
by the Brookings Institute in Washington
D.C., one of the leading thinktanks in the
world, found that embedded in the CAPS
curriculum are skills and competencies for
a changing world.”
These skills and competencies include
critical thinking and problem solving,
creativity and innovation, collaboration
and team work, communication and
information literacy, and social justice
and human rights. These are among the
vital skills required for students to thrive,
innovate and ignite change in the Fourth
Industrial Revolution, but there remain
questions around the way in which they
are imparted and how students respond
to the teaching they receive. The Fourth
Industrial Revolution isn’t going to sit and
wait on South Africa to catch up, so what
can be done now to shape the education
system so it’s in line with what the Fourth
Industrial Revolution actually needs?
“I think if we don’t change the way
we teach we will be in trouble in 10
years’ time,” says Moira de Roche,
director, IITPSA and Chair of IFIP IP3.
“New technology changes the world
exponentially, it isn’t linear, and doubles
up all the time. You can’t see what work
will look like in the next 10 years but we
do know that robotics and AI are here,
now. We cannot compete with these
technologies, instead we need to take
what makes us human and embed this into
how we teach.”
There’s a common thread that runs
through conversations around the skills
required to survive in an AI-powered
world – soft skills. The skills of social
intelligence, empathy, creativity and
intuition that allow for people to harness
the capabilities of technology. AI and
robotics may be brilliant at the mundane
and the repetitive, but they cannot make

You will need a strong STEM
background, but things are
changing and there is a demand
for people who can adapt and
have the ability to learn.
Brendan McAravey

leaps of intuition, they can’t creatively
think around how things can be done
differently. For De Roche, these are skills
that must be embedded into the education
system from a young age.
“Every child needs to learn how to write
and to have basic digital skills but they
also need social skills and creativity and
have access to educational tools that add
that extra rounding off, that create whole
people,” she says. “We can’t change the
Fourth Industrial Revolution, but we can
ensure that kids have the skills they need
for the 21st century and these go beyond
computer literacy – they are digital skills
and the soft skills. We can’t teach our kids
to compete with machines, but we can
teach them creativity and socialisation.”
Another key skill that’s absolutely
critical is the ability to learn. Everyone
knows that there’s no way to definitively
predict what jobs will exist in the future,
what skills will be needed to adapt to
the technology of tomorrow, or what
that technology will even look like. It’s
an amorphous guess that suggests

children should be elbow deep in science,
technology, engineering and maths (STEM)
so they can enter into the workplace of the
future without a vague sense of unease.
However, as De Roche points out, it’s very
likely that everything they learn will be
redundant by the time they graduate.
Brendan McAravey, regional director,
Sub-Saharan Africa at Citrix says, “You
will need a strong STEM background, but
things are changing and there’s a demand
for people who can adapt and have the
ability to learn. The hunger to learn and
to understand and recognise how things
fit together – these skills will be the
difference between those who survive and
those who don’t.”
Learners must be given the opportunity
to develop these skills and to refine the
way they think and approach situations.
They need to be inspired to ask questions,
challenge situations and look to new
solutions to old problems. They also need
education that provides them with handson training that teaches them through
practice and application. This need has
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ICT musT play a key role In
sa’s eConomIC reCovery
In a digitally transforming world, it’s critical that government utilises ICT to its fullest capabilities,
by shaping it to become a key component in the country’s economic recovery efforts.

Sina Mvoko,
BCX

“I

n South Africa, government
entities are cognisant of
the challenges to access
technologies faced by citizens,
says Sina Mvoko, Managing Executive:
Public Enterprise at BCX, and this is
shaping their priorities.
With the Fourth Industrial Revolution
already upon us, digital transformation is an
imperative for almost all organisations, who
are under pressure to service clients faster,
more efficiently, and in a more personalised
way. The public sector is no exception
to this, but legacy systems, outdated
infrastructure and, as always, cost constraints,
can limit ambitions for IT officers. In addition,
the public sector is continually looking at

www.bcx.co.za

initiatives which can help to bridge the
digital divide. WiFi and broadband are thus
priorities for public sector spending.
The Financial and Fiscal Commission
found the value of an ICT-led approach
for government entities goes beyond
efficiencies. ICT is not an end state, but
is a means to ensure more effective
governance, community empowerment
and overall transformation. Therefore,
governments around the world are
prioritising ICT and the ability to deliver
individualised e-services faster and more
cheaply, with broader reach as broadband
penetrates ever more remote areas.
“While the above initiatives are important,
government entities can go even further

with the creation of incubation hubs for
entrepreneurs,” says Mvoko.
“South Africa already boasts many hubs
aimed at supporting the development
of technological innovations and their
conversion to viable businesses. Some
good examples here include the
Innovation Hub, the SMME Clearing
House, Technology Initiative and the
Bandwidth Barns, all of which are facilities
that innovative technology startups can
consider for a combination of financial
and non-financial support,” she says.
At the same time, South Africa needs to
continue encouraging young people to
participate in STEM (Science, Technology,
Engineering and Maths) education. A
relentless focus on these STEM subjects
would allow citizens to take advantage
of the wave of emerging technologies
that’s shifting the nature of work globally.
Ultimately, South Africa needs to build a
pipeline of future talent that can embrace
emerging technologies – and STEM is a
crucial foundation for this, says Mvoko.
“From a BCX perspective, we’re playing
a role ourselves in fostering digital skills and
digital innovation through our partnership
with programmes such as WeThinkCode_,
the Explore Data Science Academy, and
support of various hubs. The last thing
would be to focus on elevating African
thought leadership and the development
of original intellectual property sufficiently.
I feel that there are many things that the
world can learn from us. All we need to do
is make enough noise about it to be heard,”
she concludes. ■
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The three-stream model is a step in the right direction
and resulted in the Class of 2018 sitting for civil, mechanical
and electrical technology plus they wrote two new subjects
across technical mathematics and science.
Angie Motshekga

been recognised by the Department of
Basic Education as it recently adjusted
the curriculum model across three streams
– Academic, Technical-Vocational, and
Technical Occupational.
“The three-stream model resulted
in the Class of 2018 sitting for civil,
mechanical and electrical technology
plus they wrote two new subjects across
technical mathematics and science,”
says Motshekga. “We’ve taken this
approach because a recent study at Oxford
University revealed that 45% of current
jobs will disappear within the next 10-20
years, while UNESCO put this figure even
higher – 65% of current jobs in the next
15-20 years.”
The education system in South Africa
has been paying attention, as has the
President, who revealed a commitment
to furthering the changes in the system
to ensure that South Africa steps on a
‘qualitatively different path that ensures
more rapid, sustainable growth, higher
investment, increased employment,
reduced inequality and de-racialisation
of the economy’. The basic education
sector is refocusing the curriculum towards
a competence-based approach and is
introducing new subjects and programmes
responsive to the demands of the changing
world. However, preparing South Africans
for the Fourth Industrial Revolution should
not rest on the shoulders of government,
it should also be a priority for the private
sector, which is set to benefit from the

influx of a workforce that understands
the vagaries of a technology-powered
economy. The time to invest in the right
skills for tomorrow is now, just make sure
that they aren’t all just about technology.
“The education focus should be
around creative endeavours, teaching

children about scientific discovery and
entrepreneurship,” says De Roche. “It
shouldn’t just be around AI and robotics
– they’re relevant now, but may be
redundant when they graduate – we need
to learn how to learn and expand our
social intelligence.”
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E-GOV TACKLES
TECHNOLOGY TARGETS
Gauteng’s Department of e-Government was created with a key goal in mind:
the modernisation and digitisation of public services.
In 2015, the Gauteng Provincial
Government (GPG) established
the Department of
e-Government, with the critical
goals of improving service
delivery, modernising the public service
and stimulating the province’s knowledgebased economy.
Since then, the department has
followed its mandate to implement the
e-government strategy of the Gauteng
region, which seeks to, among other
things, consolidate back-end systems and
processes to bring about better frontline service delivery to the people. It will
also be responsible for the rollout of a
core network infrastructure to connect all
government buildings, Thusong Centres,
urban renewal zones and targeted
economic zones.
Gauteng MEC for Finance, Barbara
Creecy, who also takes responsibility
for the Department of e-Government,
explains that e-government is a
result of the planned Transformation,
Modernisation and Re-Industrialisation
(TMR) programme for Gauteng.
“The Department of e-Government was
created to champion the modernisation
of public services in line with the TMR
programme. This is essentially about
looking at how government delivers services
to citizens in a manner that is both fast and
easy. Since internet access is becoming
more ubiquitous, even in working class
neighbourhoods, e-government is the
logical route forward,” she says.
“At the same time, this approach
allows for us to streamline services
and ensure they’re more efficient and
effective. Whether we’re talking online
patient tracking to check that patients are
collecting the correct medication – and the
correct amounts – or ICT enabled learning
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that allows lessons from the province’s
top teachers to be broadcast to multiple
schools, digitising government services is
the key to making this happen.”

TACKLING KEY CHALLENGES
One of its key roles, she continues, is
that the department is tasked with the
rollout of the Gauteng Broadband Network
(GBN). According to Creecy, although
the department is tasked with rolling out
high priority electronic services, digital
transformation remains expensive, leading
to budget constraints slowing down
the rollout of the GBN. Therefore, the
department is in the process of exploring
alternative funding mechanisms to ensure
the continued rollout of sites, not to
mention the maintenance of those sites
already connected.

She says that another difficulty is
that specialised ICT skills are rare in the
market. The department has developed
an ICT Skills Development Strategy to
drive the establishment of the required
ICT skills base in the province. This
strategy focuses on in-service as well as
pre-service skills development and has a
particular focus on the training of youth.
Change in technology and the ICT
environment is something that occurs
dynamically and rapidly, whereas change
within government tends to happen
slowly and conservatively, she adds.
Thus, a major challenge is to ensure
that government keeps abreast of the
developments in the ICT environment.
To this end, she says, the Department
of e-Government has facilitated the
establishment of the Provincial Innovation

The Department of
e-Government was created to
champion the modernisation of
public services in line with the
TMR programme.
Barbara Creecy
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Forum, an advisory body that, among
other things, explores and recommends
a provincial approach to innovation
stimulation, support and management.
Yet another challenge identified is that
the increase in computer and network
inter-connectivity brings with it an
increase in the number of cyber-security
threats. The department’s response to this
challenge has been to establish a state
owned company that monitors the digital
environment of the province and is able to
both detect and neutralise cyber-threats.

MODERNISING AND IMPROVING
One of the department’s key aims was
to modernise public service and make
Gauteng a smart province, by ensuring
departments in the region are able to
seamlessly talk to each other. To this end,
the department has provided connectivity
to 1 181 government sites across
Gauteng, with the ultimate goal being to
connect some 3 000.
There are also specific governmentto-government e-services that improve
the interaction of government officials
across departments. She explains
that the department established this
common platform as a way to enhance
the integration of the ICT components
within GPG and across the Gauteng
region. What this will achieve is to provide
ease of access to available government
services. The Common Platform has been
officially launched and is operational, with
around 42 local and provincial e-services
currently visible.
“This platform provides a single window
of access and is ideal for matters like
online school registration. By eliminating
the human aspect involved in such
registrations, you also remove a lot of the
potential for fraud and for students being

Barbara Creecy, Gauteng MEC
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registered purely due to who their parents
know in the right places,” she says.
“The department has also introduced
a self-service invoicing system, to allow
service providers to submit their invoices
directly to Gauteng Provincial Treasury.
Suppliers are able to load their invoice
onto the system and can also track its
progress and communicate with Treasury,
should there be any problems. This
has significantly improved payments to
suppliers, reduced the supplier billing
cycle and administration costs, decreased
supplier debtor collection costs and
eliminated processing delays, ensuring
payment within 30 days. This makes a
huge difference to the cash flow of small
and medium businesses.”

MILESTONES AND MORE
According to Creecy, the Department
of e-Government is, in fact, the only
department of its kind in the country and
has been given a clear mandate to deliver
on various ICT projects. These include:
• Gauteng Broadband Network
This is a high-speed connectivity
network, that’s viewed as being a critical
foundational infrastructure requirement
for the success of the provincial
modernisation agenda.
“Our implementation programme
for the GBN is on track and to date we
have installed a 1 500 km network of
fibre, linking eight core nodes across
the province. We’ve also completed
connectivity to 1 181 government sites,
which covers the five developmental
corridors within the province. These
sites include connectivity to schools and
health facilities,” states Creecy.
• Migrating departmental data to the
‘fully managed datacentre’
The department has established a
single repository to consolidate GPG
infrastructure, applications and data,
in order to reduce the cost of ICT
infrastructure in the province.
“The fully managed datacentre
provides greater security and data
recovery, as well as providing for
efficient management of ICT resources
within the province. So far, the
Department of e-Government has
migrated the data of all 14 departments
and four entities to the datacentre, and
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REASON BEHIND THE DEPARTMENT
The Department of e-Government was established
for a number of important reasons, including:
• To modernise the public service and to deliver optimal technological
security, agility and efficiency in daily operations.
• To reduce the costs of operating a large state machinery and maximise the
use of limited government resources.
• To provide the necessary business intelligence to assist the administration to
make evidence-based decisions to drive the province forward.
• To practically demonstrate the province’s resolve to exploit the ‘economies
of scale principle’ in the ICT environment and to streamline the provision
of e-services and reduce unnecessary and inefficient duplication of these
across departments.
• Furthermore, the establishment of a department dedicated to realising
the potential of a technologically enabled public service has created a
single centre of ICT excellence. This services all departments and has
created uniformity through the development of transversal ICT policies and
practices across departments.

is currently in the process of migrating
the remaining departmental entities into
it.”
• Common Platform and e-services
The Common Platform allows citizens
of Gauteng to access a wide range of
government services through a single
window at the times most convenient
to them.
“There are currently 42 e-services
available and the aim is to improve
the integration of services currently on
the platform.” To date a total of over
733 000 users having utilised various
e-services on the platform, she says.

LESSONS LEARNED
So what have been the crucial lessons
learned with this department that can be
applied to other parts of South Africa’s
approach to e-government?
Creecy suggests that it is crucial for
government to be more flexible in order
to keep up with evolving technology.
Implementation of systems currently
takes so long that by the time a system
is ready for utilisation by a particular
department, a new and better solution
can be found in the market.

“One thing we have become aware of is
how significant a challenge interoperability
and integration remains. This is, in fact, a
key issue among many of the departments
in provincial government. It’s even more
challenging when we’re talking about
interoperability between our systems
and those in national and municipal
government. Despite this, it must be
remembered that when citizens come to
the Gauteng Online Platform, they’re not
concerned about the fact that we’re talking
different spheres of government – they
expect a single window that offers access
to services across all three levels.”
“Perhaps the biggest lesson we can
share with other departments and provinces
is how to conduct digital transformation
in a centrally managed way. Not only can
they learn from the challenges we faced
in implementing this new department,
but they may also be able to benefit
from economies of scale, by sharing our
resources. At the very least, Gauteng’s
Department of e-Government is certainly
willing to share its knowledge with other
government entities about how to engage
with large scale vendors and other major
role players,” she concludes.
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