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EDITOR’S
NOTE
or a long time, there’s
been a sense that
South Africa’s
government lacked
real leadership.
Rather than service
delivery for the good of the people, the
undertones of self-interest, patronage
and corruption seem to have been
steering the country’s political direction,
sending us into a downward spiral of
broken public institutions, high
unemployment, delayed policy decisions
and junk status. In February this year,
there was a glimmer of hope as former
president Jacob Zuma resigned and his
deputy Cyril Ramaphosa stepped into
the hot seat.
Following his election to the
presidency, Ramaphosa conducted
a cabinet reshuffle, but the changes
in personnel weren’t quite as widereaching as some had hoped they
would be. That said, it seems the
reappointment of Nhlanhla Nene as
finance minister has helped stave off
the third and final ‘junk status’ rating,
at least for the time being.
The need to politically try to rebuild
the ANC, while dealing with the trail
of destruction left by his predecessor
means that ‘Ramaphoria’ hasn’t quite
been the tonic many were expecting.
However, the change in leadership
does seem to have altered the political
narrative somewhat. In this edition of
Brainstorm’s Public Sector Priorities,
we look at the role of leadership in the
public sector, with particular focus on
its impact on the adoption of ICT.
In addition to the appointment of
a new president, February also saw
the appointment of a permanent
Government CIO, Mandla Ngcobo, who

F

will play a leading role in driving digital
transformation across the public sector.
With the tech industry trend of digital
transformation being a current hot
potato, and the ramping up of discussion
and legislative activity around
the National Integrated ICT Policy
Whitepaper, the need for leadership is
not only timely, but vital for the future
of the country’s public sector and ICT
space. To my mind, three key issues
present themselves – the restructuring
of sector regulators and remerging two
key national departments (previously
separated under the former president);
clarification around the impact on
the telecommunications sector of a
monopolistic state-owned wireless open
access network (WOAN); and, finally,
the revised role of SITA in the public
sector’s digital transformation. In this
edition, we also look at each of these
issues, as well as tackling various broad
technology trends that underpin digital
transformation for the public sector,
namely cyber security, data, cloud and
the Internet of Things (IoT). The coverage
of cloud and IoT come in the form of case
studies to provide a snapshot of how
these technologies are being adopted in
reality in the public sector.
I hope you find this overview of the
ICT priorities within the public sector
to be both informative and thoughtprovoking.

Adrian Hinchcliffe
Editor
adrian@itweb.co.za
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THE BIG
PICTURE
By Dave Glazier
Photo Supplied

STATE OF
THE ICT NATION
Set against a backdrop of credit ratings
downgrades, and tighter purse strings,
what is happening with government’s
ICT investments?
n the wake of last year’s credit
ratings downgrade and the
continued pressure on the
fiscus, almost every area of
government is looking to
tighten its belt. From an ICT
perspective, government is bringing a renewed
focus to its spending, ensuring that funds are
allocated to the most impactful programmes.
In the midst of these budget cuts, the State IT
Agency (SITA) aims to reinvent itself as a catalyst
for digital transformation at a national level,
orchestrating technology spend across dozens
of different departments, streamlining and
consolidating major technology partnerships to
generate new cost-efficiencies.
It’s certainly an interesting time for the public
sector technology landscape.
Penny Smith, senior analyst at TechKnowledge
(BMI-T), watches the public sector closely.
Although BMI-T is yet to conduct an indepth
analysis of the 2018 Budget’s impact on ICT, she
says: “The expenditure cuts of R85 billion over the
medium term must impact on ICT investment.”
She cites examples such as government’s
R6.7 billion national broadband project, SA Connect.
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This programme has seen 2018 budget cuts of R1.7 billion over
the medium term, which could further delay the rollout of
connectivity services.

DIGITISING AND SECURING NATIONAL IDENTITIES
As some programmes are cut back, and others potentially brought
to a complete halt, Smith predicts that SITA will forge ahead with
its heavy focus on the Justice Cluster as it continues to evolve the
Integrated Justice System (IJS). It’s a massive programme which
she says has represented about 70% of national ICT spend over
recent years.
The IJS is a transversal system that brings together the citizen
identification requirements of eight national departments as
government digitises and secures national identities and moves
towards a nationwide personal identification system.
“The immediate implementation is seen in the integration of the
criminal justice systems, from police arrest, through prosecution
to judgement, imprisonment and reintegration into society.” She
adds that the programme is now expanding to envelop Home
Affairs’ ID smart card programme and eventually include other
services like the healthcare sector’s patient identification system.

DUAL FOCUS
SITA executive for multi-stakeholder projects, Sitembele
Senti, says in order to help government departments get the
greatest ‘bang for their buck’ in the face of continued budgetary
pressures, the agency will be focusing on two key strategic
objectives over the coming years.
“The first of these is to modernise our hosting and
datacentre infrastructure to meet the standards of providing
secure cloud environments to various different government
institutions,” he says.
This involves migrating various departments away from onpremise server environments (which is becoming increasingly
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inefficient from a cost perspective), and
consolidating services around a single, secure
cloud environment.
“The first elements of the government private
cloud ecosystem programme – the foundation
levels – are already in place,” Senti says. He adds
that the next steps are to create the mechanisms
to serve the hosting demands of different
departments, and onboard government services
into the new environment.
The second strategic objective is a re-balancing
exercise, shifting spend away from application

management (maintaining existing systems), and focusing more heavily
on the development of new applications for the digital era.
“In the past, we’ve spent about 70% of budgets on application
management, with only 30% on the development of new applications,”
says Senti. “We’ll change this through our digital transformation and
app modernisation programmes – guiding the government spending to
ensure quality ICT outputs.”
SITA is well-positioned to play an important role in driving down the
costs of IT in government, by optimising economies of scale and collapsing
various vendor agreements into single master agreements.
Smith believes that the most important task for SITA is to
successfully implement major transversal projects like the Integrated

In the past, we’ve spent about 70% of budgets on application
management, with only 30% on the development of new applications.
Sitembele Senti, SITA
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USING BIG DATA TO IMPROVE
SERVICE DELIVERY

THE KEY TO ENTERPRISE TRANSFORMATION LIES WITH INFORMATION, AND IT’S CLEAR HOW
SIGNIFICANTLY BIG DATA, THE INTERNET OF THINGS (IOT) AND MACHINE LEARNING ARE
ALREADY CHANGING THE GAME IN THIS REGARD.

T

ALEXANDER JENEWEIN, Managing Director for
Hitachi Vantara, Sub-Saharan Africa

LOUIS DEEPRAJ, Public Sector Account
Manager for Hitachi Vantara, South Africa

www.hitachivantara.com | 011 745 0339
alita.maharaj@hitachivantara.com

hese technologies play a part in shifting
the role of data from one that’s siloed
and compartmentalised to one where
information is connected, open and fluid.
Such transformation, of course, is as
important for the public sector as it is for
private enterprises. In fact, the benefits to
government of such open and fluid access
to, and analysis of, large sets of data
may be even greater, according to Louis
Deepraj, Public Sector Account Manager
at Hitachi Vantara.
“Government is all about providing a
better quality of life to its citizens, and
access to data of this kind could provide
the public sector with a far clearer
understanding of what’s happening
within its constituency towns and cities,
and how this is impacting citizens. The
kind of data that could be analysed, with
a view to creating improvements within
municipalities, is anything from migration
streams and commute patterns, to power
and water utilisation, and road usage. This
data could be used to improve service
delivery significantly,” he says.
“On the other side of the equation, by
better understanding what’s happening
in its cities, government can use this
information not only to optimise revenue
streams, but also to ensure that this
money is invested wisely, to improve the
quality of life for citizens.”
Deepraj says Hitachi Vantara is wellpositioned to help the public sector obtain
value from the various streams of data
available to it, to innovate intelligently
and reach the outcomes that matter
for society. This is achieved, he adds,
through an intelligent data discovery and
transformation platform, which provides
data analytics, improves workforce

productivity and provides actionable
business insights.
“Hitachi Vantara is not only able
to assist in terms of the data centre
optimisation that would be required to
undertake a transformational play of
this nature, by crafting the necessary
foundation to build on, but can also assist
in building the data lake required for such
an approach to be truly effective,” says
Alexander Jenewein, MD for Sub-Saharan
Africa at Hitachi Vantara.
With such a data lake in place, the next
step is to make it intelligent and provide
a platform designed to ingest data from a
wide range of various sources. He explains
that intelligence can then be instilled in the
platform, enabling both structured and
unstructured data to be analysed in such a
way as to deliver the insights demanded by
the user.
“Therefore, what our Pentaho platform
does is cut across silos and provide users
with an understanding of the different data
available, the knowledge of where it is and
the appreciation of its value. Our platform is
designed to enable customers to find dark
data, to make it visible and then to mine it for
the information that can help them to achieve
their service delivery and optimisation aims.”
“Big data and analytics is undoubtedly
the future, and will only become more
critical to the public sector as we move
forward. Data is, after all, growing at
an exponential rate, so it’s vital that
government gets a clear handle on it and
positions itself to manage data properly,
sooner rather than later. Hitachi Vantara
is able to assist not only with this, but also
with the need to derive deeper insight and
value from this constantly accumulating
store of information,” he concludes.
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SITA will need to work hard at aligning and coordinating its efforts
and providing efficient and attractive service offerings.
Penny Smith, BMI-TechKnowledge

Financial Management System (IFMS). The IFMS has been hit by delays
and budget overruns in recent years.
“Implementing transversal projects like the IFMS has the potential to
impact significantly on efficiencies and financial controls in government
departments, while implementing the e-Government Strategy by
connecting citizens with e-government services,” she says.
BMI-T’s analysis shows that in the past year, national government
spent just under half of its IT services budget with SITA. Smith says
that if it’s to garner greater share of wallet among public sector CIOs,
“SITA will need to work hard at aligning and coordinating its efforts and
providing efficient and attractive service offerings.”
One of the most vocal of these CIOs, Mothibi Ramusi, CIO of the
National Lotteries Commission, says the biggest challenge is the complex
mandate that SITA holds. It’s an immense task to understand all the
planned projects coming from all corners of government, analyse them
for overlaps, and determine if certain needs can be served from existing
public sector technology.
“The blueprints I’m seeing have generated trust and excitement among
public sector CIOs,” he says. In referring to Section 7 of the SITA Act,
Ramusi adds: “The future must certainly be a public sector that leverages
coordinated technology environments, to achieve our objectives and
ultimately fulfil the National Development Plan.”

E-GOVERNMENT STRATEGY
We can also turn to the e-Government Strategy published in 2017,
which emphasises the importance of moving away from ‘islands of
e-government initiatives in the country at the national, provincial and
district level’.
The strategy paper states that a coordinated national approach
would have ‘the added advantage of enabling huge savings in costs,
in terms of sharing the core and support infrastructure and enabling
interoperability through standards’.
Smith believes that SITA has a crucial role to play in this.
“The e-Government Strategy requires SITA to develop a threeyear e-services implementation plan, establish a standardised open
digital platform for connected government, and undertake such tasks
as auditing the government ICT landscape and organising an e-skills
programme,” she comments.
Against the backdrop of budget pressures, Senti explains that this
mandate will be achieved through the strategic deployment of open
standards architectures and open source software.
But the very make-up of SITA may also be in for a change. In its 2018
budget vote, the Department of Telecommunications and Postal Services
indicated an intent to establish a state IT company and a state ICT

infrastructure company by 2020, which Smith
says will involve merging different functions of
the SITA, Sentech and Broadband Infraco.
However this restructuring process eventually
plays out, SITA certainly has a major task
ahead of it, as it looks to finalise some major
transversal programmes, coordinate efforts of
many different institutions, and adopt the latest
wave of technologies. And, as pressure mounts
on government to deliver, ahead of 2019’s general
election, all of this must be completed with
shrinking budgets.
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LEADERSHIP
By Carien du Plessis
Photo Supplied

CHANGE
AT THE TOP
South Africa could implement the
Fourth Industrial Revolution with
president Cyril Ramaphosa at the helm,
but will he implement enabling policies
where his predecessor couldn’t?

hen Cyril Ramaphosa went on
the campaign trail to become
ANC president last year, he had
his iPad Pro and smartphone as
constant companions.
His first speech as the
country’s president, the State of the Nation
Address on February 16, was read off that same
tablet, unlike his predecessor, Jacob Zuma, who
felt safer using large type on hard copy.
In this address, Ramaphosa promised
to establish a Digital Industrial Revolution
Commission. The commission would include
both the private sector and civil society to ensure
that the country is in a position to seize the
opportunities and manage the challenges of rapid
advances in information and communication
technology.
Although Ramaphosa would lead, the script
he’s set to follow was written by the ANC at its
Nasrec conference in December.
Nkenke Kekana, chairperson of the ANC
national executive committee’s subcommittee
on communications, says ICT delivery centres

W
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around the following: “Broadcast digital migration and freeing
up spectrum, which will bring down the price of data, enabling
the rollout of free WiFi.”
These were both ANC conference resolutions.
Government has missed repeated deadlines since 2015 due to
disagreements about the rollout of set-top boxes amid allegations
of bribery and corruption. Now the ANC has set June 2019 as its
final deadline.
“Once that happens,” Kekana says, “there are three possible
options of allocating spectrum: a wireless open access network
(WOAN) with Telkom, or an equivalent, as a common carrier and
with providers buying access; all mobile operators get access to
the spectrum at a fee; or a hybrid, which would be a combination
of the two.”
The Electronic Communications Amendment Bill, expected
to be tabled in Parliament in June, speaks to this allocation of
spectrum, but it’s controversial.

WORRIES OVER WOAN
DA spokesperson on Telecommunications and Postal Services,
Marian Shinn, says her party is opposed to a monopoly WOAN,
which is anti-competitive, high-risk and could take at least a
decade to implement. “We suggest a WOAN operating in parallel
with mobile network operators,” she says. The bill could also
ultimately be subject to legal challenges because of irregular
processing, she adds.
Director-general of the Department of Telecoms and Postal
Services (DTPS), Robert Nkuna, says the allocation of spectrum
would enhance e-government services. A revamped SITA, which
up to now was only involved in government ICT procurement,
would lead the implementation.
“Last year, Cabinet approved a request to repurpose SITA,
because it hasn’t been able to do things on e-government,”
he says. “The whole organising philosophy of government
going forward is, how do we prepare ourselves for this Fourth
Industrial Revolution?”

9

There have been no signs yet that
Ramaphosa plans to put the
department on the necessary
steroids to effectively implement
with speed the critical ICT issues.
Marian Shinn, DA
Nkuna says other government initiatives involved an
accelerated overhaul of the Post Office, to focus on e-commerce
and banking and put more work into a cyber security hub, for
which expertise from banks would be roped in.
“The merging of Sentech and Broadband Infraco will also
continue, because broadband and broadcasting have merged,”
says Nkuna.
Early in April, the department also met with the Fibre To
The Home Council to bring the rollout of broadband back to
speed, and to see how government could create an enabling
environment for the private sector to increase and accelerate the
rollout of fibre in cities and rural areas.
This plan, known as SA Connect, aims to connect 42 000
government offices around the country to broadband by 2020.
The ANC’s Nasrec resolutions also include a paperless
government and schools, equal opportunity education in ICT,
the ramping up of IT skills in the public sector in general, and
automated systems in the criminal justice system, education and
Home Affairs.
There could be obstacles.
Marian Shinn,
DA

GOVERNMENT’S GAP
Alison Gillwald, executive director at Research ICT Africa, says:
“Generally, there’s a gap between what’s stipulated in policy
documents and the implementation of these.
“Modernising ICT in the public sector has been slow, partly
due to the apartheid securocrat culture that persisted in SITA.
The entity’s role in procurement has more often than not resulted
in significant premiums on state ICT service provisioning in
national and provincial governments.”
Adopting something like cloud computing could help
government cut costs and improve services, says Gillwald, but
SITA’s plan so far has been opaque, and massive supplier and
procurer interests in existing contracts meant resistance.
Gillwald adds, the uncertainty created by the protracted ICT
integration process has been negative for the country, and the
separation of the Department of Communications and DTPS by
former president Jacob Zuma in 2014 has set back the sector a
decade.
“The conditional success of the sector under such conditions is
despite the policy and regulatory environment and not because
of it,” she says.
“President Ramaphosa understands the significance of the
digital underpinning of a modern economy, and, as a business
person, to the success of any enterprise in it. “I also hope he

brings insights from the National Development
Plan, compiled under his leadership and which
makes very clear the need for effective regulation
of infrastructure industry.”
Shinn, however, says: “There have been
no signs yet that Ramaphosa plans to put
the department on the necessary steroids to
effectively implement with speed the critical ICT
issues.
“Ramaphosa has a clearer understanding
of the value of the ICT sector to economic and
social development than anyone else in the
governing executive, so I’m hopeful that he will
bring pressure to bear on rapidly resolving the
litigious entanglements on spectrum allocations
and broadcast digital migration that are stalling
delivery.”

PUBLIC SECTOR PRIORITIES
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PROCUREMENT
By Dave Glazier
Photo Supplied

THE CHANGING FACE
OF PROCUREMENT
Government’s National Integrated
ICT Policy Whitepaper could change
the way SITA engages with the local
technology ecosystem.
overnment released its National
Integrated ICT Policy
Whitepaper in 2016. At its core,
the whitepaper addresses the
inter-relationships and areas of
convergence between the likes
of computing and information technology,
telecommunications, audio-visual and audio
broadcasting, internet technologies and even
more traditional communications, such as postal
services.
‘Convergence has meant that these
technologies don’t operate in isolation from each
other. They’re increasingly accessed using the
same devices,’ states the whitepaper. It’s a wideranging document - packing in no less than 177
pages – and discussing a number of policy and
regulatory issues relating to the converged ICT
landscape.
It reveals government’s intent to provide
overarching leadership and facilitate multistakeholder participation ‘in the drive for
inclusive digital transformation in South Africa’.
It also outlines ways to ensure fair competition,
stimulate new waves of innovation, and best
allocate government’s resources.

G
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Many believe that, to achieve the lofty goals of the whitepaper,
certain legislation must be amended. One of the most important
of these is the State IT Agency Amendment Bill.
The whitepaper sets a clear direction for SITA, stating that it
‘will work closely with IT leaders in the individual departments
in developing digital government solutions. SITA will focus on,
among other things, providing transversal services for digital
government, developing and managing an integrated digital
government services platform, determining digital norms and
standards for the digital service platform, and developing and
managing the one-stop government portal/s.’
With this vision in mind, just how is SITA’s engagement model
likely to change?

STRATEGIC SUPPLY CHAIN SYSTEMS
SITA executive for multi-stakeholder projects, Sitembele Senti,
says: “SITA isn’t intended to be an ICT operator, but rather to
create strategic supply chain systems to procure ICT products
and services on behalf of government institutions.”
Senti says that the whitepaper confirms and clarifies this
mandate.
But within the sourcing realm, Senti says that a new strategy
is emerging. “Previously, a single tender may have called for
everything from supply, to integration, maintenance and
support.” He explains that SITA now actively looks to disaggregate
these aspects where it makes sense to do so, to benefit from direct
sourcing relationships and economies of scale.
This means that SITA can at times procure solutions directly
from vendors and OEMs – in cases where there’s no opportunity
for a channel partner to provide any further value-added
services to that solution.
Senti says that once solutions are successfully sourced from
the vendor, SITA’s relationship generally ends there, and the
focus is to use local partners to best implement the technologies.
“We also pull together a panel of local small enterprises, running
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SITA isn’t intended to
be an ICT operator, but
rather to create strategic
supply chain systems to
procure ICT products and
services on behalf of
government institutions.
Sitembele Senti, SITA

certification and accreditation programmes to
ensure they provide great quality of service, as
they integrate the technology into production
environments.”
In this way, SITA is fulfilling its mission to
grow local technology companies and further the
nation’s small enterprise development agenda.

ENSURING WIDESPREAD SUPPORT
For SITA to succeed, it must ensure the support
of public sector CIOs from across the entire
government landscape.
Mothibi Ramusi, CIO of the National Lotteries
Commission, believes the agency should continue
encouraging coordination and efficiencies
between departments, through the strategic
deployment of solutions, to ultimately elevate
service delivery to citizens.
“If SITA is positioned as a procurement hub,
it’s important to have upfront architectural
designs and strategies that are approved by all the
impacted departments, so we can work towards a
single goal,” he says.
“This helps to integrate both our thinking
and our deployment of systems, minimising
issues of duplication, of unnecessary spend, and
increasing the transparency of public sector ICT
investments.”
With SITA playing a clear role in setting
government’s overall technology vision and
centrally managing procurement, Ramusi
believes it will be positioned to guide CIOs on
the latest generation of new technologies, such
as cloud and virtualisation, as they look to move
away from on-premise hosting models.

Mothibi Ramusi,
National Lotteries
Commission
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GITOS SHOULD BE EMPOWERED TO DO
MORE THAN JUST SET UP YOUR EMAIL
Xolile Ndlangana, Director at Boxfusion
ultimately increase service delivery to constituents.
But it’s not just about driving internal efficiencies however.
Putting ICT in a foremost position within government
departments has great potential to help government
transform the portfolio it oversees.
Take an example from experiments with drones in
agriculture. Technologists can use drones to map an orchard,
and then use an artificial intelligence robot to detect which
fruit is ripe, and which isn’t, and when to harvest. The use of
such of technology can improve efficiency, while saving time
and money.

In the digital age, we see rapid innovation and technological
developments emerging from the private sector on an almostdaily basis, whether it’s sending people to colonise Mars, or
developing artificial intelligence. Whichever way you look at it,
digital is integrated into our lives, improving, automating and
streamlining everything we do.
So why is it that government is not yet playing a leading role
in digital transformation in South Africa?
In 1999, former president Thabo Mbeki set a precedent
within his cabinet to include Government IT Officers (GITOs)
in every department. This move was intended not only to
recognise the vital role technology should play in the public
sector, but also to drive more digitally integrated government
processes.

Now apply this example of a deeply-integrated use of
technology to government departments. Thinking deeply
about and developing sustainable technological solutions
is how GITOs, and government as a whole, should and can
approach governance and logistic challenges.
We live in an age where, using digital, anything conceivable is
doable. If some of our brightest minds who work in government
turn to technological solutions, we can imagine a South Africa
where the Department of Social Development relies on easilyaccessible technology to process and pay out grants, removing
any elements of fraud, and getting much-needed funds to the
poorest in society.
We can imagine a Department of Higher Education that sees
more graduates collect degrees and empowers learning through
digital platforms across the country.

Fast forward to 2009 and the King III commission provided
specific guidelines for effective IT governance, both in
corporations and the public sector. These guidelines should
have encouraged GITOs within government departments to
play more of a crucial role in providing strategic leadership
when it comes to using technology in the public sector.

We could believe in a legal system that’s no longer
congested, but where justice is delivered swiftly and
accurately. All through home-grown technological solutions
yet to be developed.

While government has come a long way in automating
back-end processes, so much more can be achieved through
technology when GITOs are given a strategic leadership role
within their departments.

We already have the legislation in place to support this,
and the talented people in GITO positions in departments
across the public sector. All we need to do is enable them
to become the strategic resource they are, that will allow
digital transformation to reach deeper into departments for
timeous solutions that involve more than just setting up
email accounts.

Offices of the CIO/GITO in government should be seen as
the vital resource for, and principal driver of, a department’s
innovative strategy on digitisation. Such a drive can enable
the public sector to become more efficient in what it does,
more cost-effective through use of digital solutions, and

This dream is not light-years away.

www.boxfusion.co.za
+27 12 940 1300

info@boxfusion.co.za

PROCUREMENT

Speaking at last year’s GovTech conference, SITA CEO
Setumo Mohapi, said the agency is now on stable footing, and
recognises that it needs to evolve its role. “We owe it to the
citizens; we owe it to the taxpayer and public service to make
better use of technology and to change the metrics of success,”
he told delegates.

NEXT EVOLUTION
In taking this forward, Senti says SITA is now addressing the
issue of major contracts with vigour, consolidating various
contracts into unified master services agreements. “Out of
this, we’ve already achieved R1.5 billion in ICT savings over the
coming three years.”
Further engagements with ten of the biggest OEMs should
deliver at least another R1.5 billion in additional savings, he
adds.
With indications showing that government ICT budgets won’t
increase over the medium-term, he says: “We must look at how
we can efficiently and prudently deploy the resources that we
have.”
However, to make further progress, Ramusi believes SITA’s
mandate must still be clarified via legislation. He adds that it’s
currently operating as both a procurement vehicle as well as a
delivery arm and infrastructure provider.
In imagining the SITA of the future, he says that it could well
evolve to become a research-focused strategic partner, guiding
the procurement of ICT investment, focusing on optimising
policies for the modern era, and charting government’s overall
technology vision.
By becoming more of an advisory partner, the agency will
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We owe it to the citizens; we owe
it to the taxpayer and public service
to make better use of technology and
to change the metrics of success.
Setumo Mohapi, SITA

be positioned to guide decisions on the rapidly
evolving technology landscape. “Particularly,
in establishing standards and enabling
environments for the likes of 5G connectivity, and
the Internet of Things,” Ramusi says.
The whitepaper gives some guidance on what
the next steps could be, reinforcing the fact that
‘successful digital transformation will require
extensive cooperation and collaboration between
different government entities and spheres…
Cabinet will lead this project through the Interministerial Digital Transformation Committee.’
With new leadership in place at the top
echelons of government, and a clear recognition
of the importance of technology, it will be
interesting to see the developments coming from
this committee, and how they will ultimately
affect SITA’s role in the local ICT landscape.

PUBLIC SECTOR PRIORITIES
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DIGITALISATION
By Tamsin Oxford
Photo Supplied

DIGITAL
LEADERSHIP
It’s time to unlock the potential of
digital transformation through the right
leadership in the public sector.
n a recent global study
undertaken by Deloitte entitled
‘The journey to government’s
digital transformation’, 96% of
respondents felt that the impact
of digital on their domain was
significant. It also found that the process of truly
shifting government from ‘traditional’ to
‘digitally mature’ required digitally savvy
leadership. It’s under this savvy leadership that
the government can truly evolve. This is the real
game-changer that impacts on skills, digital
awareness and the levels of digital sophistication
within the public sector. Without robust
leadership, digital transformation is a tiny pebble
on a beach of stones – hard to find, difficult to
embed and impossible to enjoy.
In South Africa, digital leadership in the public
sector has been largely absent of late. The role of
of Government CIO (GCIO) has been changing
hands between temporary acting executives for
more than six years, since the last permanent
appointment, Michelle Williams, resigned in
2011. This has left government departments and
strategy formulation without clear direction.
However, in February 2018, Mandla Ngcobo
was appointed GCIO. It’s a potentially defining
moment for the IT structures and strictures
within the South African public sector. However,
the GCIO role has to wriggle into whatever space
is left between SITA, GITO Council (GITOC) and

I
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the Digital Transformation Inter-Ministerial Committee. Who
should be taking the South African public sector to dizzying new
digital heights? Will this process involve numerous departments
and strategic initiatives, or will it rely on the wit of one?
“It’s unlikely that we’ll have one framework or strategy
that will fit everyone,” says Ngcobo. “We all need to move
towards digitalisation and we need to ensure that government
departments actively embrace it and participate in it. There
are numerous building blocks that we need to allow us to fully
participate in the digital space. To this end, we’re developing
a more focused framework that will allow for individual
government departments to create strategies that are far more
focused.”

ONE STRATEGY FOR ALL
Ngcobo emphasises the importance of unity when implementing
a robust digital transformation strategy. The experiences need
to work for everyone, the digital strategic framework has
to include all the qualities that ensure each of the individual
government departments would receive with the guidance and
understanding they need to truly drive digital transformation.
“Right now, we want to build capabilities in data analysis,
data models and data statisticians. We want to ensure that
government has the assistance it needs to exploit the data
available to it,” he adds.
Currently, assessments are being undertaken to ensure
that any framework, policy and procedure is created in line
with requirements and expectations as outlined by mandate
and budget. The outcomes of the various analyses from these
assessments are set to inform the direction that the digital
framework will take and what needs to be in place to ensure
its success. This is a lengthy process and it does inspire another
question – what role does SITA take on in this regard? According
to 10.4.3.7 of the National Integrated ICT whitepaper, SITA is to
work closely with IT leaders to focus on providing transversal
services for digital government.
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Mandla Ngcobo,
Department of
Public Service and
Administration

In Europe, they’re using technology to change their countries and the lives
of citizens. In South Africa, we need to achieve this same level of influence
so we can also…take advantage of the opportunities it represents.
Mandla Mkhwanazi, Transnet
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ADVERTORIAL

mobility for the workforce, greater control
and security, and greater collaboration
across all sectors and geographic
boundaries.

SOLUTIONS FOR GOVERNMENT

ACCELERATE YOUR
DIGITAL TRANSFORMATION

I

nnovation in the public sector is
particularly tricky. Not because this is an
industry adverse to change, but rather
because it’s an industry that wants to
embrace all that’s new in order to better
serve its ‘clients’ – the citizens – but is
hampered by a number of factors.
With a backdrop of flat budgets,
organisational silos, and a risk-averse
culture, the pressure is on government
IT departments, which are increasingly
expected to achieve mission objectives
while demonstrating accountability,
value and return on investment. Obsolete
processes and infrastructure often fail to
meet the demands of today’s missions,
particularly in South Africa where change
is critical to moving forward, but budgets
don’t always stretch as far as they need to.
All of this leaves IT within the public
sector strained to deliver on cost avoidance,
operational efficiency, and service delivery
goals. VMware offers a pragmatic, valueadded path to IT modernisation that spans
datacentre, cloud, mobility, and security
infrastructures. With VMware, government
IT can securely drive digital transformation
to exceed mission and business outcomes.

www.vmware.com/za

BUT HOW?

Top of mind for the public sector remain
issues such as: how it can tackle highpriority issues, from cost-effective cloud
security to mobility solutions, while at
the same time explore new areas of
development including big security and
transforming IT environments.
It is against this backdrop that VMware
strives to remain active as a key enabler
of agencies’ digital transformation, with a
particular emphasis on how as a company,
it can keep the conversation around
advancing technology in the public sector
alive and relevant.
The virtualisation of IT architecture
primes an influx of added agility, scalability
and security readiness across all levels
of government. It empowers agencies to
bring innovation like hybrid cloud, hyperconvergence and the micro-segmentation
of networks to bear in pursuing their unique
and diverse organisational missions.
The capabilities of software-defined
technology in the networking, computing
and storage layers are universally related
in their expansion of technological agility.
Such flexibility, in turn, supports greater

Modernise the datacentre. Working with
VMware, public sector agencies can
amplify IT consolidation initiatives and
reduce costs by leveraging the hypervisor
to virtualise storage and networking.
Using a hyper-converged approach to
infrastructure, departments can transform
IT management, security, and delivery
while giving agencies the scalability, agility,
and efficiency needed to power today’s
complex national government computing
environments.
Integrating public clouds in government
is a nirvana that agencies dream of, but
aren’t always able to achieve. By doing
this, we can help government increase
agility, capacity, and resilience with
a unified hybrid cloud platform that
connects, manages, and secures apps
across multiple clouds.
Empowering the digital workspace
means agencies can mobilise their
employees and balance seamless
workforce mobility with impenetrable
data protection across users,
applications, networks, and devices.
This in turn empowers personnel with
reliable, consumer-simple access to
government data and resources – without
compromising data security or privacy.
By transforming security and deploying
strategies from the datacentre to the
device, VMware’s digital solutions
transform cybersecurity architecture
by addressing compliance, identity
management, threat detection, and
remediation across devices, applications,
and networks.

SUCCESS IN PARTNERSHIPS

Despite the benefits virtualisation affords,
there’s no one-size-fits-all approach to
innovation that can effectively blanket
public sector IT. Ongoing, two-way
communications between private sector
vendors like VMware and public-sector
customers, cooperating agencies and
system integration partners is vital to
future innovation.

DIGITALISATION
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There’s a lot of work going into digital transformation right now, from our
side and from other government departments. We’re currently interrogating
the actions we’re set to take.
Mandla Ngcobo, Department of Public Service and Administration
“SITA isn’t coming to the party, if I’m honest,” says Mandla
Mkhwanazi, digital business leader, Transnet. “It has the mandate to
ensure that government departments or public sector, in terms of ICT
services, are fully resourced. Unfortunately, SITA becomes too expensive
to use and there’s the bureaucracy around SITA itself. It needs to clean
its house, take its role more seriously and be more cost-effective and
efficient. It has a full mandate, but I don’t think it can step up to it.”

Europe, they’re using technology to change
their countries and the lives of citizens. In South
Africa, we need to achieve this same level of
influence so we can also promote the industry
and take advantage of the opportunities it
represents.”

SITA STUTTERS

There are challenges that need to be overcome
across finance, infrastructure, skills, and
collaboration. The public sector continues to
battle with the complexities and challenges left
behind by legacy systems and poor performances.
The roles taken on by SITA, GITOC, GCIO and
the Digital Transformation Inter-Ministerial
Committee are yet to be completely and clearly
defined. Each one introduces a layer of leadership
to the complex pattern of public sector and digital
transformation goals. The results have yet to be
seen, but there’s a clear leadership commitment
coming from the freshly-minted GCIO.
“We need a common approach and a common
understanding,” says Ngcobo.
“We need to mitigate against the challenges
that are inherent across finance, infrastructure
and skills, introducing mechanisms and
undertaking due diligence to ensure we
understand the risks and the benefits. There’s
significant work on our side to ensure that we’re
ready – we’re establishing our issues, how we
want to be assisted and the pathway that digital
transformation needs to take,” he concludes.

SITA has had more than its fair share of unpleasant news over the past
few months, which hasn’t helped its existing reputation. The SAPS/
SITA/Forensic Data Analysis debacle, the money spent on leasing a
luxury vehicle for the chief executive and its continued failure to deliver
on its mandate have all done little to restore confidence in its ability to
deliver.
Beyond SITA, there are also questions around where GITOC and the
Digital Transformation Inter-Ministerial Committee fit in, and what, if
any, impact they’re having on public sector digital transformation.
“There’s a lot of work going into digital transformation right now,
from our side and from other government departments,” says Ngcobo.
“We’re currently interrogating the actions we’re set to take.” At the
time of writing, Ngcobo hadn’t had the opportunity to engage fully
with SITA.
Ideally, there should be a policy-first and strategy-second approach.
Thanks to the delays on the SITA side, it seems strategy is about to come
first while policy ambles in later, looking faintly embarrassed.

DIGITALISATION STATUS
When it comes to digital transformation progress, some departments
are impressively far along in their digital transformation journey, while
others are sending smoke signals from behind a stack of paperwork,
and the rest somewhere in between. Whether digital is driven by SITA,
GITOC, the Digital Transformation Inter-Ministerial Committee or the
GCIO, it needs to be driven with a deft hand.
“GITOC is supposed to promote or inculcate the culture of technology
advancement within the departments, it can even follow the trends to
educate the community in the public sector and ensure the development
of certain skills and the promotion of best practice,” adds Mkhwanazi.
“Unfortunately, it isn’t quite strong enough. GITOC is supposed to
ensure that SITA executes on its mandate and to identify gaps, but it’s
difficult.”
The Digital Transformation Inter-Ministerial Committee, due to be
established in 2018/19, is an interesting idea, one that seems to be very
much aware of the benefits that digital transformation brings and the
importance of investing in their value. If it can deliver on its mandate
and vision, then it could very well be one of the gears that help the public
sector drive towards the Fourth Industrial Revolution.
“The Fourth Industrial Revolution and digital transformation may
sound like buzzwords, but it’s the future,” says Mkhwanazi. “In

LEGACY SYSTEMS
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CREATING
EFFICIENCIES
By Tracy Burrows
Photo Supplied

MAKING MONOLITHS,
OR PIE IN THE SKY?
Resolutions on re-merging the departments of Communication And
Telecommunications and Postal Services, and the merging of various industry
sector regulators have been in circulation for some time. But with an election
looming, progress on any of these restructures is likely to be slow.
raditionally, massive
organisational change happens
at a snail’s pace in South
Africa’s public sector. The
government has always been
slow to move on large,
significant initiatives – particularly where legacy
infrastructure, existing operational investments
and vast skills bases stand to be affected.
With telecommunications and ICT regulation
currently spread across different entities,
including the Department of Telecommunications
and Postal Services (DTPS), the Independent
Communications Authority of South Africa
(ICASA), the Domain Name Authority (.zaDNA),
and the Universal Service Access Agency
(USAASA), it’s envisaged that a new, consolidated
regulator would oversee these overlapping sectors.
A reconfiguration of government departments,
including the Department of Communications
and the DTPS, presents an opportunity to
eliminate duplication of costs, effort and
resources, and to streamline operations. But
analysts don’t see this happening any time soon.

T

The government has grown
enormously top-heavy in recent
years, and there have long been
questions about the division of
responsibilities.
Penny Smith, BMI-TechKnowledge
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Penny Smith, public sector analyst at BMI-TechKnowledge,
expects such shake-ups to be slow in coming.
“This is definitely a stated objective, but nothing appears to be
being actioned in any department at this stage,” Smith says. She
speculates that large-scale changes such as these could be put on
hold until after the election.
“It would entail a major restructuring, but would potentially
offer huge savings in the long run, and there has been a lot of
pressure for the government to do this.”

RESTRUCTURING OVERSIGHT
As part of the consolidation, ITWeb reported in February this year
that the DTPS planned to establish a state IT company and a state
ICT infrastructure company by 2020. This was according to an
‘Estimates of National Expenditure’ (ENE) document from the DTPS,
handed out to coincide with the 2018 national budget speech.
According to the DTPS, establishing these two new entities
would involve merging different functions of SITA, Sentech and
Broadband Infraco.
The ENE document states: “The department has submitted
proposals for the establishment of these companies to Cabinet for
approval and plans to draft their proposed mandates in 2017/18.
Draft legislation will be developed for these companies in 2018/19
for submission to Parliament in 2019/20.
“To fund these activities, allocations to the ICT Enterprise
Development and Public Entities Oversight programme are
expected to amount to R797.4 million over the medium term.”
The National Integrated ICT Policy Whitepaper, published in
September 2016, will also entail changes to existing legislation and
the development of new legislation. The whitepaper is supposed to
replace the separate whitepapers on Telecommunications (1996)
and Postal Services (1998).
The DTPS has identified that the Electronic Communications Act
and the State Information Technology Agency Act require revision,
and ICT commission and tribunal, and ICT state infrastructure
bills need to be developed to make provisions for the department’s
long-term strategic intent.
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Penny Smith,
BMI-TechKnowledge

On the question of the potential for job losses in streamlined
communications- and technology-related public sector
organisations, Smith says this is likely. “The government has
grown enormously top-heavy in recent years, and there have long
been questions about the division of responsibilities.”
But there are no indications that any real change is imminent,
she says.

WATCHING THE RANDS
“The National Integrated ICT Policy Whitepaper talks a lot about
merging entities, but we haven’t seen the activity that was imminent
there. The Parliamentary Committee met late last year to discuss the
objectives and activities required, and it emerged that a great deal of
legislation, restructuring and the creation of new bodies would be
needed. There were up to nine bills due to be produced in preparation
for the structures to be set up, and little progress has been made on
this. The recent budget was very quiet on this front too,” she says.
Smith also notes that projects such as SA Connect appear to be
slowed by stagnant or even reduced budgets. “The total costed
funding for SA Connect is R6.7 billion over the entire period of the
project and the funding allocation was cut by R1.7 billion in the
last budget, which may be a sign of shifting priorities. The sector

has been very focused on possible changes to be
brought about by the establishment of a wireless
open access network (WOAN), but indications are
that we will see a reduced programme in the short
to medium term,” says Smith.
SA Connect phase one was intended to provide
connectivity to 2 800 of 5 803 identified government
institutions by March 2017. However, delays in
implementation saw rollout downscaled to a goal of
around 795 facilities over the medium term.
The aforementioned ENE document indicated
that SA Connect would receive a reduced budget
of R1.7 billion over the medium term. In 2017,
National Treasury allocated R1.9 billion over the
medium term for broadband implementation,
which was up from the R1.6 billion allocated the
year before.

CAUSE FOR CONCERN
This slow progress in these ambitious projects
could be cause for concern, says Smith. “There’s
consensus that everyone needs universal access

PUBLIC SECTOR PRIORITIES

The Public Sector ICT Forum was established in 2016 to provide a
focused platform and opportunity for public sector ICT decisionmakers to come together to engage and discuss topics that are key
to the local public sector.
Directed by a board made up of government IT officers (GITOs) and chief
information officers (CIOs) and including representatives from SITA and GITOC,
the forum provides online and event-based thought-leadership and knowledgesharing platforms.
The forum gives CIOs the opportunity to listen to and engage with leading
local and international speakers to provoke dialogue, spark ideas and generate
concepts that can be taken back to their areas of work. This is an informal
community that encourages collaboration and thought in the name of improved
service delivery.

This is an exclusive community for top-level public sector
ICT decision-makers: the CIO, GITO or DG/DDG focused on ICT
strategy within your government department (national or
provincial level) or at a parastatal. Membership is free, but
applications are vetted to ensure exclusivity.

To become a member, please go to
bit.ly/2psg2E6
or email us on
PSICTF@brainstormmag.co.za
or tweet us
@PSICTForum
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How to create a ‘smart’ utility for the nation would be a challenge
falling principally on the regulator and we have yet to see this tested
in an existing market.
Will Hahn, Gartner

– that’s a driving policy behind the whitepaper
and impacts aspects like e-government, but also
education, health and the rollout of the NHI.
However, with significant tertiary education
demands, a looming election and other budget
constraints, it appears that priorities are shifting
away from telecoms and ICT.
“In a Parliamentary Review meeting in October
last year, 2030 was cited as the target for a digital
South African society, and I don’t think it can
be realistically hoped for before then. It’s a very
heavy, cumbersome ship they’re trying to launch,
and without all the elements in place, who
knows if it will float? Creating new structures is
a massive undertaking and involves setting up
new institutions, revisiting the whole scenario
of policy and funding, right down to developing
digital skills across the country.”

operator would be incentivised to have many, smaller service
provider customers instead of a few larger ones.
“Those service providers, on the other hand, could all enjoy
the scale of a large network operator on open and transparent
pricing terms that allow them to establish end-user business
models with greater confidence. One key factor in the regime
would be to incentivise the network operator to stay at the
forefront of technology development, offering its service
provider customers the latest, fastest, most reliable connections
and terms rather than sitting on its laurels with a clumsy
monopoly privilege. How to create a ‘smart’ utility for the nation
would be a challenge falling principally on the regulator and
we have yet to see this tested in an existing market. But we do
observe such a situation in microcosm across many smaller
municipal broadband networks worldwide,” concludes Hahn.

RESTRUCTURING THE REGULATORS
The National Integrated ICT Policy Whitepaper
also raises the idea of merging various industry
sector regulators to create two super regulators
– one for content and one for infrastructure.
Will Hahn, principal research analyst at
Gartner, says: “I can say with confidence that
no national regime has attempted this. Within
the communications markets (telecoms,
broadcasting, internet services, digital content
and more), the idea has definite attractions for
regulators as it would allow, in its pure form, the
infrastructure side to consolidate for economies
of scale (even to the level of one player for the
entire nation) while retaining multiple service
providers and content owners to preserve choice
and competition for end-users.”
Under a ‘super regulator’ the scene would be set
for the creation of a single network operator with
control of the entire infrastructure, and with the
freedom for that operator to choose which access
technology they wish to use in various areas, he
speculates.
But, he notes, without direct relationship to
consumer and enterprise users, the network
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LEGISLATION
UPDATE
By Simnikiwe Mzekandaba
Photo Supplied

ICT POLICY BATTLE
RAGES ON
Despite public outcry, government is determined to see the implementation of the
policy it proposes for the country’s ICT sector.
ndustry stakeholders and
associations may be forced to
stand down in the battle
against the government’s
proposed ICT whitepaper, this
as the state has made it clear it
has no intention to renegotiate the policy.
Since the National Integrated ICT Policy
Whitepaper was published in late 2016, Cabinet
approved a draft Electronic Communications
Amendment Bill (ECA Bill), the piece of legislation
that seeks to give effect to the government policy,
in November 2017. The public and industry were
given until 31 January 2018 to comment.
According to the Department of
Telecommunications and Postal Services (DTPS),
the ECA Bill forms part of government’s efforts
to create an enabling environment for the digital
industrial revolution and contribute in lowering
the costs to communicate.
The ECA Bill proposes the introduction
of an open access regime in the licensing of
spectrum and the creation of a wholesale open
access network (WOAN) to provide capacity

I

At the end of the day, we need to
quickly process laws that will enable
us, for example, to allocate spectrum
in the next financial year.
Robert Nkuna, Department of Telecommunications and Postal Services
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to existing and new entities. It also specifies that it is the
Telecommunications and Postal Services minister, Siyabonga
Cwele, who must determine which unassigned high-demand
spectrum will be assigned to the WOAN.
The proposal of a WOAN model put forward in the ICT policy
whitepaper, which was facilitated by the DTPS, has garnered
widespread criticism from some stakeholders in the sector.
Deploying a WOAN as a wholesaler in South Africa treads on
unchartered ground. WOANs have been established in Mexico
and Kenya, but with mixed results. Historically, spectrum for
mobile has been assigned to individual licensees who are then
given exclusive rights, but the deployment of a WOAN proposes
licensees work together and share infrastructure.
The state believes the provisions that the ECA Bill proposes for
the telecoms sector will go a long way in reducing barriers to entry,
promoting competition and reducing the cost to consumers.

WIDENING THE FIELD
According to minister Cwele, the telecoms sector must be
opened to new entrants without killing the current players.
Following its 54th National Conference in December last year,
the ANC also resolved that the published ICT policy must be
implemented swiftly.
A document detailing the resolutions of the ANC states: “There
must be priority and speed in the implementation of the ICT
whitepaper to encourage transformation, ensuring open access
to critical spectrum resource usage, ensure the strong market
competition and accelerate rapid deployment of electronic
communications infrastructure and services, including the
rollout of the WOAN.”
With that in mind, the department says it aims to introduce
the ECA Bill later this year. “At the end of the day, we need to
quickly process laws that will enable us, for example, to allocate
spectrum in the next financial year,” the DTPS director-general
Robert Nkuna states.
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It’s likely they will affect the
powers, competencies and
independence of the ICT sector
regulator (currently ICASA), as well as
the future existence and scope of the
Universal Service and Access Agency
of South Africa and the Universal
Service and Access Fund .
Research ICT Africa

Robert Nkuna,
Department of
Telecommunications
and Postal Services

In a move to flesh out some of the key provisions that give
shape to the ECA Bill, the DTPS hosted a two-day industry
consultation workshop in March.

PUBLIC CONSULTATION
The department said it decided to establish the workshop as part
of a consultative process with stakeholders following submission
of written comments on the draft ECA Bill.
The workshop attracted some 43 entities that commented on
the bill. Research ICT Africa (RIA) was one of the organisations
that provided written submissions concerning the proposed
legislation.
RIA believes the ECA Bill is an important document that may
have a significant impact on the country’s telecoms sector.
However, standing by its 19-page submission, the think-tank
has called for it to be withdrawn in its current format.
According to the RIA submission, the bill is one of a
number of expected pieces of legislation arising out of the ICT
whitepaper, including the Digital Development Fund Bill,

ICT Sector Commission and Tribunal Bill, and
Electronic Communications and Transactions
Amendment Bill.
However, of the four, only the ECA Bill has been
submitted for public comment. RIA says the bill
can’t be considered in isolation and should be
withdrawn ‘until such time as all four bills are
ready for public comment’.
RIA’s submission states: “The remaining bills
have substantial, even fundamental, implications
for the Electronic Communications Act. It’s
likely they will affect the powers, competencies
and independence of the ICT sector regulator
(currently ICASA), as well as the future existence
and scope of the Universal Service and Access
Agency of South Africa and the Universal Service
and Access Fund. Each of them appears to require
a further set of amendments to the ECA.”
ICASA also believes the powers it currently
holds should not be limited as proposed in the
ECA Bill. In its current form, the bill proposes for
ICASA’s functions to be limited to administering,
managing spectrum assignment, licensing,
monitoring and enforcement of spectrum.
ICASA CEO Willington Ngwepe says the power
to control and plan all matters pertaining to
frequency spectrum should lie with the regulator.
This, he pointed out, is best practice and speaks to
the independence of the regulator overseeing the
ICT sector.
Ngwepe has noted that while the regulator
believes there’s merit in wanting to establish
a WOAN, the issue with this model is that
it shouldn’t undermine fair competition in
the sector. Instead, it should be such that
it incentivises investment in the sector
and promotes an enabling environment for
information to thrive.
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CAN YOU IMAGINE A PROSPEROUS
SOCIETY CO-CREATED BY GOVERNMENTS
AND CITIZENS? TURN YOUR IDEAS INTO
TECHNOLOGY SOLUTIONS

www.ndp2030hackathon.gov.za

AVAILABILITY
OF ACCESS
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By Eamonn Ryan
Photo Karolina Komendera

IMPROVING
ENGAGEMENT
Transforming the relationship between citizens and public services.
o make a dent in South Africa’s
biggest societal problems
requires the public sector to
make better use of data, to
involve citizens, invest in
training employees, and
collaborate with the private sector.
As technology becomes more pervasive
throughout society, it changes how consumers
expect services to be delivered. The days of
consumer patience have been replaced by a

T

mobile app-driven appetite for instant gratification, and an
expectation of minimum standards and faster update cycles.
Those same consumers are also citizens, whose expectations
are now that their government similarly provides an Uber-like
experience when delivering public services.

‘SORRY, OUR SYSTEMS ARE DOWN’
How many times have you taken time out to visit a public sector
office, whether SARS, Department of Transport or Home Affairs,
and queued for hours only to be eventually told when you get to
the representative that ‘Sorry, our systems are down’?
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AVAILABILITY
OF ACCESS

Mmamathe
Makhekhe-Mokhuane,
SARS

Cloud technology has advanced
significantly, and public sector
entities need to be freed of the
legislative shackles that limit the use
of private infrastructure,
particularly cloud .
Joseph George, National School of Government

BRAINSTORM

Joseph George, director: ICT, National School of Government,
says: “The analogy of, ‘Sorry, our systems are down’ is
sometimes a painful reality in South Africa. As a CIO in the
public sector, it’s more than just embarrassing, it’s deeply
concerning and a call for us to be vigilant and steadfast in
improving the ICT landscape. The reason for such failures
has often been attributed to an incompetent ICT workforce.
I disagree, for our public service has some highly qualified,
skilled and experienced personnel. Some of our public sector ICT
colleagues have won international awards, recognised for their
excellence in ICT. The blame should, therefore, largely be placed
on the very poor political landscape of the last decade.
“Moving forward, and seeking to improve the ICT paradigm
in the public sector is our duty. It won’t be easy, as the budget
constraints manifest in public entities. These constraints are
the result of bad fiscal management, downright corruption,
nepotism and cronyism. There’s a silver lining now with the new
political dispensation. And ICT champions can certainly do a
lot; we can indeed do more with less. CIOs need to think out of
the box, to leverage applications and apps to reach the people, to
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The aim is for us to have data available when and where we need it, so
as to know the profile of every taxpayer the moment they interact with us .
Mmamathe Makhekhe-Mokhuane, SARS

reduce expenditure on grand infrastructure projects and leave
that to the private sector, and to focus on the client, making life
easier for them. Cloud technology has advanced significantly,
and public sector entities need to be freed of the legislative
shackles that limit the use of private infrastructure, particularly
cloud,” says George.

INVESTING IN PEOPLE
In contrast to many public sector entities, the South African
Revenue Service (SARS) rates highly even among developed
countries, receiving many educational visits from its
international peers. Mmamathe Makhekhe-Mokhuane, chief
officer: Digital Information Services and Technology at SARS,
explains one of the constraints that any public sector body
labours under is the extent to which it can use cloud technology,
due to security concerns. In contrast, SARS has approved a
cloud strategy for itself and, says Makhekhe-Mokhuane, going
into the future, it’s looking at every avenue where it interacts
with taxpayers to add more value, and to become ever more
predictive in those interactions.
In this respect, she adds, SARS is more akin to the private
sector in its urge to become ever more dynamic, agile and
ecosystem-driven. “The aim is for us to have data available
when and where we need it, so as to know the profile of
every taxpayer the moment they interact with us,” she says.
In this regard, she says the uptime for e-filing is 99.6%.
SARS’ challenge therefore is about making its online systems
ubiquitous and accessible to more people in remote areas,
including the use of self-service kiosks where people can be
guided to complete their tax forms online.
“We’ve observed that most people still want to go into our
regional offices and be helped with completing their forms,
and these kiosks will assist in this respect. It uses the same
technology but we’re working to make it simpler to use
for ordinary people, including those with a phobia against
computers,” says Makhekhe-Mokhuane.

UPLIFTMENT THROUGH COMPUTER LITERACY
She notes that this initiative has much to do with the broader
level of ICT literacy throughout the country. In this regard, she
says, South Africa has dropped down the international rankings
over the past decade. “We used to rate quite highly, with
electronic communications being used at one time as a source
of socio-economic upliftment, with projects such as personal
computers installed in schools in poor communities. This was
assisting in moving people out of the cycle of poverty. However,
at a certain point, a Cabinet decision was made to concentrate
on other priorities, and we fell behind in the ICT rankings.

“So government is once again looking at
re-investing in ICTs as a means of poverty
alleviation.”
Makhekhe-Mokhuane lists the issues that come
up most often in public sector CIO talk shops as
service security and economies of scale. It hasn’t
been possible hitherto for the government to
maximise its scale through collective buying of
ICT systems. Currently, various departments
negotiate independently, achieving different
prices. Consequently, government is collectively
paying too high a price at the moment. “The
result is we’re not getting the right return on
investment. National Treasury and SITA are
looking at this issue and speaking directly to
OEMs (Original Equipment Manufacturers) about
a co-ownership model, which would remove
the arbitrary pricing, as well as the element of
surprise over budgeting. We will have a threshold
that will enable greater control,” she says.
One of the new technologies that SARS is
looking at is an international best practice whereby
the VAT component of a sale at any retailer is paid
immediately to SARS. At present, retailers all pay
their monthly VAT at different times.

TIME TO DROP IDEOLOGY
The McKinsey Center for Government has
researched hundreds of cases of government
innovation around the world, including its
on-the-ground experience working with
governments and corporates, and concluded
that what works for governments is ‘a more
disciplined, systematic approach to solving
public-sector management problems — in short,
government by design’.
‘Government by design’ calls on public sector
leaders to eschew the ideological in favour of
the rational and the analytical, and to be willing
to abandon tools and techniques that no longer
work. “Four principles are at its core: the use of
better evidence for decision-making, greater
engagement and empowerment of citizens,
thoughtful investments in expertise and skill
building, and closer collaboration with the
private and social sectors. Each of these principles
is central to creating more effective yet affordable
government,” states the McKinsey report.
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SECURITY
By James Francis
Photo 123RF

HOW IS
THE PUBLIC
SECTOR
CONSIDERING
SECURITY?
The rising tide of cybercrime has made the public
sector a bigger target than before. Can it rise to meet
the onslaught?
t doesn’t make the headlines often, but every now
and then, the fierce war between the South African
state and cybercriminals bubbles to the top. In 2014,
hackers defaced the website of the South African
Police Service as well as downloaded confidential
whistle-blower data. A year later, news agency Al
Jazeera came into possession of classified intelligence documents from
the state.
Though that leak was likely through an insider, perhaps to
highlight problems in the service, the exposed memos revealed,
among other things, a high number of espionage hacking attempts
and successes. There are fightbacks as well: in 2014, the security
services stopped a plot to digitally steal nearly R1 billion from the
Gautrain Management Agency.
These are just public examples, suggesting much more activity that
doesn’t make the news. South Africa routinely ranks highly as a target
and activity spot for cybercrime. PwC revealed in 2016 that roughly
a third of local companies have reported cybercrimes. It’s the fourth

I

BRAINSTORM

most reported financial crime in the
country, rivalling deeds such as fraud,
money laundering and bribery. South
Africa’s connectivity, technology and a
lack of prosecutions have made it a big
target for cybercrime – the biggest in
Africa.

THE FRONTLINE
A lot of that attention is directed at the
public sector and its bounty of data.
Though statistics for attacks against
government entities are not released,
it’s been acknowledged as a serious and
growing challenge.
“The cybersecurity threat and attack
methods have changed significantly in
the last five years,” says Lyverne Prinsloo,
acting head of department: Information
Security Services at SITA. “The threats
are more sophisticated and persistent:
from where we had only experienced
virus attacks a couple of years ago, we’re
faced with recent distributed denial
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of services attacks and hactivism. The
attacks changed from network and session
layer methods to targeting application
layer weaknesses and bad web interface
programming.”
Though government’s slow pace to
modernise is often seen as a target on
its back, modernisation itself is also
having a major impact. With this trend
comes complexity, which is the reason
why combating cybercrime has become
harder. A Gartner survey found that
modernisation is the leading focus of
government CIOs, taking up 18% of overall
attention. But security and compliance
aren’t far behind, taking the second (13%)
and third (12%) spots. It reveals how
close the three areas exist to each other,
though that’s not always acknowledged.
Only five percent of the same CIOs
ranked security and risk as ‘missioncritical’. Many still underestimate the
relationship between business desires,
modernisation and security.

Security still faces the same problem in all its
incarnations: it’s not seen as an improver of
service delivery or competitive differentiator.
“They have to be tandem strategies,” says Carol Thomas, CIO of the
Civil Aviation Authority. “As modernisation takes place, security must
be integral to plans and implemented alongside modernisation.”
A Gartner report, 2018 CIO Agenda: Government Insights, agrees,
stating that mismatched expectations from business leaders is slowing
down the progress of transformation initiatives. Moreso, the mismatch
is causing overly risk-aware decisions. The report, by Gartner’s Rick
Howard, states: ‘When compared with private sector organisations,
government clearly operates under a risk-conscious or risk-averse
balance of priorities.’

BETTING ON CLOUD
But finding common ground can be difficult in the cloud era. Services are
more readily available and being adopted by employees, aka ‘shadow IT’.
Informally, numerous local government employees admit to using Gmail as
their email at work.
IT teams are having a tough time keeping up with these demands.
Cloud is looked at as a remedy to the problem, yet migrating to the
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As modernisation takes place, security must be integral to
plans and implemented alongside modernisation.
Carol Thomas, Civil Aviation Authority

model hasn’t been easy, says Prinsloo. “One of the other
major risks faced by the country on security is the aggressive
introduction of public clouds whose datacentres are located
outside the country. As such, South Africans would be unable to
ensure data residency and security if their services are deployed
and hosted in such public clouds.”
Private clouds have been the preferred choice as they sidestep
this problem around data residency (the principle that data
must reside within the country, not just under its jurisdiction).
But this isn’t an adequate solution, which is why hyperscale
cloud platforms such as Microsoft Azure datacentres are
entering the market with assurance that government will be a
big customer.
Even though government’s proportional spend on datacentres
is larger than the private sector, that amount is decreasing and
public sector CIOs are looking for more opportunities to use
other cloud platforms. SITA is positioning cloud as a central
part of its vision to implement consistent security controls and
increase the ability to monitoring of systems.
Cloud models also make it easier to access skills, a problem
dogging both public and private sectors, says Thomas. “Skills are
by far the biggest challenge and I don’t believe it’s unique to the
public sector. There’s a global shortage of security skills and it’s
growing.”
Silos are another area that cloud can tackle. Government
departments typically acquire the technology they need, with
not much necessary overlap with the systems at other state
services. SITA would often only approve procurement, but
had little to do with the actual design of systems, including
security. The resulting differences have acted as major
barriers in the conversations needed to align objectives and
architecture.

SOLVING SECURITY CHALLENGES
The agency has been setting out to change this, Prinsloo
explains: “Due to the current organisational provisioning of
ICT for government, the silo approach does exist. SITA with
government have started to break down these barriers to deliver
a holistic approach for cyber security for government and the
implementation of these strategies.”
Cloud is a major part of the strategy to address security and
compliance issues in the state service. SITA is implementing a

Government Private Cloud Ecosystem concept: as
mentioned earlier, the state is committed to be a
supporter of hyperscale cloud platforms located
inside the country’s borders – this is part of that
policy.
At some point, it will also look at pooling
certain services and offering those to government
departments. The view is that this will simplify
procurement, as SITA will follow its original
mandate to treat government entities as its
customers.
But there are many existing partnerships
between departments and service providers, in
some cases service silos exist, which the state
has become wholly reliant on (most recently seen
in the unfolding saga between SITA, the South
African Police Service and a technology company
called Forensic Data Analysts). Not all technology
companies are that keen to deal with SITA instead
of directly with the departments. Departments
have also become used to offloading all their
security needs onto the partners, meaning there’s
little actual collaboration around modernisation
and goal alignment. It will be difficult to change
these dynamics.
Security still faces the same problem in all its
incarnations: it’s not seen as an improver of service
delivery or competitive differentiator. It remains a
grudge purchase and one that many would prefer
to kick under the operational carpet. But the
growing complexity of modern IT environments,
coupled by a demanding-if-ill-aware user culture
is nonetheless making it a necessity.
Gartner’s survey finds that the fear of
reputational damage is a growing incentive to
increase spending on security. But that won’t
address cultural and ownership shortfalls, as is
made clear by the earlier figure of five percent
priority on the topic. South Africa’s government
hasn’t experienced a major and public breach
– yet. But experts say, given the country’s
prominence, it’s only a matter of time.
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THE POWER
OF DATA
Government has lots of data, at every
level of its operation. How can it use
that to improve operations and service
delivery?
ccording to the Open Budget
Survey (OBS), South Africa
leads the world when it comes
to transparency at the National
Treasury. The annual report
scores countries according to
access to information about government
spending, and in the latest update, South Africa
ties with New Zealand for first place.
It’s an achievement that should be celebrated.
Not only has South Africa held its overall score
since 2016, while most of the rest of the world
became less transparent, but our peers at the
top of the table – New Zealand and third place
Sweden – don’t have the same political issues and
history that might suggest we wouldn’t fare so
well.
That said, it’s telling that while the OBS gives
South Africa 89 out of 100 for transparency, we
score just 24 out of 100 for public participation.
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We’re good at publishing data, apparently, but what do we
actually do with it after that?

UNLOCKING THE NUMBERS
Public entities around the world are rapidly learning from the
private sector how data – big and small – can be used to inform
decision-making faster and more effectively by tapping into the
wealth of data it already owns.
In the US, for example, the Los Angeles Police Department
has been using historical crime records to enable ‘predictive
policing’ for the last four years. It uses a piece of software called
PredPol, which combs police records on a daily basis and advises
where to deploy officers. The firm behind the software makes
bold claims for its success, and while these shouldn’t be taken
at face value, most analysts agree that there appears to be some
positive impact.
In South Africa, we’ve been slower to innovate around
public data use. The pioneering Find & Fix app launched by
the Johannesburg Roads Agency in 2014 followed a common
model of using smartphones for engagement by enabling
citizens to report potholes and other road issues without going
through time-consuming call centres. Around the world, many
municipalities use similar apps to communicate with residents,
receiving information about problems and pushing out updates
on repair statuses and more.
Find & Fix was also designed to streamline the repair process,
by automating the way work crews were dispatched. But since
then, there have been few really interesting developments that
show how data can improve service delivery and efficiency.
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Partly that’s because new infrastructure is
often required, which is why SITA is working on
massive project to create a Government Private
Cloud Ecosystem. This will give different bodies
the ability to access data stores and spin up
new cloud servers on locally hosted hardware,
compliant with South African regulations.
Hopefully, it will be the cornerstone of many
new services like Find & Fix.

APPETITE FOR CHANGE?
Government has to want to change too. Dr Colin
Thakur, director of the iNeSi e-Skills CoLab at
Durban University of Technology, is currently
researching the impact of technology on
democracy. Thakur says that he’s run courses on
data visualisation for government employees in
the past, which have been very popular.
He also runs a higher level course on data for
development, which looks at subjects such as
machine learning and AI and is popular with
students.

Look at how we deal with
congestion. We can’t afford to just
build more roads, but with more
data, we could use the ones we have
more efficiently.
Lillian Barnard, Microsoft South Africa
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We want to come up with a methodology to track the pulse of the nation,
a metro or a municipality. The cost of tackling the issues behind a protest
early is likely to be much less than rebuilding after the damage is done.
Dr Colin Thakur, iNeSi e-Skills CoLab, Durban University of Technology

“When we offered it to government, we had no takers,”
Thakur says. “We were very confused by the lack of response.”
Thakur believes that government is still unsure who has the
authority to start mining and using data, and what regulations
apply. Even so, there are other available data sources that are
readily available.
“The biggest source of untapped data in South Africa is
unstructured social media,” Thakur says. “Analysing it does
present many challenges – people use multiple languages or
express themselves with emojis, for example, so interpreting
social media posts is non-trivial.”
Those challenges can be overcome, and Thakur says that
social media analysis could potentially have been used to track
the recent listeriosis outbreak. The WHO had great success, he
explains, tracking bird flu via social media. People tweet when
they’re ill.
Thakur believes that social media could be used to predict
protest activity too, by picking up on problems before it becomes
too late. He’s currently testing this theory by looking at data
around the #FeesMustFall protests.
“We want to come up with a methodology to track the pulse
of the nation, a metro or a municipality,” he says. “The cost of
tackling the issues behind a protest early is likely to be much less
than rebuilding after the damage is done.”

LOOKING AHEAD
Lillian Barnard, director for public sector at Microsoft South
Africa, says she’s confident we’ll see many new initiatives
coming through as a result of decisions being made now.
“Government wants to show innovation and improve service
delivery for citizens,” Barnard says. “And when things change,
they change quickly. As an example, look at the Independent
Electoral Commission (IEC). At the local government elections,
you had to visit a physical station to change your details. Now
everything can be done online.”
Advocates for better data use need to be constantly selling
the benefits, however, and keep drawing on best practices from
overseas.
“If we can start feeding more data into machine learning
platforms, we can start predicting things with more
confidence,” she says. “Look at how we deal with congestion.
We can’t afford to just build more roads, but with more data, we
could use the ones we have more efficiently.”
Of course, the challenge of using government data for service
delivery is that it can have unforeseen consequences, or at the
very least make us feel uncomfortable about its use.
Does PredPol, for example, lead to more incidents of racial
tension by dispatching alert officers to already over-policed
areas? How easily would South Africans accept the fact that
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IT’S A
TWO-WAY THING
It’s not just government that can use data for better service
delivery, getting civil society involved is almost always a
good thing. The non-profit organisation Open Data Durban
(ODD) has worked with eThekwini municipality on several
projects, including its latest flagship, Durban Answers.
ODD founder Richard Gevers describes Durban Answers
as an ‘accountability project...aimed at responsive
governance and assisting democracy through access to
information’.
Durban Answers is an online platform through which
residents can ask any question. By answering the
questions, Gevers aims to build up an essential repository
of knowledge about the way the city functions. He
describes the process as ‘crowdsourcing what people want
to know’, from opening times for entertainment venues to
how to find out where you are on the housing list, or how to
apply for student funding.
The platform is accessible via USSD and SMS, as well
as a web browser.
“We do a lot of engagements with different
communities,” Gever says. “Our work is stacked towards
vulnerable communities.”
Answers to questions are currently written by a team of
volunteers he calls ‘the brains trust’. Many are currently
working for, or have recently retired from, the civil service,
and are able to give accurate answers or know where to
look for them.
“Our brains trust has institutional knowledge,” Gevers
says. “They can get things achieved, like a getting a water
leak fixed.”
Over time, the hope is that the value of Durban Answers
won’t just be for citizens. The municipality will also be
able to use it to understand more about citizen needs, and
where its own services can be more proactive.

US judges in several states use a risk analysis
platform called COMPAS to influence the length
of a sentence imposed on an individual?
Whatever happens to government data, the
key to winning public trust and improving
on that participation score from OBS will be
transparency. And fortunately, it looks like we’re
already quite good at that.

IN
REALITY

35

By Rodney Weidemann
Photo Supplied

A LACK OF
CLOUD COVER
The benefits of the cloud are clear and obvious, yet many government
departments are still finding their feet when it comes to undertaking migrations
of their own.
t’s clear that ICT is perhaps the
single most crucial enabler of
economic growth and
development in Africa, which
makes it particularly strange
that progress towards
modernising ICT infrastructure in the public
sector has been so slow. Public sector entities
across all three levels of government lag

I

significantly behind the private sector when it comes to the
adoption of the latest technologies, including cloud computing.
This is despite the fact that cloud computing is seen by
many as having the potential to promote greater efficiencies,
integration, coordination and cost savings – all advantages that
could have a massive impact on the public sector. Furthermore,
cloud computing holds the potential to play a critical role in
enabling the government to meet the objectives set out in the
National Development Plan and SA Connect. These objectives
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BENEFITS VERSUS
CHALLENGES

encompass achieving better coordination
between government departments and enabling
the effective delivery of e-government services
to the public.
With an increasing focus being placed on
both service delivery and cost reductions,
the potential the cloud offers to the public
sector continues to grow. In light of the
potential benefits on offer, Brainstorm spoke
to several different government agencies, to
find out exactly how their cloud migrations are
progressing.

Some of the key benefits
government departments can
expect to obtain once their
migration to the cloud is
complete include:
• Improved service delivery
• Reduced system downtime
• Support for ‘bring your own
device’ initiatives
• Access to the latest
collaboration and messaging
services
• Searchable archives
• Significant cost reductions
on hardware and software
licences.

Naturally, there remain
challenges associated
with such a migration too,
including:
• The relatively high cost of
data in South Africa
• Inadequate and inconsistent
broadband coverage
• Software licensing
implications from moving
in-house to off-premise
cloud datacentres
• Business process and
technology environment
integration implications
• Compliance and legislative
concerns related to data
sovereignty, compliance and
security.

SLOW AND STEADY
According to Ayanda Madyibi, provincial CIO
and chairman of the provincial GITO Council
in the Eastern Cape, as far as the provincial
administration’s journey goes, it has been
underway for around two years.
“Obviously, an undertaking of this nature
can’t be completed without having to overcome
a range of challenges, and our adoption has
been no different. In particular, we continue
to struggle with issues relating to bandwidth
requirements for this new infrastructure,
as well as with some of the cloud security
measures that are an inevitable part of such an
implementation,” he says.
While progress has been slow but steady,
Madyibi says much still remains to be done
before the project can be called a complete
success. Most notably, he says, for the provincial
administration to truly be considered ‘in the
cloud’, a provincial virtual private network will
need to still be implemented. It’s also important
to ensure that such an implementation
is consistent with and aligned to broader
government objectives.
“Infrastructure as a Service is definitely the
way to go, as far as we’re concerned. Moreover,
once we’re fully cloud-ready, we can begin to

look at how we can use everything from AI to the IoT. After
all, most of these applications will be cloud-based and the
opportunities they present to enable enhanced service delivery
and access to information and service by the people of the
province will have to be fully explored.”

JUST BEGUN
Makabongwe Siziba, director and GITO at the Department
of Social Development in KwaZulu-Natal, points out that
the department is still finding its feet with regard to cloud
implementations, having only initiated its cloud journey
towards the end of the 2017 calendar year.
“For us to truly be able to consider that we’re genuinely ‘in
the cloud’, we will need to have stable connectivity in terms
of our wide area network (WAN), which connects all our
sites across the province. This includes many areas that are
extremely rural and remote, and therefore lacking in network
infrastructure presence. Getting the WAN fully operational will
be the critical success factor,” he says.
Additional challenges that Siziba identifies as being critical
to overcome, in order to achieve such a level of success, include

In the past, we’ve spent about 70% of budgets on application
management, with only 30% on the development of new applications.
Sitembele Senti, SITA
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a currently obsolete network infrastructure, uncertainty
relating to issues around data protection legislation – notably
for data hosted outside the boundaries of the Republic – and
SITA’s pace in adopting and pioneering a cloud strategy for
public service.
“While the benefits promised by the cloud haven’t yet
materialised for us as, due to our cloud journey having
effectively just begun, we certainly anticipate numerous
improvements as we move forward.
“We’re already beginning to look at the advantages to be
gained from making use of technologies like big data and
analytics, as well as AI and the IoT. After all, the cloud will
ultimately make it possible to adopt or leverage not only these,
but other key technologies that may arise in the future,” he
adds.

MOSTLY FUTURE-FOCUSED
Carol Thomas, CIO at the Civil Aviation Authority (CAA),
suggests that the organisation is certainly keen on migrating to
the cloud, due to the numerous benefits it offers, but adds that
the majority of such a journey remains in the CAA’s future.
“Although we do have some services running in the cloud,
and are seriously thinking about more in the future, we simply
have so many projects to handle at present that achieving this
is quite difficult. For example, we’re in the middle of a large
ERP implementation. In addition, a number of the planned
cloud offerings will flow out of the projects we’re currently
busy with,” she says.
“Probably the biggest challenge we face in moving to the
cloud is the simple matter of technology literacy within our
organisation. This is due to the fact that so many of our processes
are manual in nature, and that staff require a significant amount
of readjustment. We’re obviously working to uplift literacy levels
as we go, but feel we can’t go directly to the cloud, as we need to
be able to walk before we try to run.”
Another issue that must be overcome, she continues, is that of
the legislative issues surrounding such a move. The CAA, after
all, holds a lot of sensitive data that must meet data sovereignty
standards. Along with this is the matter of security, which is
constantly raised as an issue, and there remains a view that there
is risk involved in moving to the cloud. The challenge, therefore,
is to persuade the business that this risk can be overcome and
that the benefits of the cloud make such a move worth any
potential risk.
“Obviously, having a few of our services in the cloud has
helped to demonstrate some of the benefits the cloud offers.
These include improvements in efficiency and effectiveness, as
it has made it easier for people to access and deal with certain

Makabongwe Siziba,
KwaZulu-Natal
Department of Social
Development

processes. Client service also follows hot on
the heels of this, so as we begin demonstrating
improvements in customer service, we hope to
convince the business to move additional services
to the cloud.
“As CIO, I can certainly envision the kind of
opportunities that technologies like AI, big data,
analytics and the IoT can offer to our department.
However, it’s a massive balancing act for us.
While we have such technologies on our radar,
our move to the cloud has to be conducted in
clear and manageable steps – so we’re currently
walking a rather tricky tightrope in this regard,”
concludes Thomas.
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WHY THE PUBLIC SECTOR
SHOULD PRIORITISE DIGITAL
TRANSFORMATION
A

2014 MIT Sloan Management
Review article defines digital
transformation as ‘the use of
technology to radically improve the
performance or reach of enterprises’.
In light of this definition, digital
transformation should be the single
biggest priority for public sector
organisations, says David Mphelo, GM;
Enterprise Sales at MTN Business.
“Digital transformation is more about
improving performance than implementing
technology, and with the focus currently
being put on the performance of public
sector organisations, the spotlight should
be on how technology can empower
improvements in the sector. Too often,
public sector technology plans are full
of buzzwords and come up short in
terms of addressing specific, clearly
defined business objectives, but digital
transformation – done right – can be
objective-driven,” he says.
Mphelo adds that by putting a focus on
performance improvement and quality
rather than technology, organisations can
better manage increasingly tight budgets
and produce quantifiable results. However,
digital transformation is a complex
endeavour, and he warns that understanding
how to achieve business goals and improve

performance through the thoughtful
application of technology is a long-term
project.
“Even the best technology won’t
inherently improve performance – that’s
the role of management. Figuring out
how to improve quality and performance
requires experimentation, brainstorming,

EVEN THE BEST
TECHNOLOGY WON’T
INHERENTLY IMPROVE
PERFORMANCE –
THAT’S THE ROLE OF
MANAGEMENT.
DAVID MPHELO, MTN BUSINESS

rethinking, and a holistic view of the entire
organisation. For obvious reasons, most
organisations can’t achieve this on their
own, and should look to their partners to
help facilitate this process.”
With government entities increasingly
under pressure to meet the demands and
expectations of digitally connected citizens,
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digital transformation may be rising to
the top of the agenda, but Mphelo says
that the public sector needs to go beyond
digitising existing processes and services.
It should rather focus on harnessing the
power of digital technologies and data to
fundamentally re-imagine and transform its
business models.
“Successful digital transformation
requires strong leadership at the highest
levels, and public sector organisations need
to maximise their digital investments by
strategically leveraging new technologies,
as well as data and advanced analytics,
to optimise how they do business. South
Africa will sustain average economic
growth of 4.91% per year for the next eight
years until 2026, according to a report by
Harvard University’s Center for International
Development, and the public sector can –
and should – capitalise on this by building
strong public-private partnerships that can
achieve the transformation necessary to
meet the needs of the future.”
According to Mphelo, this is the best
and easiest way to overcome the most
common challenges facing the sector:
legacy systems, stringent legislation and
regulations, as well as the complexity
of security and privacy concerns. In
addition, these challenges are only going to

David Mphelo, GM; Enterprise
Sales, MTN Business

become greater hindrances as emerging
technologies such as IoT and AI are
implemented on a wider scale.
In fact, IoT is the single most disruptive
technology the public sector has seen in
decades. ‘Citizen-centric’ models have
been spoken about for years, but few have
been implemented. IoT can not only help
them to become a reality, but can open new
ways for the public sector to engage with
stakeholders.
In addition, IoT offers solutions to
common problems like traffic congestion
and efficient electricity and water service
provision. With IoT, pointsmen don’t need
to be physically present to help navigate
traffic and avoid congestions. By using GPS
tracking devices, traffic can be analysed
in real-time, and the traffic lights can be
controlled accordingly. Similarly, ‘smart
parking’, or ‘smart waste removal’ can help
to better manage these services remotely,
saving costs and improving efficiencies.
“IoT is already changing the parameters
of how public sector organisations
operate, and as implementations grow
in scope and size, it’s going to become
increasingly important for the public
sector to have the right ecosystems
in place to capitalise on the benefits.
Through its big data capabilities, IoT will
open avenues for new ways of delivering
services and insights into the day-to-day
running and usage of those services, so
analytics capabilities, for example, are
going to become even more important in
the future,” he points out.
All of these factors – digital
transformation, emerging technologies
like IoT, and the use of technologies such
as cloud and analytics for value creation

– are opening doors to new opportunities,
but are also creating new challenges for
organisations. Mphelo says that the public
sector can use the lessons learned in the
private sector to prepare for things like
improved security.
“As the public sector digitises,
their ecosystems are becoming more
vulnerable to cybercrime. To keep pace

with sophisticated and highly motivated
attacks, organisations must adopt a
dynamic security strategy. However, by
developing technology capabilities that
enhance user experience and increase
productivity, public sector organisations
have an opportunity to not only increase
digital uptake, but also improve their ability
to counter advanced security threats.”
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CASE STUDY
By Tamsin Oxford
Photo Karolina Komendera

DELIVERING
THE INTERNET
OF THINGS
The South African Post Office is taking
impressive strides towards a future
where communication and collaboration
are digitally empowered.
or the past few years, the South
African Post Office’s dedicated
chief information officer,
Mthoko Mncwabe, has been
deftly navigating legacy
systems and solutions towards
biometrics and the Internet of Things (IoT), ready
to change how citizens engage with one another
and the government.
“When we first started looking towards how we
could implement technology, we asked ourselves
one very simple question – what is our role?” says
Mncwabe. “It can be boiled down into a single
idea – customers want to be able to send an item
and be assured of its arrival. We then looked to
how we could use the abilities and technologies
of IoT to enhance and transform this simple goal.
We needed to find a way of connecting those who
don’t have traditional addresses or devices or
tools, giving them the opportunity to receive a
letter or a payment. No matter where they are.”
The organisation wanted to find a way of
changing how a parcel is tracked as it travels
across the country using IoT-enabled solutions
to verify its departure, status in transit, arrival,
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position in the system and even where it sits at customs. For the
customer, this would potentially allow them to know exactly
how much their item would cost, if it passed through customs,
the taxes that would be due, the timing of its delivery and more.
Alongside the ability to track and trace items more effectively,
the use of IoT within this context would also allow for the
company to unlock the potential of predictive analytics. Data
would provide insight into the transport and supply chain, item
security, the client’s details, the logistics and methodologies that
could save money and improve efficiencies.
“There’s still a significant amount of work that needs to be
done,” says Mncwabe. “What we have done to date is to find
ways of getting legacy architecture and attitudes onto the
road of technology. We’ve started the process by investing in
tools and technologies that are designed to ultimately take the
organisation into the IoT realm over a period of time.”

BIOMETRICS
A recent agreement with Bytes Systems Integration will see the
Post Office install biometric technology to support its delivery
of the social security grants payments. Using one of the market
leaders in biometric solutions, HID Global’s Lumidigm, the
system will verify individuals in real-time using the Home
Affairs National Identification System (HANIS) and the South
African Post Office’s biometric verification engine.
“For us, biometrics management and usage in government is
one part of the IoT puzzle,” says Mncwabe. “The second part is to
resolve one of the country’s biggest challenges – finding ways of
identifying and addressing people.”
The goal is to build a solution that places the Post Office
squarely in the middle of the ‘Know Your Customer’ paperwork
chain. Identification information for South Africans would sit
with the Post Office so if there’s a need to identify an individual,
instead of having to go to Home Affairs or find an obscure office
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Mthoko Mncwabe,
South African Post
Office

We’ve started the process by investing in tools and technologies that are
designed to ultimately take the organisation into the IoT realm over a period
of time.
Mthoko Mncwabe, South African Post Office
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Our primary goal is to build an interconnected system that places
the citizen at the centre, delivering services that span the physical and
the digital realm.
Mthoko Mncwabe, South African Post Office

somewhere, the Post Office will have the data needed. The technology
will further enhance collaboration with Home Affairs and the CIPC,
among others.
“Finding ways of providing people with verifiable and confirmed
addresses is an important part of our mandate and this is the first step
in this direction,” adds Mncwabe. “We’ve invested in an addressing
management system, which is currently being implemented. It uses
technology-driven map codes that can identify people based on their
GPS coordinates.”
The challenge that this solution is aiming to redress sits around the
very simple concept of an address. However, in South Africa, an address
isn’t simple. People move on a regular basis, informal settlements are
complex to navigate and don’t have official addressing systems, and
all the address information is sitting across multiple platforms and
organisations. There’s a huge need to standardise addressing and to find
a way of keeping these up to date, tracking people so that their items are
always delivered to the right person in the right place.
“Using IoT and the connectivity inherent in the devices that everyone
owns, we wanted to not only resolve the addressing challenge, but the
voting one,” explains Mncwabe. “So, we’ve sent agents out across the
country to gather the data – they’re travelling all nine provinces to
physically collect the information and put it onto the system.”
The agents are systematically moving across the country using tablets
to take down specific information parameters and to take note of their
GPS coordinates. The technology uses geomapping to identify precisely
what address can be given to an individual standing outside a house
that’s not on any known road, or in any known addressing system.
The name, surname and coordinates are entered into the database and
connected to a central address network that will ultimately, end up as a
part of the government-mandated ‘Email For Life’.

EMAIL FOR LIFE
“We’re currently engaging with our architecture and strategy teams
to find a manageable way of creating Email for Life,” says Mncwabe.
“It needs to be a platform where people can store essential identity
documents and that they can use to vote or handle FICA and RICA. The
issue is that it has to be free, so we need to find sustainable ways of
funding it, and we need to find a way of letting people know that they’ve
received an email. For those who have limited access to devices and
connectivity, this is a real challenge.”
IoT-enabled technology is the golden thread that runs through each
part of the puzzle. It connects the different investments and allows for
data and insights to flow more effectively across the organisation, each
step taking the company closer towards improved service delivery and
clearer channels of communication.

“On top of all this, we have to show that
there’s a benefit to our investment into IoT, to
demonstrate a measurable return on investment,”
says Mncwabe. “If a solution doesn’t connect or
fit in with these mandates, then it isn’t a priority.
Our primary goal is to build an interconnected
system that places the citizen at the centre,
delivering services that span the physical and the
digital realm. And delivering these services to all
citizens, whether they are rural or in the city.”
The integration of these IoT-enabled technologies
across the South African Post Office fits in its
long-term vision while ensuring that each step is
accounted for, delivers on its mandate and takes the
organisation deeper into the digital age.
“We’re facing the challenge with IoT and other
technology innovation in that we have to find
ways of using these innovations to talk to people
in the most effective ways.
“We‘re currently building the links that
connect us to citizens across the country. This will
allow us to transform how we communicate and
collaborate with people and place the Post Office
at the core of the identity management system,
facilitating Know Your Customer and individual
identity verification,” concludes Mncwabe.
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By Matthew Burbidge
Photography Karolina Komendera

PUSHING
PRINT

As much as we thought the spread of computers and digital
technologies would result in the decrease of paper use, it hasn’t.
And with the move towards digital business, printing has not
been left behind. And what about security?
How are you modernising your print
environment?
Priscilla Sehoole, CIO, Department of Agriculture,
Forestry and Fisheries: “In government, we still
have to print. There are important documents that
we need to produce, such as permits. If you talk
about the fishing community, they need a permit
that will allow them to go out to sea, and we’re
looking at how we can increase the security of that
document. It has to be distributed to one person.
It’s not a document to be shared among the fisher
folk. Also, the current document gets wet when
they go out to sea. So we’re looking at something
that will resemble a credit card with a chip in it.”
David Motlafi, chief director, programme and
applications, SAA: “For airlines, printing is critical.
It’s also critical for the crew. In the past, the flight
deck crew had big cases that contained maps, and
information about, for example, what’s happening
in Burundi, because they were going to fly over
Burundi. They consumed a lot of paper, and when
they landed in London, all the paper was disposed
of. Now, they use an electronic flight bag, and can
download all the information they need onto a
tablet.”

How is digital transformation
affecting your paper-based
administration?
Maurizio Bazan, presales technology consultant, HP:
“In terms of paper, we’re finding that in developed
countries, there’s a slight decrease of about one or
two percent. Generally speaking, a lot of people
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Nicholas Munyani,
Armscor

David Motlafi, SAA

People also like the touch and feel of
paper. It’s much easier to make
annotations and scribble on paper.
Maurizio Bazan, HP

are trying to get into a paperless environment,
and I think this is where document management,
workflow processes and content management are
coming in. People also like the touch and feel of
paper. It’s much easier to make annotations and
scribble on paper. I don’t think paper is going to die
out as quickly as some people say it will.”
Suren Naidoo, public sector lead for PCs, HP South
Africa: “As departments start implementing an
enterprise content management (ECM) solution,
what they see is that their photocopier volume
drops, but their printing volumes start to increase
because people still want that tactile feel. People
still want to print out an email to read.
“People who are implementing an ECM or
an ERP solution, for a government order, for
example, have an electronic signature. It goes
through the process, right up to DG level or
CFO level, and it’s just a tick to show that they
approve.”
Lerato Dhlamini, IT manager, National Development
Agency: “Next to the printers, we had big
recycling bins and when you look inside, you’d
find a whole lot of information. We deal with
civil society organisations and they apply for

grants…you’d find people’s IDs. There’s a lack
of awareness regarding the consequences of
not being compliant with the POPI Act. You
need to start making staff aware, before you
start thinking about digitising the office. Paper
works.”
Nicholas Munyani, acting manager, Armscor:
“You’re quite right. There’s a lot of behaviour and
tendencies that need to be taken into account.
With the advancement of technology, printing
has been left behind. We work in a securityconscious environment; we thought we needed
an ECM solution, so we needed to ensure we have
workflow processes in place, such as a digital
signature system that we’re implementing. If
you were to quantify the amount of money being
spent on printing, it’s huge.”
Gideon Vrey, project manager, Eskom: “Eskom
decided to move away from cost centre printing in
2015 to managed print services. And we thought
we were going to save millions of rands, which
we haven’t. But we did save a bit. It’s also the
culture – people still want to print. At Eskom,
we’re using electronic signatures, but there are
certain documents we need to print, like permits
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Agriculture, Forestry
and Fisheries

Vileshen Moodley,
HP Africa

to work, which are physical permits we hand out. With managed
print services, you print to a print server and you can control the
print job. The person must also be in front of the printer – and
that’s for security as well. You need to be authenticated, and put
in your PIN number, and then you can select which job you want
to print.”

Maurizio Bazan, HP

Suren Naidoo, HP: “How do we change the policies within
our organisation? It’s not about the device. It’s getting the
adoption right. It’s getting the infrastructure to meet it. A lot
of the time we speak about the print device, but what about
the infrastructure to manage that print device? What about the
technology to manage the security? How do we start looking
at wiping documents off the printer’s hard drive? How do we
set up policies in the organisation for security, and then start
looking at the workflow? To change the vision, you have to have
a plan to set the process in place. How do we start going green?
You start reducing your energy footprint. How do we start
getting back to the environment?

So IT’s about the culture change?
Vileshen Moodley, PPS Central and Southern sales leader, HP
Africa: “I’m privileged to have an overall view of megatrends at
South African, African and global levels. When we zoom into
home soil, we’ve seen some very interesting projects that the

If the budget is given to IT to control, it becomes a free-for-all. But the
moment you empower the user in managing the cost, it’s easily adopted.
Mthoko Mncwabe, South African Post Office
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There’s a lack of awareness regarding the consequences of not being
compliant with the PoPI Act. You need to start making staff aware, before
you start thinking about digitising the office. Paper works.
Lerato Dhlamini, National Development Agency

Gideon Vrey, Eskom

people on the ground today. There are instances where we
shouldn’t be charging people, but we do, because we want
to make money.”
Lerato Dhlamini,
National
Development Agency

government has kicked off in terms of its digital
journey. Somewhere along the line, someone
intelligent has seen that it starts with the younger
generation. The trend line shows it will take 20 to
30 years to move away from the printer, when the
entire playground becomes digital.”
Mthoko Mncwabe, CIO, South African Post
Office: “I think there’s a social element around
digitisation when it comes to this country. Let’s
take payments. The issue is who’s making money
in this value chain? How are we controlling it
so it won’t have an impact on the people on the
ground? Payment platforms aren’t benefitting our

Ravesh Komal, CIO, Road Accident Fund: “Ten to 15 years ago,
on the 25th of each month, there was a long line outside the
bank. If you wanted to go to the bank, you had to stand in
line and fill in forms before you could draw your money. No
one wanted to fill in a form. How many processes in business
can be digitised and automated? And that will drive how
much paper is consumed. In ten to 15 years’ time, you will
see mindsets starting to change. The device will become fit
for purpose and present in a digital format.”

Where are you on your managed print
services journey?
Mthoko Mncwabe, South African Post Office: “The main
issue is controlling costs. If the cost is running away from
you, you’ll be forced to get into the managed print services.
Where is the managed print services budget sitting, and
who’s controlling it? If the budget is given to IT to control,
it becomes a free-for-all. But the moment you empower the
user in managing the cost, it’s easily adopted.”
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I don’t think I’ve come across
a single tender now where the
request for managed print
services doesn’t require some
kind of pull print.
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Mthoko Mncwabe,
South African Post
Office

Maurizio Bazan, HP

Vileshen Moodley, HP: “So you’re referring to someone
walking up to a printer and scanning his digital badge (and
at some point his retina or fingerprint as we advance),
and the cost of that print being allocated to the right PNL
department. It’s good to see the vision is matching reality.
It’s called ‘pull print’.”
Maurizio Bazan, HP: “I don’t think I’ve come across a single
tender now where the request for managed print services
doesn’t require some kind of pull print. People often refer
to it as ‘follow me’. It means that you print a job, but it’s
not printed anywhere. You have to then go and authenticate
yourself on a physical device and the job is then released.
You’ve got complete security and you won’t have a situation
of paper sitting on an output tray. If you look at a lot of the
security breaches that do happen in organisations, it starts
internally.”

Suren Naidoo, HP
South Africa

How secure is your print environment?
Vileshen Moodley, HP: “Once the document is printed, it can be
picked up and you can walk out the door with it. The theft of
tangible assets is always going to exist in our world. When we
talk about follow me or pull print, we’re calming the storm.
Many times I printed, and I’ve forgotten about it…
“When I use follow me, it forces me to walk up to the
device and look at the screen and see what I’m doing. Is it
right? Do I need to stop it and redo it?”

Gideon Vrey, Eskom: “At Eskom, we’re using follow
me printing. The big advantage is that if you’ve got
a document of 200 pages and you want to print
three pages…you select them, and push ‘print’.
Previously, when you got to the printer something
had gone wrong, and it was printing 200 pages.
How to stop it? You switch the power off. With
follow me printing, you have control, you can see
you’re going to print 200 pages in colour.
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Malose Ramashala,
Rand Water

Ravesh Komal, Road
Accident Fund

Printing has not been a strategic discussion. It’s an operational issue.
Nicholas Munyani, Armscor

Malose Ramashala, IT manager, Rand Water: “The
weakest link in security will be the user. When we
do cybersecurity awareness, we make sure users
understand the risks for the organisation.”
Maurizio Bazan, HP: “How many of us around
the table have a security policy around the PC
and network environments and servers? I can
guarantee you all have it. How many of you have
got a security policy around printing? You have
to secure the device, the data and the document
itself. It’s three pillars that need to be secured.”
Lerato Dhlamini, National Development Agency: “We
realised we’ve got a gap in our policy. The user
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who you’ve supplied with a PIN to release their
own document, is sharing their PIN.”
Nicholas Munyani, Armscor: “Printing has not been
a strategic discussion. It’s an operational issue.
We’re in a security-conscious environment, and
we’re using this pull print principal, but on a small
scale. People in leadership positions or group
executives, they’re the ones using a lot of paper.
Discussion of printing needs to be elevated to a
strategic level.”
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