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MAKING
SITA
WORK

SITA is the key ICT agency for
Government and has over the
years built a track record of
improving e-governance and
enhancing service delivery to
ordinary citizens.
Today, SITA adds value to public
service operations through the
guiding principles of the ICT
House of Values and mandate;
maintaining a secure
environment for information
systems,
increasing
i n t e r o p e r a b i l i t y, r e d u c i n g
duplication, leveraging
economies of scale and
promoting digital inclusion for
all citizens.
As we look to the future and
cement our position as the
trusted ICT advisor to
Government, adopting a
refreshed outlook will enable us
to improve service delivery by
providing effective and efficient
ICT solutions that meet the needs
of the public sector.
In the pursuit of excellence, this
vision will help SITA fulfil its
mandate to meet Government’s
core priorities and ensure value
for money in the delivery of
relevant, cost effective services.
At SITA , we’re making changes
that matter- becoming the high
performing ICT agency to the
public sector.
SITA…Delivering ICT value
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EDITOR’S
NOTE
‘Bad news sells newspapers’ or perhaps
in modern day lingo ‘bad news wins clicks
and retweets’. A negative headline on a
website, newspaper or radio report is
far more likely to intrigue the reader or
listener than one saying what a lovely
job an executive, company, minister or
government agency is doing. This isn’t
just my personal opinion – it’s a wellestablished media principle. As a species,
humans are more likely to want to make
themselves feel better by comparing
themselves to those who are in a less
fortunate position. It’s also why soapies
have retained so many viewers for so long.
While doing research for this Special
Focus on the State IT Agency (SITA),
I read many stories online (and the
user-comments too). While the coverage
offers balanced reporting, it’s hard to find
much positive that’s written about the
state-owned company. It’s relatively wellrecorded that since inception in 1999, SITA
has had 17 different CEOs. Such instability
in the leadership team has undoubtedly
rippled down to employees and is just one
of the factors blamed for the agency’s
history of poor performance. The famous
(or perhaps infamous) turnaround
strategy never came to fruition. Cancelled
tenders and allegations and incidences
of corruption still blight the name of the
organisation. This has been the bad news
for some time.
For those of us prepared to look past
the negative headlines, however, there
are actually signs of recovery at SITA.
Following the President’s reorganisation
of some of the state-owned entities
and departments in May last year, SITA
now sits with fellow ICT players, such
as Telkom, Broadband Infraco and

Sentech as part of the Department of
Telecommunications and Postal Services.
With broadband connectivity and cloud
both key focus areas for government’s
plans to boost economic growth across
the nation and improve service delivery,
this would make sense. Other positives
for SITA include the executive team, led
by Freeman Nomvalo, who has been in
the CEO position for around a year and
half (at the time of writing). Nomvalo is
very frank in his admissions about the
problems affecting SITA when he took
up the position. Unfortunately, the reality
is that SITA can’t be taken out of action,
fixed overnight and brought back online
shiny and new. Its role is too entrenched
in service delivery, it needs gradual
and incremental change over time. The
good news is the management team has
identified a number of the most critical
challenges and has plans and, perhaps
most importantly, 23 key milestones in
place to gauge successful transformation
by 2018-19. The stories in this publication
look at the key areas and plans in place to
make SITA work. Although this is not the
theme that normally piques the interest
of readers, perhaps the bad story turning
good will do.
Happy reading

ADRIAN HINCHCLIFFE
Editor
adrian@itweb.co.za
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UNDERSTANDING
THE BIG PICTURE
ICT HAS A SIGNIFICANT ROLE TO PLAY IN
THE NATIONAL DEVELOPMENT PLAN, SO
TOO DOES SITA.
S T O R Y: J A M E S VA N D E N H E E V E R
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he National Development Plan (NDP) is the
product of a wide-ranging process of
consultation and research, and has been endorsed
by cabinet as the blueprint for guiding its actions
over the next 15 years. Generally speaking,
business and society have also voiced their
support for the aims and objectives of the NDP
– with the important exception of organised labour
and the Communist Party. But, as President Zuma
and other ministers have made clear on numerous
occasions, the NDP is the central pivot of
government policy.
Critically, the NDP has emerged as the
framework guiding budget allocations. This was
made very clear most recently when the MediumTerm Policy was tabled last year.
The NDP outlines nine key challenges that must
be overcome to achieve the ideal South Africa
(see box overleaf). Even a cursory glance shows
that ICT has a key role to play in overcoming each
of them. When it comes to jobs, ICT can enable
more people to start their own small businesses,
and growing the local ICT industry would create
more jobs. ICT can open up quality education to
even the most disadvantaged pupils in the most
remote areas, and it can help to overcome spatial
and infrastructural divides – education, health
and government services are all brought within
everybody’s reach.
ICT is the catalyst for developing new types of
business, aiding the economy to diversify beyond
its traditional reliance on resources. A diversified
economy is much better prepared to weather
global economic cycles and, most importantly,
to provide the stable jobs that the country so
desperately needed.
At a more conceptual level, too, the universal
platform offered by the internet can provide
the divided citizenry with a forum in which to
connect and, it is hoped, ultimately improve their
understanding of each other. It also provides
a powerful tool for promoting transparency in
our public life, and thus, it could be argued, to
exposing corruption.
Government’s repeated statement that ICT
can act as a catalyst for economic growth and

T

development supports the view that ICT is
foundational to the building of a better South Africa.

MAKING THE NDP WORK
Great ideas but, as always, the trick lies in
turning them into reality for the millions of South
Africans who as yet have not yet realised their
expectations for an improved life. Clearly, every
institution and individual in South Africa has to
take up this challenge, and work out innovative

I STRONGLY BELIEVE THAT SITA
COULD AND SHOULD BE HELPING TO
GROW OUR LOCAL ICT INDUSTRY BY
DEVELOPING PARTNERSHIPS WITH
LOCAL PLAYERS AND GIVING BUSINESS
TO LOCAL COMPANIES.
FREEMAN NOMVALO

CHALLENGES TO A JUST AND
EQUITABLE SOCIETY
Nine challenges were identified by the national planning commission, and which the
NDP sets out to redress. ICT plays a key role in overcoming each one of them:
1.
2.
3.
4.
5.
6.
7.
8.
9.

Too few people work
The quality of school education for black people is poor
Infrastructure is poorly located, inadequate and under-maintained
Spatial divides hinder inclusive development
The economy is unsustainably resource intensive
The public health system cannot meet demand or sustain quality
Public services are uneven and often of poor quality
Corruption levels are high
South Africa remains a divided society.
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SA’s ICT Supplier of Choice
If you believe in utilising premium-quality ICT products for your business,
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service function to ensure optimal performance and delivery.

For more information, visit www.mustek.co.za or please contact us to be referred to a dealer in your area:
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[ NATIONAL DEVELOPMENT PLAN ]

SOUTH AFRICA CAN AND MUST DEVELOP AND PRODUCE
A LARGE PROPORTION OF THE HARDWARE, DEVICES AND
APPLICATIONS THAT IT NEEDS TO BECOME A MODERN ECONOMY,
AND TO EXPORT THEM ACROSS THE CONTINENT.
FREEMAN NOMVALO

ways in which ‘business as usual’ can be
recalibrated to support the aims of the NDP.
SITA CEO Freeman Nomvalo believes the
organisation is ideally placed to do just that. “As a
state-owned enterprise, enabling more effective
government is part of our mandate – thus SITA’s
performance directly impacts government’s ability
to deliver services. That’s our core business,
you might say,” he says. “But, we’re also a major
player in the ICT industry by virtue of our size –
we spend around R7 billion annually on ICT – so
I believe strongly that we also need to develop
innovative ways of leveraging our influence to
support the NDP more broadly.”
Specifically, he has identified two key,
interrelated areas where it can make a real
difference: skills development, and the nurturing
of the local ICT sector.
“South Africa has been too reliant on importing
finished product, be it hardware or software.
And yet, we have shown that the country already
has a pool of ICT talent that is world-class. Many
South Africans have left the country to do well
overseas – Elon Musk and Mark Shuttleworth are
just the most well-known names on a long list –
and local developers have created some fine apps.
The satellite television decoders invented and
manufactured here for many years also show we
have the manufacturing capability,” he says.
“I strongly believe that SITA could and should
be helping to grow our local ICT industry by
developing partnerships with local players and
giving business to local companies,” he says.
It’s hard to deny the truth of what Nomvalo
says. Manufacturing is the backbone of any
economy and a massive creator of jobs and
opportunity, and economic thinking is catching
up with this basic fact. For this reason, the
revitalisation of the US economy is being built
on a return to the country’s roots as a creator of
things as well as a supplier of services. And, of

THE NATIONAL DEVELOPMENT PLAN
Create jobs
Expand
infrastructure

Unite the
nation

Fight
corruption

Use
resources
properly

Prosperity
and Equity

Build
capable
state

Inclusive
planning

Quality
healthcare

Quality
education

course, the Asian tigers from Malaysia to China
are building their growth on the foundation of
advanced manufacturing capabilities.
“South Africa can and must develop and
produce a large proportion of the hardware,
devices and applications that it needs to become
a modern economy, and to export them across
the continent,” Nomvalo says. “SITA must play
its part in growing the local ICT industry, while
taking full advantage of our close relationships
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be connected. No matter where.

You want to expand your business into Africa. The only problem is connectivity, except
it isn’t – not any more. With NeoSat you get a high-quality, secure, private connection via
satellite that’s easily installed and always deployable. Which means your business will
always be connected, even to remote, hard-to-reach places. The last thing that should be
an obstacle to growth is communication and the cost thereof.
For more information email NeoSat@neotel.co.za or call 0860NEOTEL
www.neotel.co.za
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[ NATIONAL DEVELOPMENT PLAN ]

DEMAND IS THE KEY TO GETTING THIS RIGHT – IF THERE IS
THE DEMAND, ICT COMPANIES WILL BE FORMED AND PEOPLE WILL
WANT TO ENTER THE PROFESSION.
FREEMAN NOMVALO

with the world’s leading original equipment
manufacturers – many of whom, after all, have
demonstrated their commitment to this country
over many years and by their willingness to
engage with government in an advisory role
from time to time – to establish research and
development facilities here.”
South Africa’s hosting of the Square Kilometre
Array (SKA) project should be harnessed to
promote the country as a viable site for research
and development in the broader ICT industry.

MAKING SURE WE HAVE THE SKILLS
There is clearly the potential to grow South Africa’s
relatively small local ICT industry into something
much larger – but only if the second piece of the
puzzle is in place. A labour pool with the right level
of skills is vital.
Nomvalo points out that South Africa has
consistently been slipping in the World Economic
Forum’s Global Competitiveness Index, with an
inadequately educated workforce second-most
problematic factor for doing business (with
restrictive labour regulations topping the list).
“We need both the private sector as well as
government, and specifically SITA as the agency of
ICT procurement and delivery for the state, to find
innovative ways and partnerships to drive the next
wave of skills development,” Nomvalo observes.
He envisages a broad range of interventions,
including closer cooperation with FET colleges
and universities of technology to create internship
programmes, as well as bursaries for students.
Nomvalo concludes: “Demand is the key to
getting this right – if there is the demand, ICT
companies will be formed and people will want
to enter the profession. Government has stated it
wants 70 percent of its services delivered online.
As the agency most involved with meeting that

target, SITA is playing, and will play, a key role
in creating this demand. We must also ensure
we close the circle by supporting the local ICT
industry and building skills.”

ENABLING MILESTONES FOR
THE NDP
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Increase employment from 13 million in 2010 to 24 million in 2030.
Raise per capita income from R50 000 in 2010 to R120 000 by 2030.
Increase the share of national income of the bottom 40 percent from 6 percent
to 10 percent.
Establish a competitive base of infrastructure, human resources and regulatory
frameworks.
Ensure that skilled, technical, professional and managerial posts better reflect
the country’s racial, gender and disability makeup.
Broaden ownership of assets to historically disadvantaged groups.
Increase the quality of education so that all children have at least two years of
preschool education and all children in grade 3 can read and write.
Provide affordable access to quality healthcare while promoting health and
wellbeing.
Establish effective, safe and affordable public transport.
Produce sufficient energy to support industry at competitive prices, ensuring
access for poor households, while reducing carbon emissions per unit of
power by about one-third.
Ensure that all South Africans have access to clean running water in their
homes.
Make high-speed broadband internet universally available at competitive prices.
Realise a food trade surplus, with one-third produced by small-scale farmers or
households.
Ensure household food and nutrition security.
Entrench a social security system covering all working people, with social
protection for the poor and other groups in need, such as children and people
with disabilities.
Realise a developmental, capable and ethical state that treats citizens with
dignity.
Ensure that all people live safely, with an independent and fair criminal justice
system.
Broaden social cohesion and unity while redressing the inequities of the past.
Play a leading role in continental development, economic integration and human
rights.
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MAKING
SITA
WORK
WHAT’S NEW ABOUT THE LATEST STRATEGY TO
MAKE SITA FIT FOR PURPOSE?
S T O R Y: A D R I A N H I N C H C L I F F E
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erious infrastructure challenges, low staff
morale, poor customer engagement and the
perception of being a corrupt institution’. That’s the
startlingly frank assessment SITA’s CEO Freeman
Nomvalo gives of the problems the organisation is
grappling with.
Most South Africans familiar with the
ICT space won’t be surprised by Nomvalo’s
statement. However, what it does contain is
the acknowledgement that there are significant
challenges to be overcome and improvements
to be made. Again, those of us who have, over
the years, read the stories about the goings-on
at SITA will perhaps roll eyeballs skyward when
the infamous ‘turnaround strategy’ is mentioned.
When you combine this with the frequent changes
of leadership, the question to be asked is, ‘Why is it
now any different?’ Nomvalo, who’s already spent
over a year and a half at SITA, is careful to highlight
that he and the organisation’s other key executives
have developed a transformation strategy to ‘make
SITA work’. Although, it might sound like a case of
semantics, you get the impression the four-year
plan, which has 23 carefully defined milestones and
timeframes, is about moving away from how things
used to be done. It’s about changing the mindset
to a logical, business-focused and well-managed
approach with accountability and good governance
at its core.
“Overall, the strategy is to improve the service
we deliver to customers so we can grow the
business, then refocus that business in a way that
makes sense and delivers value for government,”
he says.
The strategy has three fundamental pillars:
customer retention, internal focus on the
organisation’s health, and improve core IT services,
including procurement practices.
“The first thing to address is to retain the
customers we have; this is critical – or else our
future existence becomes a problem,” he says.
Rebuilding trust among SITA’s customer base
is key to this objective, and Nomvalo believes that
can only happen if customers realise SITA has
their interests at heart. “We need to understand
what our customers are trying to achieve, what
they’re trying to deliver, and understand the ways
in which we hinder that process and determine
ways to better enable it.” He highlights an increase
in revenue in the previous financial year as an
indicator things are already starting to change
and trust is being regained. “I think the reason
we recorded some increase in revenue last year,

‘S

and we’re likely to record further increases this
year, is an indication that the relationship with our
customers is stabilising.”

STAFF MORALE
Central to improved customer engagement is
SITA’s reliance on its own people. Nomvalo
identifies a malaise among staff that needed
resolving. He believes a restructuring that started
in 2012, before he was appointed, resulted in a
lot of job security concerns. “Approximately one
third of the workforce (1 127 employees) didn’t
have job security when I started. We have, as of
today, placed nearly all of those employees in
positions – 600 odd by November 2013. By the end
of November 2014, we were able to deal with the
rest, bar 19 employees who will have their matters
resolved by the end of March 2015.”
With job security in hand, SITA undertook a more
wide-ranging organisational health index assessment
in 2014 to create a benchmark, so it could track this
metric going forward. Essentially, the index, based
on a tool developed by management consultants
McKinsey & Company, measures the organisation on
three broad dimensions.
1. How are the organisation’s strategy and
processes aligned with the culture in the
organisation in a way that enables it to meet its
objectives?
2. How is the organisation’s ability to execute on
that strategy working and enhanced?
3. Because SITA operates in an ever-changing
environment, how is the process of renewal of
the organisation functioning?
Again, Nomvalo’s honesty is refreshing. “The
study told us we have a serious problem. We
have to address cultural issues, accountability,
responsibility, motivation, control and coordination.
We have to look at performance issues as well as
organisational health issues.
“We’ve already implemented projects that
assess engagement levels, levels of anxiety and
more. We held a large-scale intervention last
year and got valuable information relating to our
employees’ wellbeing. We’re responding to that
through new policies and practices,” he says.
“We’re also changing the culture to create an
organisation that values and respects employees.
“In that environment, people will be energised and
feel free to raise issues that can help us improve
the organisation. In an organisation that’s trapped
in a state of fear it’s difficult to do that. We had that
scenario before.”
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S I TA

|

MARCH 2015

11

Sustainable solutions
for public sector growth

We provide the

technology, knowledge, skills
and organisational ability
cricital to Africa’s development and growth

[ STRATEGY ]

STRENGTHENING THE CORE
The next part of the strategy is to improve SITA’s
core services. Nomvalo believes that within the
confines of its mandate, SITA’s work requires
clearer definition and focus. “There are things we
can do to build capacity and capability within SITA
to deliver, and there are things we have to leave to
industry to deliver,” he says.
“Our ambition is to be the data hub of
government in three to four years’ time. We have
datacentres that were commissioned as far back
as 1988, so the infrastructure needs refreshing
to ensure government’s data is securely stored in
an environment suited to today’s landscape and
requirements. We have a gradual and progressive
plan in place for the upgrade. We aim to upgrade
core datacentre facilities to the Tier III specification,
as recommended by the Uptime Institute, to meet
the availability demands of both the systems and
data. In parallel, we will upgrade our network
infrastructure, bandwidth and switching centres
throughout the country to accommodate increasing
data volumes being produced by the rollout of
e-government services to citizens.
This refresh will also be integral to leveraging
cloud across government. “You can’t begin to talk
about cloud services without thinking about what
else lies behind that – reliability in connectivity
and supporting networks. Government must be
able to access the data whenever it needs to
but our customers must feel comfortable that
their data is secure and won’t be accessed by
unauthorised individuals.”
Becoming government’s data hub is a key part
of the strategy for firming up SITA’s role, and, says
Nomvalo, will hopefully reduce the silos often
highlighted as challenges affecting service delivery.
“If we can demonstrate that we have the capability
to host government data in a datacentre that meets
the best standards in the world, that silo mentality
would, to some degree, dissipate.”

BUYING BETTER
One service area core to SITA’s function is
procurement on behalf of government. Seen by
many as SITA’s primary function, Nomvalo says:
“This is actually a smaller part of our business in
terms of value, but is the biggest contributor to
most of our challenges and to the perception we’re
corrupt. We need to address our procurement
processes, and segment procurement in a way that
allows us to respond better. All commodities and
repetitive type services can be grouped on one
side, with strategic projects that require complex
thinking and analysis grouped on the other side.”

OVERALL, THE STRATEGY IS TO
IMPROVE THE SERVICE WE DELIVER
TO CUSTOMERS SO WE CAN GROW
THE BUSINESS, THEN REFOCUS THAT
BUSINESS IN A WAY THAT MAKES SENSE
AND DELIVERS VALUE FOR GOVERNMENT.
FREEMAN NOMVALO

The improved processes would mean that
commodity items, such as computer equipment,
would be acquired directly by individual government
departments through an arranged contract, without
having to come through SITA, thus alleviating
logistical delays. SITA would add value to the
process by negotiating deals for government with all
of the service providers, and maintaining a database
of suppliers and ensuring their procurement
compliance with relevant legislation, such as the
Preferential Procurement Act.
The strategic procurements are obviously
more complicated, but Nomvalo believes good
governance principles, such as transparency and
oversight, can be applied to the procurement and
tender process.
Tender cancellation has been a bone of
contention for SITA for some time.
“We’ve had to cancel multiple tenders – and
realised certain patterns are reflecting. Some
issues in those cancellations relate to legislative
issues that we’ve communicated to the Treasury
to be improved. Some of them relate to our
processes that are flawed, and we’ve started to
look at improving those. And some relate to the
fast evolution of technology, changing needs of the
customer or their budgets. Once we’ve dealt with
the symptoms and challenges we’ve identified, it
will drastically reduce the number of cancellations.
We’d like to eliminate them altogether, but there
will be circumstances in which it will continue to
happen. We’re working on improving it.”
Nomvalo’s last statement is perhaps the crux of
the current strategy. There are some good thoughts
in the strategy, but talk is cheap; it’s the action that
counts. And there are metrics being put in place and
quantifiable signs of improvement in the way SITA is
working. For all our sakes, let’s hope it continues in
the right direction.
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[ TECHNOLOGY ROADMAP ]

TO EVOLVE OR
NOT TO EVOLVE?
SITA HAS TO BALANCE ITS DESIRE TO KEEP
PACE WITH EVER-EVOLVING TECHNOLOGIES
WITH ITS NEED TO ASSIST GOVERNMENT IN ITS
SERVICE DELIVERY OBJECTIVES.
S T O R Y: R O D N E Y W E I D E M A N N

|

P H O T O G R A P H Y: K A R O L I N A KO M E N D E R A

he reason SITA exists is to consolidate,
rationalise and coordinate the state’s
information technology resources, with the goal
of achieving not only cost savings through
economies of scale, but also to increase delivery
capabilities and enhance interoperability. Among
its current plans are the rollout of ubiquitous
broadband and the provision of a platform from
which departments can deliver e-government
services. However, with technology advancing at
a swift rate, current plans are only part of its
strategy. Just as crucial to the organisation is
how it plans to keep pace with the rapid evolution
of technology.
According to SITA’s chief technology officer,
Pandelani Munyai, the organisation understands
that technology is one of the keys that can unlock
service delivery for the citizens of South Africa.
Of course, he says, while there is no doubt
that technology can be of enormous benefit in
improving service delivery, it’s critical to deploy it
properly, in order to ensure it works effectively.
“Such deployment needs to be done carefully
though, and in conjunction with the various
departments that seek to use it. Each department
has a medium- and short-term strategic
framework in which it outlines its plans and
strategies around service delivery. Once these
departments have received funding from national
government for the projects that’ll enable these
strategies, they turn to SITA to assist them in
attaining the level of e-enablement required to
deliver e-government services,” he says.
“Since SITA is the hard-core technology
organisation within government, our role is to
provide the foundation platform on top of which
these e-government services can run. At the
same time, we need to constantly consider what
the future of IT will look like and devise ways to
remain up-to-date with the latest advances.”

T

THE SILVER LINING

and economies of scale, along with those of
scalability, flexibility and improved accessibility
mean that it’s a technology option that falls
directly in line with SITA’s mandate.
“While we’re primarily considering cloud and
its benefits, there are many other technologies
– such as unified communications and social
media platforms – that we’re looking into as well.
This is with an eye towards how government can
use these as a means of keeping pace with the
technology explosion and remaining relevant to
changing citizen demographics.”
He notes the South African government is like
most other administrations around the world –
sensitive to the need to be seen as not lagging
behind in the technology race.
“At the same time, adopting new technologies
isn’t an easy thing to do quickly, as governments
have different concerns to citizens or even
private sector businesses. For example, with
cloud computing, SITA needs to be cautious as it
has very real security concerns. This means the
public cloud is out of the question.
“The goal now is to build a private government
cloud that’s highly controlled by SITA and
therefore its security can be assured. This,
however, takes time and makes it harder to be
seen as keeping pace with technology. However,
we believe that the information we have in
systems such as e-Natis is too important for us

WE DON’T WANT TO ATTEMPT TO
RUN BEFORE WE CAN WALK, SO IT’S
NOW A MATTER OF ENSURING WE HAVE
EVERYTHING IN PLACE BEFORE WE
LAUNCH OUR CLOUD STRATEGY.
PANDELANI MUNYAI

For example, says Munyai, the current evolution
of information technology has witnessed a
massive shift towards cloud computing, which
offers clear and relevant benefits to government
as a whole. He infers that benefits such as
cost efficiencies, reduced infrastructure spend
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to rush the build and perhaps make a mistake that
could be costly in a number of ways.”
Security remains paramount to any technology
adoption plans, he adds, which is why SITA has a
number of highly skilled and dedicated individuals
who are focused specifically on this issue.
Once the security aspect is taken care
of, Munyai suggests that SITA’s plan is to
mature along with the technology. He says the
organisation will begin by supporting the cloud
and certain services that it delivers via the cloud.
However, due to the sensitive nature of much
of the government’s information, SITA needs
to strike a balance between being seen to be
progressive and remaining secure.
“In effect, it’s about deciding which services can
be put out there in a public cloud, and which need
to be kept back and only used in our own private
cloud, once this has been built and secured.
“There’s no doubt the cloud is very high on our
agenda, but we need to be able to demonstrate
not only the benefits to our users, but also assure
them that we’re ready for it. We don’t want to
attempt to run before we can walk, so it’s now a
matter of ensuring we have everything in place
before we launch our cloud strategy.”

NETWORK IS THE KEY
Broadband, of course, remains the foundation for
any successful cloud strategy, continues Munyai,
so the quest for a resilient and reliable cloud
network will rely on this, first and foremost.
“SITA needs to be able to connect its
datacentres across the country utilising reliable
pl44275

WHILE WE’RE PRIMARILY
CONSIDERING CLOUD AND ITS BENEFITS,
THERE ARE MANY OTHER TECHNOLOGIES
– SUCH AS UNIFIED COMMUNICATIONS
AND SOCIAL MEDIA PLATFORMS – THAT
WE’RE LOOKING INTO AS WELL.
PANDELANI MUNYAI
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and redundant broadband connectivity, if we’re
to deliver meaningful cloud services. For this to
happen, we need to stabilise and modernise our
core network, something we’re in the process of
doing,” he says.
Since SITA hosts all government data, its role
in providing e-government services is critical.
However, in order to deliver such services,
the organisation first needs to grow towards
international best practices, which will entail the
upgrading of its datacentre facilities to a Tier III or
IV level.
“Once we attain this level, we’ll be able to
operate a fully cloud-enabled datacentre facility
and thereby deliver e-government services
anywhere in the country – obviously dependent
on the rollout of broadband to the various regions
as well – regardless of where the datacentre itself
is situated.
“Part of this technology roadmap to achieve
the best practices mentioned is to ensure that
the fibre connecting our datacentres delivers
redundant connectivity with an uptime of at least
99.995 percent. This will allow us to operate a
wide area network (WAN) for government.”
The end goal of all of this, he says, is to have a
stable, modern and redundant network available
to deliver e-government services. Not only is
this a vital part of government’s service delivery
programme, but it will allow for a multiplicity of
apps to be delivered. In addition, there may be
opportunity to bring aspects of social media into
play as well, allowing the public sector to keep
pace with these massively popular platforms.
“We’re definitely looking into the potential ways
in which we can utilise social media platforms
and mobility to the betterment of government, and
in line with our desire to bring us closer to our
citizens. Our ICT evolution continues to be built
on two key pillars, namely: finding new ways to
minimise costs through the adoption of newer
and better technologies, and an ongoing desire to
create better ways to interact with our citizens.”

STEADY EVOLUTION
Munyai is quick to highlight that SITA is well aware
of how rapidly technology is changing in today’s
world, and says he expects the pace of change to, if
anything, speed up as we move forward.

THE KEY IS NOT TO TRY TO LOOK
TOO FAR AHEAD, BUT RATHER TO
FOCUS ON ENSURING THE EFFECTIVE
ROLLOUT OF THE CORE TECHNOLOGIES
– LIKE BROADBAND ACCESS – TO THE
MAJORITY OF THE PEOPLE.
PANDELANI MUNYAI

“Governments, on the other hand, tend to move
much more slowly, due to the processes that
they have to follow and the need to ensure they
get things right first time. Therefore, it’s almost
inevitable that by the time governments get to
the point where they can launch a technology,
something more advanced is already making
waves in the marketplace.
“So for us, the key is not to try to look too
far ahead, but rather to focus on ensuring the
effective rollout of the core technologies – like
broadband access – to the majority of the people.
We’re focused on issues like this and on the
completion of our own platform that’ll be used to
deliver e-government services.”
He believes this is a far more pragmatic
approach than simply chasing new technologies,
as these hit the market.
“Instead, we see the answer as being to chase
service delivery instead, using the technologies
currently available to us, although without
ignoring the new ones that arrive. As far as I’m
concerned, it’s better to be two steps behind the
technology curve, but in step with the majority
of our citizens’ needs, than to be in line with the
latest technologies, but having left the majority of
our people behind in doing so,” he concludes.
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TIMELINE
SITA was established on

4 April 1999

START

SITA hosts the Radio Frequency
Administration for the regulatory body,
ICASA

1999

2003

SITA provides network
connectivity to the
Magistrates Courts
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SITA hosts the state land system for
the Department of Land Affairs

|

SITA provides network
connectivity to prisons and
community correctional
services

SPECIAL FOCUS

SITA hosts the deeds
registration system for the
Department of Land Affairs

SITA hosts and supports the
National Population Register
and the Home Affairs National
Identification System for the
Department of Home Affairs

SITA hosts the Umalusi certification
system that enables the Department of
Basic Education and Umalusi to issue
matric results and certificates annually

SITA supported the IEC elections
by setting up and managing
the IEC call centre over the
registration and election period,
which recorded over 32 000
calls on election day

SITA assists ten government
institutions in conducting
FOSS (Free and Open Source
Software) readiness assessment
exercises

2007

2014
SITA provides network connectivity
to hospitals, clinics and other health
service centres

SITA’s service management centre
provides support for the Batho Pele
gateway

SITA establishes Mobizen, a
FOSS-based facility, which
enables the Department of Home
Affairs (through its database)
to provide feedback through
text messaging on the status
of citizens’ identity document
applications
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GOAL:
THE BEST
PROCUREMENT
ORGANISATION
IN AFRICA
PROCUREMENT EXCELLENCE IS THE
FOUNDATION OF SERVICE DELIVERY
EXCELLENCE.
S T O R Y: J A M E S VA N D E N H E E V E R
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ydney Tshibubudze is a man with a mission
– to make SITA realise its potential to be
Africa’s leading procurement operation. Cost
efficiency comes into it, of course – when does it
not? – but the main driver is the link between
procurement and service delivery. While
government’s efforts to deliver services to its
citizens are impacted by a complex set of factors,
everything depends on having the right tools.
“Procurement excellence thus underlies and
enables service-delivery excellence,” says SITA’s
new chief procurement officer. “That’s particularly
true when it comes to ICT procurement because
technology is becoming the universal enabler for
government, as it has for business.”
A mechanical engineer by training with a B.Com
and an MBA under his belt, Tshibubudze fell in
love with strategic sourcing during a stint with
Accenture as a management consultant. Subsequent
experience at Scaw Metals and then Eskom allowed
him to learn valuable lessons about how to optimise
sourcing in a variety of circumstances – and the key
role of a strategic, integrated approach as opposed
to simply being reactive.
“SITA is already probably the biggest procurer
of ICT and related products and services in the
country – what we need to do is mature our
procurement organisation to enable procurement to
play its full role,” he says.
Since joining SITA some six months ago,
Tshibubudze has been assessing the state of
the procurement function and benchmarking it
against best practices. In the light of this, he has
developed an Integrated Procurement Strategic
plan (roadmap) for achieving procurement
excellence. The plan was approved by SITA’s
executive committee and he is now busy filling the
new staff vacancies in the top management roles.
“It’s not fair to expect acting appointees to take the
big decisions we need to affect transformation,”
he comments. His vision is to create a hybrid
operating model with the procurement of crossdepartmental technology handled centrally while
making allowance for provincial procurement of
specialised products – but all under the same
policy umbrella.

S

IF YOU’RE NOT COLLABORATING
WITH YOUR SUPPLIERS, YOU’RE LOSING.
SYDNEY TSHIBUBUDZE

So what lies ahead on SITA’s journey to
procurement excellence?

BECOMING SUPPLIER-FRIENDLY
The key to SITA’s maturing as a procurement
organisation is an emphasis on supplier-centricity.
Tshibubudze is aware that the organisation is
currently difficult to deal with – tenders are
cancelled too frequently and suppliers find it hard
to get consistent information from the company.
“There are some disgruntled suppliers out there,”
he admits.
In a world dominated by technology,
Tshibubudze is clear that SITA needs to collaborate
with its suppliers rather than simply buy from
them at the lowest cost. This is particularly true
when it comes to dealing with original equipment
manufacturers (OEMs) – easy access to the
highest levels in such companies’ research and
development and support organisations is a critical
competitive differentiator, particularly when a
mission-critical system is in trouble.
Such a relationship will also enable SITA to
negotiate the best possible price for the OEM’s
products, and gain visibility across its channel.
The relationship cuts both ways, of course
– collaboration will help the OEM to improve
its products and services. He’s clear that a
collaborative relationship with suppliers is a
function of a truly strategic approach to sourcing
within the organisation.
“If you’re not collaborating with your suppliers,
you’re losing,” Tshibubudze says.
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I BELIEVE THAT WHAT WE REALLY NEED ARE PEOPLE WITH ICT
AND GENERAL ENGINEERING KNOWLEDGE FIRST AND FOREMOST – WE
CAN GIVE THEM THE PROCUREMENT KNOWLEDGE.
SYDNEY TSHIBUBUDZE

Unsurprisingly perhaps, given his consulting
background, he believes that one of the solutions
is putting in place a clearly defined process that’s
aligned to the organisation’s strategic goals.
An effective process will help to ensure that
suppliers receive accurate information, no matter
who they deal with, and that their experience is
both predictable and consistent. A key element
of this drive will be the automation of as much of
the process as possible. A task team is currently
assessing how to take the automation imperative
forward, especially given the company’s highly
customised ERP environment. (Automation is often
hard to achieve in practice because it requires
both the business processes and technology
environment to be optimised first.)

BUILDING SPECIALIST EXPERTISE
Another element of a truly strategic approach,
and of supplier-centricity, is the development of
in-house specialist expertise in the ICT market.
This is critical, Tshibubudze believes, for a number
of reasons, not the least of which is aligning
SITA’s tenders with accepted market practice.
Every market sector has its own language, and
one of the reasons for the cancellation of tenders
is that specifications are not framed in terms of
the sector’s language. As a result, they can be
misinterpreted, often quite radically.
Finding and/or developing such specialist
expertise forms part of the overall strategy to
capacitate the procurement organisation properly.
As already noted, Tshibubudze is hoping to make
significant progress in filling vacancies at the top
before the end of the 2014/15 financial year; doing
so across the whole unit will take longer, of course.
“I believe that what we really need are people
with ICT and general engineering knowledge first
and foremost – we can give them the procurement
knowledge,” he says.
In a related initiative, Tshibubudze and his
team have begun a process of segmenting SITA’s

supplier database to ensure that tenders are issued
to the right suppliers.
Aside from building this specialist market
understanding, it’s clear that SITA’s procurement
team has itself to adopt a more supplier-friendly
mindset based on an understanding of the value
to be gained from doing so. Training and change
management will, Tshibubudze, believes, play a
critical role in driving such profound shift.
The creation of an effective supplier helpdesk,
too, will play an important role in improving the
interface for suppliers, and deliver an appreciably
better experience.
Above all, Tshibubudze is a realist. He
understands a transformation like this takes time
and commitment – he projects completion by 2019.
“We need the board and all our stakeholders to buy
into the process of change, and stick with us as we
make the transformation journey,” he says. “We’re
on the right track to addressing the root causes of
procurement excellence, and in so doing, play our
role in enabling better service delivery across all
tiers of government.”

ENABLING TRANSFORMATION AND
SMME DEVELOPMENT
While building strategic, collaborative relationships with OEMs and large valueadded resellers is critical for SITA, chief procurement officer Sydney Tshibubudze
is equally passionate about the role the organisation can play in building up small,
medium and micro enterprises (SMMEs) within the ICT sector.
“We spent in the region of R7 billion a year on ICT, and we’re aiming to channel
seven percent of that to SMMEs – a substantial piece of business that could play a
role in driving the development of a vibrant local ICT sector,” he says. “Unfortunately,
we still haven’t reached that target but with the right processes in place, I’m confident
we can do so.”
In this regard, he’s inspired by the example of two big parastatals, Transnet and
Eskom, which have made good progress in creating a role for smaller businesses.
An important initiative is to help smaller suppliers to organise and deal with SITA
as a group. “This gives SMMEs more weight, and obviously makes it easier for us,”
he observes.
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THE RISE OF
E-GOVERNMENT
ONE OF THE CONSTANT
REFRAINS HEARD IN SOUTH
AFRICA IS THE ONGOING
CONCERN OVER SERVICE
DELIVERY.
S T O R Y: R O D N E Y W E I D E M A N N
K A R O L I N A KO M E N D E R A
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here’s little doubt that an increase in ICT
uptake is necessary to improve public
sector service delivery, and to foster better
relations between citizens and government. The
question has, for a long time, been how exactly to
achieve this.
ICT is seen as one of the best means of achieving
this goal, with the potential for e-government to
make a huge difference in this regard. SITA has been

T

tasked with setting the e-government technology
vision and roadmap that enable government to
deliver e-services to the public, and as such is
pre-eminent in providing an enabling environment in
which e-government can flourish.
SITA chief technology officer Pandelani Munyai
says that it’s a national priority to improve service
delivery across all spheres of government as
outlined in the National Development Plan (NDP)
2030 and Medium Term Strategic Framework. It
was, he adds, the National Planning Commission
that identified the potential benefits that ICT can offer
when seeking to improve service delivery, grow the
economy and bridge the digital divide. The question,
he says, is how does SITA ensure that technology is
deployed correctly, in order to be effective?
“SITA has been designated as the technology
implementation and service agency of
government, meaning we have to provide
the ICT research, the technology framework
and standards as well as establish the ICT
infrastructure to deliver e-government services.
Currently, we’re developing an e-government
technology platform that will serve as the
foundation to develop and run e-government
services. With this platform in place, we’ll be able
to work with various government departments
to assist them in rolling out department-specific
e-government applications.
“Furthermore, our role will also be to involve
small businesses that specialise in development
in such e-government services. In this way, we’ll
stimulate local business growth and industry
participation, while also bringing in experts that
can develop particular applications suited to the
relevant departments,” he says.

NEW APPS AND SERVICES
SITA has made significant progress in that its
platform is almost ready, continues Munyai,
suggesting that there remain just a few minor
aspects to be tweaked. In addition, he says there
are several e-service applications already running
at a demo level, notably an e-permits solution.
“The platform we’re building is in line with
other leading nations in the e-government arena.
It provides for both open source Java and industry
proprietary development. The choice of open
source technology makes it easy for developers
to work on as it comprises both Enterprise and
Community edition licences. The Community
edition allows SMEs to develop e-services
applications at minimal cost.
“Obviously security is of paramount importance
in the rolling out of e-services to the various
government departments at economies of scale.”
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Ann Kleynhans
CEO: CEOS Technologies

The vision and innovation of Ann Kleynhans, CEO of the award winning CEOS Technologies, has proved to be a power to be reckoned
with. Ann has recently received the recognition from CEO Communications by being awarded the prestigious title of Most Influential Woman
in ICT for the African continent.

Pioneered by Ann’s creative management style, CEOS has achieved success over the sixteen years
of operation. Her vision for Africa is to meet the challenge of reducing poverty, promoting sustainable
development and building good governance. The undeniable fact is that women in Africa constitute
52% of the 1 Billion people on the African continent. How can we as a continent prosper from this.
Gender equality is more than a goal in itself.

A new Africa is emerging and an extraordinary opportunity exists in one of the fastest-growing economies in the world. This element has attracted a record level of foreign investment. It is the fastestgrowing continent, with young people that are full of dreams and ambition.
Over the years CEOS has incorporated into the company’s mission skills development of the under
privileged young people of Africa where receive not only educational uplifting but also on job experience, preparing them for their future. This was evident in the 2014 SAPS project in East London.
CEOS Technologies was mandated with the responsibility to provide a technologies solution to all
the police stations in the province
Due to the lack of skilled resources in the East Cape, it was decided by CEOS management to use
the existing infrastructure in place and empower the youth of the region. Over 125 unemployed students were provided with the opportunity which equipped them with the necessary tools to be a value
adding asset to the ICT industry.
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He adds that SITA is also looking to a solution
similar to SARS’ eFiling as its example. The
benefits this offers to the ordinary citizen in the
street are enormous, hence SITA will seek to
entrench other, similar e-services across the
various government departments, in order to offer
citizens similar benefits.
“For example, the e-permitting application
we’re developing in conjunction with the
Department of Environmental Affairs will enable
people to apply for hiking or fishing permits
online and then print them out themselves. In this
way, we hope to foster a much greater feeling
of closeness between government and citizens,
enabling challenges to be solved more quickly.”

BROADBAND IS THE FOUNDATION
Of course, points out Munyai, in order to
effectively rollout services of this nature, it’s vital
to have pervasive broadband and datacentres to
act as an enabler.
“In terms of our national broadband policy
(SA Connect), we have a parliamentary portfolio
committee dealing with these issues. As a
government agency, we’re mandated to provide
government with secure connectivity and to make
it easy for government to roll-out e-services across
the country. This we do in conjunction with the
various service providers to a variety of government
departments and communities around the country.”
Munyani believes that with pervasive
broadband in place, the benefits to both
government and SITA will be vast. After all, he
says, without access to the planned e-services,
government will likely struggle to meet its service
delivery obligations.
“By enabling e-services we can allow people
access to multiple government services without
them having to travel possibly long distances to
reach a municipal office or public service outlet
and without the need to take leave from their
jobs to do so. This will enable us to position
ourselves as part of a government that wants
to make the machinery of government more
convenient to citizens.
“One of the major strategic shifts that had
to happen to enable e-government is for SITA
to grow towards international best practices.
We’re doing this by modernising our datacentre
facilities and upgrading our computing and
storage equipment. This modernisation and
upgrade programme forms part of our technology
roadmap, which will ensure all our datacentres
are interconnected with secure high-speed
transmission technology and have sufficient
computer power and storage to host the next

wave of e-government services. By this we’re
creating a true government wide area network
(WAN) and datacentre environment, where all
provinces are connected with reliable, redundant
connectivity with uptime of at least 99.995
percent. Once this is achieved, the delivery of
e-services will be much easier.”

TACKLING THE CHALLENGES
The lack of broadband penetration in certain areas
remains the key inhibitor for the widespread rollout
of e-services, states Munyai. There is, he feels, a
tendency to focus on the big provinces of Gauteng,
the Western Cape and KwaZulu-Natal, which has
meant other regions are sometimes neglected in
the drive towards pervasive connectivity.
“What we’re doing is to aggregate demand by
working closely with all the licenced transmission
service providers – basically any operator that
provides telecommunication services of any kind
to those areas we want to work directly with. It’s
a massive challenge in getting the private sector
to take broadband into the areas that are less
developed, because it’s not really profitable to
them. This economic challenge can be overcome,
however, by introducing an anchor tenant, such as
government, to these service areas.”
To this end, then, government has worked
through the Department of Telecommunications
and Postal Services to ensure that apart from the
existing licence conditions that service providers
have to adhere to, the Universal Services Agency
of South Africa is assisting with getting services
to these areas. The key, he suggests, is for all
involved to understand that the issue of broadband
penetration is not a SITA problem, nor is it a
problem for any individual service provider; it is,
in fact, a national problem – one which everyone
has to work together towards solving.
“Ultimately, SITA remains the driver and
implementer of e-government for the public
sector, and we aim to develop an agency that
aggregates, integrates and secures all of
government’s e-government technology and
service delivery needs.
“Our vision is to put together a platform that
can serve as the delivery vehicle for government
departments to get e-services to the majority
of citizens in the next 18-24 months. Once we
have an effective delivery vehicle in the shape
of the SITA e-government platform, we will truly
be able to deliver e-government services on a
massive scale, thereby positively contributing
to government service delivery machinery
and impacting the lives of millions of citizens,”
concludes Munyai.
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n November 2014, systems at Sony Pictures
Entertainment were hacked, with sensitive
employee information compromised along with
unreleased films. Identifying themselves as
‘Guardians of Peace’, the hackers demanded that the
planned release of the film The Interview, a comedy
about the planned assassination of the North Korean
leader, be cancelled. It’s not clear whether the North
Korean government actually sponsored the hacking
but the release was cancelled.
Post-hack analysis seems to indicate that the
system had been penetrated for some time –
perhaps even a year – before the conditions were
right for the hackers to make the specific demand.
This type of patient undermining makes the job of
the security sector that much more difficult.
This is just one high-profile example of a
growing tidal wave of modern-day cyber threats
linked to espionage and activism, as well as just
a certain daredevil mentality prevalent in certain
sectors of the internet community. Wherever these
threats originate, there’s no doubt they’re becoming
increasingly sophisticated and frequent.
Government systems, by their very nature, are
particularly susceptible to cyber-attacks. These
systems typically contain valuable and confidential
information, relating to citizens, public servants,
financial transactions, as well as government plans
and strategies – information that’s highly saleable.
In addition, of course, activists of all flavours try to
use government data and websites as ‘hostages’ to
force certain outcomes.
SITA’s deputy CEO, Mboneli Ndlangisa, sees
these challenges as an opportunity for SITA to use
security as a competitive differentiator, and enhance
its attractiveness as the ICT service provider of
choice to government. “By demonstrating that all
government data assets are safe and secure at SITA,
we’re able to build more confidence and peace of
mind in government and citizens alike,” he says.
One can see his point: government departments
are under immense pressure to reduce service
backlogs and are perennially cash-strapped –
shifting the responsibility for an essential but noncore activity as demanding as ICT security makes
eminent sense.
In other words, SITA’s goal of becoming the
go-to provider of ICT services to all three tiers
of government depends on its ability to offer a
demonstrably secure environment. And to do
that, says Ndlangisa, the organisation has put a
comprehensive security programme in place.
Spanning 2014 to 2017, the programme aims to
enhance and optimise SITA’s security environment,
with a national Security Command Centre (SCC) as
the lynchpin.

I

SECURING
THE PERIMETER
SITA IS TAKING A PROACTIVE APPROACH
TO SECURITY, AND IS AIMING TO
MODERNISE AND OPTIMISE ITS
SECURITY OFFERING BY 2017.
S T O R Y: J A M E S VA N D E N H E E V E R
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BABY STEPS
“We understand the importance our clients rightly
place on security, and are investing heavily in
improving our offering,” Ndlangisa says. Because
of the complexity, however, the plan takes a phased
approach, building a strong and all-encompassing
solution incrementally. The first order of business
has been to ring-fence the security function as
a focused and dedicated business unit, and to
implement modern security controls to improve
existing security across all the elements of SITA’s
environment – its own internal systems, its
datacentres and wide area network, as well its
people and facilities.
The next important initiative is to build the
capacity to take an integrated approach to
security, one that combines physical security at
the facilities, people and technology. Clearly, such
an approach relies on the use of sophisticated
sensors and analytics to interrogate data from
disparate sources in order to detect what
might otherwise not be evident and implement
appropriate counter measures.
The short-term priority is on the frontline
– the public-facing websites hosted by SITA
for government entities – it hosts around 60
percent of all government websites. “A website
is not only government’s image, but also its
e-government service delivery front-end, so it’s
important it’s not hacked or destroyed,” Ndlangisa
notes. The number of websites and associated
sophistication is expected to grow extensively as
more e-government services are made available.
Accordingly, SITA is working to put a modern,
highly secure infrastructure platform in place to
host websites and e-government services, along
with the right people to monitor it.
SITA’s drive to collaborate more closely with
original equipment manufacturers also has a
role to play here because, as he points out, the
capabilities to create and monitor such a platform
already exist. “Once the infrastructure platform
portion is complete, we will likely solicit support
from industry to establish a security monitoring
environment,” he says.
“While we’re upgrading our proverbial ‘front
door’, we’re also being vigilant about threats
to our perimeter fences. Hence the ongoing
modernisation of SITA’s network that feeds into the
security programme, also includes next-generation
security technology to enhance the protection and
privacy of the communication layer.”
Developing an integrated approach to security
demands an integrated set of security standards.
The priority is to develop a set of minimum
standards and configurations for websites, which

A WEBSITE IS NOT ONLY
GOVERNMENT’S IMAGE, BUT ALSO ITS
E-GOVERNMENT SERVICE DELIVERY
FRONT-END, SO IT’S IMPORTANT IT’S NOT
HACKED OR DESTROYED.
MBONELI NDLANGISA

over the next two years, will be expanded into a
modern and comprehensive security framework
for all aspects of SITA’s operations.
In parallel, says Ndlangisa, SITA will be
implementing state-of-the-art identity and access
management. He argues that one of the key
vulnerabilities of any system can be traced to
ineffective management of each user’s identity and
access rights, in particular the removal of users
who should no longer have access.

CREATING THE COMMAND CENTRE
The culmination of the transformation of SITA’s
security environment and offering is currently
in the process of being created – the integrated
SCC. Located at one of the flagship datacentres,
the SCC will provide total visibility across the
entire infrastructure, including the network and
all its perimeters, datacentre equipment and
physical facilities.
This main SCC will be created through the
consolidation and enhancement of existing
security monitoring capabilities and, in time, be
complemented by regional command centres
across the country.
The main SCC will pull together all the
information generated by each component of
the SITA infrastructure and network – security
devices; hardware; network, data and application
activity; configuration information and users – and
then analyse it to create monitoring baselines. Once
created, these baselines can then be used to detect
anomalies, identify threats and aggregate cyber
security trends. “Most important of all,” he says,
“the SCC will enable SITA to be more responsive
and act decisively and effectively to reduce risks
and respond to threats, and also be more proactive
by implementing appropriate measures to counter
emerging cyber-attack trends.”
In conclusion, Ndlangisa says: “Security is
a moving target. SITA is very well aware that
modernising and optimising its security offering
isn’t a destination, but rather a journey of
continuous improvement. In that sense, our road
map has no end.”
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Straightforward.

ICT solutions as they always should be.
Khauleza is a leading provider of information communication
technologies and services, operating across South Africa and
focused in rendering services to the public sector.

Contact us today to
find out more.
www.khauleza.co.za

+27 12 346 0022/36

From procurement, deployment and central maintenance, through to support
and repair services, we are a unique company that will act as a ‘one-stop’ service
provider to customers in any field of information and communication technology.
Khauleza will supply, install and maintain Desktops, Laptops and Servers, and can
also manage the end-to-end architecture, deployment and ongoing management
of your switching centre or data centre. We also supply, install and maintain
electronic CCTV solutions and provide television monitors and projectors with
SLA-driven after sales services.

+27 12 346 0025

info@khauleza.co.za

Khauleza IT Solutions (Pty) Ltd, Unit B05, Brooklyn (Momentum) Office Park, 105 Nicolson Street, BROOKLYN, 0181

[ BROADBAND ]

TAKING
BROADBAND TO
THE PEOPLE
BROADBAND PROVIDES THE FOUNDATION TO
ENABLE E-GOVERNMENT SERVICES, BUT IS ALSO
THE KEY TO EFFECTIVE CITIZEN PARTICIPATION IN
THE KNOWLEDGE ECONOMY.
S T O R Y: R O D N E Y W E I D E M A N N
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ITA is well aware of the importance of
broadband to the country’s future. Of course,
it’s equally cognisant of the challenges required to
deliver such services to all citizens of South Africa,
both in geographic and population terms. The
socio-economic challenges in particular are
significant. Although over 50 percent of the
population resides in urban areas, South Africa has
a vast rural community that’s deprived of the
chance to take part in ICT economic growth. Poor
education outcomes and a high poverty rate are
also hampering the uptake and use of broadband.
Nonetheless, government has a vision that
encompasses the provision of broadband to the
people. SITA will play a crucial role in enabling
the public sector to ensure citizens gain access to
broadband across the country, as it moves forward.
According to SITA chief technology officer
Pandelani Munyai, government has taken the
view that making broadband available to all
people and communities, including those in rural
areas, is critical.
“We need to move away from the current
status quo, where only a privileged few are able
to benefit from these services. Our mandate,

S

therefore, is to provide broadband to the public
sector and facilitate the penetration of broadband
to as many areas as possible, as quickly as
possible. This is because we’re aware that
the longer it takes to connect all citizens, the
broader the gap between the privileged and the
underprivileged will become,” he says.

A NEW ICT STRATEGY
To achieve the national technology aims, he says,
government began by bringing all public sector
entities dealing with ICT together under a single
umbrella, which is why SITA, along with the Post
Office, Sentech and Broadband Infraco, now report
to the Department of Telecommunications and
Postal Services (DTPS), rather than the Department
of Public Service and Administration.
“Working together under this broader umbrella,
we anticipate we will be able to find better ways to
grow and manage our broadband infrastructure,
in order to meet our collective mandate of taking
this service to the public sector and the people of
our country.”
Munyai suggests that while it would
obviously be very costly for government to
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[ BROADBAND ]

rollout broadband to the entire country, by
aggregating demand and partnering with all the
telecommunication service providers, it is able to
develop an effective plan to achieve rollout.
“We’ve identified certain areas in conjunction
with the provincial governments – which have
budgets for specific broadband rollouts – and
we then work closely with the relevant service
providers to enable broadband rollout to these
identified areas. In effect, the strategy is all
about organic growth, from the metropolitan
areas outward with government itself being the
anchor tenant. How this rollout is achieved is
not as concerning – all government is interested
in is the delivery of services – irrespective of
whether the transmission media are cables in the
ground, cellular services, WiFi services or even
microwave that’s used for delivery,” he adds.
Ultimately, the groundwork and prioritisation for
the rolling out of broadband services was laid in
the National Development Plan (NDP) of 2030, the
Strategic Infrastructure Programme 15. During the
2014 to 2019 period, five key priorities that have the
highest impact on socio-economic development
need to be tackled, namely public education,
health, safety and security (including the reduction
of crime), social and employment development
(including job creation) and the development of
rural communities. Broadband is a critical enabler
to address these priorities, therefore its penetration
to all citizens has become vitally important.
“The delivery process is being driven from a
national level, but it obviously encompasses all
three spheres of government, as well as tight
and focused public-private partnerships (PPPs).
The eventual goal is to deliver broadband access
as a foundation upon which e-government
services can be delivered to schools, clinics and
municipalities across the country.”

ECONOMIC INCLUSION
Munyai highlights the importance of enabling
the majority of citizens to participate effectively
in the knowledge economy. This will, in turn,
stimulate business growth with its attendant job
creation factor, as well as skills development and
globalisation. By globalisation, he says, he means
a scenario where even people living in rural areas
will have the opportunity to sell their wares, via
the internet, to customers around the globe.
“Naturally, the biggest challenge currently
facing us is the need improve the infrastructure
required for broadband. Not only do we need to
improve connectivity across the country, we –
as SITA – also need to modernise our network
in order to be able to deliver e-government

WORKING TOGETHER UNDER THIS
BROADER UMBRELLA, WE ANTICIPATE
WE’LL BE ABLE TO FIND BETTER
WAYS TO MANAGE AND EXPAND OUR
BROADBAND INFRASTRUCTURE, IN
ORDER TO MEET OUR MANDATE BY
ENABLING GOVERNMENT TO TAKE THESE
SERVICES TO THE PEOPLE.”
PANDELANI MUNYAI

services. Once we have truly reliable and redundant
broadband connecting our datacentres, we will be
able to really begin looking to the ICT future of the
nation,” he says.
“Then there’s the key challenge that comes with
working alongside the private sector, namely that
of profitability. The private sector is, after all, made
up of businesses that need to turn a profit, so it’s
imperative we work with them to assist in whatever
ways we can. An example of this is the ‘right of
ways’ issue, whereby a simple thing like ensuring
all the service providers put their fibre lines in the
same duct, rather than each needing to dig their
own trench, goes a long way towards helping them
reduce costs.”
On the benefits side of the scale, Munyai
points out that looking ahead, national access to
broadband could lead to the implementation of
an e-voting system. This would reduce logistical
issues such as the delivery of voting papers to rural
villages, while also making the process easier for
those that may often find themselves far from the
nearest voting station.
“Ultimately though, the key for me is economic
inclusion. Broadband access will obviously play
a major role in improving public service delivery
in key areas, such as healthcare, education and
social services, not to mention the benefits of a
comprehensive e-government solution. However, the
most critical of all is the issue of economic inclusion.
“Through the delivery of such access, SITA and the
government will be seen to be empowering people to
make ends meet for themselves. If broadband access
is realised as envisioned, it will enable developers
around the country to develop more relevant software
applications and sell these to grow the Proudly South
African ICT industry participation goals. It will
enable people to run their own businesses and sell
their services online, wherever they are. And it will
allow even the most rural of folk access to both the
local and the international marketplaces, enabling
them to sell their products to a global customer
base,” he concludes.
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[ LOWERING COSTS ]

ITA’s mandate is quite clear: to consolidate
government’s ICT spend to achieve greater
efficiencies and leverage economies of scale. At a
strategic level, then, the organisation is intended
to provide a common technology platform for all
three tiers of government (national, provincial and
municipal), thus promoting an integrated,
collaborative approach between state entities that
eliminates duplication and harnesses synergies.
At the same time, consolidating the state’s ICT
spend is intended to enable SITA to negotiate
better deals with suppliers.
In other words, SITA’s mandate is to provide
a technology environment that promotes better
service delivery through synergy, and that
reduces cost.
The potential is certainly there. By any
measure, its spend of R7 billion a year on
technology (excluding direct government spend),
means SITA’s shopping list commands serious
attention from original equipment manufacturers
(OEMs) and systems integrators.
While the company has made some headway
in using its purchasing muscle to reduce costs,
the procurement team is working hard to take
things to the next level. To listen to the newlyappointed chief procurement officer, Sydney
Tshibubudze, speak, it’s clear that this next phase

S

GETTING
THE ESSENTIAL
FOR LESS
INNOVATION AT ANY COST? ICT IS A
KEY ENABLER FOR SERVICE DELIVERY
– BUT THAT DOESN’T REDUCE
THE PRESSURE TO GET THE BEST
POSSIBLE PRICE AND VALUE.
S T O R Y: J A M E S VA N D E N H E E V E R
K A R O L I N A KO M E N D E R A
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is all about gaining a much more sophisticated
and nuanced understanding of the dynamic
between cost and value.
To achieve this, Tshibubudze is steering SITA
away from a simple focus on the bidding price
of a particular piece of technology or service to
rather look at the totality. “It’s necessary first
to perform a thorough price and cost analysis
– the purchase price is just one element of the
total cost of ownership,” he says. “You need to
understand the maintenance and service costs,
and their impact on your cash flow, to get the
full picture. It’s all about understanding the full
impact on the bottom line, not just getting the
lowest price for the initial purchase.”
As part of this process, of course, it’s essential
for SITA to benchmark prices across the industry.

REDEFINING NEGOTIATION
This type of approach is already a massive
mindset change for SITA’s procurement team,
but it’s only the beginning. To create a truly
integrated procurement strategy, Tshibubudze
believes, SITA also has to build a robust demand
model. Another piece of the puzzle is a new
approach to negotiating.
“Once we understand what the demand from
our government clients is, and the full story on
cost, then we’re in a better position to negotiate
in order to achieve our desired outcome,” he
says. “To do that means understanding what the
supplier wants to achieve. We want to move from
an adversarial type of stance – ‘give us the lowest
price’ – to one that’s mutually beneficial.”
For example, it might be that a particular supplier
is most interested in meeting certain volume
targets, and would thus be able to reduce certain
price components quite dramatically in order to
achieve those targets. Conversely, SITA would only
be able to commit to the required volumes if it truly
understood both the expected demand from its
clients and the total cost of ownership.
This ‘fact-based’ negotiation style thus aims
not so much at driving a hard bargain, but at
crafting a deal that delivers value to both parties.
It signals also a greater emphasis on suppliercentricity within SITA procurement, based on the
understanding that collaborating with suppliers
is likely to serve SITA’s long-term interests
much better. It will also get the organisation
privileged access to the highest levels of support,
particularly important when it comes to OEMs of
strategic technology – as well as the chance to
interact with research and development teams.
One of the key elements of Tshibubudze’s
negotiation strategy will be to negotiate prices

WE WANT TO MOVE FROM AN
ADVERSARIAL TYPE OF STANCE – ‘GIVE
US THE LOWEST PRICE’ – TO ONE THAT’S
MUTUALLY BENEFICIAL.
SYDNEY TSHIBUBUDZE

with OEMs, thus setting a baseline for subsequent
negotiations with the OEM’s channel.
Tshibubudze is clear: “Negotiation is our
primary tool for driving costs down and getting
more value from our buck – and negotiation has
to be a two-way street. It’s a much more complex
process, of course, and in that sense it relies
absolutely on how well our procurement systems
and strategy are working.”
A key success factor, he adds, will be to
build a true culture of negotiation within SITA,
something that currently doesn’t exist. In tandem,
a focus will be to recruit technology (rather than
procurement) specialists, people who understand
both the product and its market dynamics –
driving lower costs and higher value is a function
of the skill of the procurement workforce,
Tshibubudze believes.
Equally important is keeping suppliers
updated about the new approach. Here, account
managers will act as change agents by providing
the necessary communication channel but,
Tshibubudze warns, success will depend on SITA
building its reputation for using best practice.

PUTTING THE PLAN INTO ACTION
Tshibubudze has spent the six months since
his appointment assessing the state of the
procurement unit at SITA, and understanding what
the best practices are. The result is an Integrated
Procurement Strategic Plan (roadmap) that has
been approved by SITA’s executive committee; he
aims to get the new organisation structure signed
off and some key vacancies filled in the coming
two months.
“We’ll begin implementing the new strategy
early in the new financial year,” he says. “Our
initial goal is to reduce OEM list prices by 12
percent, but the real target is to get better value
over the long term once we have the correct
processes in place.”
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[ TECHNO GIRL ]

UPLIFTMENT
THROUGH
TECHNOLOGY
YOUNG WOMEN ARE BEING EMPOWERED
TO ENTER FIELDS IN DIRE NEED OF
QUALIFIED PROFESSIONALS THANKS TO
THE TECHNO GIRL INITIATIVE.
S T O R Y: A L I S O N J O B
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ITA is a strategic partner to the Techno Girl
programme, which seeks to expose young
girls to professions in the fields of science,
technology, engineering and maths (STEM). This is
a flagship programme of the Department for
Women, in partnership with UNICEF, the
Department of Basic Education, SITA and Uweso
Consulting. The initiative is premised on the
understanding that structured exposure to the
workplace can significantly contribute towards
motivating disadvantaged girls to take up careers
that are in demand in the economy and where
women are under-represented.
SITA CEO Freeman Nomvalo says, “This
compelling programme covers two of South
Africa’s key national priorities, namely education
and job creation.”
SITA’s board and executive committee have
endorsed SITA participation in the Techno Girl
programme on an annual basis. Nomvalo says
the programme, which is implemented in all nine
provinces, is different from other job shadowing
initiatives because it offers long term associations
with the learners who are taken in from Grade 9
until they matriculate. “These learners participate
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in active job shadowing programmes during their
school holiday cycles.
“It’s generally known that fewer girls than
boys opt for careers in the fields of science and
technology because of the subject choices they
make. This is also perpetuated by the stereotypes
that there are certain careers only suitable for girls
and specific ones only reserved for boys.
“However, to ensure that girls have an equal
opportunity to excel in fields the economy requires,
they need to be exposed to opportunities, inspired
to succeed, assisted with subject choices and
guided regarding their tertiary education, while
they’re still at school.”
Every year Techno Girls between grades 9 to
12, will be placed within SITA during the April,
June and September holidays for a period of five
days at a time. Each girl is assigned a mentor, who
ensures that the objectives of the programme are
optimally met.
June 2013 saw the first intake of 60 Techno
Girls across SITA offices countrywide.
The girls and their mentors submitted positive
stories of their experiences and their eagerness
to repeat the experience during forthcoming

holidays. “It’s hoped that through this programme
SITA will make a marked contribution to guiding
girls towards selecting a career in ICT; thereby
developing ICT skills, developing a pool of skilled
ICT professionals,” says Nomvalo.
It’s the responsibility of the provincial
department of education to identify the girls who
participate in the Techno Girl programme. Based on
the profile forms these girls complete, information
obtained then used to place them according to
matching opportunities at job shadowing host
organisations.
The Techno Girl programme annually places
4 000 previously disadvantaged girls. It aims to
raise awareness of the importance of subject
choices to future career preferences, and expose
girls to mentors in the workplace for particular
careers. In doing so it exposes girls to practical
job tasks in the workplace for particular careers
and increases the girls’ knowledge on the planning
processes of their future career choices.

IT’S HOPED THAT THROUGH
THIS PROGRAMME SITA WILL MAKE A
MARKED CONTRIBUTION TO GUIDING
GIRLS TOWARDS SELECTING A CAREER
IN ICT; THEREBY DEVELOPING ICT SKILLS,
DEVELOPING A POOL OF SKILLED ICT
PROFESSIONALS.
FREEMAN NOMVALO

IN LINE WITH SITA’S CSI INITIATIVE
“For SITA, creating a sustainable CSI (corporate
social investment) strategy is crucial to
sustainable business,” says Nomvalo. “This means
the CSI programme must create true value for the
beneficiaries, contribute towards SITA’s business
performance and build the image and reputation of
the agency.
“The core focus areas of the SITA CSI strategy
and SITA’s sourcing and development strategy
include skills development, education and training
through the use of ICTs in previously disadvantaged
communities. These focus areas resonate well with
the objectives of the Techno Girl programme as
well as create an opportunity for SITA to contribute
towards girls selecting a career in the STEM fields.”

TECHNO GIRLS ALUMNI PROGRAMME
In August 2013, SITA supported the official launch
of the Techno Girl alumni programme during
which SITA was publicly acknowledged and
welcomed by the Minister for Women, Children
and People with Disabilities as a strategic partner
of Techno Girl. The goal of this extension of
the Techno Girl programme is to ensure a high
completion rate of studies.
According to Nomvalo, membership of the
Techno Girl Alumni Association is open to any girl
who participated in the Techno Girl programme.
Each job-shadowing intake is monitored closely
and this entails surveying girls and job-shadowing
host organisations to determine, inter alia,
whether the programme is on course to achieve
its intended outcomes.

In addition, UNICEF commissioned an external
programme evaluation, which was implemented
in July 2014. As the ultimate intended outcome of
Techno Girl programme is to contribute towards
the number of women entering the STEM fields,
the programme needs to be measured for its
success rate.
“For this purpose the Techno Girl Alumni
Association updates the records and details of
alumni girls each year to track the progress of
their studies and careers. Over the long term, this
will be quantified to measure the impact of the
programme,” says Nomvalo

TECHNO GIRLS AND THE NDP
“In the long term this socio-economic
development initiative is a strategic opportunity
for SITA to contribute towards the national
development plan (NPD) of South Africa as well
as towards addressing the huge digital divide that
exists as outlined in the World Economic Forum
Report 2013,” says Nomvalo. “SITA will endeavour
to grow this programme annually, increasing its
intake of girls for maximum programme impact
and encourages all employees to rise to the
challenge of being a mentor and contribute to
changing the lives and the landscape of STEM
careers in South Africa.”
To date approximately 8 722 girls have been
exposed to job shadowing through Techno Girl
of which 283 are studying at higher education
institutions and 289 are employed in various
industry sectors.
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AT A GLANCE
SITA WAS
ESTABLISHED
ON 4 APRIL
1999

VISION:

TO BE THE LEAD ICT AGENCY TO ENABLE
PUBLIC SECTOR SERVICE DELIVERY.

ICT HOUSE OF VALUES
INC
RE

T
OS
RC

AS
E

DP
RO
D

ICT PLANNING

ECONOMIES OF SCALE

SECURITY

INTEROPERABILTIY

REDUCED DUPLICAITON

CITIZEN CONVENIENCE

ICT INTEGRATION

UC

TIV
ITY

DIGITAL INCLUSION

WE
LO

ICT OPERATIONS

•

•

•

•

40

In 2009, SITA assisted ten government institutions in
conducting FOSS readiness assessment exercises.
In 2009, SITA established Mobizen, a FOSS-based
facility, which enables the Department of Home Affairs
(through its database) to provide feedback through text
messaging on the status of citizens’ identity document
applications.
SITA developed the GWEA Framework to set the
minimum standard by which to use an Enterprise
Architecture approach. This norm will ensure coherence
and standardisation of ICT plans and blueprints across
government departments.
SITA’s next generation network is the most advanced
carrier infrastructure network ever embarked upon by
the government.
SITA’s transformation journey is to be implemented
through 23 initiatives across four key categories:
procurement, the IT service portfolio, business enablers
and organisational health.
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MISSION:
TO RENDER AN EFFICIENT AND VALUE-ADDED ICT
SERVICE TO THE PUBLIC SECTOR IN A SECURE, COSTEFFECTIVE AND INTEGRATED MANNER, CONTRIBUTING
TO SERVICE DELIVERY AND CITIZEN CONVENIENCE.
SITA’S MANDATE (AS STATED IN THE ACT) IS:
·

To improve service delivery to the public through the provision of information
technology, information systems and related services in a maintained information
system security environment to the departments and public bodies, and

·

Promote the efficiency of departments and public bodies through the use of information
technology.

SITA MANDATORY SERVICES
· Private Telecoms Network
· Transversal Systems
· Transversal Data Processing
· Information System Security
· Disaster Recovery Plan
· Procurement
· Standards (Interoperability and
Security)
· Certify against Standards
· IS Convergence Strategy
· Information System Inventory
· Research Plan

SITA NON-MANDATORY SERVICES
· Department ICT Training
· Department Information System
Development
· Department ICT Maintenance
· Department Data Processing
· Advisory Services
· ICT Management Services
· Provide Authentication Products
· Do ICT Research

KEY FIGURES

FUN FACTS
•

SITA IS GOVERNED
BY THE SITA ACT
NO 88 OF 1998, AS
AMENDED BY THE
SITA ACT NO 38
OF 2002.

SITA HAS
OFFICES
IN ALL
NINE
PROVINCES

S I TA

|

SPECIAL FOCUS

As at 29 August 2014, SITA’s key highlights (as revealed at the Parliamentary
Committee of Telecommunications and Postal Services) were:
• approximately 7 000 public service
outlets connected on a government
secure network
• roughly 740 000 IT helpdesk calls
received per year
• processing of approximately
562 000 senior certificates
annually

• 2 000 young South Africans
benefited from SITA’s learnerships,
internships and bursaries
• the Techno Girl programme saw
8 722 girls in job-shadowing
programmes, 283 studying at
higher education institutions, and
289 employed.

CONTACT DETAILS

ERASMUSKLOOF (HEAD OFFICE)
t. +27 (0) 12 482 3000 | f. +27 (0) 12 367 5151 | w. www.sita.co.za
Postal address: PO Box 26100, Monument Park, Pretoria, 0105
Physical address: 459 Tsitsa Street, Erasmuskloof, Pretoria, 0048

We were with you in the
analogue years.

Now let’s take your business
into the digital future.

