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ITA’s mandate as the
government’s digital agency
means it is expected to travel the
digital journey with various government
departments while, at the same time, finetuning its own digital strategies.
Technologies like cloud, for instance,
are being taken seriously by SITA
for all its benefits. At the same time,
partnerships with the private sector
can assist SITA to improve its own
capabilities.
When it comes to important
focus areas like 4IR and digital
transformation, government must
follow the lead of the private sector,
while SITA has to lead the public sector
in this regard.
This should enable the public sector
to improve on its own mandate, whether
it’s the delivery of better services or the
improvement of education.
Digitalisation and other technologies
fuelling the 4IR offer the means to
change the public sector rapidly and
for the better. For SITA, its digital
transformation is a multi-faceted journey
and will take some time to complete.
Apart from leading the 4IR transition
in government, SITA also maintains the
government’s legacy infrastructure. So

while it still manages and runs legacy
infrastructure, it must, concurrently,
also provide the agility to run digital
services. SITA’s role is to deliver key
capabilities across government and
synchronise and integrate government
services so that 4IR solutions can be
layered on top of these.
It must also ensure the safety of every
citizen’s data – cyber security is critical
and non-negotiable. SITA knows this
and places emphasis on ensuring its
encryption standards are world-class.
SITA must provide a single solution
across multiple government departments
that will eliminate the need for these
departments to invest capex in finding
their own version of the solution – a fine
balancing act.
At the end of the day, digitalisation
is merely an enabler to deliver services
more quickly and effectively to South
African citizens.

Simon Foulds
Editor
simon@itweb.co.za
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The big vision
The Fourth Industrial Revolution is an opportunity for South
Africa to unite and leap forward, and government is keen to
use it as a launchpad.
BY: ADRIAN HINCHCLIFFE

tella Ndabeni-Abrahams has a big
task ahead of her. She’s the minister
in charge of bringing together the
Department of Communications and Department
of Telecommunications and Postal Services to form
a single entity – the Department of Communications
and Digital Technologies. While that might faze
some people, it seems to be the smallest part of the
puzzle that she’s trying to piece together.
Ndabeni-Abrahams has identified her
overarching mission as guiding South Africa to
take advantage of the opportunities that the Fourth
Industrial Revolution (4IR) offers, and use it as a
springboard to push the country to the forefront.
“I’d like to see South Africa not just being a
consumer state, but rather an innovative one and
an inventor of technologies in the Fourth Industrial
Revolution. That would be a game-changer,” she
says. “Whether you look at hardware, infrastructure
or software, we import all of these things, and 4IR
presents an opportunity for us to come up with
African ways of solving challenges, both local and
global,” she says.
Undoubtedly a mammoth task, but thankfully
she has the support of the country’s President, Cyril
Ramaphosa, who also shares her optimism for what
4IR can bring.

“I always take comfort in the fact that the head of
cabinet understands what needs to be done,” she says.
In addition to the public references in his State
of the Nation addresses, his commitment to the
vision is demonstrated by his formation of the
Presidential Commission on the Fourth Industrial
Revolution. Ndabeni-Abrahams has been working
with the Commission and says she’s pleased with
the progress being made.
“There are ongoing work streams, and the work
streams meet as often as there’s a need. The full
Commission meets twice a year and is chaired by
the President, who is then updated on the work that
has taken place. Once all necessary consultations
have been made, and the overview documentation
has been finalised it will be presented to the
provinces, and then taken to parliament to
workshop with members so that we can get it
adopted as a blueprint for South Africa,” she says.

Making progress

The new department will drive 4IR across
government. A specific project management office
has been established alongside the secretariat,
which both sit under the Minister’s remit,
and together they implement the work arising
from the Commission. A key part of the work
involves liaising with advisors on state law from
the Department of Justice and Constitutional

We’re repurposing SITA to be the digital transformation agency of
government, focused on digital infrastructure and services.
Stella Ndabeni-Abrahams

June 2020
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Living with the Databerg
Like the private sector, the public sector
has a looming data problem. It can only
be solved through obtaining a holistic
understanding of your organisation’s data.

W

ith data volumes growing at more

“Visibility is also necessary so you can identify the data that has business

than 50% a year, a figure expected

value in order to use it and manage it accordingly.”

to increase as the Covid-19 emergency
drives increased adoption of digital

Obtaining the necessary holistic view of data is complicated by the fact

channels, managing data has become a

that, in reality, organisations have an extremely heterogeneous storage

critical priority.

environment. For example, aside from the cloud, the public sector has 30%
of its data stored on primary disk devices and 15% on tape. It’s particularly

JULIE NOIZEUX

Veritas Partner Success
Manager, South Africa

“Informed data management efforts

noteworthy that the use of tape has grown, probably because it’s cheap.

transform an organisation’s most critical

The issue here is that tape is a ‘passive’ storage medium that is difficult to

data into visible, actionable intelligence that

interrogate and manage. Tape’s apparent cost-effectiveness thus conceals

not only improves decision making capability,

a high total cost of ownership in the long run as it needs to be preserved

but ensures compliance with data privacy laws, reduces security risk and

and secured at a fee.

significantly lowers IT spend,” says John Dewar, Data Management
Business Unit Manager at Datacentrix, a high-performing ICT solutions

A related issue is the fact that many organisations are still relying on

provider and Veritas Platinum Partner.

manual processes to manage the effectiveness of their storage, backup
and virtual infrastructures, a hugely time-consuming and inaccurate

“Not only is there a lot of data, the bulk of it is hidden – hence the ‘Databerg’,”

process, especially given the complex environments already noted.

says Julie Noizeux, Channel Leader at Veritas South Africa. The annual

Software such as Aptare IT Analytics can automate the process, delivering

Databerg Report by Veritas, which looks at how South African

unified insights for all major storage, backup and virtual infrastructures

organisations are handling their data, indicates that the proportion of ‘dark’

through a single-pane-of-glass view in both on-premises and multi-cloud

(unclassified and untagged) data has grown to 49%, up from 41% last

environments.

year. Equally troubling is the amount of data that is redundant, obsolete or
trivial (ROT) that has risen from 31% to 40%.

“Aptare can also be used to charge back different cost centres across the
organisation for their storage, backup and virtual estates” Noizeux says.

Noizeux believes that a big contributing factor to this growth of useless

“This is critical for large, heterogeneous organisations where the IT

data is the shift to the cloud, typically seen as relatively cheap storage.

department needs to be able to assign costs accurately and, above all,

She advises that just acquiring more and more storage is not an adequate

without excessive investments of time and effort.”

strategy. This is particularly relevant for the public sector because the
research shows that the public sector has 35% of its data stored on the

As an expert Veritas partner in information governance, backup and

public cloud, a higher proportion than either industry or finance sectors.

recovery, dynamic storage and business continuity - Datacentrix offers
industry-leading solutions that cover all platforms.

“Finding places to put your data is not enough – it’s vital that you know what
your data is, and where it is. Not all data is equal. To comply with the law,

The Veritas Enterprise Data Services Platform brings together Availability,

you have to know where your sensitive data is so you can demonstrate it

Protection and Insights – the perfect IT foundation for any organisation.

has the right level of security,” she notes. “Security is particularly critical in
the public sector given it holds huge amounts of extremely sensitive citizen
and government data.

For more information email: julie.noizeux@veritas.com

www.datacentrix.co.za

www.veritas.com
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We need to be an agile government
and have agile regulators, so there’s a
call for us to relax certain bureaucratic
processes without undermining the
corporate governance.
Stella Ndabeni-Abrahams

Development to ensure the validity and viability of
legislation that’s being proposed.
“We wanted to give the advisors an
understanding of the background to what we’re
doing, as some of the laws and legislation will cut
across various cabinet remits and departments,
because in the era of 4IR the convergence of
services is vital.”
It’s here that the Minister hits on a major
dichotomy. 4IR is characterised by new
technologies, pooling elements from different
sources to disrupt the status quo and provide
customer or citizen service at speed, sometimes
necessitating a rapid change in direction. But with
layers and bureaucracy and multiple consultations
required before decisions are taken, government
doesn’t always work that way.
“I can confirm things in government can take
a long time,” she says. “It’s a recommendation
by the Commission that this changes. We
need to be an agile government and have agile
regulators, so there’s a call for us to relax certain
bureaucratic processes without undermining the
corporate governance. For example, the Electronic
Communications Act was founded in 1996, but
it’s no longer relevant because it was voice driven
and now we’re data driven, it needs a complete
overhaul.
“Parliamentarians must understand the
environment that they’re operating in, and should
be able to accept that this legislation can’t take 18
months to produce, otherwise South Africa won’t
be able to leverage the 4IR,” she says.
The Minister believes that the department, and
indeed government as a whole, needs to focus on
three aspects – coordination, collaboration and
execution – in order to excel in this environment.
“Once we get to know who’s doing what and
where, then it will be easy. We need to build a
digital system that’s connected and can show
infrastructure across departments and the whole
country. The intervention by the President on the
District Development Model will force government
to plan together, instead of planning as silos. For
example, we shouldn’t be going to a rural school
to put in a cyberlab and then find there is no
electricity feed.”
The IT infrastructure teams within government
departments often provision their own broadband,
so there’s a need to consolidate that across
government too; as well as working with the private
sector to understand what kind of infrastructure is
available and avoid duplication.
There also needs to be a focus on human capital
development and preparing people for what’s to
come. “The reality is that the majority of people
June 2020
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In a digital
world, the
right security
partner is
critical
In a world where government is
digitally transforming and cyber
criminals are becoming smarter in their
approaches – by exploiting current
crises like the Covid-19 epidemic for
their own gain, for example – security
has never been more critical.
Magatho Mello, GM for Public
Enterprises at MTN Business, points
out that for him, the single biggest
security challenge in the public sector
remains access to skills and expertise.
The private sector tends to siphon
off the cream of such talent, he says,
adding that those who remain are often
lagging in their knowledge of the latest
technologies, processes and attack
vectors. This, in turn, creates gaps in
the public sector security net, making it
more vulnerable.
“To this end, we work closely with
municipalities that have such security
issues, assisting them to plug basic
gaps in their systems. We achieve this
both at the network layer, where we
deliver high levels of security, and by
ensuring they have the correct disaster
recovery strategies in place to mitigate
against any potential breaches,” he
says.
“MTN, in conjunction with its
ecosystem of partners, is also involved
in helping public sector entities move
to the cloud. With such a move, it’s
imperative that the customer has a
seamless view of the overall security

Magatho Mello,
GM: Public Enterprises
at MTN South Africa

landscape. Without a complete view
here, breaches and vulnerabilities are
much more likely to occur. Alongside
our partners, we are able to deliver an
end-to-end security solution.”
Security is more crucial than ever
before, he continues, as emerging
threats like ransomware take
advantage of any security lapses. The
same applies to protecting information
in the cloud. Moreover, it’s vital to
reiterate the importance of ‘thinking
before clicking’ to employees – in
times of crisis, cyber criminals often
hide malware and viruses inside links
purporting to be important information,
such as claiming to be an important
notice about the Covid-19 epidemic or
the lockdown.
“We’re aware that security is
considered to be a grudge purchase
at the best of times, particularly when
security tools need almost continuous
updating, not to mention that the
technology platform sometimes
requires an upgrade to competently
handle these new security tools.
Therefore, the temptation to save
money by not doing this can be great.
However, I would stress that businesses
should not skimp on their security,
regardless of how tight budgets may be.
“To this end, most of our solutions
are not capex-intensive, enabling
customers to focus on an opex model

that doesn’t demand large sums of
money upfront. This means that the
most critical challenge facing such
organisations in security terms is
education. We believe that teaching
employees about the dangers of lax
security and training them to think
critically before opening an unknown
attachment or similar potential threat
is an equally necessary part of any
security strategy.”
He adds that MTN’s security offering
includes penetration testing, firewalls
and device management. It also
provides forensic tools to investigate
potential breaches and understand how
these happened and how to prevent
them in the future.
“What it boils down to is that security
is not something any government entity
wants to play around with. It’s thus
crucial to work with a service provider
that has an ecosystem of partners,
that can consolidate multiple security
services and that is able to grow, scale
and take on the magnitude of both
known and unknown challenges that
may suddenly arise. When it comes to
security, MTN Business is that partner,”
he concludes. n

For more information on how MTN can co-create solutions for your business
send a mail to MTNBusiness.Marketing@mtn.com
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Working
together we can
take South Africa
to greater heights.
There is no future
digital government in
South Africa without
SITA.
Stella Ndabeni-Abrahams

don’t understand what their role will
be,” says Ndabeni-Abrahams.
A study was commissioned on the
digital skills gap in South Africa,
which found that there continues
to be a skills mismatch between
graduates and market requirements.
“It led to us having a discussion
with the technology industry to find
out what they need from graduates,
rather than importing costly skills
from outside the country. We want
to produce a programme where we
build a capable 4IR army within
South Africa, with at least one
million people by 2030.”

Delivery mechanisms

Another key pillar of the plan to make government
more responsive to the needs of the Fourth
Industrial Revolution is a reorganisation of some
of the entities that provide fundamental services.
Sentech and Broadband Infraco are to be
merged to shape the state infrastructure company,
which will enable SITA to refocus its attention and
become a digital transformation agency.
Ndabeni-Abrahams explains that the transition
period has led to some changes in personnel,
with the lapsing of the contract of SITA’s former
CEO Dr Setumo Mohapi the decision was made
to appoint an acting CEO in his place. This,
alongside the current lack of an appointed board
are intentional, she says.
“One of the key decisions that we took was
not to hire a new CEO or get a new board just

yet, because their function would be based on the
current SITA Act. What we need to do, is to put
a transitional structure in place so we can get an
understanding of the SITA we want to build, and
the kind of skills that are going to be required, both
personnel and for the board.
“We’re repurposing SITA to be the digital
transformation agency of government, focused on
digital infrastructure and services. SITA will be
then dropping certain functions, which will transfer
to the infrastructure company, and vice versa.”
The plan involves SITA playing a more central
role in developing apps in government and
digitising services and taking them to the society.
A change management programme has been
initiated on how to build a digital culture, which
looks at how to transition the repurposed SITA
into the future.
While the essence of the plan to transition SITA
might sound familiar, Ndabeni-Abrahams has
identified that previous efforts failed to build the
capability to transform from the IT company to a
digital company. “At the centre of our strategy is
ensuring that we build human capability internally
so that people aren’t just pure IT technicians, but
rather people who understand and are comfortable
and passionate with the creative introduction of
new technologies, from blockchain to AI.”
Ndabeni-Abrahams calls on the teams at
SITA, as an implementing agency, to ‘reclaim
their space’. But it’s a call that could equally be
applied across government in the transition to
the 4IR. “Working together we can take South
Africa to greater heights. There is no future digital
government in South Africa without SITA.”
June 2020
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Luvuyo Keyise,
SITA

Strategic vision to
deliver 4IR capabilities
June 2020
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SITA understands the importance of ensuring government has
4IR capabilities, but its strategic vision highlights the importance
of having the underlying foundation in place first.
BY: RODNEY WEIDEMANN

he pressing nature of the Fourth
Industrial Revolution (4IR) is such that
insight, thought leadership and, above
all, the implementation of existing e-government,
digital policy and plans, are vital if government is to
digitally transform itself in a way that enables it to
deliver 21st century services to its citizens.
When it comes to the important areas of focus,
such as 4IR and digital transformation, government
needs to follow the lead of the private sector. SITA,
in turn, has to lead the public sector in this regard.
The organisation’s role is to deliver key
capabilities across government and synchronise
and integrate the view of government services, so
that 4IR solutions can be layered on top of these.
Essentially, explains Luvuyo Keyise, Executive
Caretaker and Accounting Authority at SITA,
the organisation’s job is to be a thought leader in
respect of the digital revolution.
“SITA’s obvious challenge lies in how to behave,
be seen and be accepted as the ICT thought leader
of government. This means delivering new digitally
enabled solutions that transform government’s
ability to service its clients, while maintaining
and modernising legacy solutions that are key for
government business continuity. Remember that
in the case of 4IR, this doesn’t mean immediately
throwing away the legacy solutions. SITA needs to
strike a balance between managing and running
costly legacy solutions that keep government going

today, while providing (or integrating) new digital
solutions on top of this that improve the overall
business performance of government, and how it
services its clients,” he says.
“This means we need highly skilled individuals
working for us who have expertise in key areas
like AI, robotics, digital technologies, applied
ICT research and innovation, consulting and
commercial skills. Ultimately, we want a scenario
where we have business, solutions and technology
architects who properly understand government’s
needs and successfully translate these into digital
transformation offerings.”

People and procurement

Keyise adds that with this in mind, a key part of
SITA’s plan is focused on ramping up its innovation
and research and development (R&D) strategies,
and developing its applied research skills, in order
to more comprehensively understand current
technologies, as well as the impact of future
technologically developments.
“It’s imperative that SITA understands exactly
what solutions already exist out there, so we do not
find ourselves reinventing the wheel. Unless we
have the knowledge and skills to fully appreciate
what is available in the solution ecosystem and what
is coming down the pipeline, we may find ourselves
building something from scratch when we could
have simply replicated what was already there.
“To this end, we’re investing further in this
capacity, and are also focused on building private

The simple ability to provide a single solution
across multiple government departments will eliminate
the need for each such department to invest capex in
funding their version of the solution.
Luvuyo Keyise
June 2020
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SITA’s obvious
challenge lies in how to be
seen as a leader.
Luvuyo Keyise

sector partnerships, as these players have
already spent time building relevant
solutions, and we can thus work with
them to take what already exists and
implement this within government. This
means having different commercial
partnerships with both local and
international companies, where we can
jointly work on developing solutions that
can be implemented transversally across
government, and partners recover their
investments over time.”

Back to basics

For SITA, he says, the most crucial goal is
to adopt a back-to-basics approach focused
on creating a performance-driven culture
within the organisation. SITA needs to
position itself better to access the relevant
talents, suggests Keyise, pointing out that
this demands a culture change within the
organisation, as a good organisational
June 2020

culture is key to attracting and retaining
the right employees.
“Furthermore, we have to ensure we have
the commercial capability to invest in the
right areas to improve our medium to long
term returns, as well as ensure our industry
partners are able to deliver on the services
our customers need, on time and budget.
These are some of the basic fundamentals
that need to be dealt with before we can even
begin to talk of nice things like the 4IR.
“From a personal point of view, I feel
I need to ensure – during my short term
as Executive Caretaker – that these basics
get done properly, so that when the new
financial year begins, we understand our
present capacity and capabilities, so that
we do not find ourselves planning for the
future in what is essentially a vacuum.”
He adds that SITA has developed a
digital transformation strategy that it
has shared with its shareholders and the

013

Partnerships,
skills and
solutions
A key part of SITA’s role is to provide
thought leadership around technology
to the rest of government. It’s for this
reason that the organisation is focusing
on rebuilding its R&D capability, with a
strong focus on applied research and
the development and customisation of
solutions for government.
Luvuyo Keyise, Executive Caretaker and
Accounting Authority at SITA, says the
organisation is strongly focused on firming
up partnerships with entities as diverse as
universities, the CSIR, and a range of OEMs,
local solution developers, as it seeks to
determine the most innovative solutions for
the public sector.
“Obviously, we will also need to look at
skills development around areas like AI and
cognitive learning technologies, as it is vital
to develop a pool of skills that we can offer
to assist government departments that
would otherwise not be in a position to
develop their own skills in these areas.
“In the end, we believe that SITA needs
to develop these skills and have them
centralised within our organisation. We
can then provide these to government on
a consultancy basis, as and when needed
by the individual departments,” he says.

government, via the Government IT
Officers Council.
“The next phase is to ensure we rapidly
acquire the appropriate skills to deliver on
our strategy and mandate. We must also
ensure that the broadband infrastructure
that is vital to 4IR is in place, stable and
ready for government to use in a scalable
and agile manner.
“We are also busy arranging meetings
with the various original equipment
manufacturers (OEMs), as the goal is to have
access to a huge pool of industry solutions
that we can bring into the SITA ecosystem.”
He adds that SITA is already busy
building the necessary application
programming interfaces (APIs) that will
make it easier to integrate new, digital
solutions with the existing legacy services
that it will also have to support. The
idea, continues Keyise is to make these
APIs available for free to the rest of

government, as this will make effective
integration far simpler.
“In this way, we will be in a position to
define how government’s legacy infrastructure
intertwines with the 4IR. To this end, we are
investing heavily in these APIs, because they
will enable seamless and easy adoption and
integration of technologies.
“Finally, it’s always critical for us all to
remember that digital transformation is
not about SITA or the rest of government.
Instead, it is merely an enabler for us
all to deliver services more quickly and
effectively to the end-customer ‒ the
citizens of SA. Ultimately, we want to
be able to offer them convenience in the
manner in which they interact with the
public sector, allowing them to access
whatever service they choose, via whatever
device they want, and receive absolute
consistency of experience while doing so,”
he concludes.
June 2020
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Delivering
effective
citizen-focused
services

As SITA aligns to government’s
digitalisation and 4IR plans, its long-term
view encompasses new ways of delivering
citizen services as well as preparing the
new generation for this digital future.
BY: RODNEY WEIDEMANN

ITA’s mandate has long
been about taking ICT into
the government space in a
manner that ensures the organisation can
bring secure, cost-effective technologies
and solutions to bear on public sector
processes, with the end goal of improving
the citizen experience. Therefore, SITA’s
public sector ICT strategy must now align
with the government’s 4IR policies and
digital transformation plan, if it is to help
government deliver on its objectives.
For most citizens today, access
to government services from many
departments, such as Home Affairs, is
limited to standard working hours. This, of
course, is very different to how things are
done in the private sector, where one can
usually gain access to the services one needs
on a 24/7/365 basis.
According to SITA’s Executive: National
Consulting Ntutule Tshenye, there is no
doubt that technology offers government the
opportunity to begin delivering citizen-focused
services outside of the usual parameters. Of
course, such services can only be effective
once the basic citizen requirements – access
to data and information and the ability to do
business – have been properly met.
“When it comes to digital
transformation, an analogy of a pyramid
June 2020

becomes helpful, where the base of the
pyramid represents digitisation where
analogue or physical information is
converted into digital format. The middle
of the pyramid is digitalisation where
digital technologies are used to enable or
improve business models and processes.
The apex of the pyramid is digital
transformation, where coordinated change
effort at scale, diffused through all aspects
of the business, happens. In this way, we
build and leverage digital experiences of
end-users, thus developing a sustainable
digital culture,” he says.
“We are still at the base, as government
still has a lot of legacy systems in use.
Today, one can estimate close to 70%
reliance on physical infrastructure to deliver
products and services in the government
space. Our immediate goal is to shift this
pendulum to at least 50% within the next
two years. The long-term goal is, of course,
complete digital transformation.”

Critical technologies

Tshenye adds that newer technologies like
the cloud are becoming increasingly critical,
as the concept of pay-as-you-consume
can have a massive and positive impact
on public sector budgets, bringing with it
savings that can then be utilised to meet
that most pressing of citizen demands,
namely service delivery.

We are still at the
base, as government
still has a lot of legacy
systems in use.
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“From a SITA point of view, we
understand the importance of these new
technologies and as such, we have begun
to develop a digital transformation strategy
that will form the foundation of our
journey. At the same time, we are working
to ensure that our senior staff are capable
of providing clear and comprehensive
digital leadership. This is being done
through leadership assessments and skills
development programmes.
“Today within SITA, we have two
major lines of business, namely networks
and service management and hosting and
secure operations. With the former, we
aim to transform our existing networks
into what we call uninterruptible ones
– essentially software-defined networks –
while the latter focuses mostly on hosting
and secure operations. Our application
development, application maintenance,
and government e-services sit in the latter.
While we continue to maintain legacy
and modernise service offering, the focus
is on digital transformation of the public
service.”
He points out that SITA has also signed
framework agreements with a number of
OEMs and original software manufacturers
(OSMs) to assist the organisation in
advancing and expediting its strategy.
The automation of systems is key here, he
continues, particularly in the supply chain
management space. Such automation will
assist in speeding up the processes around
procurement. Faster procurement, of
course, means a more rapid implementation
of the latest technologies and solutions,
which in turn translates into better service
delivery to the end customers.

Perfect partnerships

“Partnerships are a critical part of our
strategy – this includes partnerships with
businesses and suppliers, with clients and
with other institutions. For example, we
have signed framework agreements with
11 major vendors so far, and by increasing
the pool of OEMs and local businesses,
we ultimately benefit from increased
economies of scale, thereby realising
massive savings. This additional money can
then be invested in ways to increase the
network speeds, as a way to afford quicker
access to services by citizens.
June 2020

Our goal is to position the recently
launched Government Private Cloud
Ecosystem as a platform for digital
transformation, offering various platforms for
information exchange, ecosystem enablement,
information systems, data and analytics and,
eventually, customer experience.
Ntutule Tshenye

“Through our national and provincial
consulting services, our customer advocates,
heads of departments and customer
relationship managers engage customers
and departments across the country to
understand and respond to their needs. We
also engage closely with and are part of
public sector forums like the Government
IT Officers Council’s executive
management committee,” he says.
The Strategic Stakeholder Management
office that SITA engages broadly with
parliament and portfolio committees, public
sector and industry partners, shareholder and
oversight, and that it communicates broadly
with all organs of state. “Annually, we host,
with our shareholder, GITOC and partners

a government technology conference,
where best practice in the effective use of
technologies for improved service delivery
are discussed. This platform attracts
approximately 2 000 key players in the public
and private sectors, including SMEs that get
an opportunity to showcase their offerings
and participate in engagements with big
business. The skills development element
is always highlighted through hackathons,
which are open innovation platforms for
youth, including schools, to learn and develop
solutions for real challenges.
“Our goal is to position the recently
launched Government Private Cloud
Ecosystem (GPCE) as a platform for
digital transformation, offering various

4IR
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The new generation
If SITA is able to assist the public sector to essentially do more

“By affording them a platform for entrepreneurship, we

with less, this will increase the overall cost effectiveness of ICT

create new opportunities for these players to learn about,

and will enable the state to channel the money saved in this

understand and operate in the digital economy. In fact, SITA

manner into advancing other national imperatives.

has committed to ensuring that at least 40% of spend goes into

One of these, explains Tshenye, is the development of a

the development of SMMEs. Remember that these businesses

small, medium and micro enterprise (SMME) marketplace. This

are usually launched by young people who are part of the

type of technology space, especially as we move deeper

generation that are seeking new ways of doing business and

into the 4IR and digital transformation arenas, is all about

will also more easily evolve as digitisation itself evolves. SITA

encouraging and developing young entrepreneurs who can

must play a key role in preparing this new generation for the

bring fresh ideas and thoughts to the table.

digital future,” he says.

platforms for information exchange,
ecosystem enablement, information
systems, data and analytics and,
eventually, customer experience.”
Tshenye adds that technology is essentially
simply an enabler, and this is why SITA
takes as its point of departure the NDP. This
is because the NDP requirements include,
amongst others, the delivery of better
services, the improvement of education
and the delivery of connectivity to remote
communities in order to bring them into
the mainstream economy – and in the end,
technology is how such requirements will
be enabled. In essence, he says, the goal is
to close the numerous service delivery gaps,
and it is digitalisation and 4IR that offer

the technological means to change things
rapidly and for the better.
“SITA positions itself as a thought leader in
the IT space and aims to be a trusted advisor
to the government departments that are its
clients. This means that the focus must always
be on the challenges they need to resolve, in
order to provide them with the best advice on
how to overcome these. Only once this is done
will we consider what technologies are most
appropriate to resolve the challenge as it has
been defined. Our role is to ensure that our
clients, which are the various departments
within the public sector space, are as
operationally effective and efficient as they can
be, so that they will be ideally positioned to pass
these benefits on to the citizens of the country.

“Looking ahead, ulitmately, we want to
have a fully digitally transformed state – one
where technology has been leveraged to
deliver fantastic efficiencies in terms of cost,
time and effort, and to ensure a truly positive
citizen experience. We want citizen services
to be accessible and available 24/7/365, and
these must be resilient and robust. Naturally,
the first step on such a journey will be to
build digital leadership within the state, and
then have this permeate through the ranks,
creating a fully-fledged digital culture that
will ultimately expedite a more agile, flexible
way of solving problems and ensuring that
service delivery – which is the ultimate
barometer of citizen happiness – is taken to
new heights,” he concludes.
June 2020
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and
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SITA’s Government Private Cloud Ecosystem is a big part of
the organisation’s technology roadmap, and should facilitate
improved public sector operations, which translates to happier
citizens.
BY: RODNEY WEIDEMANN

t’s clear that cloud computing
offers the scale and speed
necessary to be a critical
foundational enabler of digital
transformation projects. Globally, those
governments that are driving digital
transformation initiatives have invested
significantly in developing both a cloud
strategy and a roadmap to serve as the
basis for enabling such transformation
programmes. In South Africa, things are
no different, with SITA’s Government
Private Cloud Ecosystem (GPCE) viewed
as vital to the public sector’s broader digital
transformation strategy, as we move into the
4IR and beyond.
Jacques Loubser, chief digital officer at
SITA, believes that at its core, GPCE is
about how to improve service delivery and,
ultimately, how to ensure citizens benefit
through 24/7/365 access to services.
The GPCE is, he says, all about
improving the connection between the
point of consumption and the source from
which it is consuming.
Since SITA’s customers are government
departments, the better the organisation
can make the experience between the
source and the consumption point, and
the more efficient this is, the better will
be the experiences of these departments’
employees. And a good employee
experience translates into a better
experience for those at the end of the chain,
the citizens.
“Of course, in order to manage this
entire chain, SITA has to look at the
various aspects of technology – not only
the local and wide area networks, but
particularly the systems closest to the
source, where government has many
disparate offerings in place. The trick lies
in pulling these disparate systems together
in order to provide a consistent experience,

whoever is using it and wherever they are,”
he says.
“With the GPCE, the intent is to give
government the ability to shift their
existing physical infrastructure into the
cloud. In other words, it should offer
them the chance to eliminate some old
hardware and lift and shift the rest without
significantly impacting on capex. This is
vital as citizens, many of whom are used to
the agile service received from the private
sector, are more demanding today and so
government needs to be able to provision
services more quickly.”
The ultimate idea is to create an open
government with open access to data,
states Loubser, suggesting that SITA is
well aware it is the custodian of very
important data, which in itself comes
with a lot of responsibility.
“So how do we deal with the principle
of big data? SITA needs to assist
government in understanding how to
create data that is usable, consistent and,
above all, secure. Unless this is the case,
it may struggle to combine various data
sources, such as correlating information
from Home Affairs with data from the

Department of Health. Our role is to
ensure consistency in the data structure.
“It is here that data policy comes into
play. Government needs to create a policy
that offers high-level guidance around
how to ensure standardisation when new
data is created. Obviously, the amount of
legacy data in the public sector can create
challenges here, which may mean having
to rewrite or restructure some of this data
to suit the new standardisation guidelines.
Ultimately, the idea is to create re-usability
so that data created at Home Affairs
can just as easily be reused within the
Department of Basic Education.”
He cautions, however, that SITA does
not create policy, but is merely there to offer
guidance and frameworks. How this then
translates into policy will be controlled by
the various departments themselves.

Elasticity and agility

What the GPCE will really offer
government is an infrastructure that has
elasticity, offers multi-tenant sharing in
order to save space, and eliminates the
need to build infrastructure specifically for
peak periods.

With the GPCE, the intent is to give
government the ability to shift its existing
physical infrastructure into the cloud.
Jacques Loubser
June 2020
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Creating collaborative
government departments
In a world-first– the biggest
recognised, single private, onpremise installation – will filter
through to every South African
citizen.

T

he SITA secure government cloud is now a reality,
with pilot projects converting during May, acceptance
by five departments, and the Department of Arts
and Culture already a fully loaded and active user. According
to Gijima’s Group Chief Executive Officer, Maphum Nxumalo,
this solution will revolutionise the way government
departments will operate into the future.
“Imagine a scenario of such seamless connectivity that
every citizen will have access to services from the comfort of
their homes,” says Nxumalo. “Without having to spend hours
queuing at Home Affairs, for example.
“The vision is now becoming a reality.
This government cloud will assist government
departments to consolidate solutions and provide effective
and efficient interoperability and collaboration for and
between all South African government departments.
“It’s also a standardising agent, ensuring that existing
cloud solutions have interoperable systems to overcome
the different cloud solutions currently prevalent within
government, which cause isolation. This SITA solution
provides orchestration and brokerage capability and the
capacity to ensure workload placements across private and
public clouds. The cost is charged on a by-use method.”
It’s the intention that SITA will build on demand to cope
with workloads. The momentum towards consolidation is
significant and driven by National Treasury’s imperative to
all government departments, in reducing it’s silo resources
towards drastic cost-savings. It’s expected that, ultimately,
every government department will migrate to this platform.
It’s an on-premise cloud foundation infrastructure and
cloud suite, defined within a software defined datacentre
that incorporates the hardware and software layers. Enduser accessibility is through a single, secure cloud brokerage
offering, thus creating integrated virtual machines in the cloud.
Gijima will be transferring skills to SITA, thus enabling
SITA to have its own skills as part of the mix. The timeframe

Tel: 010 449 5000 | info@gijima.com | www.gijima.com
@gijima_

#GijimaCloud

Maphum Nxumalo, Group Chief Executive Officer, Gijima

for this is between two and three years. This extends to
SITA-endorsed SMEs as well.
Continues Nxumalo, “This solution has started to make
SITA competitive in the cloud market because it can provide
the requisite government cloud from a central point. It can
offer data recovery, backups, storage, enhancements and
cost-savings.
“An implementation like this cannot come without
challenges. This is cutting-edge technology, new to
government and, in some instances, a new phenomenon.
There will be some learning curves as the technology is
implemented to meet the diverse list of requirements for
user acceptance. But South Africa has the capability to
provide complex solutions with in-country service providers.
“We are looking now at the possibility of widening the SITA
cloud borders to start incorporating the private sector into
this cloud offering as well,” concludes Nxumalo.
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With the cloud, we can reduce the
amount of infrastructure needed and
enable departments to burst when required,
essentially providing them with a pay-as-youuse solution.
Jacques Loubser

“After all, when something is not
operating at peak – which is most of the
time – that additional infrastructure simply
sits idle. With the cloud, we can reduce
the amount of infrastructure needed and
enable departments to burst when required,
essentially providing them with a pay-asyou-use solution.
“While this approach may appear
a little more expensive to begin with,
departments will no longer need to invest
in their own hardware, or to sweat these for
lengthy periods to obtain a return on the
investment, so their capex costs will fall in
the longer term.”
Of course, he continues, the starting
point must always be the citizen experience
(CX) – everything government does has to
lead back to this. He says the real measure
of success is the CX, and, in particular, the
consistency of this experience.
“Achieving this has become increasingly
difficult, of course, as we are competing
against what is available in the commercial
space, which has become very good at
delivering a single experience however the
client accesses it, whether via the web, on
their phone or through some other means.
“With this in mind, we know there will
be inevitable comparisons, but citizens also
need to remember that there are different
levels of control. If you buy something
from an online retailer and it is stolen on
the way, they will simply send you another
one. On the other hand, if your ID book is
stolen in the same way, your entire identity
may be compromised.”
Looking ahead, he says that it will take
close collaboration between SITA and the

departments to achieve the requisite levels
of citizen experience.
“At SITA, we are the IT providers, but
it is the departments themselves that truly
know what their customers require. SARS,
for example, knows exactly what its revenue
collection approaches should be, whereas
we do not. However, what we can do is
provide the platform that will enable them
– based on their clear understanding of
what their customers require – to service
them better, to deliver to citizens’ needs and
to enable them to achieve exactly what they
want,” he concludes.

The importance
of ‘as a service’
For SITA, the cloud is about more
than simply Infrastructure-as-aService (IaaS). The organisation is also
looking at at Platform-as-a-Service,
but, as CDO Jacques Loubser points
out, for government departments,
the low-hanging fruit will be about
getting onto IaaS initially. He gives an
example of how, instead of 10 different
departments all seeking budget for
new infrastructure, all can, instead,
make use of the GPCE, effectively
reducing costs by a factor of 10.
“The real beauty of the GPCE is
that for departmental CIOs, instead
of spending time sourcing physical
infrastructure, they will be able
to utilise the GPCE instead, which
will enable them to get closer to
the business side and become
more business-relevant, instead of
constantly focusing only on keeping
the lights on,” he states.
“Then, when it comes to the
delivery of Software-as-a-Service,
we want to develop an ecosystem
that allows software used by one
department to be made available for
other ones to use as well. We want
to ultimately have a catalogue of
solutions, services and applications
that are certified, secure and ready to
use. This will mean departments can
buy what they need with confidence.”

June 2020
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Solutions designed
to deliver operational
value and results
within advanced
frameworks and to
the highest possible
standards.
BY: TAMSIN OXFORD
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Aspirational
applications
for Africa
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hen it comes to best practice
methodologies and relevant
technology frameworks,
frameworks, SITA has been paying
attention in order to leverage these to
the benefit of both the government and
citizens. The organisation has adopted
a lean methodology to design, develop
and deploy solutions that are costeffective, relevant and focused. For Sidima
Ntsangani, Executive: Hosting and
Operations at SITA, it’s about ensuring all
technology investments get results.
“The most important question we’ve
asked is this: who are our clients?” says
Ntsangani. “For us, it’s the public sector
and all the organs of state; we are here
as the ICT provider for public service to
ensure that their services are optimised
using technology. But the biggest
shareholder is the citizen. We deal with
technology that’s exciting, but we don’t
get excited about it unless it delivers to the
citizens of this country.”
It’s this laser focus that’s shaping
how SITA plans to revolutionise legacy
government structures. Currently, South
African public sector institutions are
struggling with systems that run on old
infrastructures and need to be modernised
in order to benefit from cloud and digital
transformation.

Modernise

“We have to modernise legacy systems
and ensure that they can cope with
digital transformation and the Fourth
Industrial Revolution,” says Ntsangani.
“We can’t fully embrace 4IR if we don’t
digitally transform first. To address this
challenge, we’ve approached different
ways of modernising, we’ve subscribed to
the principles proposed by Gartner, and
we’ve adopted modernisation best practice

25
standards to ensure that every step we take
is in the right direction.”
Gartner has developed a variety of
toolkits that are relevant to different
industries and applications, but when it
comes to the modernisation of legacy
applications, the overarching theme is that
‘replacement is not the only option’. The
steps focus on assessing the environment,
determining the kind of modernisation
required – re-host or rebuild or replace
– and then applying the principles on a
case-by-case basis. One of the principles
is to ensure that the organisation doesn’t
rush when it comes to phasing out legacy
applications as this can be expensive and
time-consuming.
“We have been focusing on working
closely with OEMs during our digital

transformation journey to ensure that
we don’t modernise off at a tangent, but
that we align with their modernisation
journey as well,” says Ntsangani. “We
have some legacy systems still running
in the background, but we’ve layered the
modernised solutions on top of them so we
can deliver digital services, AI applications,
robotics and machine learning tools without
having to rip and replace. The overarching
layer is modernised while the underlying
systems and infrastructure remain legacy.”

Benefit

The benefit is that SITA is ensuring that
organisations are not left behind in the
modernisation process, but rather pulled
forward into the digital future with the
intelligent blend of the old and the new.

We deal with technology that’s exciting,
but we don’t get excited about it unless it
delivers to the citizens of this country.
Sidima Ntsangani

Legacy can then be phased out at an
affordable and realistic pace rather than
throwing money at a problem that may not
necessarily exist.
“This is a multi-year journey, not an
overnight express,” says Ntsangani. “We have
to ensure that institutions are cloud-friendly,
that we can transform into digital servicesdriven companies, and that we are ready for
what changes in technology lie ahead.”
From legacy application capability
to cloud-ready potential and digital
requirements, organisations are assessed
from the ground up to determine the
strategy that best suits their needs. SITA
then ensures that this forms the foundation
of a digital journey that’s cost-effective
and relevant.
“Our methodology is agile and designed
to ensure the digitalisation of public
services,” says Ntsangani. “We want to
make it easier for citizens to transact with
public services and systems and to ensure
the seamless flow of information from
one department to another. The goal is to
remove the frustrations and frictions that
impact on citizen service delivery through
the development of applications, digital
transformation strategies and targeted
technologies that are sustainable and of
value to government and citizens.”

The SITA App Store
Think only Apple can have an app store? Think again. SITA has started the
development of its Government App Store, an open platform that allows for
the creation of applications that are accessible, consumable and designed
specifically for the public sector.
“We want to enable citizens and transform the business processes of
government to help it work better and provide optimal services to citizens,”
says Sidima Ntsangani, Executive: Hosting and Operations at SITA. “The
apps are designed to sit in a container that allows for different sectors to
download and use them according to their needs.”
The Government App Store has, at its core, collaboration. It allows for
individuals from all levels of society to develop applications that resolve
their specific problems, namely apps that can address socio-economic
challenges targeted at a specific area or demographic, apps that can
digitise and streamline services, and so much more.
“The biggest ideas come from people who live in informal areas and
who understand the real challenges people face in these environments.
This gives them a platform to express their ideas,” says Ntsangani. “This
app store is a step towards dealing with the inequalities of our society by
creating consumable services that are relevant to specific areas and that
help government engage with these areas more effectively.”
Still under development, the Government App Store will focus on apps
and opportunities that allow people from all walks of life to engage with
government and potentially change the dialogue between citizens and the
public sector.

June 2020
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Streamlining security
and connectivity
Connect. Secure. Network. Encrypt.
SITA secures safe passage for data
and information across government.
BY: TAMSIN OXFORD

ecurity is an ongoing threat, particularly
for government institutions and
organisations that are seen as the holy
grail of information and data for cyber criminals.
Within the systems that span government
departments, agencies and locations lies data
that can potentially be used to affect citizen
lives, country security and public sector safety.
For Gopal Reddy, Acting Executive: Networks
and Service Management at SITA, the goal is to
ensure the safe passage of information and data
throughout all government ecosystems.
“We’re talking about data, information,
processing and storage, and about ensuring that its
transit is absolutely secured and capable of meeting
the evolving challenges of the cyber security
landscape,” says Reddy. “Our goal is to ensure
that encryption standards are world-class, that our
tunnelling approach that wraps our data in secure
tunnels is best-practice, and that our secure web
protocols are agile and capable.”

Investment

SITA has invested in security throughout. The
company uses virtual private networks (VPNs)
to ensure that data remains secure and separate,
specifically when it comes to high-security

information and data-sharing. It has also ensured
that extremely sensitive data and information is
kept physically separate and secured within highsecurity environments. From processing to physical
security systems to digital controls, security has
been embedded into every nook and cranny.
“We use access control systems to ensure
that access to data and infrastructure is tightly
managed and secured,” says Reddy. “We have
profile-based access management toolkits
that determine access based on role. Only the
right people get the right access to the right
information. As this is built around individual
profiles, this embeds the access points throughout
the system and the physical buildings based on
that profile.”
In addition to the access management
profiling system that allocates access based on
role and relevance, SITA has also invested in
physical access controls such as biometrics. This
is bolstered by identity authentication, audit
principles and compliance monitoring that
enhances access management across storage, the
physical access points, the digital log-in points and
the separation of data.
“The security systems and practices that we’ve
developed are a lot like the layers of an onion,”
says Reddy. “There’s the very centre of the onion
where the top-secret information sits in a central
ring surrounded by multiple layers of security.
The data that’s shareable and accessible sits at the
outer parts of the ring – this is the information
that’s shared by government and citizens. Each
subsequent layer in-between is then secured and
protected in accordance with its security profile and
its proximity to the high-security centre.”

Tightly managed

We have profile-based access
management toolkits that determine
access based on role. Only the right
people get the right access to the right
information.
Gopal Reddy
June 2020

Access is also tightly managed across networks and
devices. SITA has paid attention to the risk profile of
devices and the flow of traffic across platform, device
and system. To this end, it has developed policies
for content management of email, the internet, and
internet traffic that ensure end-point security and
that can pick up on potential vulnerabilities.
“We have ongoing vulnerability assessments,
patch management, and the continuous
management of system compliance to ensure
secure access to information,” says Reddy. “When
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we talk about the data flows between government
departments, we’re talking about using a secure
and integrated design that covers firewalls, pointto-point controls, and internet breakout controls.
We have also invested in double protection zones
within VPNs so that there’s another layer of
protection between government VPNs.”
As citizens and government move rapidly
towards the Fourth Industrial Revolution, online
access to services and solutions has become a sticky
point for SITA. People want to access government
services online and they want improved efficiencies,
but this comes with risk attached. As Reddy
accurately points out, few South Africans want to
be constrained by government working hours so as
to get their paperwork in order.
“As we move information online, we’re
increasingly aware of the risks of hacking and the
malicious extraction of personal information,” he
adds. “These are very real threats so comprehensive
cyber security, from protection right through to
detection. Our systems have to be capable of
detecting a threat and controlling it, ring-fencing
it and addressing it in a way that allows for us to
further fine-tune and adapt our systems to become
even more secure.”
SITA is committed to absolute vigilance in the
online arena. The organisation is building and
maturing robust security capability that follows
industry best practice while remaining agile
enough to evolve alongside the growing cyber
security threat.
“As we are the agency for government, we
have networks and datacentres that are solely
for government use and these have to be
secured in ways that are different from other
organisations,” says Reddy. “They are built to
minimise interaction with the outside world. Our
government traffic is kept separate from public
traffic and in that way, our current foundation
ring-fences those environments. We also go
one step further in creating physically separate
networks where required.”
SITA works with best-of-breed technology to
build cyber security scalability and capability.
The organisation is constantly engaging with the
security industry to ensure consistent security
agility, systems and solutions.
“We are moving rapidly towards establishing
a fully functional security operations centre that
will ensure holistic security service provision for all
SITA agencies and companies,” says Reddy. “It’s
currently being developed and will include the
capability for government use as well as for ongoing
security enhancement and management.”
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Gopal Reddy,
SITA
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From the cradle to the grave
The onslaught of effects brought on by Covid-19 has affected the public
sector, causing rethinks and model changes, especially as it pertains to
the digital journey that all government departments are heading on.

T

he vision of the digital journey is consistent
across all government sectors: to have a single
view of the citizen – from cradle to grave – in
order to identify which services are required and
which are being consumed. Accurate and meaningful
information will enable government to improve planning
and enhance budget allocation, based on the needs and
priorities of citizens and society.
“SITA already has a huge advantage in that it has
the necessary technology to digitise most of the
government functions,” says Stanley Rabasotho,
Software AG’s Head of Public Sector. “Its digital journey
is well underway and will enable effective response to
Covid-19 and continue well beyond the pandemic for the
betterment of service delivery.”
For over two decades, Software AG has provided
software platforms that government has used to
build its transversal systems, including an enterprise
management platform that allows SITA to define,
design, plan and integrate the solutions SITA provides
to government.
“With SITA having sight of all aspects of the
solutions it deploys, risk and cost are kept to a
minimum and opportunities can be tested for their
feasibility. The enterprise management system, for
example, helped SITA understand the importance of
adopting a process-centric approach when delivering
processes or any initiatives.
“This has helped them identify strong points and
areas of development in order to provide better
Stanley Rabasotho,
service to their clients, especially considering priority
Head of Public Sector,
departments covering education, healthcare, social
Software AG
security and employment.”
According to Archimides Panagiotides, Software AG’s
solutions specialist, efficient eGovernment initiatives will
need to have a common platform across government
“We were involved with Ekurhuleni when it was in the process
departments to facilitate delivery of services.
of merging nine towns into one mega city,” continues Archimides.
“By making real-time processing of data possible to improve
“The challenge was not to replace nine systems, but to use an
analysis, planning and implementation of action plans, citizen
IT solution to wrap around the systems, with an integration layer
service delivery will steadily improve,” stresses Archimides.
so citizens would get services as if from one entity while giving
“Government becoming a digital organisation is increasingly evident
Ekurhuleni the time to change the systems that needed changing.”
as more and more citizens are enabled to view personal records,
Through a standardised platform, the concept of the ‘indigent
the status of their requests for services online, and transact with
citizen’ arose. These are people too poor to pay for such services as
government.”
electricity and water, but have a constitutional right to receive these
One progressive municipality that has been at the forefront of the
basic services. A solution was built to enable indigents to register and
digital journey with Software AG is Ekurhuleni.

Government becoming
a digital organisation is
increasingly evident as
more and more citizens are
enabled to view personal
records, the status of
their requests for services
online, and transact with
government.

identify themselves on the system in order to receive
benefits within a short time frame.
Archimides Panagiotides,
There is now the scenario where benefits can be
solutions specialist,
received within a one-month billing cycle and field
Software AG
agents are also in place. This has helped alleviate the
pressure on accessing services. This net widens to offer
access to social and education grants.
“Given that Ekurhuleni has a rich database of
indigents, this can enable the city to identify citizens
who need access to food parcels as a result of the lockdown,”
Rabasotho says their partnership means enabling SITA to have
continues Rabasotho.
a single-source, 360-degree view on developing or changing
“Another outcome of the robust indigent database Ekurhuleni has
the solutions provided to government. The Software AG-SITA
in place is the ability to identify child-headed households, so that
collaboration includes identifying opportunities for process
social workers and care givers can give special attention to these to
reengineering, which allows for identifying areas of digitisation and
mitigate the spread of Covid-19 and supervise and guide children on
modernisation of legacy systems.
how to conduct themselves during lockdown.
Into the future, the Software AG-SITA collaboration is to include the
“With SITA’s role being to provide citizen-centric services, this
creation of the Digital Centre of Excellence (DCoE) to assist in building
presents an opportunity for the adoption of this model for other
a transformed skills base to mitigate the generational skills gap and
municipalities that do not have the same available resources. This
the future requirement for 4IR skills.
just makes economic common sense as there is no reinventing the
“We also need to develop the required skill and competencies
wheel and cost-efficiency are both sound outcomes.
of SITA employees and develop SMME enablement to support the
“It’s part of the digital journey to adapt models and offer ‘process
development of ICT platforms and continue with the innovation
as a service’ for SITA. This is part of enabling municipalities to have
that will make government initiatives reality,” concludes
access to proven technology solutions.
Rabasotho.

+27113172900 or +27113172930
Tebogo.mokgomogane@softwareag.com
www.softwareag.com/za
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Implementing IT policy
across government
For six years, the post of GCIO was filled by temporary
appointees, meaning the implementation of information and
communications policy was not vigorously pursued.
BY: ANDRE VAN NIEKERK

t the beginning of February
2018, Mandla Ngcobo took up
the position of Government
Chief Information Officer (GCIO) at
the Department of Public Service and
Administration and, since then, he has been
able to turn things around.
“We crafted a vision for the digital
transformation of the public service and
submitted this to cabinet in November
2018,” says Ngcobo.
“We were advised to coordinate that
piece of work with that of the Presidential
Commission on 4IR, which was appointed
in April 2019.
“But what do we mean by a digitally
transformed public service?” asks Ngcobo.
It’s the public service designed to take
advantage of digital data in making
decisions. He warns that there are basic
things that have to be put in place before
huge amounts of technology are acquired
in the rush to realise the much hyped
Fourth Industrial Revolution.
“We want to modernise the state to
satisfy the demands of its citizens,” says
Ngcobo, “but we need to start by getting
government’s processes right. Technology

must be seen as an enabler, not an end
in itself, and not the be-all and end-all of
service delivery.”
The issues of e-government aren’t
about technology, Ngcobo adds, but about
administration, and improving the citizen’s
experience of government by leveraging
technology. Take the idea of creating
smart cities: the aim should be to solve
particular problems or take advantage
of particular opportunities, and to use
information technology to advance those
goals and objectives.

Critical elements

Data and information will be critical in
achieving this. “You need to ask what
insights you require to solve particular
problems,” says Ngcobo, “and to use your
data to make evidence-based decisions as
well as create models and processes that
will allow you to do things differently and
become more efficient.
“It’s not that data analysis is new.
Government has always known how many
car accidents have happened over festive
seasons, for example, and the causes
thereof. Digital transformation is about
how government responds to the data and
information it has in this regard.

Use your data to make evidencebased decisions and create models as well
as processes that will allow you to do things
differently and become more efficient.
Mandla Ngcobo
June 2020

“It is also about automating the large
amount of repetitious or routine work
that currently typifies many tasks carried
out by civil servants, in order for public
servants to be redirected to do other,
more valuable work.”
For example, in monitoring crime,
trends might be detected as to when and
where crimes are committed, and who gets
targeted, thus allowing for more effective
law enforcement. Or, instead of forcing
parents to re-register their child for Grade 1
even though she has already been registered
in Grade R for the past year, automate
the process so that the young learner is
automatically assigned to the nearest
primary school without any intervention by
the parents being necessary.
To achieve this goal of digital
transformation, a data governance
framework needs to be put in place, which
should direct how data can be shared,
among other things.
“Data needs to be treated as a strategic
resource – it must be of high quality,
available, secure, and consistent across
government,” explains Ngcobo. “At the
moment, different departments capture
data in various different ways.”

Keeping data safe

Of particular importance is the issue
of secure digital identity to ensure that
the right person receives the correct
government service.
“I set norms and standards on
e-government, information management
and innovation for the public service,”
Ngcobo says, “including those for data
protection, cyber security, the prevention of
ID theft, and the misuse of data.”
He is also in the process of setting the
data governance standards, which would
allow the integration of data across all
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government departments. “We are also
finalising the Cloud Policy Framework,
which is where cloud computing services
need to be adopted, so that government
departments can have access to centralised
services that they pay for, instead of having
to each separately invest in their own IT
capacity.”
Wearing his other hat as chair of the
Government Information Technology
Officers’ Council (GITOC) and the head of
the GITOC Secretariat, Ngcobo liaises with
the CIOs of all government departments
and with SITA through the council, and so
pushes his vision for digital transformation
and ensures that it is being implemented.
“Implementation of these norms and
standards, which I develop in my role as
GCIO, is a work in progress.”
The norms and standards must represent
government policy, and be based on best
practices, where policies don’t exist. While
SITA and all government departments are
obliged to comply with these standards,
Ngcobo emphasises that relationships are
central to this. “I work through a series
of bilateral relationships towards the
achievement of our vision. We’re on a
journey, and we need to make sure that
everything is in place.”

Mandla Ngcobo,
Department of
Public Service and
Administration

The intricate dance of SITA,
GITOC, and the OGCIO
A complex, triangular arrangement governs the relationship between the
various bodies that set IT standards, supply IT services to government, and
liaise with the government departments.
Mandla Ngcobo, the Government Chief Information Officer who heads  
up the Office of the GCIO  (OGCIO), is housed in the Department of Public
Service and Administration (DPSA), and is one corner of the triangle.
In another corner sits SITA, part of the Department of Communications
and Digital Technologies. SITA is the sole provider of IT products and
services to government.
The third corner is made up of Government Information Technology
Officers from all government departments. GITOC is the council that
represents them, although SITA also attends all of its meetings, which
Ngcobo chairs.
The GITOC Secretariat, which is housed with the OGCIO, is also run by
Ngcobo, who liaises with the CIOs of all government departments through
the secretariat. Ngcobo is the representative of SITA’s sole customer – the
South African government – and he sets all ICT norms and standards that
SITA, and departmental CIOs, must comply with in providing the technologies
needed to meet the service delivery needs of government.
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Creating reform
and igniting change
for the small to
medium enterprise
market is critical
for the growth of
South Africa.
BY: TAMSIN OXFORD

hy care about the small to
medium enterprise (SME)?
SITA has a very clear answer
– because the SME is the lifeblood of
South Africa and the key to unlocking a
more vibrant and successful economy. The
organisation has placed the SME at the
heart of its development transformation
strategy in a bid to ignite the sector
and provide these companies with the
opportunities they need to grow and
thrive. For Kgosi Marogoa, Senior
Manager: IT Industry Transformation
Unit at SITA, the SME has to be
empowered and be the focus of the
organisation’s efforts in order to shift the
conversations around inequality, economic
instability and social cohesion.

Goals

“In 2016, SITA developed objectives
around how to develop the SME and a
cohesive policy was then signed off by the
exco and the board,” says Marogoa. “That
policy was underpinned by the National
Development Plan and its frameworks and
goals for the SME sector as well as by the
amended triple BEE ICT sector codes.
It’s focused on trying to breach the digital
divide within the country with a clear focus
on the SME.”
The National Development Plan’s goals
around employment, job creation, SME
growth and entrepreneurial spirit are woven
into the framework that drives SITA’s SME
June 2020

Kgosi Marogoa,
SITA
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Passionate
about the
SME

engagement policy. It forms the backdrop
to its commitment to SME development
and underscores the importance of supply
development, collaboration with larger
enterprises, ICT procurement, and goods
and services.
“On behalf of the state, we are primarily
focused on, where possible, developing
SMEs along the channels of ICT goods
and services provision,” says Marogoa.
“Where we come in with regards to SME
development is around how we can support
the SME in gaining access to opportunities
in market, growth and training. We look for
mutual opportunities where the SME can
take on roles previously only considered
by multinationals, where they can be given
the chance to engage at this high level and
expand their market and their offerings.”

Empowerment

SITA uses this platform as a basis to provide
SMEs with relevant training and support
so that they have the skills, frameworks
and capabilities required to do the work.
They need the capabilities before they can
engage with enterprises and government
on any scale. They have to be developed to
the point where the work they do is of high
quality and delivers the goods, otherwise
the system won’t succeed.
“We develop the SME, that’s our
focus,” says Marogoa. “For example, if
a multinational is providing SITA with
licences, we look at how the services that
go with those licences could be allocated
to SMEs. So they could potentially take on
maintenance or support or a similar role
that’s required alongside the provision of
these licences.”
Empowering the SME is a core tenet
of the SITA SME programme. It uses

preferential procurement, supplier
development, and enterprise development
to empower the SME to do certain tasks
or take on specific responsibilities. It gives
the SME the information and training
they need to develop their business
further so that they are not reliant on
SITA as their main contractor. This is
critical – the SME can’t just sit in one
corner; the programme has to give them
the tools they need to expand their
offerings. This opens up opportunities
that they can leverage to further their
growth in other markets.

Tailored development

“We get their services and we develop the
necessary training in accordance with their
goals and then we offer that to them,”
says Marogoa. “With regards to enterprise
development, our training is opportunityand market-driven. We’ve decided that
it needs to be related to what the market
is looking for and what most OEMs are
providing and then engaging with them to
partner with the SMEs. Of course, we do
have criteria around training eligibility as this
is a highly technical area, but it does help the
SMEs in terms of scope and growth.
“We are driving this to the next level
thanks to our collaboration with industry
partners and with the ICT sector as a
whole. The SMEs are exposed to new
markets and opportunities, they can give
their resources training, they can grow
new skills and they can partner with one
another, or larger companies, to work on
bigger projects in the industry.”
There are challenges and hills to climb,
but SITA has a plan and is making every
effort to put it in place to ensure SMEs
are given an opportunity to thrive.
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Creating a culture of innovation
Hacktivism, innovation and out-the-box thinking – this is
how SITA is changing its dynamic and people.
nnovation from within a company
can be a powerful mechanism to
transform a culture and ignite a
passion for business. At SITA, this was the
motivation behind the creation of a series
of hackathons that were designed to spark
disruptive thinking and improve digital
transformation. For Mickey Bond, Acting
HOD: Strategic Stakeholder Management
at SITA, the hackathons represent a space
where individuals of all walks of life could
rally around the principles of the National
Development Plan 2030 and find solutions
to the problems that plague South Africa.
“We are looking for innovative ways to
improve our public sector service delivery
and the objective of these hackathons
is to drive different ways of looking at
technology,” says Bond. “In 2019, we
expanded our remit from this to include
different types of hackathon that looked
into inspiring innovation within South
African people.”
These hackathons place ongoing business
delivery and digital transformation at the
heart of their vision. They are strategically
developed to provide individuals with the
opportunity to look at new ways of doing
business, of solving government challenges,
and reshaping how SITA works with the
public sector and citizens.
“When employees, the public and
partners come up with desirable and viable
solutions, we will tweak, enhance and
adopt them to enable government,” says
Kutu Mphahlele, Acting HOD: Innovation
and Research at SITA. “Instead of going
out and buying solutions from OEMs and
overseas, we organise these hackathons
to unlock solutions that will enable rapid
service delivery and build capabilities
suited to the South African environment.
They are local, powerful and relevant to
the demand context.”
The hackathons have a mandate that
reaches into every nook and cranny of the
country and invites people from not just
inside SITA to participate, but across South
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Kutu
Mphahlele,
SITA

Africa. From potholes to light failures to
finding water leaks or helping people in
rural areas – the hackathons are developing
concepts that will deliver value to citizens
now and for the future.
“It fits in with the government mandate
of ensuring that we have solutions as an ICT
company and that we create platforms that
enable people and citizens,” says Bond. “We
use them to empower SMEs and to create
a culture of innovation across government.
We want to be agile and improve our
responsiveness and maintain relevance, and
this is how we can achieve it.”
For Mphahlele, the hackathons allow for
teams with diverse backgrounds, areas of
expertise and experience to collaborate in
new ways, yielding superb results.
“We look at citizen-centric solutions
that are designed to improve the customer
experience, and we look at what they need
so we can create solutions that are innovative
and bring convenience” she adds. “The

hackathons also strengthen our multi-sector
stakeholder partnerships as our whole
intention is to build capabilities and expose
the industry to the government market.”
The hackathons tug at the potential of
internal staff at SITA, the people within
government agencies across South Africa,
and at the threads of entrepreneurship in
the country. They are designed to create
the entrepreneurs of tomorrow by availing
a platform from which they can develop
their ideas and explore their creativity and
capabilities.
“We’re aligned with our minister’s goals
and the purposes of the Fourth Industrial
Revolution,” says Bond. “We are the IT
agency for the government so we give
people opportunities so that they can
create employment, expand their skills
and gain access to new markets. These
hackathons break the boundaries, creating
new innovations that matter in making a
difference for South Africa.”
June 2020
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Electronic glove translates
sign into speech

The winner of a recent SITA Hackathon explains how his
solution offers a much simpler way for deaf and hearingenabled people to communicate with one another.
ackathons have a reputation
as fun events, where teams of
developers, user experience
designers and product managers are
crammed together in one place and left to
brainstorm new ideas and develop working
prototypes. SITA’s own hackathons are,
naturally, about developing solutions that
can make a real difference to citizens’ lives,
and winning entries will be developed,
tested and deployed by the government for
the good of all South Africans.
Lucky Netshidzati is an entrepreneur
who recently won one of SITA’s
hackathons, thanks to the innovation
he demonstrated in developing the
Communicare Glove Sensor. It’s a
computerised glove that can be worn by a
deaf person, and every time they converse
using South African sign language, the
glove translates this into speech that can be
heard by the other party.
There’s a complementary app that can be
downloaded to a mobile device, which can
detect the voice of the person conversing
with the deaf user, translating their speech
into sign language that is displayed on the
glove’s screen, via animation.
Netshidzati was born to deaf parents, which
meant it was difficult for him to communicate
with them. It was equally difficult for his
parents to interact with their community.
“For me, the idea was always to develop
a solution that would not only help me in
communicating with my parents, but also
assist them in communicating more easily
with the hearing-enabled. Obviously, if
I could achieve this, it would also have
broader implications for the country and its
citizens,” he says.
“I began working on the invention in
2015 and by June last year, I had managed
to launch a phase one prototype. This was
well received by end-users and the deaf
community, from whom I gained some
June 2020
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wonderful input around things that could
be added or improved.”

Many benefits

He says some of these additions include the
ability to make calls, and have the message
translated from sign language for the person
on the other end, and vice versa. It has
many other benefits, including the ability
for commercial organisations to more easily
communicate effectively with what was a
previously untapped market, and can even
enable the user to ‘listen’ to the radio. In this
instance, they would place the device close
to the speaker and it will then translate the
words into animations for them.
“Another market where this holds
incredible potential is in the tertiary
education space, where universities often
have to pay a lot of money to ensure there
are interpreters for deaf students. Something
like the Communicare Glove will help them
save costs, while at the same time making
learning easier for these students.
“With the funds I won from the SITA
hackathon, I am currently refining the

prototype and have a project plan for the
further development of the glove, but I
will definitely need additional financial
assistance in order to facilitate the full
commercialisation of the product.”
He says he plans to also approach private
companies, offering them this solution as a
potential social investment tool. The idea,
continues Netshidzati, is for corporates
to consider purchasing these gloves for
orphanages, schools for the deaf and so
on. There are endless permutations for the
device, he adds. Whether the user needs to
explain an injury to a doctor in the hospital,
or needs to open a case with the police, it will
make their lives significantly easier.
“Currently, the only thing stopping us
is the lack of the significant additional
investment we need from equity funders to
develop a proper, streamlined prototype that
will enable us to take this solution to the next
level. While it’s currently quite costly, as it
gains more traction, in places like banks and
government departments, so we can expect
the cost to also come down enough to place
it in reach of the general public as well.”

SKILLS

35

Creating digital-savvy employees
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Understanding the importance of digital transformation and 4IR, SITA is
putting in place a programme to ensure it is able to assist government
on its digital journey.

Edwin
Mashatole,
SITA

BY: RODNEY WEIDEMANN

overnment has made much of
the potential of the 4IR and
digital transformation to help
move the country forward. As the State IT
Agency, SITA is tasked with ensuring not
only that these technologies underpin the
public sector ICT strategy, but also that
its people have the capabilities required to
be effective in this new digital world. This
requires investment in new skills and a
new digital culture across all levels of the
organisation.
According to Edwin Mashatola,
Mashatola, HOD: Human Capital
Management at SITA, the organisation
has developed a digital transformation
strategy designed to respond to government
priorities and the requirements of the
National Development Plan. At its heart,
he says, the focus is on customer-centricity
and responding to citizen needs.
“To this end, we have crafted a human
capital management strategy designed
to respond to digital transformation and
4IR. The first stage of this is to segment
employees for assessment purposes and to

help understand where they are, in order to
map out the journey of how to get them to
the point they need to be at,” he says.
“Another part of this strategy involves
developing skills that are specific to 4IR and
digital transformation through internships
and learnerships. At the same time as we
build skills internally, we are not averse
to recruiting new skills that are aligned to
our digital journey. These skills include
application development, architecture
design and software development.”

Legacy

Currently, adds Mashatola, SITA has
around 3 000 employees with IT skills, but
the bulk of these are still working on legacy
systems, with only around 10% in the
digital environment. Therefore, there’s still
a long way to go to upskill the remaining
90% with digital capabilities.
It’s for this reason that SITA has begun
with a process of assessing senior leaders
and managers in the business, because
any change management like this must be
driven from the top down.
Lenny Manyelo, Acting Senior Manager:
Talent Management at SITA, adds that

from here, things are cascaded down to the
next level, with the ultimate aim being to
ensure that whatever department employees
are in, they have some knowledge of what
digitisation is all about. SITA’s role here
focuses on recommending and prescribing
the correct interventions, whether these are
training or recruitment.
“It’s vital that all employees across the
organisation understand how important
digital transformation is, what it will
mean to the organisation, and that,
inevitably, jobs are expected to change in
the near future. Once they are aware of
this, it becomes easier to realign them in
a way that will enable them to shift from
where they are to where they will need to
be,” he says.
“We are also implementing an external
talent pipeline that consists of around 330
students across SA who are studying ICTrelated subjects. The idea is to assist them
financially during their studies and then
bring them into SITA as interns, to form
the basis of the pipeline.”
Mashatola adds that when one looks
at SITA’s mandate as a digital agency for
government, it means the organisation
will be expected to travel the digital
journey with the various government
departments as these undertake their
digitisation strategies.
“Therefore, within the framework of
delivering solutions to them, we also need to
ensure the transfer of skills to their people,
and to be capable of doing so, we have to
first ensure all our people are ready.
“Timeline-wise, we have a five-year
strategy, which we’ve been laying the
foundation for by ensuring the requisite
levels of top-down training within SITA.
This year, we will begin the implementation
phase, which will run from 2020 to 2024.
I believe that when we reach 2025, SITA
will be viewed as a completely different,
highly trusted digital agency, one that
will be well positioned to rapidly and
effectively introduce new technologies into
government, thanks to its digitally-savvy
employees,” he concludes.
June 2020
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SITA Head Office

+27 12 482 3000
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SITA Head Office Address
459 Tsitsa Street
Erasmuskloof
Pretoria, 0048

SITA Customer Care
+27 800 748 222
contact.centre@sita.co.za
www.sita.co.za

Services
SITA offers a full spectrum of ICT services to South African
government and public bodies that are designed to
improve service delivery to the public.

Network

provides private and internet
connectivity to government;

ICT Security, Architecture
and Consulting

provides leadership to promote
ICT as a strategic resource in
government;

ICT Procurement Agency

manages and automates the
procurement of ICT products and
services in government;
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End-User Computing

provides end-to-end management of
government electronic workspace;

Application Development
and Maintenance

provides digitisation and automation
of government transversal and
departmental specific functions and
processes;

Cloud

provides for secure processing
environments to host e-government
application portfolios and databases.

From securing our

to securing our

communities future

Vodacom Business is helping the
government improve public safety
through progressive IoT technology.
With tailor-made solutions, Vodacom
Business is also doing more to
effectively help digitise and transform
government in all sphere’s and improve
service delivery and efﬁciency.
www.vodacombusiness.co.za for more.

The future is exciting.
Ready?

More together

