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Any move to the Cloud
requires careful planning
to get the best fit for the
business need. Not all
servers, services or systems
are assumed to be cloud
compatible and ready
to move. Therefor step
one to a cloud adoption
strategy starts with a Cloud
Readiness Assessment.
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Editor’s
note
he cloud!
Everybody wants
to be there, but
not everyone
knows how to utilise it in the most
cost-effective manner.
It’s critical to understand exactly
what it entails to get the best out of the
cloud, how your company is going to
benefit, and what it’s going to cost.
In this Brainstorm Special Focus,
Inobits, outlines how it can assist your
company in taking the right route into
the cloud.
Expertise and experience are key
elements as you embark on your
journey. And you need to know from the
beginning the best path for you to take.
If not done properly, it can cost you
dearly.
Where to start? How to start? Costs
involved? What about cyber security?
How well protected will you be? These
are some of the questions answered
in this publication. If the move to cloud
is undertaken incorrectly, you could
suffer more than just a financial loss.
Reputational damage could even lead
to your business failing. So it pays to
engage experts in this region that can
partner with you as you set sail on a
fruitful adventure - as opposed to
sailing into the eye of the storm!
By being empowered and
empowering the company, your

pathway into the cloud can be smooth
sailing.
That’s a far better scenario than
walking the plank after your ship has
been taken over by pirates, or has run
aground or crashed onto the rocks in
uncharted territory.
Once your compass is set in the right
direction, your journey into the cloud
should be plain sailing.
To illustrate the journey to the
cloud we are using a ship analogy,
because unless you plan your journey
properly you could find yourself either
floundering at sea, crashing or running
aground, or even being attacked by
pirates aka cyber criminals.
Enjoy the read!

Simon Foulds
Editor
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Make
a plan!
Choosing to move to
the cloud is all well
and good, but if you
don’t plan properly
and thoroughly, your
cloud journey will likely
end the same way as
many other unplanned
journeys - unhappily.
W O R DS : RO D NE Y WE ID E MAN N
P H OTO G RAPH Y: KARO L INA KOMEN DERA

nyone with any sense
wouldn’t undertake a
journey to Europe, or
even just a trip from
Johannesburg to Durban, without careful
planning. The exact same applies to any
decisions you take relating to a migration
from your local datacentre to the cloud.
The move to the cloud demands
thorough planning well before the first
step is even taken. Although there is
no one-size-fits-all approach to such
a journey, there are still certain key
criteria that are relatively common to all
such migrations that must be taken into
Q1 2020 |
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You shouldn’t be
scared to be quite aggressive
in making changes to your
applications either – perhaps you
should even completely
re-architect them.
LOUIS DE KLERK

SET TER

5

LOUIS DE KLERK,
INOBITS
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Beware of expensive ‘toll fees’
There are many additional implications that come along with a move to the cloud, not
the least of which is the demand for new skills, processes and metrics.
According to Inobits’, Louis de Klerk a sure-fire way to fail is to stick with the same
skills, processes and metrics used for your on-premise systems. “These won’t translate to
the cloud very well, which will leave you with some expensive ‘toll fees’ to pay for your
journey. This is like travelling to Durban, where your choice of route will also determine
the number of toll fees you will pay.”
So what, exactly, are these toll fees? “The price you could pay under these
circumstances could be anything from simple time delays, where the migration takes
much longer than expected, through to significantly increased complexity in the move.
You may also decide to implement one technology choice, only to discover halfway
through the move that a different one may be better suited to the cloud. This not only
means a costly restart, but could also result in your business having to attempt this
several times, before you find the right option.”

consideration, along with the multiple
variables that are unique to each situation.
These all need to be considered and a
comprehensive map needs to be devised.
Louis de Klerk, Inobits’ internal CIO,
highlights that the very first thing to
consider is what you are allowed to take
into the cloud. He suggests that among
these considerations should be the issue
of data sovereignty and ensuring that you
have the necessary permissions from the
data owner – particularly if information is
being stored outside the country’s borders
– to allow you to process the data and
the Protection of Personal Information
(PoPI) Act and the General Data Protection
Regulation (GDPR) guide these legislative
concerns.
“Secondly, you absolutely have to
understand the risk appetite of the
business, bearing in mind that there are
a number of options in the cloud, all
of which vary in price. The risk appetite
should take into account not only cost,
but also the company’s requirements for
availability and security, both of which
affect the final decision around what type
of cloud service to utilise,” he says.
“What we tend to find is that an
enterprise’s existing workloads, as you find
them on-premise, require certain levels of
functionality, reliability, availability and
security. These are all aspects that need
to be carefully considered on your cloud
journey, as the management of these will
Q1 2020 |
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be quite different in the cloud, thereby
altering the overall risk profile. It’s exactly
the same as if you were driving to Durban
– using the N3 or taking the alternative
route changes your risk profile, based on
criteria such as the number of fuel stations
available, the level of traffic, and the
condition of the roads enroute.”

DON’T ‘LIFT AND SHIFT’
There are organisations that adopt a
straightforward ‘lift and shift’ approach to
moving to the cloud, which is essentially a
case of taking what you have on-premise
and moving it wholesale as is.
De Klerk points out that although
this approach typically entails less
work during the actual move - as fewer
changes are required and the migration
is lower risk - the end result is that
this approach will inevitably be less
cost-effective. Not only will there be
applications that aren’t cloud-ready and
thus not function effectively, but you will
also miss out on the new capabilities
cloud can enable for these same
applications, or the cost savings of unique
cloud-only features that change the
paradigm of hosting completely.
“On the other hand, although it may be
viewed as more risky, and one that could
be more time-consuming in terms of the
migration, re-imagining your workloads
and redefining them as Platform-as-aService (PaaS) capabilities, which enables

you to redeploy them using newer,
cloud-based technologies, should not be
underestimated in terms of value. In my
opinion, you shouldn’t be scared to be
quite aggressive in making changes to your
applications either – perhaps you should
even completely re-architect them – as this
will ensure you reap even greater cloud
benefits, in respect of cost, elasticity and
new functionality.
“Whatever your industry sector, core
criteria such as business functionality,
security, availability and manageability
will remain key issues for your business.
Something to remember in your planning
is that the approach to the cloud that you
choose can either improve or erode what you
currently have. Therefore, perhaps the most
critical factor in your planning should be to
decide upon the right balance between costefficiencies, security, manageability and ease
of transition to the cloud.”

DEVISING A ROADMAP
According to De Klerk, this is where Inobits
comes into the picture. He points out that
if you were to undertake a normal journey,
you would consult others for advice,
whether you utilised TripAdvisor, a travel
agent or some other means to obtain this
information.
He says Inobits, which is part of the
Netsurit family, plays a similar role for
organisations undertaking a cloud journey,
in that it provides advice based on the

ST RA TEG IC

customer’s specific risk appetite, budget
and need for new functionality. By assisting
in the actual design of the roadmap, Inobits
is able to help customers decide which
applications should be lifted and shifted,
and what aspects of their systems should
be modified, re-architected or rewritten in
order to meet their functionality, cost and
efficiency targets.
“Just as a trip to Durban would differ
according to whether it was done in a VW
Golf or a Greyhound bus, so the same
goes for the cloud journey – it cannot be
viewed as a one-size-fits-all proposition,
since every enterprise has its own unique
portfolio of systems and applications.
Through intense customer engagement,
we are able to clearly determine each
client’s specific reasons for the move and
understand their business drivers. Armed
with this knowledge, we then apply a caseby-case consideration of each item in their
system portfolio, and advise them – based
on factors like the customer’s controls,
budgets, timeframes and risk aversion –
what should be done with each of these
apps or systems.
“One area we always have to be frank
about with customers is that of security.
While the cloud provider will obviously
have general security in place, in the end,
the security of whatever you move to the
cloud remains your ultimate responsibility.
After all, if you were driving in your car,
you would use the door locks provided by

OV ERV IEW
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Perhaps the most
critical factor in your
planning should be to decide
upon the right balance
between cost-efficiencies,
security, manageability and
ease of transition to
the cloud.
LOUIS DE KLERK

the manufacturer, but it would still remain
your responsibility to be alert and aware
about other security matters, such as
potential hijackings.”
What this means is that although
the nature of the security the client is
responsible for will be different in each
case, it does not absolve them of their
security obligations. This is something that
the Inobits team makes customers aware
of while reminding them that it requires
constant consideration throughout the
process.
“Typically, a customer will already have
a rough idea of where they want to end
up and how they plan to get there. Our
role is to assist them in refining their initial
vision of the cloud through the provision
of pragmatic and practical guidance,
based on what we already know will
and won’t work, and to help them refine
their strategy and architecture,” he says.
De Klerk adds that it’s also vital for the

customer to not only have knowledge of
their current status, but also to have an
architectural vision of how the enterprise
will use technology in the future. After
all, this will have obvious implications
related to their choice of technologies
and how they integrate these further
down the line, in order to be able to solve
future business problems.
“The most important thing to
understand from the outset, of course,
is why you want to transition to the
cloud. You may do it to become more
cost-efficient, or in order to shift from a
capex to an opex model. It could even
be in order to future-proof your business
or simply to improve the reliability of
certain applications, but understanding
these motivations will serve as the
ideal guide in respect of both what you
prioritise in the move, as well as how
best to go about measuring the success
of the project.”
|
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Moving to the cloud isn’t a drag-and-drop exercise;
it needs expertise and experience.
W O R DS : AD AM OXFORD
P H OTOG RAPH Y: KAROL INA KOMEN DERA

here are two types of
organisations in the
world: learning and
non-learning. “Some
organisations are constantly trying to learn
and improve in everything they do. They will
be curious, and accept that the way they do
things now probably isn’t the best way it can
be done. They will look and learn and
challenge themselves,” says André
Keartland, solutions manager at Inobits.
“Non-learning organisations are the ones
that are all about tradition. They’re the ones
that tend to fall on their faces a lot because
they’re still trying to operate and make
decisions the way they did when the business
Q1 2020 |
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was based on two operating systems and 50
applications. They’re not able to cope with
the firehose of the cloud.”
We’re talking, of course, about helping
companies migrate their architecture
from the datacentre to the cloud, and
what the common pitfalls and challenges
are. Companies that just want to move
existing systems and processes onto new
architectures without changing the way they
work are missing an opportunity or, worse,
dooming their investment to fail.
“One of the challenges we keep running
into is that people deploy a cloud solution
the same way they deployed their onpremise solution. IT teams stay siloed,
there’s the network team, the security team
and the apps team and they don’t talk to
each other unless it’s via the manager,”
Keartland says. “A non-learning organisation
is the type where someone says, ‘We did it

LOUIS DE KLERK,
INOBITS

Building
capacity

that way in 1995, we’ll make it work the same
way in 2019’.”
“It’s getting past, ‘If it ain’t broke, don’t
fix it’,” agrees his colleague, Pieter le Roux,
solutions architect at Inobits. “A lot of the
time, the IT guys haven’t been keeping up
with skills, they still want the same button
that they can push and they’re worried about
moving to the cloud and what it means for
their job security.”

ADAPTING TO THE CLOUD
The arrival of local Microsoft Azure
datacentres, which will soon be followed by
Amazon’s AWS, is driving interest in cloud
migrations from many firms that have been
reluctant to make their initial investments
so far. As an organisation that began life
primarily involved in training, and then
moved on to helping organisations with
Active Directory implementations and early
cloud services, Inobits is ideally placed to
help them make the transition from onpremise to cloud, private cloud or hybrid
cloud environments – whatever is most
suitable for the company in question.
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I tell organisations
that the least likely
outcome of cloud
adoption is that they will
save money.
ANDRÉ KEARTLAND

ANDRE KEARTLAND,
INOBITS

“It’s another difference between a learning
company and a non-learning one,” says
Inobits’ internal CIO, Louis de Klerk. “The
latter moves to the cloud for the wrong
reasons. The right reason can be counterintuitive. It can be hybrid cloud or staying
on-premise; it all depends what the business
drivers are.”
De Klerk also feels that local companies
are starting to mature when it comes to
cloud strategies and align with international
trends, closing the gap between South
African organisations and their global peers.
“Before, cloud meant having some servers
at one of the telco’s datacentres,” De Klerk
says. “Now, they’re thinking differently about
workloads. It’s not just a couple of virtual
machines; it’s disaster recovery and back-up
and things that couldn’t be done before.”
“I tell organisations that the least likely
outcome of cloud adoption is that they will
save money,” says Keartland. “They might,
but that’s not why you move to the cloud.
It will cost you something initially. The real
benefit is that you will be able to do more
than in the past, when you spent so long just
getting the plumbing going that you didn’t
have chance to exploit its power.”
Companies are also starting to
understand what agility in the cloud means,
says Inobits’ solutions architect Sharon-Lee
Bloem.
“You can add on the additional services as
you need them,” she says. “You see the need
for machine learning or AI and you can just
grab it and add it in.”
There are no long procurement cycles
to contend with, in other words. And, adds
De Klerk, that flexibility extends to systems
integration both internally and with the
supply chain.
“The cloud has changed the velocity
and ability to integrate with new
partners in a secure way,” De Klerk says.
“Implementations used to be a multi-year
project. Now, people expect them to be done
in weeks.”
One important topic of discussion is the
ever present issue of security. Inobits has
a long history of helping large enterprise
organisations migrate to modern, identitybased security platforms through its work

BRA IN S
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In terms of risk, it
doesn’t matter whether
you’re a major financial
institution or a mom and
pop hardware store.
PIETER LE ROUX

PIETER LE ROUX,
INOBITS

with multinationals on Active Directory
adoption. It’s left them in a good place to
advise clients on issues of ‘security by default
and design’ for new solutions.
“ID-based solutions have always been
at the core of what we do,” says Bloem.
“Multi-factor authentication is the default
now, but our experience is a very important
differentiator.”
“In terms of risk, it doesn’t matter whether
you’re a major financial institution or a mom
and pop hardware store,” says Le Roux.
“As soon as you’re online and managing
people’s data, you’re at risk. Criminals aren’t
looking to steal gigabytes of data, they want
identities, and the problem is that these
attacks are happening all the time and we
aren’t talking about it.”
Tackling this risk is getting more complex,

Q1 2020 |
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says De Klerk, because IT siloes are breaking
down and the old models of protection
– firewalls and antivirus – are no longer
effective on their own.
“Security today requires a new paradigm
and skills,” he says. “That’s where we can
help.”
The complexity of security is killing the
idea of a ‘silver bullet’ that can protect an
organisation, adds Keartland.
“Over the last few decades, you would
frequently see some vendor make a claim
about their product. ‘Deploy our product,
AV, intrusion detection’ and everything goes
away. We offer one solution for everything’.
Companies bought into that and spent their
entire budget with one solution,” he says.
“Over time, people realised that these
solutions were snake oil. There’s no one
option that fits all. You need blended
solutions. It’s not one guy with a guitar. It’s a
whole orchestra of layered protections.”

BRA IN S
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GETTING THE TRAINING RIGHT
Inobits helps clients design and implement
cloud solutions, offering advice on
everything from security to training, and
even embedding its staff within teams
to aid with the transition from traditional
architecture to as-a-service. Part of the ethos
that these teams work to instil is to move
away from the reactive model of IT, says
Keartland.
“We integrate into multifunctional
teams and give clients the benefit of our
experience,” he continues, “helping to
identify risks, continuously optimise, build
and improve on what they have.”
Lack of internal skills is a major challenge
for many organisations migrating to cloud,
and while there are plenty of resources for
upskilling staff, the Inobits team maintains
that the best way to learn is by doing it, in a
well-supported environment.
“There can be a training trap,” says De
Klerk. “Much training is vendor-provided,
and there’s always an element of ‘Kool-Aid’
attached. After taking a course, employees
often go back and recommend the specific
solutions they’ve been shown, which may
not be the best option for that company. We
approach things in a consultative manner

and encourage people to ‘do cloud’ for the
right reasons.”
As an organisation, Inobits prefers
shorter-term engagements around specific
implementations, leaving longer-term
hosting plans and SLAs to its sister company,
Inobits.
That doesn’t mean it isn’t serious about
providing the right support.
“The cloud encourages partnerships, and
that’s where we shine,” says De Klerk.
“The thing is that cloud solutions don’t
tend to arrive fully implemented and then
you’re done,” Keartland says. “The moment
you’ve finished the initial solution, you start
to see other opportunities and features you
can use. Our job is to get the architecture
right, make it healthy, secure and scalable.”
As a result, no two implementations are
the same. And that’s a good thing.
“Cookie-cutter solutions would be very
profitable,” says De Klerk, “but they’re not in
the customer’s best interests.”
Wider adoption of the cloud, particularly
among medium-sized companies, means
this is changing the way Inobits works.
“Our engagements have changed, and

that’s also a good thing,” Keartland adds.
“It’s more of a continuous model today, a
roadmap that develops over time using agile
methodologies, just like our customers.”
Although Inobits is a Microsoft partner, the
firm values its independence and isn’t afraid
to point out that no vendor – despite what
they say – can do absolutely everything.
“We focus on Microsoft because
that’s where we have a track record and
experience,” says Keartland. “We’d rather be
really good at a small number of things and
partner well for the rest. We see partnership
as the way forward – we’re not going to
become a one-stop shop for everything.”
As cloud adoption reaches into smaller
enterprise environments, maintaining a
single focus is also better for clients.
“The bigger the company is, the more able
it is to go for a multicloud solution,” says
De Klerk. “That sounds great, but there are
huge cost implications to managing different
environments. For our smaller clients, that’s
off the table.”
Helping them discover that before it’s too
late is just part of the job.

|
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Setting sail
into the cloud
The cloud is as demanding as the ocean, and as
risky if not approached with care.
W O R DS : T AM SIN O XFO RD
P H OTOGRAPHY: KAROL INA KOMEN DERA

loud has become
synonymous with
significant business
benefits supporting
the organisation in streamlining processes,
cutting costs, and driving productivity.
Many companies see the cloud as a
destination. But at Inobits, it’s compared
to a journey, one that isn’t supposed to be
taken without considerable planning.
“If your cloud journey isn’t planned from
the outset, your organisation may end up
with more problems than solutions,” says
Sharon Lee Bloem, pre-sales solutions
architect at Inobits. “A lack of planning or
the random deployment of cloud solutions
could end up costing the business a lot of
money. Like any journey, there should be
a lot of planning that goes into moving
into the cloud and it should follow a
reliable methodology to ensure long-term,
sustainable success.”
Inobits has developed principles and
practices that allow clients to effectively
deploy a successful cloud solution.
These are designed to work with the
Q1 2020 |
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individuality of each organisation rather
than aiming for a one-size-fits-all approach
that rarely delivers results. Following
this methodology, Inobits unpacks the
company’s specific requirements and
considerations and then puts together
a centralised plan that allows for the
logical and cost-effective deployment
and migration of a cloud solution that
minimises risk while maximising potential.

VOYAGE
“If we stick to the theme of a voyage
undertaken on a ship, then this is the point
where we ask what is needed to load
onto the ship, how many crew members
are needed, and the performance that is
required,” says Bloem. “This is how we
approach our relationship with our clients.
We talk to them, establish all the factors that
are important to them, and then develop a
roadmap that’s managed in alignment with
their expectations. For many customers,
we adopt a phased approach using an Agile
methodology that breaks cloud migration
and adoption into a series of sprints.”
The company kicks off the process with
a requirement assessment that looks at
the current business state and what it
wants to achieve. This covers elements
like technology challenges and objectives;
in-depth information gathering around

the customer environment; identifying
workloads; and determining priorities and
dependencies for the move to the cloud. This
is further supported by running automated
tools that gather system information
and assess network requirements for
synchronisation and migration.
“We use this process to determine
which of the core infrastructure is moving
to the cloud, and to establish both
the management and security tools
required to ensure it is both seamless and
secure,” says Bloem. “Only once we have
established these foundations do we look
at moving the identified workloads into
the cloud. We place a significant emphasis
onto de-risking these implementations
and constantly consider the impact that it
has on the customer.”
Inobits focuses on moving the
workloads gradually, creating small,
concrete paths that make it easier for the
customer to follow and adapt to. The
measures for success are also outlined
from the outset, and this ensures that
the project is consistently checked to
ensure it is on track and that systems are
working properly. The mantra is, if you fail,
fail fast so you can fix it. This approach
ensures that both clients and Inobits can
adapt their approaches on demand and in
alignment with how systems are working.

13
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If your cloud
journey isn’t planned
from the outset,
your organisation
may end up with
more problems
than solutions
SHARON LEE BLOEM
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“We also pay attention to
acceptance testing as part of our basic
implementation,” adds Bloem. “This
focuses on making sure that things are
working the way they should, and that
we are always following our outlined
measurables for success. Something
that’s very important to us as a company,
one that we find is often neglected in the
average cloud journey, is the people. Their
role cannot be underestimated.”
For any cloud project to inherently
deliver on what it promises, people need
knowledge and understanding around
the processes that are in place and the
workloads that are being moved into
the cloud. This includes the employees
who will be engaging with cloud-based
services and solutions on the ground,
and the IT teams that will be critical in
ensuring that the cloud and the business
are operational.

CHANGE
“People can be resistant to change, and
understandably so,” says Bloem. “We
consider providing them with a clear
understanding of why things have been
implemented and the technical choices
that have been made to be a critical step.
The IT team has to be brought on board
from the start and you have to listen to
their advice and concerns.”
Inobits further supports the human
factor with skills development and training,
designed to help plug any gaps that may
be introduced by the move to the cloud.
This is enhanced by providing learning
opportunities and platforms that allow for
individuals to expand their skill sets and
Q1 2020 |
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Customers often
believe that cloud won’t
work for them, or that
it is too expensive, until
we take them through
this process.
SHARON LEE BLOEM

their involvement in the migration process.
“At the end of the day, the best way to
learn is to practise and Microsoft has a vast
range of online training solutions that we
make available to our clients,” continues
Bloem. “They can access evaluation
environments where they can spin up and
play around with different options. If they
break it, they can spin up another one.
This allows them to learn and play without
going live in their own environments. We
also assist in the development of learning
resources and plans so that these are onhand for the teams throughout the process.”
The cloud migration is further supported
by well-defined processes, policies and
procedures. These three Ps are boxes that
need to be ticked to ensure that any move
is solid and well-defined and actually
capable of delivering on its promises. The
questions that these raise cover essential
areas of the business such as governance,
security, technical specifications and more.
“To return to the ship analogy, this
process gives the passenger – the client
– the idea that they are on the right ship
if they want to sail to the other side of

the world,” says Bloem. “They know the
ship is sound, properly crewed, has a
sensible captain, and will get to the other
side safely. We are trying to achieve this
sense of comfort and reassurance with
all of our clients by building a process
that addresses every aspect of the cloud
journey from start to completion.”
Cloud can be intimidating, powered
by hype and layered with complexity.
Often, businesses wait before they
invest or leap before they analyse
because they aren’t sure what to expect.
Working with Inobits, the business is
given a clear map of the ocean and, at
the end, they have fleshed-out solutions
that deliver what’s expected.
“Customers often believe that cloud
won’t work for them, or that it is too
expensive, until we take them through
this process,” says Bloem. “Once we’ve
worked with them, they realise that they
not only have access to the cloud, but to
emergent technologies such as machine
learning and artificial intelligence and that
they won’t be missing out on what the
future holds.”
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Navigating
your ship
Cloud migrations can be likened
to a ship navigating the ocean –
without proper preparations, maps,
a crew and captain pulling in the
same direction, completing your
journey safely is unlikely.
W ORDS : R OD NE Y W E ID E M A NN
PH OTOGRA PH Y : K A R OL I NA K OM E ND E R A

oving to the cloud can be complex. An
organisation undertaking such a journey
may begin by conducting assessments,
understanding what workloads it plans to
put into the cloud and developing a roadmap of where it is, as
well as where it wants to be. It is only after this that the journey
actually begins.
According to Pieter le Roux, technical pre-sales architect for
Inobits, the average journey to the cloud could be likened to piloting
a ship to the other end of the Earth. Navigating a ship is about
knowing where you are going, he says, so you require maps, charts,
bearings and forecasts before starting out. However, it’s important
to understand that things may still change on the journey – storms,
reefs, mechanical failures or mutiny – so you cannot state with
confidence that the journey’s path will be set in stone.
“It’s the same with the cloud, as it’s also not one where you can
say confidently that anything is fixed. Instead, it’s fluid and there is
a strong likelihood that the unexpected will occur at some point.
To this end, preparation is key. This means undertaking a cloud
readiness assessment, considering your applications, software and
hardware, and, generally doing your homework,” he says.
“And just like a ship that won’t get very far without sufficient
provisions, forcing it to make several stops along the way, so
the cloud journey should be undertaken in steps, rather than
|
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attempting to implement it in a big-bang
fashion.”

ROUGH SEAS
When you begin the journey, he continues, it
must be carefully planned, but at the same
time, you need to be flexible and able to
adapt, because there are always going to be
some things that don’t work out exactly the
way they should.
“Just as the ship has to accept that, at some
point, it will run into stormy seas, so with your
cloud journey, you will have to know what
you will do in a situation where you hit rough
waters. You need to ask how you will protect
your ‘cargo’ – your data – by ensuring you
have back-up, disaster recovery and failover
capabilities. Caution is always advised, so, for
example, you may adopt the more considered
approach of using a hybrid environment,
where you can still run everything on-premise,
but also duplicate it in the cloud in order to
test it first. Of course, such an approach also
has cost and time impacts.
“In the end, you want the journey to be
quick and effective, and you want to get to the
destination with as little loss as possible. This
may entail deciding an on acceptable loss
ratio. In other words, for data that is simply
too precious to lose, you need to make a
specific plan to protect it, in the same way the
shipping company might split precious goods
up among several ships, so that even if one
sinks, the majority of the cargo remains safe.”
In terms of cloud, he suggests factors that
impact on the ‘acceptable loss ratio’ include
the type of business the client runs, what
vertical segment it plays in, how critical its
various processes are and even its operational
hours. Basically, if the business only operates
from nine to five, the switchover can occur
after hours with little loss. However, when
trying to switch over an operation that runs
24/7, the loss ratio will be larger, because
everything will have to be switched off at
some point during the move.
“There are many things we typically help
our customers plan for. This starts with
connectivity, as it’s critical to ensure that there
is enough bandwidth to move their systems
into the cloud in the first place. Then there is
the matter of redundancy, because otherwise,
what happens to your data if the link fails
halfway through?
Q1 2020 |
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“This would be a bit like the ocean drying
up while the ship is halfway across. It is for
this, among other reasons, that we help
the client to understand their requirements
around the size of both their internet link
and their redundancy solution, based on the
volume of data they need to migrate.”

CHOOSE THE RIGHT PARTNER
Something that is playing a significant role
in organisations’ decisions to move to the
cloud now is the local datacentres that
have opened up. For one thing, suggests Le
Roux, having the datacentres situated incountry means that data no longer has to be
shifted from A-to-Z – instead, it’s more like
moving it from A-to-B instead.
“What sets us apart is the fact that we
have a very strong relationship with our key
partners, like Microsoft, along with the fact
that our people stay current on the latest
technology trends and developments, and
also embark on a continuous learning and
study process. Furthermore, we also work
with the cloud all the time – we have our
own labs and demos, and we
use what we sell, so we know
it works,” he says.
“We have already adopted
our own cloud strategy, and
currently host around 70%
of our infrastructure in the
cloud. We are in the process
of planning the journey
for the remaining 30%.
This means that we speak
from a position of personal
experience when advising
customers, since having done
it ourselves, we are clearly
well positioned to assist
clients to achieve the same.
“You could say that we have
built our own ship, planned its
journey and successfully sailed
it across the ocean. This is why
those considering such a move
would do well to talk to us first
– after all, wouldn’t you prefer
your business – when heading
into the relatively unknown
PIETER
seas of a cloud migration – to
have an experienced crew by
your side?”

PIETER LE ROUX,
INOBITS
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Just as the ship has
to accept that, at some
point, it will run into
stormy seas, so with
your cloud journey,
you will have to know
what you will do in a
situation where you hit
rough waters.
LE ROUX
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Who should
captain your ship?
Inobits’ Pieter le Roux says the
company has discovered, through
multiple engagements with
organisations of various sizes and
across different industries, that if
the business sponsor is not 100%
behind the cloud journey, it will be
problematic.
“We have had situations where IT
managers have approached us to help
them undertake a cloud journey, only
to have their CIO question the value
of such a move. Other occasions have
seen a CFO wanting to move to the
cloud in order to save money, only to
be told by the IT department that it
has made recent hardware acquisitions
that need to be properly sweated first.”
Le Roux points out that the ideal
scenario – the equivalent of calm seas
and cloudless skies when sailing a ship
– is to have the complete backing of
the CIO, because they are the perfect
interface between IT and the business.
“Our most successful projects are
those that are ‘captained’ by CIOs,
because they are well-positioned to
not only know the business needs,
requirements and drivers, but are also
capable of translating these into clear
IT infrastructure requirements.
“A cloud migration, like a ship at
sea, certainly requires all its crew to be
involved in this and to be rowing in the
same direction and at the same pace
– otherwise you will end up going
in circles – but ultimately, someone
needs to be in charge. Someone must
be responsible for not only making
sure the crew follows orders, but also
to ensure a cool head in charge when
things hit rough waters. In a cloud
migration, the CIO clearly fulfils the
ship’s captain role, as they will be the
person with the map in hand, who
makes the critical decisions around
when, where and how the ship
travels,” he concludes.

|
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Fighting cyber
crime from within
Cyber crime generates more revenue than the entire global drug
trade. Sobering thought for a company’s IT security officer.
W O R DS : JAM E S FRANCIS
P H OTO GRAPHY: KAROL INA KOMEN DERA

yber crime was once
about glory, says
André Keartland,
solutions architect at
Inobits. “People broke into systems and
defaced websites to show off their skills.
But now it’s all about money. There are a
lot more professional criminals. You can
compare it to the drug cartels or the
alcohol barons during Prohibition.”
Another important facet to cyber crime
is its expanded pool of victims. The idea
that something is too small or unlikely
to be targeted no longer applies. Online
criminals can industrialise attacks and find

These are not street
gangsters. These are
really clever people. They
know how to target and
manipulate people.
ANDRÉ KEARTLAND

|
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The 10
immutable
laws of cyber
security
Good cyber security is not easy to
accomplish. But applying these
10 laws, defined by Microsoft, will
make a massive difference:

Law #1: If a bad guy can persuade
you to run his program on your
computer, it’s not your computer
anymore.
Law #2: If a bad guy can alter
the operating system on your
computer, it’s not your computer
anymore.
Law #3: If a bad guy has
unrestricted physical access to
your computer, it’s not your
computer anymore.
Law #4: If you allow a bad guy to
upload programs to your website,
it’s not your website anymore.
Law #5: Weak passwords trump
strong security.
Law #6: A computer is only as
secure as the administrator is
trustworthy.
Law #7: Encrypted data is only as
secure as the decryption key.
Law #8: An out-of-date virus
scanner is only marginally better
than no virus scanner at all.
Law #9: Absolute anonymity
isn’t practical, in real life or on the
web.
Law #10: Technology is not a
panacea.
Q1 2020 |
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many weak targets at once. The profit
margins inherent to a successful cyberheist are so lucrative that even squeezing
small companies for a few thousand
rands isn’t unusual.
In fact, this is the main revenue stream
for criminals who extract at least R2.2
billion from South African victims every
year, according to the South African
Banking Risk Information Centre. Many of
these victims are small businesses. But
large companies are also being targeted.
Nobody is immune.

THE ENEMY WITHIN
Cyber crime is itself an enterprise-level
activity, with some illicit companies being
as large as the major IT providers that
fight against them. Yet don’t fall for the
image of legions of hackers sitting at
tables, trying to crack passwords. Those
exist, but they are just a part of cyber
crime’s arsenal.
The most commonly used point of
entrance to an organisation is through its
employees, Keartland says: “Anecdotally,
I can tell you that there are hundreds
of local employees being fired or
prosecuted every year for cyber crime.
It’s scary. Many breaches involve insiders.
Outsiders plan the heist, then use a
variety of techniques to coerce someone
on the inside to help.”
Such coercion can take different forms.
Sexual blackmail is a common method.
People can also be targeted because of
debt or greed. They may be exposed to
certain lifestyles and encouraged to do
something seemingly small. This can be
as innocuous as inserting a USB drive
into a PC or handing over a password.
Such collaborators often don’t realise the
scale of what they are doing and, when
caught, discover their criminal friends are
of the fair-weather variety. The busted
employee becomes a patsy for the crime

and the masterminds disappear.
If this sounds a little like spy craft,
reminiscent of shows like The Americans
(an American period spy thriller TV
series), you’re not wrong. There is a
lot of evidence suggesting former
intelligence officers have been recruited
by cyber criminals. They apply a variety
of techniques, many falling under the
umbrella of social engineering, to coerce
insiders into helping them achieve their
goals. Social engineering is arguably the
main lever used in most cyber crimes,
from blackmail to phishing emails.
“These are not street gangsters,”
Keartland adds. “These are really clever
people. They know how to target and
manipulate people.”

SECURING THE SHIP
But there is good news. The awareness
of cyber crime is much higher today than
it was a decade ago. It’s a worry shared
among executives, not just CIOs, but also
CEOs, CFOs and COOs. So there is a will
to secure organisations against crime.
But how?
“Identity has become a valuable tool
for building better security,” Keartland
says. “Modern systems can track and
audit behaviour based on identity.
Identity means two things: the users and
the accounts. Don’t confuse the two;
a user might have multiple accounts
and multiple users might use a single
account. Being able to differentiate
between different identity use cases and
consolidating your identity environment
are very important for good security.”
Users are granted privileges through
their identities. If these are not well
managed, problematic overlaps can
occur. For example, a user might have
an account that lets them initiate
payments. They are then promoted and
get an account that lets them approve
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payments. But should they be able to
access both functions or should the
previous privileges be removed? Many
companies don’t check this.
Such conflicts can be resolved if there
is a solid identity management system in
place. This can then automate many of the
management tasks, including monitoring
and automated alerts - the crux of
securing a modern environment.
You’re not likely to stop an employee
from being compromised as you can’t run
their lives for them. But you can notice
if they or their accounts do something
strange or out of the ordinary. Not
unlike spotting credit card fraud, their
account might suddenly be accessed
from a remote location where they aren’t,
something automated alert systems
can flag and take action against, such as
automatically locking the account.
It may be more subtle, e.g. the person
accessing the account is using a Tor
browser, which is very unusual for your
average employee. If automated alert
systems can spot such actions, they can
respond faster than the attacker. These
attacks can be analysed and timelines can
be created to spot where the problems
started.
Hyperscale cloud environments such
as Microsoft Azure are very adept at
supporting such tactics. Identities can be
linked through Active Directory or other
identity services, then integrated with
powerful security tools such as Azure
Sentinel. Using identity management as
the canaries in the coalmine, automated
systems can look for strange behaviours
and respond to them. These are then
further enhanced by using a managed
security service.
“Tackling security on your own is a
bit like sailing into the seas solo and
expecting to beat the many pirates that
will target you,” says Keartland. “But
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Being able to
differentiate between
different identify
use cases and
consolidating your
identity environment
are very important
for good security.
ANDRÉ KEARTLAND

you’ll just get a hole in your hull. Managed
security services pool the resources and
insights of many stakeholders to create
a powerful response fleet that’s always
patrolling. Internally, you can get ready
by introducing identity management,
then connect that to a managed security
service. Hyperscale cloud platforms are
very useful for this because they also scale
and pool resources.”
Is your business a security target? When
there are cyber crime organisations as
dangerous and motivated as drug cartels,
it very likely is. Their preferred method
involves your own employees. But just like
oceanic traders, you can’t throw up walls
and become isolated. Instead, you win by
detecting attacks and having the support
to fight back.
|
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How end-user devices are
cHanging tHe enterprise
The end-user has become the focus of today’s digital workplace, thanks to modern
work practices and the consumerisation of IT.

Gerry Vletter,
Business Unit manager for
Dell Client at Axiz

T

oday, of course, individuals within
the organisation utilise multiple
devices of their choosing, work
from anywhere, at any time, and
do so while accessing applications and services from the cloud.
With this in mind, it’s obvious that these
devices are playing an increased role in
enterprise IT strategies, which is why the
current trends driving end-user devices are
of such interest to the business.
According to Gerry Vletter, Business

www.axiz.co.za

Unit manager for Dell Client at Axiz, the
biggest trend driving end-user devices
today remains that of Bring Your Own
Device (BYOD), with other trends focusing
on physical looks, affordability, fit for
purpose and warranty time frames and
after sales efficiency.
“Bear in mind that end-user devices run
the gamut from Desktop and Notebook, to
all-in-one devices, two-in-one devices and
tablets. Unsurprisingly, desktop sales are
flat year-on-year, while we’ve seen a slight

increase in Notebook sales. All-in-one
device sales are rising, and are particularly
favoured for installation in new premises
or customer-facing roles. Similarly, two-inone devices have seen an increase in sales
for mobile users,” he says.
“BYOD has moved far beyond being the
latest buzzword, or even being considered
a new trend; instead, BYOD is today
simply a corporate reality. In fact, today,
almost half of all employees use their own
devices to access corporate assets such as

network drives, documents, printers, web
proxies, social media sites and personal
cloud services.”
Vletter is quick to point out, however,
that this has increased security risks
significantly. Malware, viruses, theft,
unsecured devices, jailbroken devices
and a lack of control often put corporate
data, intellectual property and even
client information at risk. The answer
to this problem, he continues, is to
create, manage and enforce BYOD
policy guidelines to secure your work
environment.
“A well-written BYOD policy is the
first step in bringing a semblance of
order out of the personal device chaos.
If users want to use their own devices,
they simply have to follow some general
guidelines for doing so inside a company
network. Remember that security is an
ongoing process that requires vigilance,
administration, revision and flexibility.”
Of course, the network architecture
and connectivity issues underlying the
end-user computing trends and strategies
are just as crucial, he adds, so CIOs must
consider how these will develop over the
next few years as well, in order to ensure
their organisations are properly prepared.
“We have noticed in recent months
a decline in the availability of standard
configurations, including 4G LTE cards.
This is an indication that the US and
European markets are moving away from
4G to WiFi and especially to WiFi 6, due
to the current speeds it offers. Of course,
such a solution may be viable in the
developed world, but WiFi is not always
readily available in South Africa.
“Although it may be available in major

Axiz, we believe that
“theAtcustomer
is as important as the vendor, who,
in turn, is as important as
our Axiz staff.

”

Gerry Vletter,
Business Unit manager for
Dell Client at Axiz

city centres, once you move to more rural
parts, WiFi availability shrinks significantly.
As South Africa continues to grow, it
thus becomes crucial for CIOs to invest
in WiFi infrastructure, in order to ensure
that connectivity and bandwidth will be
available, capable and sustainable for
the future. With WiFi 6 being capable of
speeds of up to 10GB per second, WiFi
routers and access points must be able to
handle this, while also preparing for a lot
more potential data to be stored.”
According to Vletter, Axiz is able to
help these CIOs meet the challenges
of managing end-user devices, as well
as ensuring that their users are kept up
to date with new hardware, while still
remaining in control of the costs. He
points to how in the past, a basic threeyear, next-day response might have been
considered acceptable, but newer trends
suggest it is more likely a four- or five-year

Pro Support or Pro Support Plus warranty
will be purchased. This, he indicates, will
enable CIOs to have an appropriate plan
in place for those devices coming to their
end-of-life, while still ensuring the best
user experience via the most effective
warranty service with the lowest downtime
for the user.
“With Dell’s world class Pro Support
Plus, the unit is also warrantied against
physical damage, which further ensures
that unknown costs are kept under control
and device uptime and user productivity
is kept at the optimum. Furthermore,
our DellEMC Client business unit will
ensure that the top-selling products and
accessories are always maintained in stock,
ensuring that a constant supply of ‘in
demand’ products will be guaranteed.”
With the digitisation of Axiz’ systems, he
adds that this will now be an automated
communication system, keeping customers
informed and ensuring any potential
problems are reported on and dealt with
in advance.
“Customers will now have full
visibility and order tracking capabilities.
Furthermore, with Axiz’s full offering of
Tier 1; market leading solution building
products and services, we will be able to
supply and assist customers with every
requirement, delivering a clear end-to-end
solution.
“At Axiz, we believe that the customer
is as important as the vendor, who, in
turn, is as important as our Axiz staff. It’s
important we keep this triangle in balance,
as doing so means we can ensure smooth
business and, ultimately, a mutually
beneficial relationship for all parties
involved,” concludes Vletter. ■
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Helping a
banking giant
harness the cloud
In a time before there were enterprise cloud
migration use cases, Inobits helped a major bank
leverage the power of Microsoft’s cloud solutions.
W O R DS : JAM E S FRANCIS
P H OTO GRAPHY: KAROL INA KOMEN DERA

egacy and technical
debt can be crippling
barriers for
transformation
strategies. This is acute in the financial
services environment: large ecosystems,
disparate business units and departmental
silos, an appetite for technology, a need for
stability, mergers and acquisitions and
regulatory requirements create a perfect
storm of legacy issues.
The larger and more established they are,
the harder it is for them to modernise. Cloud
systems, despite their inherent agility, make
this worse due to their radical transformative
qualities. The challenges to migrate,
integrate and evolve countless sensitive,
mission-critical systems in a financial
institution are numerous and don’t offer an
intuitive way forward.
One of South Africa’s big four banks
had this very problem. A client of Inobits
Q1 2020 |
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since 2001, it was happy with its onpremise ecosystems, but knew it could
benefit immensely from the cloud. This
was uncharted territory and an interesting
challenge for Inobits.
“We had implemented most of
our customer’s on-premise Microsoft
landscape,” says André Keartland, solutions
architect at Inobits. “Around 2013, we
started seeing significant overlap between
their environment and what Microsoft had
been developing in the cloud. It was the
clear path forward, but how to get there
wasn’t as obvious.”

DEVELOPING A STRATEGY
Two specific problems stood in the way of
the modernisation plan. At that stage, data
in the cloud would be located abroad as
there were no local Azure datacentres. More
critically, there hadn’t been any precedent
for large-scale enterprise cloud use. Today,
the use cases are easier to conjure, but seven
years ago, this was uncharted territory.
The data question was easiest to resolve,
says Keartland: “The customer wasn’t
concerned where the data was, as long as
we could demonstrate adequate control

and protection of it. EU legislation on data
protection turned out to be more acceptable
to the customer’s needs than those of other
regions, so we focused on datacentres there.”
Inobits worked closely with Microsoft
and the customer to create a strategy for
the migration. But the focus was not solely
on shifting data. The customer ultimately
wanted to realise the value that cloud
offered, such as improving productivity and
collaboration. Hence it made sense to start
with small experimental Microsoft cloud
implementations and win business support.
“The customer specifically wanted to
increase collaboration opportunities for
its staff. So we looked at leveraging tools
within the Microsoft Azure cloud portfolio,
such as SharePoint, Teams and OneDrive.
A big emphasis was placed on change
management. Users were informed and
educated on what these tools can do
for them. We also focused on how the
employees did things and where those tools
could complement or enhance their existing
tasks and functions.”

GETTING THE BALL ROLLING
A large-scale migration would have been
too risky, particularly as no effective
blueprints for major enterprise cloud
migrations existed yet. The small
implementations helped articulate the
value that cloud services could bring
and aligned them with the customer’s
environment.
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The bulk of this phase focused on an
Office365 environment and its many
services. Alongside email and calendar
services, cloud-powered versions of
SharePoint, Skype and several other
products were introduced. “Using such
selective implementations was important
to balance reverberations across the
customer’s entire ecosystem,” says
Keartland. “While we looked after the
Microsoft ecosystem, this was only a part
of the larger picture. Other parts of the
customer’s environment are maintained
by other service providers. So we didn’t
work solo, but engaged with those other
providers where needed. We also worked
very closely with the customer’s internal IT
teams, because what we were doing would
ultimately impact everything they did.”
Even more significant was the role of the
customer’s business units. This would make
up the core of Inobits’ strategy. Different
teams in the organisation were identified as
were the business problems and opportunity
blockers around collaboration. Technologies
that could match these challenges were
identified and demonstrated in concept
proofs, then scaled as they won over
stakeholders.
“We call them ‘citizen developers’,”
says Keartland. “These were people from
business departments who championed and
drove the solutions. It was very useful. As the
cloud strategy progressed, they needed to
adapt their operations and skills to cope with
the changes brought by the cloud systems.
It was very valuable to have them involved at
every step along the way.”

STEPPING IT UP
By the time this phase reached maturity,
nearly 50 000 users were already in the
cloud. The next step was to improve security
and address other operational challenges.
The cloud migration was going strongly and
already extracting value for the customer.
Success prompted ambition: now the
customer started talking about exploiting
public cloud for workloads and DevOps.
“The customer wanted to test
applications in isolated environments, but
wasn’t happy with how long and costly
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Cloud is an operational
model and it’s important to
experiment with different
choices. The better the business
understands what value it can
get, the better we could meet
their needs while
still making the
cloud count.
ANDRÉ KEARTLAND

it was to create such environments. We
built an Azure replica in three days, using
the equivalent of 30 servers, to run a
development test case. It was a big hit,
especially since the customer only had to
pay for the resources it used. They were able
to start developing DevOps infrastructure
and methodologies.”
Eventually, this phase graduated to
production workloads and, as Azure
datacentres became available locally, the
customer took advantage of the lower
latency. Now it’s actively pursuing a multicloud strategy to juggle different workloads
for the best price and performance.
What is the central takeaway from this
case study? Keartland believes it’s about
taking the time to experiment.
“This was not a bulk migration. It wouldn’t

have worked if it was. Cloud is an operational
model and it’s important to experiment with
different choices. The better the business
understands what value it can get, the better
we could meet their needs while still making
the cloud count.
“Adopting the cloud is not about rand-forrand savings, but, rather, about establishing
an environment that is faster, more
efficient and secure. Our customer could
see the successes of the migration appear
through the different stages and then take
immediate advantage of them. The business
side of their operations could remain in
charge. This made this a truly collaborative
migration that we could deliver in stages
and win support for among the Exco,
managers, employees and even other
solutions providers along the way.”
|
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Golden IT:
supporting
the Lions

Inobits provides the Xerox Golden Lions with
ongoing IT support and strategic insights to
drive security, sustainability and cost benefits.
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llis Park Stadium, home
to the Xerox Golden
Lions rugby team, has
been outsourcing its IT
services and support to Inobits since 2007.
Over the past 12 years, the relationship has
evolved from providing IT support to
becoming a trusted onsite advisor, guiding
the company towards a more cost-effective,
reliable and robust IT posture, allowing for
deeper collaboration and improved systems
management and control.
“The relationship between Inobits and the
Golden Lions started out because we bought
the company it was using for IT support,”
says Kyle Osler, Inobits technical support
specialist. “Since then, we’ve worked with
the Lions in building a more reliable and
scalable network infrastructure, enhancing
its security posture, and helping make a
strategic move into the cloud.
“Before we invested into the Inobits
relationship, we often found ourselves
having to attend to general IT problems,
assist other employees with their IT-related
needs, and troubleshoot issues that
arose on a daily basis. These took up a lot
of time that should have been spent on
improving and managing IT infrastructure,”
says Suzette van der Merwe, IT manager,
Golden Lions Rugby. “When I joined,
Inobits was only providing remote support
so we had no IT specialists onsite. Now,
with the proactive IT support and strategic
consulting from Inobits that sits on our
premises, we have streamlined our IT
operations, increased productivity and
contained our costs.”
Inobits has an employee based half-day
at the rugby club’s headquarters, providing
hands-on support. This has allowed
the Inobits team to embed themselves
within the culture of the rugby club,
troubleshooting and managing IT issues as
required, while also facilitating access to
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technology, analytics and systems for the
trainers and the teams.
“Our onsite resource helps the coaches
prepare for meetings and training by
making it easier for them to locate and share
the game footage and analytics with the
players,” says Osler. “As we are based onsite,
the client doesn’t have to worry about IT
issues, they can simply get what they need,
when they need it. We have also introduced
a text-based instant messaging system
for game weekends so that the teams can
contact us if there are any issues on the day
and we can resolve it immediately.”

CLOUD-BASED COLLABORATION
Working with the Inobits onsite team, the
rugby club’s staff has quick access to support
and can leverage this to manage admin,
reduce waiting times and improve workflows.
This has increased the club’s efficiency
and reduced the number of problems
experienced during matches. In addition, the
Inobits team has been working with the rugby
club’s IT to redefine its cloud investment so it
can reduce its reliance on legacy servers and

infrastructure and leverage the benefits of
the cloud.
“We’ve started migrating from onpremise systems to cloud services to
support the client in reducing costs,
improving collaboration tools, and
allowing for more secure storage and
management of information,” says Osler.
“The goal is to move the company across
to Microsoft Office 365 and to incorporate
both SharePoint and Teams, plus move
completely away from on-premise reliance
towards a more dynamic IT infrastructure.”
The club’s cloud investment is being
driven by several strategic imperatives – cost
optimisation, improved collaboration, better
security, and faster communication across
multiple time zones. The club has always
wanted access to these technologies but
the timing wasn’t right and the teams too
busy. Now, with Inobits’ support, the club
is moving rapidly into a cloud-based future
that’s structured around its unique needs.
“Players and coaches are often travelling
so the new cloud-based collaboration tools
allow for easier document and information

Not only has outsourcing
to Inobits cut costs and
improved efficiency, but it
ensured the continued success
of our business.
SUZETTE VAN DER MERWE,
GOLDEN LIONS RUGBY

STU D Y

27

sharing across time zones and locations,”
says Osler. “The cloud system is also more
secure, allowing for improved control over
access and data.”
Osler and his team are focused on
ensuring that the club’s move into the cloud
is as seamless and effortless as possible.
They have been paying attention to the
requirements of the coaches and stadium
management and are introducing solutions
that allow for improved productivity and
global access to information.

SECURING DATA
The club was also the victim of a
ransomware attack that has seen Inobits
deepen its role, becoming security advisors
and reinforce the relevance of secure, cloudbased infrastructure.
The ransomware attack happened on
a Friday morning, and by the following
Monday, Inobits had resolved the issue
and the systems were fully operational.
The company rebuilt the servers, reloaded
the machines, cleaned out the virus and
resolved the issues that the ransomware
had introduced. This allowed for the Inobits
team to then provide increased security
support and advice.
“We send the club information around
the different types of email – phishing,
banking, viruses – and examples of what
they look like so that they know what to look
out for,” adds Osler. “They now send any
suspect emails on to us so we can assess
them. This has introduced a new layer of
collaboration between us as we’re providing
a more consultative role from a security
standpoint. This is something we are trying
to do with all our clients.”
Concludes Van der Merwe: “Inobits
assumes and manages so much of the risk
for us, thanks to their specific knowledge
and expertise, and when you have a large,
public-facing business like ours, one that is
accountable to large numbers of fans, you
cannot afford to have network problems. Not
only has outsourcing to Inobits cut costs and
improved efficiency, it has also ensured the
continued success of our business.”
|
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