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A Ready
Business
is always a
step ahead
of security

threats.

As your business data rapidly expands and becomes
more and more online and digital , so does the potential
for security threats. Are you Ready to address the
security challenges and cyber-attacks that come from
being part of the digital ecosystem?
Vodacom Business ensures your business stays up-todate with the latest technologies to keep you protected.
Vodacom Business’ all-purpose-built platform provides
multi-threat security capabilities to ensure your business
remains operational.
Let us help you ensure the highest level of protection
and performance at the lowest total cost of ownership
to your business.
To become a Ready Business call 082 1930
or for more information go to vodacombusiness.co.za

AMBROS/206/ITWEB/E

Vodacom
Power to you
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W

ith businesses becoming more and
more IT enabled, online and digital,
the threat to security of information
has increased astronomically.
Information security and cyber
security threats have become a number one
priority for business executives worldwide and
South Africa is no different. Increase in attacks
on enterprise Information Technology System, is
stretching enterprise information security resource
calling for more proactive intrusion detection and
defence strategy which will reduce vulnerability of
businesses large and small.
Increase in smartphone penetration and
usage coupled with the Bring Your Own device
phenomenon, is increasing the complexity
of managing enterprise information systems
especially with regards to information security.
Bring your own device blurs the line between
personal and business use of devices as employees
bring more and more personal devices into the
enterprise IT infrastructure.
Amongst the challenges faced by CIOs, it’s not just
the issues of deploying IT security solutions, it is
also about ensuring the corporate information is
protected against device losses, applications that
are not approved by the organisation that could
syphon information into deferent unauthorised
storage destinations, or just basic recording
and capture of crucial R&D projects through
use of camera functions of most smartphones.
Yet these functions and applications are critical
for the BYOD employees’ personal need and
productivity. The challenge is how to balance the
personal preferences of the employees in a BYOD
environment with the enterprise’s information
security requirements.

Vuyani Jarana,
Chief Officer Vodacom Business
IT security policies should be reviewed periodically,
covering identity management, internal
information systems access privileges and mobile
device management. Enterprise mobility policies
should outline a comprehensive mobile security
management strategy and capabilities, including
types of devices that can be enrolled into that
network and the rights of the IT team over those
devices that do not conform to the IT security
policy.
IT security is a minefield that needs key specialists
and leaders in the field to constantly converge to
learn from one another and sharpen their strategies
in order to create secure enterprise information
systems.
I would like to wish you a successful conference.

The exciting aspect of all this, is that whilst the
challenge of ensuring higher levels of enterprise
IT security is getting more and more complex
with some of the security threats proving harder
and harder to detect, the industry has developed
solutions that are smart and sophisticated enough
to manage this volatile environment.
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WELCOME TO
ITWEB SECURITY SUMMIT 2015

T

his is the 10th annual ITWeb Security
Summit – consistently ranked as
the premier infosec conference in
southern Africa.

The information security sector is the fastest changing
segment within the ever-evolving technology industry.
The threat landscape changes on a daily basis,
with attacks and attackers becoming increasingly
sophisticated. 2015 requires new thinking, new
tactics, new strategies and new tools.
The ITWeb Security Summit is the only event in
southern Africa that provides a full, 360-degree view
of current and future critical infosec issues. It is an
essential annual update, and an invaluable platform
for both strategic and practical advice.
Each of the speakers has been carefully selected to
provide the latest knowledge on what’s changed
since last year, and how to address the threats
faced by local infosec decision-makers. Included on
the programme are several local case studies, and
these, as well as the intensive half-day workshops,
will contribute actionable insights that you can
implement immediately.

Local research has uncovered major shortfalls in our
infosec environment, and we hope you use your
event experience here to ensure your company does
not become the next victim of a security breach –
either from external attacks, internal inadequacies
or malicious insider activities. Adding to the
comprehensive mix of resources at your disposal is
the expo that runs adjacent to the conference.
We’d like to convey our sincere thanks to all our
sponsors for their support. Please go through the
coupons in this guide to find out more about them,
and the various prizes up for grabs.
We value your feedback, so please complete your
evaluation forms and submit them to take part in the
lucky draws. To follow tweets about the event or join
the discussion, use #ITWebsec
If you need any assistance, please talk to the ITWeb
Events staff at the registration desk.
Thank you for attending. Enjoy your security summit
– the definitive gathering of SA’s business and ICT
decision-makers with an infosec mandate!
The ITWeb Events team

FROM LEFT TO RIGHT: Innes Ncube, Thulani Pfende, Christine Barrow, Janine Harding,

Busie Mhlanga-Mjimba, Malvin Tembedza, Angela Mace – Events Director, George Changunda,
Debbie Visser – Business Development Director ITWeb Events, Lerato Mathize, Bronwen Hampshire
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The definitive gathering of information security professionals

24– 26 May 2016 | Vodacom World, Midrand
This leading summit features international, African and local infosec thought leaders
who share their extensive expertise and insights into current and future trends,
strategies, threats and solutions.
Join your fellow business and IT decision-makers at the most influential and
innovative infosec event on the southern Africa calendar.

MAKE SURE YOUR BRAND STANDS OUT
Position your company at this leading event to raise your brand awareness among
a senior-level, qualified decision-making audience at ITWeb Security Summit 2016.
Contact Debbie Visser TODAY on 011 807 3294 or debbiev@itweb.co.za
to find out more about the comprehensive selection of sponsorship opportunities.

MAXIMISE YOUR EVENT EXPERIENCE WITH OUR

BUSINESS MATCHMAKING PROGRAMME
Our business matchmaking programme is a proactive platform that enables delegates,
key speakers and sponsors to view profiles of participants and select who they want to
meet at the event.
Make your way to our business matchmaking area in the exhibition hall where our team of
experts will help you select exactly who you want to meet, send meeting requests and confirm all
your meetings at the summit.
Meetings will take place in the Business Matchmaking lounge, at meeting tables or at relevant
sponsor stands.
This programme has been specifically tailored to make sure you make the most of the networking
opportunities available, so do take advantage of it to maximise your event experience.
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AGENDA Day 1 - Tuesday 26 May 2015
MAIN PLENARY – Vodacom Dome
08:30

Welcome address
Mark Bayly, South African television presenter best known for presenting the M-Net 		
reality competition series Survivor South Africa

08:45

A guide to ITWeb Security Summit 2015
Jon Tullett, senior editor: news analysis, ITWeb
Charl van der Walt, co-founder and managing director, SensePost

09:00

International keynote: Unveiling the intelligence agencies
William (Bill) Binney, former NSA director

09:50

International keynote: Tor: Defence at scale against the world’s 			
toughest adversaries
Roger Dingledine, president, director and co-founder of The Tor Project

11:00

International keynote: What's shaping the infosec agenda? 2015 			
and beyond
Patrick Gray, host, Risky Business

11:40

Cyber hunting – knowing the lay of the land and where attackers hide
Vernon Fryer, chief technology security officer, Vodacom

12:20

Enterprise mobility security considerations – can IT ensure protection while 		
providing choice?
Paulo Ferreira, director: enterprise mobility, Samsung Mobile South Africa

TRACK 1 – Vodacom Dome		
Governance and management (high level)
CHAIR: Jon Tullett, senior editor: news analysis, ITWeb
14:00

Chairman's welcome: Jon Tullett, senior editor: news analysis, ITWeb

14:10

Getting down to business with information security
Kris Budnik, MD, Slva Information Security

14:45

CASE STUDY: A cyber threat dashboard for the board – communicating a 		
practical security risk view to exco and the board
Steve Jump, head: corporate information security governance, Telkom

15:50

CASE STUDY: Standard Bank – security and DevOps, a dummies guide
Jock Forrester, head: IT cyber security and penetration testing, Group IT: IT security, 		
Standard Bank

16:25

The African Union Convention on cyber security – a cyber wake-up call for 		
South Africa
Professor Basie von Solms, director: Centre for Cyber Security, University of Johannesburg
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TRACK 2 – Talk 100
State-of-the-art (high level)
CHAIR: Charl van der Walt, co-founder and managing director, SensePost
14:00

Chairman’s welcome: Charl van der Walt, co-founder and managing director, SensePost

14:10

International keynote: The NSA Playset – why you should have the spooks’ 		
tools in your arsenal
Michael Ossmann, founder of Great Scott Gadgets

14:45

Cloud device insecurity
Jeremy Brown, independent security researcher

15:50

Intelligence – consumed by the many, gathered by the few
Pete Shoard, head: cloud service product development, SecureData

16:25

Everything you know about wireless security is wrong!
Dominic White, CTO, Sensepost

TRACK 3 – Talk 200
‘How to’ track (C-level and senior professionals)
CHAIR: Winston Hayden, independent advisor
14:00

Chairman's welcome: Winston Hayden, independent advisor

14:10

CASE STUDY: Practical application of data analysis in information security
Mohamed Khan, senior analyst, Transnet, and Justin Williams, director, ITSec

14:45

Business at the speed of crime – are you keeping up?
Kevin McKerr, security sales leader, IBM South Africa

15:50

Securing the Internet of things
Samresh Ramjith, chief solution and marketing officer, Dimension Data Security Solutions MEA

16:25

The six-step data privacy protection plan
Craig Moir, managing director, MyDBA

17:00

Official ITWeb Security Summit cocktail function sponsored by

ITWeb Security Summit 2015 - EVENT GUIDE
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AGENDA Day 2 - Wednesday 27 May 2015
MAIN PLENARY – Vodacom Dome
08:30

Welcome address
Mark Bayly, South African television presenter best known for presenting the M-Net 		
reality competition series Survivor South Africa

08:40

International keynote: Engaging hackers to strengthen operational security
Keren Elazari, cyber security expert and analyst at Gigaom Research

09:30

Local keynote: Exposing the enemy – organised cyber crime
Jason Jordaan, founder and principal forensic scientist, DFIRLABS

10:40

African keynotes: Fighting cyber crime in Africa – the Nigerian perspective
Abdulkarim Chukkol, head of the Advance Fee Fraud and Cyber Crime Section for the 		
Economic and Financial Crimes Commission, Nigeria

11:00

Pan-African security initiatives – how to interface with initiatives on the 		
continent, with a specific focus on Tanzania
Yusuph Kileo, cyber security and digital forensics investigation expert

11:20

StarLink session

12:00

Attackers and defenders: the never-ending story
Antonio Forzieri, EMEA cyber security and ISS technology lead: technology sales
and services, Symantec

TRACK 1 – Vodacom Dome		
Privacy and data protection (high level and technical)
CHAIR: Winston Hayden, independent advisor

14:00

Chairman’s welcome: Winston Hayden, independent advisor

14:10

The privacy paradox: implications for security practitioners
Maiendra Moodley, divisional head (GM) for financial systems and processes, State 		
Information Technology Agency

14:45

South Africa’s national ICT infrastructure – how vulnerable is it? A research-		
based investigation
Ignus Swart, senior information security specialist: cyber defence unit, CSIR

15:50

CASE STUDY: Digital identities on the national ID card
Maeson Maherry, solutions director, LAWTrust

TRACK 2 – Talk 100

6

ITWeb Security Summit 2015 - EVENT GUIDE

ITWEB SECURITY SUMMIT 2015 AGENDA DAY 2

TRACK 2 – Talk 100
State-of-the-art (technicall)
CHAIR: Charl van der Walt, co-founder and managing director, SensePost
14:00

Chairman’s welcome: Charl van der Walt, co-founder and managing director, SensePost

14:10

Digital forensics – how to make the charges stick
Danny Myburgh, founder and MD, Cyanre

14:45

CASE STUDY: NTP amplification attacks from the view of the network reflectors
Prof Barry Irwin, founder and head, Security and Networks Research Group, Rhodes University

15:50

Becoming the adversary
Tyrone Erasmus, managing consultant, MWR InfoSecurity South Africa

TRACK 3 – Talk 200
‘How to’ track (C-level and senior professionals)

		

CHAIR: Jon Tullett, senior editor: news analysis, ITWeb
14:00

Chairman's welcome: Jon Tullett, senior editor: news analysis, ITWeb

14:10

Hacked – why we all fail at information security
Reino Mostert, security analyst, Telspace

14:45

Cloud apps control – going beyond the secure Web gateway
Ed Macnair, CEO, CensorNet

15:50

How to ensure the successful implementation of a new information
security solution
Raymond du Plessis, managing consultant, Mobius

MAIN PLENARY – Vodacom Dome
16:25

Wrap-up
Patrick Gray, host, Risky Business

ITWeb Security Summit 2015 - EVENT GUIDE
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AGENDA Workshop 1 - Thursday 28 May 2015
WORKSHOP 1
Next generation WiFi hacking - new tools for hacking in a converged world
Facilitator: Dominic White, CTO, SensePost
07:30

Understanding why mobile technologies and WiFi are the prime targets for 			
the modern hacker

08:30

- An overview of WiFi networking and its implementation on mobile devices
- An overview of WiFi hacking techniques and tools
- An introduction to Snoopy and Manna

11:00

- Installing and using Snoopy to track mobile devices and analyse networks of people 			
using their mobiles
- Installing and using Manna to conduct automated Rogue AP and MiTM attacks and 			
capture user names and passwords for popular websites
- Real world exercises using Snoopy and Manna

AGENDA Workshop 2 - Thursday 28 May 2015
WORKSHOP 2
Cyber security survival for your company
Facilitators: Craig Rosewarne, MD of Wolfpack Information Risk and Manuel Corregedor, Operations Manager
07:30
08:30

11:00

Arrival and registration
- Cyber threat landscape and business risk
- Cyber security governance, risk management & compliance requirements
- Creating a combined information and cyber security framework
- Creating a combined information and cyber security framework (Continued)
- Establishing an effective training and awareness plan
- Building and testing an incident management programme

AGENDA Workshop 3 - Thursday 28 May 2015
WORKSHOP 3
E-mail security for the real world
Facilitator: Rocco Donnino, executive VP: corporate development, AppRiver
07:30
08:30

11:00
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Arrival and registration
-

Understanding the e-mail security lifecycle – Introducing the layers of security
An overview of cloud hosted e-mail platforms, their benefits and security concerns
Email as a postcard - why you do need to secure your company’s e-mail
Solving daily communications problems with hosted e-mail security

- Demonstration and ideas on how to deal with e-mail spam & malware and make your 			
company more productive by applying some smart concepts
- Demonstration of e-mail encryption, file sharing, tracking and DLP options and real 			
world case scenarios where securing and tracking enables new possibilities
- Applying and testing an incident management programme

ITWeb Security Summit 2015 - EVENT GUIDE

Our trade secrets protect yours.

Introducing the new Galaxy S6 range.
We’ve looked ahead to see what’s next and made it happen now.
The Galaxy S6 range takes business security to a whole new level,
incorporating Knox™2.4, the defense-grade security solution that has worldwide
of a button shifts your device between work and personal so you can control your
may vary dependent on network service provider.
Samsung - A way of life.

www.samsung.com

0860 726 7864
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Mark Bayly
MC
After graduating from the University of Cape Town, Mark Bayly joined his
father in managing the upmarket luxury hotel, Ellerman House, in the exclusive
suburb of Bantry Bay in Cape Town.

While working there, he accepted an offer from a guest to join the
management team at The @venue restaurant in London. Several
months later, realising that sunlight was essential to his happiness,
Bayly returned to Cape Town and Ellerman House.
A few years later and desirous of new challenges, Bayly completed
a tour-guiding course, and for the next couple of years, conducted
exclusive private tours of the Cape region. He was approached
by the world’s largest online casino group to become a host for
its VIP players. So began a few years of travelling the globe while
entertaining customers at the highest level, at events such as The
Monaco Grand Prix, the Grammy Awards, etc.
Throughout all these years, Bayly’s dream was to be an actor, and
although he had filmed many television commercials, he was still
looking for his break. This came when he successfully auditioned
for the role of host on the inaugural “Survivor: South Africa” series
in 2006, and then reprised the role the following year.
As the host of the biggest show on South African TV for two
consecutive years, Bayly became a household name and was
in much demand as a facilitator and host of “Survivor” themed
corporate events. This naturally led to more mainstream MC
engagements, where Bayly really found his calling, and he
continues to entertain his growing list of blue-chip clients.
He also fulfils the role of ambassador and MC for a select group
of charitable organisations. Post “Survivor”, he has added
a number of other shows to his resume. He hosted a 13-part
wildlife documentary: “Modern Migrations”. He became the goto presenter for outdoor and healthy lifestyle TV specials such as
“The Sports Illustrated Toyota RoughStuff Challenge” and “The
Men’s Health Look Challenge”. For three years, he was a principal
host on pay channel MNet’s award-winning weekly entertainment
show: “All Access”. He is in much demand as a voice-over artist
and enjoyed a few years behind the mic on SA’s first successful
online radio station, 2Oceansviberadio.com.
In addition to his entertainment exploits, in July of 2014 and with
an eye to the future, Bayly accepted a position with Pam Golding
Properties. He currently represents this prestigious company as an
agent specialising in properties within the highly sought-after area
of Constantia in Cape Town’s southern suburbs.
Bayly lives in Cape Town with his wife Gabi and their two children.
Linkedin:
http://za.linkedin.com/pub/mark-bayly/8/436/114/en
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William Edward Binney
Former NSA director
William Edward Binney is a former highly placed intelligence official with
the United States National Security Agency (NSA) turned whistleblower who
resigned in 2001. Binney spent more than 30 years working at the NSA,
and has been described as one of the best analysts in its history. He was
a high-profile critic of his former employers during the George W. Bush
administration.
He continues to speak out about the NSA’s data collection policies, and
continues interviews in the media regarding his experiences and his views on
communication intercepts by governmental agencies of American citizens. In
a legal case, Binney has testified in an affidavit that the NSA is in deliberate
violation of the US Constitution.
In September 2002, he, along with J. Kirk Wiebe and Edward Loomis, asked
the US Defense Department to investigate the NSA for allegedly wasting
“millions and millions of dollars” on Trailblazer, a system intended to analyse
data carried on communications networks such as the Internet. Binney had been
one of the inventors of an alternative system, ThinThread, which was shelved
when Trailblazer was chosen instead. Binney has also been publicly critical of
the NSA for spying on US citizens, saying of its expanded surveillance after
the September 11, 2001 attacks that “it’s better than anything that the KGB,
the Stasi, or the Gestapo and SS ever had, as well as noting Trailblazer’s
ineffectiveness and unjustified high cost compared to the far less intrusive
ThinThread. He was furious that the NSA had not uncovered the 9/11 plot
and stated that intercepts it had collected but not analysed likely would have
garnered timely attention with his leaner more focused system.
Binney was born in Pennsylvania in the US, and graduated from Pennsylvania
State University. A cryptanalyst-mathematician, he is known for his work in
cryptography and SIGINT analysis. He received the Joe A. Callaway Award
for Civic Courage for Meritorious Civilian Service in 2012.
More about Bill Binney:
Wikipedia
YouTube:
Edward Snowden, v 1.0: NSA Whistleblower William Binney
Tells All
Special Keynote William Binney 2014

ITWeb Security Summit 2015 - EVENT GUIDE
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Jeremy Brown
Independant security researcher
Jeremy Brown is a security researcher focused on application vulnerability
research and development. He has gained extensive software security
experience working at Microsoft for several years on various projects, including
exploit mitigations, scalable fuzzing and kernel security. His previous topics
of presentation include exploitation of SCADA systems and vulnerability coordination programmes. His other interests involve static analysis, penetration
testing and all things fascinating in the field of computer security.
Linkedin:
http://www.linkedin.com/in/jeremybrownn/en

Kris Budnik
Managing director, Slva Information Security
Kris Budnik is managing director at Slva Information Security, where he leads
a team of highly skilled technology advisors specialising in the development,
implementation and management of enterprise regulatory compliance,
security and privacy programmes. He has significant experience, both locally
and globally, in information security, data privacy, technology governance
and systems management, having been a partner within the Big 4 for more
than 10 years, and having consulted with large software technology vendors
for five years prior to that.
A certified information privacy professional (CIPP/IT), he was a contributor to
the development of COBIT, the COBIT Implementation Guide, Cobit Control
Practices, and ValIT and ValIT Assurance Guide. He has led a number of
significant information security, data privacy and IT governance projects in the
financial services, retail fashion, and oil and gas industry sectors.
Linkedin:
http://www.linkedin.com/pub/kris-budnik/14/a41/5b8

14

ITWeb Security Summit 2015 - EVENT GUIDE

ITWEB SECURITY SUMMIT 2015 SPEAKERS

Abdulkarim Chukkol
Head of the Advance Fee Fraud and Cyber Crime
Section for the Economic and Financial Crimes
Commission in Nigeria
Abdulkarim Chukkol is the head of the Advance Fee Fraud and Cyber Crime
Section for the Economic and Financial Crimes Commission in Nigeria. He is
based in Lagos.
He holds a BSc from the University of Maiduguri, completed a session at
the FBI National Academy in Quantico during 2011, has a post-graduate
diploma in Criminal Justice Education from the University of Virginia, and a
diploma in Cyber Security and Spectrum Monitoring from the United States
Telecommunications Training Institute.
Linkedin:
http://ng.linkedin.com/pub/abdulkarim-chukkol-cfe/15/895/346

Manuel Corregedor
Operations manager, Wolfpack Information Risk
Manuel Corregedor has been involved in a number of research and advisory
projects targeting organisations, industry sectors and various countries. He is
a trainer for a number of courses at the Wolfpack Cyber Academy. He has
also overseen and worked on a number of IT/cyber security-related projects
for large financial/government institutions and multinational organisations. He
was previously a full time lecturer at the University of Johannesburg, where he
specialised in the fields of software engineering and information security. He
has done a significant amount of research in the area of malware and antimalware techniques.
In his recent work he implemented two rootkits, which were used to identify
some of the operating system vulnerabilities that are exploited by malware.
He holds a BSc IT degree, BSc Honours IT degree and an MSc IT degree
(Information Security) from the University of Johannesburg. He is also a
Professional Member of the British Computer Society
Linkedin:
http://za.linkedin.com/pub/manuel-corregedor/23/69b/7b7

ITWeb Security Summit 2015 - EVENT GUIDE
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Roger Dingledine
President, director, and co-founder of The Tor
Project.
Roger Dingledine is the president, director, and co-founder of The Tor Project.
He studied at MIT, where he obtained a BSc in Computer Science, a BSc in
Mathematics and an MEng in Computer Science and Electrical Engineering.
He is project leader for both the Simple End-User Linux projects (seul.org) and
the Free Haven projects (freehaven.net). Currently he works as the security
philosopher for Reputation Technologies.
His research on identity in dynamic networks ties together his interests in
security and scalable secure systems, anonymity and privacy, cryptography
and unobservability, civil liberties and human rights, and free software
advocacy.

Rocco Donnino
Executive VP: corporate development, AppRiver
Rocco Donnino leverages his combined expertise in sales, strategic business
planning, corporate and OEM development to deliver strong and sustainable
revenue gains for AppRiver’s current and future growth. In his role, he
is focused on increasing corporate value and revenue by developing and
growing AppRiver’s global reach through strategic partner channels, OEM
licensing, as well as mergers and acquisition.
He came to AppRiver from AVG technologies where, as SVP of Global
Strategic Alliances, he was responsible for the development and execution of
AVG’s worldwide business development for the consumer and SMB market.
His leadership helped the company grow and build strategic alliances with
market leaders such as Google, Yahoo, Zynga, Microsoft, VeriSign, AMD,
HSBC, Opera, and Virgin Mobile. He also initiated new AVG product/OEM
technologies that helped AVG reach new and emerging markets such as
SaaS, PC optimisation, managed security services, hosted web and e-mail
services and mobile security.
He joined AVG from McAfee, where he was responsible for global OEM
sales and strategic partnerships in the US and EMEA. He has previously
held executive sales, channel and business development positions at Secure
Computing, Shavlik Technologies, SurfControl, Microsoft and was among the
earliest employees of Sybari Software, which was later acquired by Microsoft.
He has participated in a variety of speaking engagements, and seminars on
technology, partnerships and sales/channel communication.
Linkedin:
http://za.linkedin.com/pub/manuel-corregedor/23/69b/7b7
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Keren Elazari
Cyber security expert and analyst for Gigaom
Research
Born and raised in Tel Aviv, Israel, Keren Elazari is an analyst for Gigaom
Research, a cyber security expert, sought-after public speaker and has been
a key member of the Israeli cyber security and hacking scene for more than
12 years. Since 2000, Keren has been employed with leading Israeli security
firms, government organisations, and Big 4 and Fortune 500 companies.
Keren has organised, hosted and participated at international security events
such as Y2Hack04 & ILHack09 in Tel Aviv, ITBN 2007 Security Day in
Budapest, co-chaired IDC Herzliya Cyber Terrorism Workshop in 2010, the
prestigious NATO International conference on Cyber Conflict in 2011 and
2012, and has been an invited speaker at international media events such
as DLD, Campus Party and WIRED. Her TED 2014 talk has been watched by
over 1.5 million viewers and translated into 20 different languages.
During 2012 Keren held the position of security teaching fellow with
Singularity University in Mountain View, California. Keren holds a BA in
History and Philosophy of Science and Technologies from Tel Aviv University,
and the international accreditation for information security professionals,
CISSP since 2007. She is currently researching the effects of hacking and
cyber warfare on global politics, as part of an MA in Security Studies from Tel
Aviv University. Keren is fluent in both English and Hebrew, likes to practice
Aikido and travel the world.
Linkedin:
https://il.linkedin.com/in/kerene

Tyrone Erasmus
Managing consultant, MWR InfoSecurity South
Africa
Tyrone Erasmus has a degree in computer engineering, and he works at MWR
InfoSecurity South Africa. His work is internationally acknowledged in the
Android hacking space, with a large portion of his research efforts in the
past spent on Android. He is the co-author of Mobile Application Hacker’s
Handbook, which was released in February 2015, having written the
chapters on Android. His interests lie predominantly in offensive security and
the advancement of tools and new techniques in this sphere. He has been
a member of the team on many successful red teaming engagements and is
known among peers as having a knack for developing devious tools.
Linkedin:
http://za.linkedin.com/pub/tyrone-erasmus/23/538/28/en

ITWeb Security Summit 2015 - EVENT GUIDE
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Paulo Ferreira
Director: enterprise mobility,
Samsung Mobile South Africa
In his role Paulo is responsible for Samsung SA’s business-to-business mobility
operations â€“ working with network operators, independent software vendors
and system integrators to position Samsung’s product portfolio and vertical/
horizontal software solutions across industry sectors. He is also responsible
for B2B application development, working with the developer community and
app eco-system engagement.
Paulo brings with him a strong background in technology and his experience
spans a number of leading vendor organizations including Microsoft, where
he was the competitive strategy and interoperability lead. He has also gained
experience with other major ICT vendors, namely Novell, and Ericsson where
he was the marketing intelligence manager.
Linkedin:
https://za.linkedin.com/pub/paulo-ferreira/0/371/677

Jock Forrester
Head: IT cyber security and penetration testing,
Group IT: IT security, Standard Bank
Jock Forrester is responsible for the IT cyber security prevention, detection
and response capabilities at Standard Bank. He is also responsible for the
bank’s penetration testing, where the greatest challenge is adding velocity to
its assessments in order to support its drive towards DevOps.
He recently completed his MSc in Computer Science specialising in Information
security, atRhodes University. His thesis was entitled: “An Exploration into the
Use of Webinjects by Financial Malware”, and was a deep dive into how
financial malware is used to target organisations.
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Antonio Forzieri
EMEA cyber security and ISS technology lead:
technology sales and services, Symantec
At Symantec Antonio Forzieri is responsible for the cyber security offering for
EMEA from a technology perspective. Previously he worked at Symantec as a
security practice manager, running the security technology sales team in Italy.
Before joining Symantec, he worked for a number of Italian companies with
EMEA wide responsibilities dealing with compliance, endpoint security, data
loss prevention, encryption, ethical hacking, fraud management and security
education topics. Among other activities, he supports public and private
organisations during significant security outbreaks and fraud investigations.
He holds a degree in Telecommunication Engineering from Politecnico di
Milano where he is also a lecturer for the course “Internet: Mobility and
Security” and he teaches the Master Class “Fraud Management” for the
Security Specialist Master at CEFRIEL.
Linkedin:
https://it.linkedin.com/pub/antonio-forzieri/5/237/181

Vernon Fryer
Chief Technology Security Officer, Vodacom
Vernon Fryer is the Group Chief Technology Security Officer at Vodacom,
responsible for the strategic alignment between networks, information services
and Vodafone Group Technology Security. He has been involved in the IT
industry since 1971 and comes from an IBM background where he worked
as an operation specialist in the financial systems sector. After completion
of this corporate career, he joined the South African Police Service. During
his career in the police service he served in the following roles: head of
information security, head of cyber crime for Interpol Southern Africa, and as
the national head of the Computer Crime Unit. For the past 10 years he has
been specialising in network and technology security at Vodacom.
Linkedin:
https://za.linkedin.com/pub/paulo-ferreira/0/371/677

ITWeb Security Summit 2015 - EVENT GUIDE

19

ITWEB SECURITY SUMMIT 2015 SPEAKERS

Patrick Gray
Security analyst, producer and host of Risky.Biz
Patrick Gray is a security analyst and the producer and host of the Risky
Business IT security podcast. Launched in February 2007, Risky Business has
become a popular audio digest for infosec professionals both in Australia
and all over the world. Prior to launching Risky.Biz, he wrote news articles
and long-form features for various publishers, including Wired.com, ZDNet
Australia, The Sydney Morning Herald, The Age, The Bulletin (magazine),
Australian Men’s Style and more. He holds a BEng (Hons) Electronics from
RMIT University in Melbourne.
His awards include:
Winner, Best New IT Journalist, Mediaconnect IT Journalism Awards for 2003
Winner, Best News Writer, Consensus Awards, 2004
Winner, Best News Writer, Consensus Awards, 2005
Winner, Best Investigative Writer, Consensus Awards, 2005
Winner, Most Controversial Writer, Consensus Awards, 2006
Highly Commended, Best Article, Mediaconnect IT Journalism Awards for 2007
Highly Commended, Best Multimedia Coverage (Risky Business), Mediaconnect IT Journalism
Awards for 2007
Highly Commended, Best Audio Program (Risky Business), Mediaconnect IT Journalism
Awards for 2008
Winner, Best Audio Program (Risky Business), Mediaconnect IT Journalist Awards for 2009
Winner, Best Technology Title (Risky Business), Mediaconnect IT Journalism Awards for 2009

Linkedin:
https://www.linkedin.com/pub/patrick-gray/1/a1b/651

Prof Barry Irwin
Founder and head: security and networks research
group, Rhodes University
Prof Barry Irwin is the founder and head of the Security and Networks
Research Group at Rhodes University. His research focuses on passive traffic
analysis, Internet background radiation, Web-based malware and national
level cyber defence.
Linkedin:
http://za.linkedin.com/in/barryirwin/en
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Jason Jordaan
Founder and principal forensic scientist, DFIRLABS
Jason heads up DFIRLABS, an independent digital forensics laboratory, and
has been a practicing forensics professional since 1991. He has specialised
in digital forensics and cyber crime since 1998. He is a professional forensic
scientist, an author, researcher, and academic in the field of digital forensics;
and has testified on several occasions as an expert witness.
He has a MSc (Computer Science) Cum Laude, an MTech (Forensics
Investigation), a BCom Hons (Information Systems), a BSc (Criminal
Justice Computer Science) Summa Cum Laude, and a BTech (Policing). He
is a Certified Forensic Computer Examiner, a Certified Fraud Examiner, a
Professional Member of the Institute of Information Technology Professionals
of South Africa, a Professional Member of the Chartered Society of Forensic
Science and a GIAC Certified Forensic Examiner
Linkedin:
http://www.linkedin.com/in/jasonjordaan

Steve Jump
Head of corporate information security governance
at Telkom
Steve Jump is head of corporate information security governance at Telkom.
He has an unashamedly technical background, being both an engineering
graduate and a chartered engineer.
Having worked in an industry that is governed and lives according to Moore’s
law for his entire working career, with in depth experiential knowledge of
electronic, IT and software systems development combined with the potential
of contemporary software eco-systems, Steve is well able to both identify and
predict the changes and risks in information management that consumerisation
brings not just to the economics of successful business use, but to society as
a whole.
More recently Steve has developed comprehensive information security and IT
strategies , including enterprise architecture alignment of IT towards business
needs and the creation of a business-centric information security framework.
He holds a BSc (honours),a CEng, CISM, SCF, MIET, and an MSAIEE.
Linkedin:
http://za.linkedin.com/pub/steve-jump/1/639/45b
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Mohamed Khan
Senior analyst, Transnet
Mohamed Khan is a senior analyst at Transnet. He spent six years managing
the information security audit teams at EY, and five years before that working
in data analysis in Euroe and North America. He is a board member
of the Institute of Internal Audit and the KZN Chamber of Commerce. He
is passionate about using statistics to help business deliver value through
the analysis of big data. Aauthor of one book and a frequent speaker, his
background in actuarial science and information security gives him a unique
ability to combine statistical analysis and information security to analyse data.

Yusuph Kileo
Cyber security and digital forensics expert
Yusuph Kileo is an expert in the fields of cyber security and digital forensics.
Yusuph started developing his IT skills while working with Brand East
Africa in 2006. In 2008 he joined the MIS department at the Tanzania
Telecommunication Company where he developed his interest in the security
field. In 2010 he joined Deloitte’s IT department where he further strengthened
his security skills.
In 2012, Yusuph joined the Tanzanian Government’s Criminal Investigation
Department (CID) as a cyber security and digital forensics investigations
expert. The CID falls under the Forensics Bureau section which is focused on
cyber crimes. During his time with the cyber crime unit he conducted several
training sessions and provided insights on cyber challenges in Tanzania. He is
often invited to speak or chair information security, risk, and crime sessions as
well as provide opinion pieces via TV, radio and print and / or online media.
He is currently an adviser for cybersecurity matters in Tanzania.
Linkedin:
https://tz.linkedin.com/in/yusuphkileo
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Ed Macnair
CEO, CensorNet
Ed Macnair has over 30 years’ of sales and business development expertise
in the technology and IT security world. With a proven entrepreneurial track
record of successfully developing technology companies, he is responsible for
the company’s sales, marketing and product strategy. Ed led the acquisition
of CensorNet in October 2014 with the aim of accelerating the company’s
product development and aggressively growing web security revenues
through its global channel partners and new partnerships with managed
service providers.
His experience in cloud security is unquestionable. He was previously the
founder and CEO of SaaSID, a UK based single-sign on and application
security vendor, which was acquired by Intermedia Inc. in September 2013.
Before Intermedia and SaaSID, Ed was CEO at Marshal, a global web and
email security company which merged with US web security provider 8e6
Technologies to form M86 Security (now Trustwave).
Ed has also held senior management positions with MessageLabs, Symantec,
IBM and Xerox.
Linkedin:
https://www.linkedin.com/in/edmacnair

Maeson Maherry
Solutions director, LAWTrust
Maeson Maherry is the co-founder and solutions director of LAWtrust, a
business that specialises in trust services such as advanced electronic signature
solutions, positive identity and encryption in business systems.
Maherry started as an electronic engineer in the field of telecommunications,
but moved into the emerging field of internet security in 1997, becoming a
specialist in public key encryption and digital signatures. Maherry consults
in this field to all the major banks in South Africa as well as in Germany,
Ireland, UK, Holland, Greece and the Middle East, being involved in the
design and implementation of number of trust centres and PKI projects. His
interest and expertise in the field led him to co-author a book on ecommerce
and ecommerce security as well as numerous white papers and articles on
the topic.
Maherry has been instrumental in the design and implementation of numerous
security systems of national importance such as the fraud management systems
running in DHA and other major departments, the design and implementation
of the Home Affairs National ID card PKI and encryption and key management
systems, and various biometric systems used to positively identify government
employees and remove ghost workers form the government payroll.
He firmly believes in standards, legal principles and pragmatism in designing
electronic identity and signature solutions that change the way we do business
for the better.
Linkedin:
https://www.linkedin.com/in/maeson
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Maiendra Moodley
Divisional head (GM): financial systems and
processes, State Information Technology Agency
Maiendra Moodley is a graduate of the University of Natal. He completed his
Bachelor of Commerce degree with majors in business information systems
and information systems technology. Subsequently, he read for the Advanced
Business Programme and Bachelor of Technology (Management) at Technikon
Natal, before studying for his master’s in business administration through
the University of Wales. His dissertation, which examined the security risk
management measures that banks adopt in online banking, was awarded
a distinction. His other qualifications include the Foundation Certificate in IT
Service Management, the Advanced Security Management Programme from
Technikon Pretoria, a post-graduate diploma in forensic and investigative
accounting, and a master in security studies from the University of Pretoria. He
is a member of the Golden Key Honours Society.
Moodley’s diverse experience includes having served as a senior systems
auditor and a security architect with a leading retail bank, supervising IT LAN
support services, to being a panellist and examiner on the IT programme of
a national tertiary institution. Other positions he has held range from serving
as a trainee accountant to a senior risk consultant. His articles, extensive
speaking and teaching engagements, presented and published both locally
and internationally, have spanned a wide range of industries and topics such
as auditing, fraud, security and risk management to unlocking the strategic
value of technology.
Linkedin:
http://za.linkedin.com/in/maiendra

Reino Mostert
Security analyst, Telspace Systems
Reino Mostert is a senior security analyst at Telspace Systems, where he
focusses on the penetration testing of enterprise networks, as well as the
assessment of critical web applications. He has worked at several large
corporations in the ICT industry, including a major ISP and telco. Within these
positions, he has been part of defense and incident response efforts and well
as offensive assessments. He studied BSc Computer Science at the University
of Pretoria, is OSCP certified and is an associate of (ISC)Â² for CISSP. He has
previously presented at ZACon and ISSA, and is actively involved in security
research at Telspace Systems.
Linkedin:
http://za.linkedin.com/pub/reino-mostert/28/a52/933
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Danny Myburgh
Founder and managing director at Cyanre
Danny Myburgh is the founder and managing director at Cyanre, which he
launched in 2002 with the aim of establishing the company as a recognised
and respected role player in the IT forensic market. Danny was responsible
for establishing the National Computer Crime Investigation Unit for the South
African Police Services (SAPS), and was appointed as commander, which
position he held until his resignation. During this period he developed the
standing operating procedures for computer investigations in South Africa for
the SAPS.
Danny was trained in computer crime, Internet and hacking investigations by
the FBI and the French Police. He holds an ENCE, a SCERS, a BCom (honours)
in Information Systems and a national diploma in police administration.
Linkedin:
http://za.linkedin.com/pub/danny-myburgh/21/839/968

Michael Ossmann
Founder of Great Scott Gadgets.
Michael Ossman is the founder of Great Scott Gadgets. Michael Ossmann is
a wireless security researcher who makes hardware for hackers. He founded
Great Scott Gadgets in an effort to put exciting new tools into the hands of
innovative people.
He serves as the editor and principal author of the security chapter of the
Public Safety 700MHz Broadband Statement of Requirements published by
the National Public Safety Telecommunications Council to inform the FCC’s
2008 700MHz spectrum auction.
Blog:
http://www.ossmann.blogspot.com/
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Raymond du Plessis
managing consultant, Mobius
Raymond du Plessis is a managing consultant at Mobius where he is responsible
for the Information Security service line. He has 10 years of information
security management and operations experience, and an additional 14
years experience in various other IT fields. Raymond has assisted many
organisations with the selection and implementation of solutions for network
security, endpoint security, vulnerability management and data protection.
Raymond’s certifications include CISSP, CISA, CISM, CRISC and PCI.

Craig Rosewarne
Managing director, Wolfpack Information Risk
Craig Rosewarne is the managing director of Wolfpack Information Risk, a
South African company that specialises in cyber threat intelligence, research,
training, awareness and advisory services. A community of over 9000
information and cyber security specialists subscribe to its regular community
updates. Craig has over 18 years of management experience in the fields of
IT and information security.
He is recognised for establishing the Information Security Group of Africa,
a section 21 company, in 2005 and chairing it for seven years. He was
furthermore invited to take up an EMEA directorship of the SANS Institute,
which is a global leader in the information security and forensics sectors. He
was previously an associate director of Deloitte’s Risk Advisory division. He
ran the Deloitte School of Risk Management and was responsible on a national
level for learning and innovation for a team of over 430 professionals.
His achievements include an MBA, CISSP, CISM, CVE, and ISO 27001 Lead
Implementer, auditor, ISO 27005 Risk Trainer, Certified COBIT & ITIL trainer.
Linkedin:
http://za.linkedin.com/pub/craig-rosewarne/10/4b8/403
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Samresh Ramjith
chief solution and marketing officer, Dimension Data
Security Solutions MEA
Samresh Ramjith has been enabling great things within the IT security space
for quite some time, translating his passion for his work into a successful
and rewarding career. After attaining a National Diploma in Electronic
Engineering from the ML Sultan Technikon in Kwa Zulu Natal, Samresh started
out as a systems engineer for Siemens South Africa. Since then, he has built an
impressive, well-rounded CV displaying competencies in telecommunications,
IT outsourcing and operations.
He joined Dimension Data in 2005 following a successful spell as a security
technologist with the South African Reserve Bank, where he was responsible
for the operation and management of the security management centre. Over
the last seven years, he has advanced consistently through the ranks, from his
initial role as a pre-sales consultant, to that of CTO and most recently, general
manager for security technology and operations (technology director), South
Africa.
In such a highly competitive and rapidly evolving industry, relevance is
critical. Samresh is continually building on his formal education, acquiring
numerous professional certifications through recognised industry leaders while
keeping a keen edge to his skills set. In 2008, he completed the Management
Development Programme offered through the University of Stellenbosch.
Samresh is also an ISO 27001 Certified Lead Auditor and Certified
Information Security Systems Professional as well as a Certified Information
Systems Manager.
As CSMO for DDSS, Samresh plays a pivotal role in cultivating relationships
with customers and vendors alike as well as critical synergies within the DD
Lines of Business. He also serves as an ambassador and communications
representative for DDSS, frequently presenting at events, participating in
discussions and media forums and generally working towards education and
raising awareness around security-related issues.
Linkedin:
https://za.linkedin.com/in/samreshramjith
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Pete Shoard
Head: cloud service product development,
SecureData
Pete Shoard is the head of Cloud Service Product Development at SecureData,
and is responsible for the development of the portfolio of products and services
offered as part of SecureData GI, the company’s flagship cloud solution.
Shoard is responsible for the design and implementation of threat detection
and defence mechanisms, and oversees the development of detection
methodologies, reporting measures and response procedures.
With over 12 years’ experience in security, he has extensive knowledge of the
threat landscape, which he has gained combating cyber-attacks for some of
the world’s most targeted firms. Shoard specialises in harnessing the power of
front-line technical data solutions like SIEM and big data platforms to deliver
actionable threat intelligence. He has previously led both development and
analyst teams for the Deloitte UK, BAE Systems and the Royal Air Force.
Linkedin:
http://uk.linkedin.com/pub/peter-shoard/25/8b0/3b7/en

Prof SH (Basie) von Solms
Director: Centre for Cyber Security,
University of Johannesburg
Prof SH (Basie) von Solms is a research professor in the Academy for Computer
Science and Software Engineering at the University of Johannesburg, in
Johannesburg, South Africa. He is also the director of the Centre for Cyber
Security at the University of Johannesburg (adam.uj.ac.za/csi). Prof von Solms
specialises in research and consultancy in the area of information and cyber
security, critical information infrastructure protection, cyber crime and other
related cyber aspects. He has written more than 100 papers regarding this
field â€“ most of which have been published internationally.
In addition, he has supervised more than 100 post-graduate students in the ICT
field. Prof von Solms is a former president of IFIP, the International Federation
for Information Processing (www.ifip.org). He is a fellow of the Institute of
Information Technology Professionals South Africa, and a fellow of the British
Computer Society and a chartered information technology professional (CITP).
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Ignus Swart
Senior information security specialist:
cyber defence unit, CSIR
Ignus Swart left the SARS E-Filing modernisation project to join the CSIR Cyber
Defence group in 2010. He holds a Masters degree in computer science and
is currently pursuing a PhD at Rhodes University. He is a frequent speaker on
radio and at conferences, and an active participant in a number of cyber
security competitions, where he consistently places in the top three nationally.
He is currently active in projects that involve hardware and software
verification services at the CSIR.
Linkedin:
http://za.linkedin.com/in/ignusswart/en

Charl van der Walt
Co-founder and managing director, SensePost
Charl van der Walt is a founder member of SensePost. He studied computer
science at Unisa, mathematics at the University of Heidelberg, in Germany,
and has a diploma in information security from the Rand Afrikaans University.
He is an accredited BS7799 lead auditor with the British Institute of Standards
in London. Van der Walt has a number of years’ experience in information
security and has been involved in a number of prestigious security projects in
Africa, Asia and Europe. He is a regular speaker at seminars and conferences
nationwide, and is regularly published on internationally recognised forums
like ITWeb’s IT Security Summit.
Linkedin:
https://www.linkedin.com/profile/view?id=1450040
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Dominic White
CTO, SensePost
Dominic White is the CTO of SensePost, an information security company
based in SA and London. He has worked in the industry for 10 years. He has
given training at BlackHat for several years, and is responsible for SensePost’s
WiFi hacking course - Hacking by Numbers Unplugged.
Linkedin:
http://za.linkedin.com/in/dominicwhite/en

Justin Williams
Director, ITSec
Justin Williams spent 19 years at EY in IT audit and information security
consulting, three years in the role of acting head: enterprise information risk
security and governance for Transet SOC Ltd, and has taken on the role of
director of ITSec, an independent IT audit and security consulting practice. He
is a chartered accountant, a CISSP and has passed both his CGEIT & CRISC
exams. He is a regular guest lecturer on the UKZN MBA programme, has
presented at ISACA chapter meetings on a regular basis and has previously
presented at the ITWeb Security Summit.
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APPRIVER distributed by DAXDATA

Display Sponsor / Stand: 29

Easy. Effective. Affordable. AppRiver provides cloud-based email security
solutions as well as Office 365 Plus – all with 24/7 Phenomenal Care™,
no commitments and a free 30-day trial. Count on the phenomenal team
at AppRiver to keep your business productive and your information secure.
Contact Person: Dominic Richardson
Contact Number: +27 21 683 3861
Email: drichardson@daxdata.co.za
Web: www.daxdata.co.za

ARBOR NETWORKS

Silver Sponsor / Stand: 23

Arbor Networks secures the world’s most demanding and complex
networks from DDoS and advanced threats. Their customers include 90%
of Tier One ISPs and the leading brand names across Cloud Hosting,
Finance, Retail, Manufacturing, Gaming and Social Media sectors.
Contact Person: Chantel Hamman
Contact Number: +27 11 202 8400
Email: enquiries@nu.co.za
Web: www.arbornetworks.com

BRAINSTORM

Media Partner / Stand: 7

ITWeb’s Brainstorm is a monthly magazine for decision-makers and
other intelligent people. Brainstorm offers content on burning business
issues that is fresh, controversial, independent and valuable. It is a local
publication focused on the South African market.
Contact Person: Carrie-Ann Waldeck
Contact Number: +27 11 807 3294
Email: carrie@itweb.co.za
Web: www.brainstormmag.co.za

CAREERWEB

Media Partner / Stand: 7

CareerWeb was launched in 1999 and is the leading ICT job portal
that focuses purely on the ICT industry. CareerWeb is commited to
providing the best service and value to this specialist niche market.
CareerWeb is the career site of sister publication ITWeb (www.itweb.
co.za). CareerWeb is in a unique position to target ICT professionals. It
is the premier career site providing IT professionals with a ‘one-stop shop’
for career opportunities, career and salary advice and CV storage. This
makes CareerWeb the perfect place for advertising job vacancies and
targeting skilled IT professionals.
Contact Person: Ernie Hipner
Contact Number: +27 11 807 3294
Email: ernie@careerweb.co.za
Web: www.careerweb.co.za
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CENSORNET

Silver Sponsor / Stand: 23

CensorNet assists organisations manage an increasingly mobile work
environment, giving them the power to address the productivity, security
and audit issues associated with the growing use of mobile devices.
Contact Person: Andrew Ford
Contact Number: +27 11 202 8400
Email: enquiries@nu.co.za
Web: www.censornet.com

CENTRIFY

Silver Sponsor / Stand: 23

Centrify provides Unified Identity Management across the cloud, mobile
and data centre - resulting in one single login for users and one unified
identity infrastructure for IT.
Contact Person: Sven Castelyn
Contact Number: +27 11 202 8400
Email: enquiries@nu.co.za
Web: www.centrify.com

CHECKMARX

Display Sponsor / Stand: 17

Checkmarx provides the best way for organizations to introduce security into
their Software Development Lifecycle (SDLC). The product enables developers
and auditors to easily scan un-compiled code in all major coding languages
and identify its security vulnerabilities. With Checkmarx’s CxSuite, auditors
and developers have immediate access to the code analysis results and
remediation advice. We provide user friendly, high productivity, flexible
and accurate risk intelligence platform that ensures your application remains
hacker-proof.
Checkmarx has been named a “Challenger” in Gartner’s 2014 AST Magic
Quadrant and announced “Best Product in Application Security 2014” by
Cyber Defense Magazine.
Contact Person: Caroline Berman Rosenberg
Contact Number: +972-3-7581811
Email: caroline.berman@checkmarx.com
Web: www.checkmarx.com

CYBERARK

Gold Sponsor / Stand: 25

CyberArk is the only security company that proactively stops the most
advanced cyber threats – those that exploit insider privileges to attack the
heart of the enterprise. The company has pioneered a new category of
targeted security solutions to protect against cyber threats before attacks
can escalate and do irreparable business damage.
Contact Person: Craig Harwood
Contact Number: +27 83 630 2955
Email: craig.harwood@cyberark.com
Web: www.cyberark.com
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DIMENSION DATA

Bronze Sponsor / Stand: 9

Founded in 1983, Dimension Data plc is an ICT services and solutions provider that uses
its technology expertise, global service delivery capability, and entrepreneurial spirit to
accelerate the business ambitions of its clients. Dimension Data is a member of the NTT Group.

Contact Person: Tammy du Preez
Contact Number: +27 11 575 1020
Email: tammy.dupreez@dimensiondata.com
Web: www.dimensiondata.com
About Intel: McAfee. Part of Intel Security

McAfee is now part of Intel Security. With its Security Connected strategy, innovative approach to
hardware-enhanced security, and unique Global Threat Intelligence, Intel Security is intensely focused
on developing proactive, proven security solutions and services that protect systems, networks and
mobile devices for business and personal use around the world. Intel Security combines the experience
and expertise of McAfee with the innovation and proven performance of Intel to make security an
essential ingredient in every architecture and on every computing platform. Intel Security’s mission is
to give everyone the confidence to live and work safely and securely in the digital world.

Web: www.intelsecurity.com.

DRS

Host Sponsor / Stand: 16

Dynamic Recovery Services is an ICT services and solutions provider. We specialise
in providing innovation and agility in information security, IT risk management and
IT governance. We provide security services with a portfolio that satisfies customer
needs, from the creation of security strategy to the daily operation of point security
products. We partner with market-leading technology providers to ensure the best supply
of infrastructure as well as executing professional services, ensuring that the selected
products are effectively implemented and operate efficiently in the business environment.

Contact Person: Jayson O’Reilly
Contact Number: +27 72 281 5570
Email: jayson@drs.co.za
Web: www.drs.co.za

GATEPROTECT

Display Sponsor / Stand: 6

A manufacturer of innovative IT security solutions, gateprotect is a
German based company that effectively protects global companies, of
all sizes, against cyber-attacks with its Unified Threat Management, Next
Generation Firewalls, Managed Security and Mobile Security solutions.
gateprotect is supported by a network of specialist resellers through its
distributor WestconGroup Southern Africa.
Contact Person: Dean Verappan
Contact Number: +27 11 848 9000
Email: dean.verappan@westcon.com
Web: http://www.gateprotect.com/en or www.westcon.co.za

FORTINET

Silver Sponsor / Stand: 23

Fortinet is a global leader and innovator of comprehensive Network
Security solutions delivering the most innovative, highest performing
network security platform.
Contact Person:Sven Castelyn
Contact Number: 011 202 8400
Email: enquiries@nu.co.za
Web: www.fortinet.com
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ISACA

Display sponsor / Stand: 27

ISACA is a leading global provider of knowledge and certifications for IT
governance, risk, compliance, security and assurance. ISACA developed
COBIT, administers CISA/CISM/CGEIT/CRISC designations and CSX
certificate.
Contact Person: Nadine Schreiber
Contact Number: +27 11 236 8616
Email: admin@isaca.org.za
Web: www.isaca.org.za
Twitter: https://twitter.com/ISACAZA
LinkedIn: www.linkedin.com/company/isaca-south-africa
Facebook: www.facebook.com/ISACAZA

IBM

Bronze Sponsor / Stand: 14

IBM South Africa is the local subsidiary of global technology and innovation company, IBM Corporation,
headquartered in Armonk, NY. It is a significant technology and consulting employer in South Africa serving clients
across the country in the financial services, telecommunications, retail, mining and public sectors.
Utilising business consulting, technology and R&D expertise, IBM helps clients become “smarter” as the planet
becomes more digitally interconnected. IBM invests more than $6 billion a year in R&D, just completing its 21st
year of patent leadership. The company was behind the inventions of the PC; SABRE travel reservation system;
UPC codes, Watson, the Jeopardy!-playing computing system, and much more.
In South Africa, IBM is uniquely focused on bring Smarter Cities solutions and offering to assist government work
better as well as Smarter Enterprise and Workforce offerings to help commercial businesses and sme’s grow. The
company works to enrich local communities with its volunteer programmes and education focus in collaboration
with the Department of Education.
Supporting the National Development Programme objectives, IBM is a level 2 B-BEEE contributor and has most
recently invested R700M into a programme of high tech skills development as well as the opening of a new
Research Lab in Braamfontein in 2016.

Contact Person: Kevin McKerr
Contact Number: +27 11 302 9111
Email: kevinmck@za.ibm.com
Web: www-01.ibm.com/software/za/security/

J2 SOFTWARE

Bronze Sponsor / Stand: 24

J2 Software is an African provider of Information Security, Governance
& Compliance solutions. J2 provides behavioural monitoring & advanced
human analytics for total user visibility to reduce risk and stop insider
cyber threats.
Contact Person: John Mc Loughlin
Contact Number: +27 861 00 5896
Email: john@j2.co.za
Web: www.j2.co.za

LAWTRUST

Bronze Sponsor / Stand: 18

LAWtrust is a specialist security solution provider that builds trust in information systems
through establishing authenticity, accountability, and privacy in data messages. It focuses on
applying digital signatures and positive identity to business processes, saving time, lowering
costs and reducing risk for businesses. LAWtrust was the first African trust centre to achieve
Webtrust certificate and is included in both the Adobe and Microsoft trust lists as a trusted root
Certificate Authority and was the first accredited authentication service provider under the
ECT Act to provide advanced electronic signatures. LAWtrust is also an experienced security
solution integrator playing a key role in many strategic projects in both the private and
public sector, such as implementing, integrating and operating the PKI and Key Management
Systems for the South African National ID card operation.

Contact Number: +27 12 676 9240
Email: info@lawtrust.co.za
Web: www.lawtrust.co.za
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MAGIX SECURITY

Display Sponsor / Stand: 17

Magix Security is a South African company which delivers comprehensive
and trusted Cybercrime Defence and Detection services to address,
manage, and contain the risks and potential damage posed through the
misuse of applications, or other IT information assets, by employees and/
or third parties. Misuse of these systems is the cybercriminal’s favoured
means for defrauding the organisation, or indeed individuals, interacting
with the trusted processes of the organization.
Contact Person: Matthew Webster
Contact Number: +27 11 258 4442
Email: mattw@magix.co.za
Web: www.magix.co.za

MAREDI TECHNOLOGIES

Display Sponsor / Stand: 28

Maredi Technologies: A Telecoms, IT and Last Mile products and services
company, specialising in customised ICT infrastructure solutions. Together
with our strategic partners we are able to supply customised solutions to
our customers.
Contact Person: Maredi Thema
Contact Number: +27 11 074 7181
Email: maredi@maredit.co.za
Web: www.mareditechnologies.co.za

MOBIUS CONSULTING

Display Sponsor / Stand: 3

Mobius Consulting designs and produces targeted and sustainable
solutions that allow clients to govern and manage their information risk.
Contact Person: Patrick Ryan
Contact Number: +27 83 678 6788
Email: patrickryan@mobiusconsulting.co.za
Web: www.mobiusconsulting.co.za

MWR INFOSECURITY

Display Sponsor / Stand: 11

phish’d design, manage and deliver employee security behaviour
programmes that measure, track and reduce your employees’
susceptibility to targeted cyber attacks.
Contact Person: Janie de Swardt
Contact Number: +27 10 100 3157
Email: Janie.deSwardt@mwrinfosecurity.com
Web: www.phishd.com
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MYDBA

Display Sponsor / Stand: 12

MyDBA is a professional database services company offering complete,
cost-effective and enterprise wide data security solutions.
Contact Person: Craig Moir
Contact Number: +27 11 593-2395 / +27 82 339 1431
Email: craig@mydba.co.za
Web: www.mydba.co.za

NETWORKS UNLIMITED

Silver Sponsor / Stand: 23

Networks Unlimited is a Value-added Distributor, offering solutions that
address key areas such as Cloud Networking and Integration, WAN
Optimisation, Application Performance Management, Application
Delivery Networking, Wi-Fi-, Mobile- and Networking Security, Load
Balancing, Data Centre In-a-Box, and Storage for Virtual Machines.
Contact Person: Networks Unlimited Johannesburg Branch
Contact Number: +27 11 202 8400
Email: enquiries@nu.co.za
Web: www.nu.co.za

NETXACTICS

Sponsor / Stand: 10

Established in 1998 NetXactics is a South-African company that
specialises in the sales, marketing and distribution of IT and related
products throughout sub-Saharan Africa. Our approach is unique,
focusing on long-term growth coupled with exceptional customer stability.
NetXactics is currently the distributor for Sophos, GFI, Rapid7, Secunia,
Altaro, Tripwire, Ocedo and bigtincan.
Contact Person: Karel Holtzhausen
Contact Number: +27 11 444 4000
Email: info@nx.co.za
Web:www.netxactics.co.za

Display Sponsor / Stand: 4
Puleng Technologies Governance, Risk and Compliance practice is built
on leading skills and industry best practice. The solutions we architect
effectively manage the entire User and Data lifecycle from visibility and
reporting through to remediation, verification and management, while
providing our customers with context to their IT and Business Risk.
Contact Person: Charlene Niemandt
Contact Number: +27 82 846 2810
Email: charlenen@puleng.co.za
Web: www.puleng.co.za
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RAPID7

Bronze Sponsor / Stand: 10

Rapid7’s mission is to develop simple, innovative solutions for security’s
complex challenges. Our IT security data and analytics solutions collect,
contextualize, and analyse the security data you need to fight an
increasingly deceptive and pervasive adversary.
Contact Number: 866.7RAPID7
Email: info@rapid7.com
Web: http://www.rapid7.com/

RSA

Silver Sponsor / Stand: 23

RSA is the premier provider of Intelligence Driven Security and manages
organisational risk, safeguards mobile access and collaboration, proves
compliance, prevents online fraud, and defends against advanced
threats.
Contact Person: Priscilla van Esch
Contact Number: +27 11 202 8400
Email: enquiries@nu.co.za
Web: www.emc.com/domains/rsa

SAILPOINT TECHNOLOGIES

Bronze Sponsor / Stand: 31

SailPoint is the fastest-growing, independent identity and access
management (IAM) provider and helps the world’s largest organizations
securely and effectively deliver and manage user access from any device
to data and applications residing in the datacenter, on mobile devices,
and in the cloud. The company’s innovative product portfolio offers
customers an integrated set of core services including identity governance,
provisioning, and access management delivered on-premises or from the
cloud (IAM-as-a-service).
Contact Person: Peter Hunter
Contact Number: +27 83 866 2555
Email: peter.hunter@sailpoint.com
Web: www.sailpoint.com

SAMSUNG ELECTRONICS CO., LTD.

Diamond Sponsor / Stand: 20

Samsung Electronics Co., Ltd. inspires the world and shapes the future
with transformative ideas and technologies, redefining the worlds of TVs,
smartphones, wearable devices, tablets, cameras, digital appliances,
printers, medical equipment, network systems, and semiconductor and LED
solutions. We are also leading in the Internet of Things space through, among
others, our Smart Home and Digital Health initiatives. We employ 307,000
people across 84 countries with annual sales of US $196 billion.
Contact Person: Paulo Ferreira
Contact Number: + 27 11 549 1500
Email: paulo.fe@samsung.com
Web: www.samsung.com / official blog global.samsungtomorrow.com
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SENSEPOST

Display sponsor / Stand: No stand

For 15 years, we’ve been obsessed with IT security. We’ll bring this
obsession to help you discover how attackers might find ways of gaining
access to your most valuable assets and how you can prevent them from
succeeding.
Contact Person: Shane Kemp
Contact Number: +27 12 460 0880 ZA
+44 20 7956 8826 UK
Email: info@sensepost.com
Web: http://www.sensepost.com/

STARLINK

Platinum Sponsor / Stand: 22

StarLink is acclaimed as the largest and fastest growing “True” Valueadded Distributor across the Middle East, Turkey and Africa regions
with on-the-ground presence in 14 countries. With its innovate Security
Framework, StarLink is also recognized as a “Trusted Security Advisor”
to over 1000 enterprise and government customers that use one or more
of StarLink’s best-of-breed and market-leading technologies, sold through
its Channel network of over 250 Partners. The StarLink Solution Lifecycle
helps Channel Partners differentiate offerings, and assists customers to
identify key risks and define priorities for addressing IT Security gaps
relating to compliance and next-generation threat protection.
Contact Person: Wayne Donnelly
Contact Number: +27 83 615 4321
Email: wayne@starlinkme.net
Web: www.starlinkme.net

SYMANTEC

Urban Café Sponsor / Stand: Urban Café

Symantec Corporation (NASDAQ: SYMC) is an information protection
expert that helps people, businesses and governments seeking the
freedom to unlock the opportunities technology brings - anytime,
anywhere. Founded in April 1982, Symantec, a Fortune 500 company,
operating one of the largest global data-intelligence networks, has
provided leading security, backup and availability solutions for where
vital information is stored, accessed and shared. The company’s more
than 20,000 employees reside in more than 50 countries. Ninety-nine
percent of Fortune 500 companies are Symantec customers. In fiscal
2014, it recorded revenues of $6.7 billion.
To learn more go to www.symantec.com or connect with Symantec at:
go.symantec.com/socialmedia
Contact Person: Nicole Ackerman
Contact Number: +27 11 797 6600
Email: Nicole_ackerman@symantec.com
Web: www.symantec.com
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TELSPACE SYSTEMS

Display sponsor / Stand: 1

Telspace Systems’ main aim is to make your company or organisation
as unattractive to cybercriminals as possible. Services include Web
Application, Managed Vulnerability Scanning (MVS), Attack and
Penetration Testing, Infosec Training and consulting.
Contact Person: Dino Covotsos
Contact Number: +27 10 590 6163
Email: sales@telspace.co.za
Web: www.telspace.co.za

TREND MICRO 		

Gold Sponsor / Stand: 26

Smart, simple, security that fits
As a global leader in cloud security, Trend Micro develops Internet content
security and threat management solutions that make the world safe for businesses
and consumers to exchange digital information. With more than 26 years of
experience, we’re recognized as the market leader in server security, virtual
security, and small business content security. Trend Micro enables the smart
protection of information, with innovative security technology that is simple to
deploy and manage, and fits an evolving ecosystem. Our solutions are powered
by the cloud-based global threat intelligence of the Smart Protection Network™
infrastructure, and are supported by over 1,200 threat experts around the globe.
Contact Person: Gregory Anderson
Contact Number: +27 11 575 7991
Email: marketing_mea@trendmicro.com
Web: www.trendmicro.com

TRUSTWAVE

Display Sponsor / Stand: 2

Trustwave helps businesses fight cybercrime, protect data and reduce
security risks. With cloud and managed security services, integrated
technologies and a team of security experts, ethical hackers and
researchers, Trustwave enables businesses to transform the way they
manage their information security and compliance programs.
Contact Person: Andrew Kirkland
Contact Number: +27 11 317 3617
Email: AfricaSales@trustwave.com
Web: http://www.trustwave.com/

VEEAM SOFTWARE

Sponsor / Stand: No stand

Veeam® enables the Always-On Business™ by providing solutions
that deliver Availability for the Modern Data Center™ which provides
recovery time and point objectives (RTPO™) of less than 15 minutes for
all applications and data.
Contact Person: Warren Olivier, Regional Manager South Africa
Contact Number: +27 11 575 0208
Email: Warren.Olivier@veeam.com
Web: www.veeam.com
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VODACOM

Event Sponsor / Stand: 21

Vodacom was established in 2008 as the enterprise arm of Vodacom Group. It
delivers total communication solutions to meet the needs of the public sector, large,
medium and small enterprises.
Vodacom Business offers solutions that extend from mobile to fixed line access,
Virtual Private Networks (VPNs), Voice over IP (VoIP), hosted facilities, cloud
computing based hosted services, storage, back up, security and application
solutions.
Contact Person: Anthon Muller / Thokozani Miya
Contact Number: +27 76 791 3426 / +27 82 277 0419
Email: Anthon.Muller@vodacom.co.za / ThokozaniCyril.Miya@vodacom.co.za
Web: www.vodacom.com

WOLFPACK

Display Sponsor / Stand: 15

Wolfpack are trusted providers of information / cyber security research,
threat intelligence, advisory, incident response, training and awareness
services to government and private sector organisations in Europe,
Middle East and Africa.
Contact Person: Craig Rosewarne
Email: craig@wolfpackrisk.com
Web: www.wolfpackrisk.com

WOMEN IN IT

Display Sponsor / Stand: 5

Women in IT is a non-profit organisation focused on addressing the gender imbalance within the IT
industry in South Africa. We strive to encourage and empower young women who are seeking a
career within the IT sector, as well as uplift women who are already established in IT careers. We
do this through our bursary programme, mentorship programme, as well as our events.
Join our community of professionals who are helping to promote the role of women in the South
African IT sector by registering for Women in IT. Students and girl learners (Grade 8 – 12) may
also register.
Membership is FREE, and the benefits include:
• A bursary and mentorship programme
• A quarterly electronic newsletter containing articles relating to women in IT
• Knowledge-sharing through our website
• Invitations to events where you can connect with and support other women

Contact Person: Nonceba Rasmeni
Contact Number: 011 467 4935
Email: info@womeninit.org.za
Web: http://www.womeninit.org.za

ZENITH SYSTEMS

Display sponsor / Stand: 19

Zenith Systems specialises in SIEM, Log Management, Database Activity
Monitoring, File Integrity Monitoring and Security consultancy.
Contact Person: Murray Benadie
Contact Number: + 27 73 221 2171
Email: murray@zenithsystems.co.za
Website address: www.zenithsystems.co.za
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How vulnerable is SA’s ICT infrastructure?
By Staff Writer, ITWeb
Johannesburg, 28 May 2015
While policies around cyber security are good to have, policy alone lacks
the potential to quantify data, and countries need to establish what their
ICT assets are – and what vulnerabilities lurk within them.
This is according to Ignus Swart, senior information security specialist:
cyber defence unit, at the Council for Scientific and Industrial Research
(CSIR). He was part of a recent research initiative into SA’s ICT
infrastructure assets, aimed at fine-tuning the cyber security focus.
Swart was speaking at ITWeb Security Summit 2015, in Midrand,
yesterday. He noted the CSIR used open source information that was
available online to put together a first-of-its-kind study, revealing – with
about 60% accuracy – how vulnerable SA’s ICT infrastructure is.
“While it may be a perception that open source information is not
valuable, most of the information you need, can be found from open
sources. Al Qaeda stated 80% of all information required to breach a
target is available online. Subsequent research actually showed this is
closer to 100%.”
Some of the data sources examined by CSIR included: Shodan, Builtwith,
PhishTank, Bing, Google, Pastebin, Twitter, Honeypots, OpenResolver,
Hackerweb, blacklists and databases.

Ignus Swart

Most information
needed to breach a
target can be found
via open sources,
says Ignus Swart, senior
information security
specialist: cyber defence
unit, at the CSIR

The following are the results, by province, of vulnerabilities found
according to each respective asset base. Because verification cannot
yet legally be obtained, the numbers are “probability estimates”, Swart
noted. Further data sources will be added in future to increase the
accuracy of the data.
1.
2.
3.
4.
5.
6.
7.
8.
9.

Gauteng: 346 317 devices, vulnerability count of 5 421 291
Western Cape: 154 982 devices, vulnerability count of 2 174 833
KwaZulu-Natal: 57 444 devices, vulnerability count of 723 209
Eastern Cape: 20 148 devices, vulnerability count of 229 202
North West: 87 871 devices, vulnerability count of 135 226
Free State: 6 168 devices, vulnerability count of 70 218
Mpumalanga: 4 166 devices, vulnerability count of 50 404
Limpopo: 3 094 devices, vulnerability count of 24 084
Northern Cape: 2 045 devices, vulnerability count of 11 077

Increasingly, attacks are taking place at a national level, rather than only
at a company level, Swart noted. “[The study revealed] there are a lot of
vulnerabilities out there, which we could fix.”
The CSIR hopes the research will help cyber policies become more
effective in the long run.
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We are failing at infosec
By Nicola Mawson, ITWeb news editor.
Johannesburg, 28 May 2015
Local companies are failing at information security because they follow a
tick-box compliance approach, said Reino Mostert, a security analyst at
Telspace Systems.
Mostert, addressing a delegation at ITWeb Security Summit 2015, in
Midrand, yesterday afternoon, noted massive hacks have recently made
headlines, such as those against Sony and eBay, and South African
companies are just as vulnerable.
Mostert said this is because there is no such thing as a perfect security
solution, and adequate defence solutions do not exist.
The more complex a company and its systems – and the more staff it has
– the more vulnerable it is, he noted. The hardest penetration test Mostert
has done was at an SME, which only had five servers and 15 systems,
but all of them were patched and the anti-virus was up to date.
By comparison, Mostert said, the average enterprise can be invaded
within two hours. “It’s just the scale of things.”

Reino Mostert

The more complex a
company is, the harder
the infosec is, says Reino
Mostert, a security analyst
at Telspace Systems.

However, there are aspects that enable large enterprises to become more
security-efficient, he advised. These include:
1. Only define policies that can be enforced. Many companies have
password policies, but staff end up using entry keys such as “pasword1”,
because it is easy to remember and complies with the policy. Yet, it is
easily hackable.
2. Make the path of least resistance the default one. Companies want
to enable the business and not be hindered by long passwords or the
inability to use file-sharing services. Tricks such as making it a policy for
passwords to be sentences, such as “Ilovemywifesue”, ensures password
complexity but does not hinder business.
3. Make sure the company knows what servers it has, and do not keep
this information in a spreadsheet.
4. Use automation to ensure cumbersome processes, such as dealing with
help-desk tickets, are resolved.
5. Do real security, not just compliance. Don’t just tick the box that says
the door has a lock when the key has not been turned. “Measure actual
security by whether you can get in or not,” Mostert warned.
Security is an IT issue, and needs to be done properly as an IT process,
without hindering business, he concluded.
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Why infosec projects bomb
By Staff Writer, ITWeb
Johannesburg, 28 May 2015
There are several reasons why information security projects don’t succeed,
and they are not generally due to technical issues, said Raymond du
Plessis, managing consultant at Mobius Consulting.
He spoke at ITWeb Security Summit 2015, in Midrand, yesterday, and
outlined the reasons for project failure.
According to Du Plessis, information security projects end up as
‘shelfware’ because:
They don’t meet business expectations;
They aren’t operationally effective;
They fail to effectively mitigate risks;
There is user, business and IT adoption failure;
The project did not develop and embed processes and procedures
There was too much focus on the technological aspects and not enough
on ‘soft’ issues;
There was a lack of appreciation of the required resources, skills and
capacity;
There was a lack of communication; and
The project had over-ambitious goals and lacked a long-term approach.

Raymond du Plessis

Du Plessis recommended avoiding these pitfalls by considering the
technical, business and operational requirements before moving a project
to tender stage. He said companies need to understand and plan their
resource and skills requirements upfront, and also include long-term plans
in their requests for proposals.
These issues, he noted, need to be detailed in the tender process.

ITWeb Security Summit 2015 - EVENT GUIDE

51

SECURITY SUMMIT 2015 EDITORIALS

Syndicates wreak havoc in cyber space
By Admire Moyo, ITWeb’s portals editor.
Johannesburg, 27 May 2015
Syndicates are not major threats, unlike organised crime groups, says
Jason Jordaan, principal forensic scientist at DFIRLabs.
The prominent hacks that dominated South African headlines recently
have been masterminded by syndicates and not the traditional organised
crime groups, according to Jason Jordaan, principal forensic scientist at
DFIRLabs.
He was speaking this morning during the ongoing ITWeb Security Summit
2015, in Midrand.
Jordaan pointed out widely reported hacks in SA include theGautrain
hack as well as the compromising of Postbank, resulting in a heist of
R42 million.
According to Jordaan, these hacks were once-off events perpetrated
by syndicates, unlike the organised cyber crime groups that dominate
international headlines. “The reported South African hacks were not that
complex; the cyber criminals simply manipulated the people who were
inside.”

Jason Jordaan

Syndicates are not
major threats, unlike
organised crime
groups, says Jason
Jordaan, principal forensic
scientist at DFIRLabs.

He said syndicates are not a real threat, unlike organised crime groups.
“A syndicate is a group of individuals or organisations combined to
promote some common interest.
“Organised crime can be defined as serious crime planned, co-ordinated
and conducted by people working together on a continuing basis. Their
motivation is often, but not always, financial gain. Organised criminals
working together for a particular criminal activity or activities are called
an organised crime group.
“In organised crime, we don’t talk about groups like Anonymous, but
groups like the Italian mafia, the US mafia, Russian mafia, drug cartels
and such-like. Groups that are motivated by money – power and money
are their main reason for existence.”
Jordaan said organised criminal gangs are increasingly moving into
cyber crime because it is relatively easy to carry out. Cyber crime is also
a volume business, which has low risk and high reward, he noted.
“Come to think of it – how many cyber crime cases have been successfully
prosecuted in SA? Cyber criminals are well aware of the fact that their
chances of getting caught are so low.”
Jordaan also revealed organised cyber crime groups have become more
diversified, making use of specialised hackers, malware coders, and
IT support. They rely heavily on intelligence and counter-intelligence to
evade law enforcement.
“The adversaries we are fighting are not just a bunch of computer guys,
but are diversified. Often, they pay good money for specialised skills,
even better than law enforcement.”
In organised cyber crime, corruption is the facilitator, Jordaan explained.
“If you think of South Africa, with our endemic corruption, we can be a
fertile hunting ground.” Organised cyber crime groups also make use of
expendable assets, like money mules, making the real perpetrators of the
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crime evasive.
From an investigations point of view, Jordaan said, it is difficult to make
headway against organised cyber crime, as it usually involves many
jurisdictions. To exacerbate the situation, the investigations involve
bureaucratic red tape, which allows the criminals to be a few steps ahead
of law enforcement.
“All the bureaucratic processes take time, and by the time the law
enforcement tries to catch up, the criminals would have moved. As long
as we continue to play the trace-the-dots game with the organised crime,
we will never catch up.”
Another problem with investigating organised cyber crime is the
investigations are always reactive rather than proactive, Jordaan noted.
Most investigations are done in silos, he said. In SA, for example, there
are many units, like the Specialised Commercial Crime Unit, the South
African Revenue Service and the Special Investigating Unit, which
all tackle crime from different perspectives. The country must have an
investigative unit that specifically fights against organised cyber crime, he
urged.
The other concern in SA is investigations against cyber crime are hugely
under-resourced, said Jordaan, adding most of the resources go towards
contact crimes like assault, rape and murder. “The problem in South
Africa is the majority of the population do not have access to the Internet,
so resources in the fight against cyber crime tend to be low.”
In order to combat organised cyber crime, Jordaan called on
organisations to adopt an organised crime boss mentality. “Think like
an organised crime boss to identify your information systems assets and
data that would have value to you. Think like an organised crime boss to
identify the vulnerabilities and how to exploit them.”
He also called on companies to develop shared threat intelligence
platforms and networks. “If we don’t share information, we are just as
bad as the bad guys,” he concluded.
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Cyber risks and trends in Africa
By Kirsten Doyle, ITWeb contributor.
Johannesburg, 27 May 2015
Cyber crime statistics show Africa is at risk and the growth in Internet use
is increasing that risk exponentially.
So said Yusuph Kileo, a cyber security and digital forensics expert from
Tanzania, who spoke about “Pan African security initiatives – how to
interface with initiatives on the continent”, during ITWeb Security Summit
2015, in Midrand.
He said there are four major questions that need to be asked. “How
vulnerable is our cyber space to attacks? How much in Africa is
connected to cyber space? What are the consequences of cyber crime
in Africa? How many cyber criminals and groups do we have on the
continent?”
Africa faces several problems, Kileo said: “Piracy in Somalia, Al Shabab,
Boko Haram, Nigerian organised crime, Cape Verdian and similar. In
addition, more than 63% of people in Africa have mobile phones, and
more than 16% have Internet access. We have imported technology,
loopholes in current technologies, development of malicious software, and
similar.” He added: “There is much critical infrastructure, financial assets
and other services that depend on IT.”

Yusuph Kileo

Laws on their own are
not enough, says Yusuph
Kileo, a cyber security and
digital forensics expert from
Tanzania.

Tanzania, he said, is fairly well developed. “The country has moved
from analogue to digital; there have been big investments in fibre-optics,
making sure the country is well connected with over 70% coverage of
fibre in the country. We also have 28.6 million mobile subscribers.”
Although Tanzania has been described as low-risk, it is bordered by highrisk countries such as Kenya and Congo. “In 2012, we saw around 999
cyber crime cases. They were very hard to prosecute as there was a lack
of legal framework to deal with crimes of this nature.”
In addition, noted Kileo, ATM fraud is vast, costing the country a great
deal of money, and the country also experiences the theft of information,
stalking, piracy, identity theft, drugs and human trafficking.
Tanzania currently has no cyber security policy in place, Kileo said, but
the country has recently tabled the Cyber Crime Act 2015 Bill, which
focuses on protecting its citizens from cyber crime. This is a big step
forward, he added.
Looking ahead, Kileo said laws themselves are not enough, and three
things are needed: “Firstly, intensive awareness programmes, which we
plan to implement. Secondly, more collaboration between government
and the private sector; and finally, commitment to run intensive capacitybuilding programmes by policymakers, law enforcement agencies and
regulatory agencies.”
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Six steps to secure databases
By Kirsten Doyle, ITWeb contributor.
Johannesburg, 27 May 2015
There is much being spent on IT, but it is not being used to secure
databases. This is ironic, as most of the data stolen by hackers resides
in the database, said Craig Moir, MD of MyDBA, speaking at ITWeb
Security Summit 2015, in Midrand, yesterday.
Moir said there are only two types of organisations – those that have
been hacked and those that will be hacked. Businesses that think they will
never be hacked are naïve, because it will happen, he added.

Craig Moir

Companies are not aware of their entire database and the type of data
found within them, which leaves them vulnerable, he noted.
Moir listed six steps to protect data and secure an organisation’s
database:
1. Discover sensitive data
All companies need an inventory of their data. Identify all databases
within an organisation. Identify all sensitive data within each database
and scan regularly.
Non-production environments are typically completely unsecured. Any
copy of a database in an unsecured environment completely nullifies all
security efforts and expenses of keeping the initial database secure.
Secure root and system administration accounts – data is only as secure
as the root and system administration accounts. Hackers target privileged
accounts first. Weak passwords account for 31% of intrusions.
2. Find and remediate database vulnerabilities
Almost by default, software installations are vulnerable. Harden the
environment by addressing known vulnerabilities. Assess the environment
regularly and assess again after every upgrade or patch. The importance
of database patch management is hugely underestimated. Hackers
automate scanning for targets that are susceptible to publicly known
vulnerabilities. Out-of-support software versions pose significant risk.
3. Understand who has access to private information
Manage user access rights across applications and databases. Enforce
the “principle of least privilege” rule, and also enforce segregation of
duties. Companies should also segregate and delegate administration
duties.
4. Protect data from unauthorised access
Enforce segregation of duties at database access level. Block
unauthorised data access; this will prevent breaches due to hacker
privilege escalation.
5. Monitor and alert on privileged user activity
Understand who has access to private information. Discover and map
user access rights; remove excess rights and privileges, while also
reviewing and approving or rejecting individual user rights.
6. Develop and implement a data privacy protection policy
Develop audit policies and audit reporting. Have a separate and secure
audit repository and audit all database access activity
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Closing the security gap
By Michelle Avenant, portals journalist.
Johannesburg, 27 May 2015
To deal with the security concerns of the future, we will need to close
the gap between the security industry and the “real world”, said Keren
Elazari, security expert and Gigaom Research analyst, speaking at ITWeb
Security Summit 2015, in Midrand, today.
Elazari reminded listeners that what used to be referred to as “information
security” is now increasingly called “cyber security”, which encompasses
a broadening variety of devices, systems and controls.
Cyber security is no longer about protecting information, but about
protecting our way of life, she said, referring to the oncoming flood of
wearables and Internet of things devices.
Especially concerning is the majority of these devices operate across
shared platforms and systems, meaning a single security flaw can affect a
wider range of technologies than ever before, Elazari warned.
The villains of the increasingly connected future are not hackers, but
vulnerabilities, Elazari continued. The key to addressing this constant tide
of security flaws is to embrace hacker culture in collectively seeking out
and fixing them, she said.

Keren Elazari
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While hackers are too often stereotyped as destructive cyber villains,
many hackers devote their skills to security research and fighting
cybercrime, she noted.
There are a number of ways in which organisations can engage with
hackers to build better security, Elazari said, such as bug bounty
programmes, whereby companies offer hackers a financial reward for
finding security bugs.
Another example is the annual Pwn2Own Challenge at the CanSecWest
Security Conference, in Canada. Here hackers can win any of a number
of devices by finding a previously unknown security flaw and hacking into
it, Elazari noted.
Many hackers also volunteer their services to help foster security
awareness, by attending “crypto parties” at which volunteer hackers
teach “regular people” about security and privacy. A project at Tel
Aviv University sees volunteer hackers find security vulnerabilities for
organisations that cannot afford the security research.
Security professionals, including hackers, need to collaborate, share and
innovate, exposing bugs to the public to collectively foster a more secure
cyber ecosystem, Elazari concluded.
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Threat intelligence, WiFi hacking and NSA
playset
By Staff Writer, ITWeb
Johannesburg, 27 May 2015
Commercial-grade threat intelligence, which the average firm buys to
use inside the organisation, is useless, said Pete Shoard, head of cloud
service product development at UK-based SecureData.
“The long and the short of it is that intelligence is a poor indicator that
does not tell you anything” about what’s going on in the company, said
Shoard, delivering his presentation on threat intelligence-gathering at
ITWeb Security Summit 2015, in Midrand, yesterday.

Pete Shoard

Shoard is responsible for the design and implementation of threat
detection and defence mechanisms, and oversees the development of
detection methodologies, reporting measures and response procedures.
He specialises in harnessing the power of frontline technical data
solutions, like SIEM, and big data platforms to deliver actionable threat
intelligence.
Traditional indicators of compromise (IOCs) are fairly simple, he said,
explaining most security vendors will provide a company with a list of
bad domain names, malicious files, e-mail addresses (phishing senders)
and IP addresses (known to be linked to threat activity).
“Those four types of indicators of compromise are very common on the
market. What do they mean without investigation and research? When
you find only one of those indicators of compromise on your estate, what
does that mean to your organisation?

DFA targets 20 000 fibre connections

“One would argue that means nothing to you. It just means something
bad has happened on your estate – either post the event you’ve detected
it, but you don’t really know what’s going on; or it has blocked it and you
don’t know what was coming or who’s trying to get at you.”
Shoard explained one way of creating more data about an attack is by
adding relationships between the four indicators. “I can start to build a
picture of what that hacker is trying to do to me.”
The next step, he said, is to add internal intelligence to these linkages,
which allows for risk-scoring of particular entities that have been targeted
within an organisation. This is followed by adding external context, and
then adding metadata to the indicator, he explained.
“This gives me more IOCs, helps me to understand who the targets are
within my organisation; to a certain extent it gives me attribution, but
definitely gives me intent. It tells me who this attack is designed for and
what it’s after,” he said.
“I can take that intelligence and turn it into something actionable. I
can prioritise my vulnerability management and prioritise how I use
intelligence coming into my organisation, to make my organisation more
secure by [giving direction to] that intelligence.” Hacking WiFi
Speaking about the ubiquitous hacking medium of WiFi, Dominic White,
CTO of information security company SensePost, said the company’s
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Mana toolkit had been updated to include a range of improvements.
The new version of Mana, which incorporates SensePost’s post-launch
research, was available as of yesterday. The research involved rogue
access points – wireless access points that mimic real ones in an attempt
to get users to connect to it.
The range of tools in Mana is wide-ranging, but the toolkit simplifies
attacks. The kit can be run on a Linux device or in a virtual machine,
needing only a suitably capable wireless interface card, he said.
A single command launches a series of tools, starting by investigating
wireless clients and networks in the area. Clients are forcibly disconnected
if already associated with a network, and then encouraged to reconnect
to a fake access point controlled by the toolkit.
Credentials are captured and decrypted. A man-in-the-middle attack
gives clients the appearance of an Internet connection, and traffic is then
captured and analysed, said White.
The toolkit can also create a fake WiFi hotspot service to dupe users into
connecting, and new capabilities can push network profiles or digital
certificates to a target device, allowing easier attacks against encrypted
traffic.

NSA playset

According to Michael Ossmann, founder of Great Scott Gadgets, the
NSA playset was inspired by the NSA ANT catalogue – a 50-page
classified document listing technology available to the US National
Security Agency (NSA) to aid in cyber surveillance.
He said the NSA playset is a set of security tools used by nation states
to attack computer systems. “By sharing and building these tools, we are
democratising technology, making it available to everyone.”
The more of these kinds of security hardware built by the information
security community, the more they will find ways of stopping these kinds
of attacks, Ossmann pointed out.
“If we don’t understand what the vulnerabilities are, we are never going
to make systems hardware less vulnerable to nation states attacks. The
more we build these things, the closer we are to building the nextgeneration technologies that take these playsets into account.” The
reason for the NSA playset is to raise awareness within the security field,
understand the threats and find countermeasures, he added.
An example of the NSA playset, he revealed, is the SLOTSCREAMER,
which is configured to access memory and IO; it is cross-platform and
transparent to the operating system – with no zero-day needed. “The
open hardware and software framework that we will release will expand
the user’s NSA playset with the ability to tinker with DMA attacks to
read memory, bypass software and hardware security measures, and to
directly attack other hardware devices in the system.”
Another example is the KeySweeper device, which works like a typical
USB wall charger. It “sniffs” and logs keystrokes made on nearby wireless
keyboards. A device sends these decrypted, logged keystrokes to a
hacker remotely.
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Don’t trust cloud devices
By Bonnie Tubbs, ITWeb telecoms editor.
Johannesburg, 27 May 2015
While marketing material around certain personal cloud devices indicates
they are entirely secure, independent security researcher Jeremy Brown
begs to differ.
The security expert recently spent four days hacking three personal cloud
devices, namely Western Digital’s My Cloud,Akitio’s MyCloud and
Seagate Central.

Jeremy Brown

He outlined his research yesterday at ITWeb Security Summit 2015, in
Midrand.
His four-day excavation revealed “doom and gloom” when it comes to
users’ security, which Brown said is really the opposite – insecurity.
“And why should I care? Because I want to know, for example, how
vulnerable my car is; if my router has hardcoded credentials; if the crypto
I am using is backdoored; and how much privacy I have on my phone.”
Basically, you might want to know what happens when you plug the cloud
into your network, said Brown.
A personal cloud, as Brown defined it, is a collection of digital content
and services accessible from any device. There are four primary types:
online clouds, network-attached storage device clouds, server device
clouds, and homemade clouds.
Three of the big players in this general space are Western Digital,
Seagate and Akitio. And if their marketing material is anything to go
by, “your data is always safe and completely under your control”; they
“ensure your data is safe and accessible from anywhere”; and they also
provide “safe and secure network storage”.
But, from plug-in, noted Brown, cracks started to show. At the end
of his hacking experiment, Brown rated the overall security of the
Seagate, Akitio and Western Digital devices at 2/10, 1/10 and 1/10,
respectively.
The bottom line, he commented, is the companies behind the cloud
devices “obviously don’t care enough about security”. He noted security is
number 19 on their priority list, with usability topping it and performance
at number two.
“Clearly, the major players have taken a huge step back for security in
this space.”
The solutions, said Brown, are either to root the device yourself and
disable everything (“kinda defeats the point of buying a cloud, right?”), or
just not to buy these devices to begin with.
“Vendors must completely rethink how they work, [but] as of today, don’t
trust personal cloud devices. The ‘cloud’ in general is just a marketing
lie.”
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SA lacks cyber security culture
By Admire Moyo, ITWeb’s portals editor.
Johannesburg, 27 May 2015
The AU Convention shows SA is way behind as far as cyber security is
concerned, says professor Basie von Solms.
South Africa lacks a cyber security culture, as the country is yet to
implement some of the critical policies adopted by the African Union
Convention on Cyber Security and Data Protection.
That was the word from professor Basie von Solms, director of the Centre
for Cyber Security at the University of Johannesburg, speaking during
ITWeb Security Summit 2015, in Midrand, yesterday.
Von Solms noted the African Union (AU) Convention on Cyber Security
and Personal Data Protection was adopted by the member states in June
2014, but SA has not moved to implement the policies.
Among other things, the convention seeks to mobilise all public and
private actors for the promotion of cyber security, said Von Solms, adding
it also stipulates cyber security measures to be taken at national level.
Nothing doing

Basie von Solms
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However, the South African government was not doing anything to
prioritise cyber security at a national level, he pointed out.
To put cyber security on the agenda at a national level, Von Solms called
on government to encourage a culture of cyber security, forge publicprivate partnerships and encourage education and training.
“The AU urges the development of a national cyber security policy in
collaboration with stakeholders. Do we have such a national cyber policy
in SA? No.”
As part of the promotion of the culture of cyber security, Von Solms said
the state must adopt a cyber security plan; encourage the development of
a cyber security culture in enterprises; foster the involvement of the civil
society; and launch a comprehensive and detailed national sensitisation
programme for Internet users, small business, schools and children.
The government must promote education for ICT professionals, within
and outside government bodies, he added. It must also adopt measures
to develop capacity-building in areas of cyber security. “Are we building
cyber capacity in SA on a national basis? No.”
Acknowledged flaws
According to Von Solms, the South African government has admitted to its
shortcomings regarding cyber security preparedness.
In a 2013 report, the then Department of Communications acknowledged
South African policies on e-commerce, cyber crime and cyber security
have been largely fragmented and uncoordinated. There is lack of overall
cyber security strategy and policy, he added.
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“The AU Convention shows SA is far behind as far as cyber security is
concerned. Government and private sector must work together to cyber
secure SA.”
He noted government must make efforts to boost cyber security awareness
among small and medium enterprises (SMEs).
“Small companies contribute on average 55% to SA’s overall GDP
and 61% to employment,” he pointed out. “About 66% of such small
companies have online Web sites, and 70% of these small companies
acknowledge that business without a Web site would not be possible.”
Nonetheless, he pointed out, small businesses are reported to be the
largest growth area for cyber attacks, adding 31% of all attacks targeted
small businesses, as they are less prepared to handle cyber risks.
“SMEs typically do not have the financial and human capacity to deal
with cyber threats,” he said.
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Thinkst unveils honeypot tool
By Jon Tullett, Editor: News analysis
Johannesburg, 27 May 2015
The Canary product is a customised honeypot that can mimic a genuine
network resource, like a fileserver or router, waiting for signs that an
intruder is looking for vulnerable targets. It then alerts operators, thus
avoiding the need to filter logs looking for warning signs.
The concept is based on the principle of detecting the first signs of lateral
movement an attacker might take, Thinkst founder Haroon Meer told ITWeb.
After establishing an initial foothold, frequently through social engineering
or phishing, an attacker must move through the network, seeking valuable
information and additional vulnerable systems. Honeypots are often
deployed to detect external attackers, but rarely internal ones, because they
simply add to the volume of security log data the IT team must filter and
process.
Meer wanted to short-circuit that problem, offering a self-contained,
automated unit that would do nothing more than sound the alarm at the
first sign of trouble. The result is Thinkst’s Canary, a customised Linux stack,
initially available as a compact Raspberry Pi-based unit deployable in just
two-and-a-half minutes. “We spent months nailing down every obstacle to
getting the Canary up and running with the minimum of configuration and
effort,” Meer said.

Thinkst’s concept is
based on the principle
of detecting the
first signs of lateral
movement an attacker
might take, says founder
Haroon Meer.

Out-of-the-box bird

Out of the box, the system can be configured to mimic several permutations
of hardware, operating system and service, from network routers or
fileservers to Web servers and storage devices. “In the future, we’d like to
make an open source version which allows the community to contribute
new profiles,” Meer said.
Although the device is as thoroughly camouflaged as possible, an attacker
could conceivably unmask its true nature, or even attack it directly. But “all it
needs to do is get off a single alert to do its job”, Meer noted.
Deploying several sensors in various configurations allows the customer
to detect patterns of behaviour too, Meer said. “If a user looks at a
potentially sensitive document on a Canary pretending to be a fileserver,
that’s interesting, but he might just be curious. But, if the same user
scans a Canary pretending to be a Web server, he definitely deserves
investigation.”
The Canary package offers a management console to set up devices and
manage alerts, but it is deliberately simple, Meer said.
“We have a simple console, but we don’t want customers to look at it.
When something happens, you’ll get an SMS or e-mail. Until then, you
should be able to safely ignore it.” The console may look simple, but it is
also a key part of the product: to conceal its real nature, the Canary hides
its telemetry within normal-looking network behaviour.
The initial Canary package will be priced at $5 000, including two
sensors, the management console, and two annual licences for updates,
support and maintenance. More information will be available at www.
thinkst.com shortly.
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Convergence creates challenges
By Regina Pazvakavambwa, ITWeb portals journalist.
Johannesburg, 27 May 2015
With the explosion of interconnected devices and sensors, dubbed the
Internet of things (IOT), there is a drive to leverage the reach and power
of the Internet to enable new intelligent interactions between IT and
operational technology (OT).
So said Samresh Ramjith, chief solution and marketing officer at
Dimension Data Security Solutions MEA, speaking at ITWeb Security
Summit 2015, in Midrand, yesterday.

Samresh Ramjith

OT supports physical value creation and manufacturing processes. It
comprises devices, sensors and software necessary to control and monitor
plant and equipment.
According to Ramjith, the worlds of IT and OT are converging, and this
creates “huge” security challenges when data is exchanged across these
converging points.
This widespread interconnectivity has created an environment in which IT
and operational systems are increasingly vulnerable to cyber threats, said
Ramjith.

Complex environment

He pointed out OT environments are large, complex systems of
unattended devices – they are automated systems that run with noninteractive software – and they cannot self-update, which leaves them
vulnerable to hackers.
Ramjith noted most businesses have processes for ensuring the operating
systems for IT tools are up to date, but few apply the same care to
patching OT.
Updating software on OT systems usually presents considerable
challenges, because, in many industries, systems are outdated and may
run outdated operating systems that cannot be fixed, he added.
Also, there is encryption limitation – most of the devices on the OT systems
are physically incapable of running encryption. They do not have the
memory or processing power to run encryption, leaving them vulnerable
to cyber criminals, said Ramjith.
“Because industries already have networks which they are still struggling
to secure, application vulnerabilities and weaknesses they are battling
with, as well as the mobile and cloud environment, which is equally
insecure, the advent of IOT has worsened these challenges.”
An integrated strategic approach is needed to balance the security
objectives related to information and operational technologies, said
Ramjith. There is a need to effectively communicate between IT and OT
software and systems to create real value from IOT implementations, he
added.
Companies should also apply good risk management principles, de-identify
data and test security measures before launch, concluded Ramjith.
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Major threats appear ‘just like that’
By Nicola Mawson, ITWeb news editor.
Johannesburg, 27 May 2015
Major malware threats can appear overnight and cause serious damage
to companies before they even take steps to counter them.
This is according to Kevin McKerr, security sales lead at IBM SA, who
addressed delegates at ITWeb Security Summit 2015 yesterday, in
Midrand. McKerr said information security specialists have many different
areas to pay attention to when it comes to thwarting attacks.
These include users, databases, software, applications, mobilityand other
end-points. However, he said the enterprise is not nearly as flexible in
dealing with threats as the cyber criminals are at developing them.
New technological capabilities come with new vulnerabilities, he said.
“But how do you keep up with attacks when there is a shortage of IT
security skills and rising costs to secure your data? How fast can you
address an attack when your solutions aren’t integrated? How easily can
you articulate and demonstrate the business value that security technology
brings to your organisation? Or are you left just keeping the lights on and
hoping to escape the next threat?”

Kevin McKerr
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In addition, said McKerr, the market is fragmented when it comes to the
number of vendors available, which makes it a challenge to come up with
a complete technology portfolio to protect companies.
“We can’t live in a world where we have to deploy a thousand different
technologies just to have a cyber crime framework.” He noted malware
now accounts for 80% of all the losses in financial institutions and has
appeared strongly on the radar in the last six months.
Slow reaction
Another issue, said McKerr, is companies are often too slow to react
because the decision-making process takes too long. He notes it takes on
average six to 12 months from when a threat is identified to it actually
being dealt with.
Many of the problems in rolling out a solution come at the request for
proposal stage, said McKerr. He has experienced instances in which the
request stalled, was withdrawn and then rewritten, adding months to the
process.
By comparison, malware known as Dyre has gone from zero to the top
of the log when it comes to local software infections and infiltrations “just
like that”, said McKerr. He explained the malware, which is designed
to counter anti-malware, was not seen locally and then became the top
problem facing enterprises in just five months.
To deal with these sorts of issues, McKerr recommended the use of
analytical software that probes an organisation’s needs, strengths,
capabilities and specific security target areas to develop a business case.
This, said McKerr, will speed up the process of getting defensive software
into organisations.
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Security is a shared goal
By Michelle Avenant, portals journalist.
Johannesburg, 27 May 2015
Trying to get management buy-in is a perennial struggle for IT
professionals, said Kris Budnik, MD of Slva Information Technology,
speaking at ITWeb Security Summit 2015, in Midrand, yesterday.
Corporate buy-in is vital in securing the necessary resources, ensuring
security initiatives “stick”, fostering enterprise-wide co-operation and
getting things done quickly, said Budnik.
However, it is a sorely contested resource that sees security professionals
competing with other company divisions, such as marketing and auditing,
for the limited devotion of stakeholders, he continued.
To gain support, Budnik advised security professionals to “get a shared
understanding of a problem before attempting to solve it”. Often, said
Budnik, executives are put off security initiatives because they form
obstacles to business priorities or do not synthesise well with corporate
strategy.

Kris Budnik
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To understand management’s concerns, constraints and priorities, Budnik
suggested security staffidentify and build relationships with people with a
working knowledge of these issues, and read through corporate annual
reports.
Budnik also suggested offering training and awareness sessions to
high-ranking executives, to gain access to the right forum. “It’s not the
presentation that matters. It’s you sitting waiting to talk to that crowd and
listening to what they have to say.”
Building relationships with competing departments to pool resources and
work together towards common goals can also be invaluable, he added.
Another human element of security optimisation Budnik discussed was the
psychology of choice, advising security professionals to be wary of biases
such as selection bias (seeing one’s own choice as a dominant standard),
status quo bias (resistance to change), and “the bandwagon effect”
(wanting to adopt an approach simply because it is popular).
Finally, Budnik advised security staff to adopt a “just say yes” approach,
allowing management the features they request and building security
around these. “If there’s a real business need, it’s going to happen
anyway, you’re just not going to know about it.”
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SA a target for DDOS
By Admire Moyo, ITWeb’s portals editor.
Johannesburg, 26 May 2015
South Africa is the most targeted country in Africa when it comes to
distributed denial-of-service (DDOS) attacks.
This was revealed by Vernon Fryer, chief technology security officer at
Vodacom, in a keynote address during ITWeb Security Summit 2015, in
Midrand, this morning.
In computing, a DDOS attack is an attempt to make a machine or network
resource unavailable to its intended users. Such an attack generally
consists of efforts to temporarily or indefinitely interrupt or suspend
services of a host connected to the Internet.
Fryer was speaking with reference to statistics from the Vodacom Cyber
Intelligence Centre, which the company established eight years ago to
analyse the threat landscape on the African continent. He revealed over
the past 18 months, there has been a marked increase in DDOS attacks
on the continent, with a typical attack averaging 9Gbps.
“There has been about a 150% increase in the number of DDOS [attacks]
in the last 18 months in Africa,” he said.
In terms of the number of attacks, Kenya, Uganda, Algeria, Nigeria and
Tanzania respectively come after SA, said Fryer, pointing to the analysis
done by the Vodacom Cyber Intelligence Centre last Thursday.

Vernon Fryer
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According to Fryer, the majority of in-bound traffic to SA emanated
mainly from China, Germany, Brazil, Vietnam, Russia, Cyprus, Turkey,
Switzerland, Canada and the US. However, he noted, it was surprising
Switzerland and Canada were featuring on the list this year, something
never witnessed previously.
Another unexpected trend showed traffic coming from Swaziland, he
added.
Describing some of the attack vectors cyber criminals were making use of
in the region, Fryer pointed to scareware, ransomware, fake anti-virus, as
well as TDSS Rootkit, among others. The trending malware included KINS
Trojan, Skypot, VirRansom, SpyEye Trojan and the Chameleon Botnet.
With regard to ransomware attacks in Africa, Tanzania is the most
attacked on the African continent, Fryer said.
He also noted the trending hacker groups in Africa include Anonymous,
also known as the Lizard Squad, the Syrian Electronic Army, as well as
the Yemen Cyber Army.
Faced with the rise in the level and sophistication of attacks, Fryer said
organisations need to constantly monitor the behaviour of their firewalls.
Typically, he said, organisations take about five years without monitoring
their firewall. “We need to understand if our firewalls are capable of
handling today’s threats. Thus, the performance of firewalls needs to be
constantly monitored,” he concluded.
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Face of mobility changing
By Kirsten Doyle
Johannesburg, 26 May 2015
Think back three to four years ago, when smartphones were fairly
niche. There was a lack of choice from a handset perspective, and less
availability of tools to manage mobile environments.
So said Paulo Ferreira, enterprise mobility director at Samsung Mobile
South Africa, discussing enterprise mobility security considerations at
ITWeb Security Summit 2015 in Midrand this morning.
He said several trends have changed the face of mobility since then.
“Trend number one is how mobile data price and speed have changed.
Internet speeds have increased 3.3 million times in 30 years, technology
can be used by more people, and applications can be enriched. This also
spurs healthy competition in the marketplace.”
The second trend is Moore’s Law. “Today’s supercomputer is 3.3 billion
times faster than the world’s first. This has driven a change in the category
of devices we are seeing − smartphone, tablet and phablet − and we are
also seeing fit-for-purpose hardware on a device for business use, and
hardware that is leaning towards niche environments. We have also seen
a surge in wearable tech, both for business and personal use.”

Paulo Ferreira
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Thirdly, he cited the growth in mobile applications. Ferreira said
according to Frost & Sullivan, nearly half of enterprises have already
deployed between one and 10 mobile apps to their employees.
Trend number four is that there are devices everywhere and more
and more smart devices are being used for business. “Businesses are
embracing devices within their organisations and IT is under pressure
to ensure they are offering the services of managing those particular
handsets and securing the information on them.”
Ferreira posed the question as to whether IT can ensure protection while
providing choices. “There are many challenges faced by businesses.
Gartner research has revealed the BYOD [bring your own device]
adoption rate is said to top 35% by 2016. Moreover, 38% expect to stop
providing devices to employees by 2017, empowering them to make their
own choices. By 2017, 50% of employers will require that employees
supply their own device. And already these days, 45% of employees
share work devices without supervision.”

Challenges

Ferreira added these trends and stats bring new challenges, with the
main issues facing business being device security and information control.
“There are increased threats on corporate security; IT and user mobility
needs do not easily align, not to mention the issues of privacy. There are
several key challenges for enterprise mobility – platform security, policy
controls and management, and usability and user privacy.”
There are two distinct models of mobility enterprises typically decide
between – corporate-liable and employee-liable, he explained. Corporateliable devices render the employer responsible for ownership, expense,
policy and security management. A downstream variation is a choose
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your own device (CYOD) set-up, where employees can select their device
from a pre-approved list. For companies electing an employee-liable
model, employees use their personal devices in the workplace.
One of the biggest challenges of the CYOD model is to overcome user
privacy concerns. “Having the latest devices is certainly appealing to
employees, but the fact that all their information, both personal and
professional, is constantly surveyed is not something users want. To this
end, businesses must consider a holistic enterprise mobility management
solution which separates ‘business’ from ‘personal’.”
Ultimately, he said enterprises need to determine policies around BYOX
(bring your own everything) than have to procure the proper technology
to support those policies. “Many companies have approached the
problem from a device-centric view; focus is shifting towards a more
holistic view that takes the device, apps and content into consideration.”
Ferreira noted the enterprise mobility management market includes a
collection of technologies that span across endpoint management, policy
management, identity, network security, data protection and management,
application security and application life-cycle management. “Each
organisation has a unique infrastructure in place and is willing to accept
a varying level of risk – there is no one-size-fits-all approach to mobile
security.
“Virtual attacks are a hugely increasing risk for business, transpiring in
many forms. With threats such as malware, spyware and e-mail phishing,
criminals can gain access to private computer systems and networks via
mobile devices to steal sensitive corporate information, all too easily.
“It’s not necessarily a case of businesses not doing enough to protect
themselves, but IT leaders must be aware of the growing threats posed
by cyber crime. As criminals find more sophisticated ways to breach
companies’ data and device security, organisations need to up their
game. They need to invest in comprehensive solutions that guard against
these attacks.”

68

ITWeb Security Summit 2015 - EVENT GUIDE

Perimeter defence is dead
By Michelle Avenant, portals journalist.
Johannesburg, 26 May 2015
Perimeter defence is dead,” said Patrick Gray, security analyst and
producer of the Risky Business security podcast, at ITWeb Security Summit
2015, in Midrand.
Traditional security solutions such as intrusion detection systems are
proving less and less effective, he explained. Threat monitoring systems
can either return a deluge of false alarms or miss necessary alerts entirely,
he added.
Furthermore, even the most complex defence strategies can be bypassed
with social engineering, Gray continued. While employees are becoming
wise to simple processes like phishing attacks, social engineering can
also be more calculated and difficult to recognise, he said. He cited the
example of a senior engineer with whom a cyber attacker cultivated
a three-month friendship over Facebook, eventually tricking him into
downloading malware once she had gained his trust.
While reliable security is growing more difficult to achieve, cyber attacks
are becoming easier to execute, he added, noting many well-documented
cyber attacks were accomplished with “garden-variety malware” at the
hands of small groups of hackers rather than large, powerful agencies.

Patrick Gray

Threat monitoring
systems can either
return a deluge of
false alarms or miss
necessary alerts
entirely, said Patrick
Gray, host of the Risky
Business podcast.

“I don’t know how you can comprehensively deal with the state of play at
the moment,” Gray confessed, suggesting organisations aim to mitigate
cyber attacks rather than hope to avoid them.
Cyber graffiti
Yet, most of the major cyber attacks making international news appear
to be attempts to wreak havoc rather than cause lasting destruction,
said Gray, quoting US president Barack Obama’s reference to the Sony
Pictures hack in November as “cyber vandalism” rather than “cyber
warfare”.
“The targets in these cases weren’t really meaningful targets,” Gray said.
“It’s one thing to hack into Sony, but what about really damaging attacks?
You’ve got to ask why nobody is trying to blow up power plants or bring
down dams.”
Noting that many national industrial control systems have flimsy security,
Gray said attacks on these systems are less likely because hackers are
deterred by the lasting consequences such an attack would bring about.
Whereas a company security administrator does not have the resources
to identify and punish cyber criminals, high-profile intelligence agencies
do, and would prioritise an attack more closely resembling warfare, Gray
noted.
“But, what is to stop a group of people who have no fear of
consequences attacking critical infrastructure when we’ve proved that
hacking is an easy thing to do?”
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Govt snooping highlights need for Tor
By Kirsten Doyle, ITWeb contributor.
Johannesburg, 26 May 2015
The National Security Agency spying scandal, through its PRISM programme,
in June 2013, highlighted the need for individual privacy advocates to protect
their communications from snooping eyes.
Enter the Tor Project, created in 2006 as a non-profit organisation aimed at
keeping everyone safe on the Internet. Tor is a free-software anonymising
overlay network that helps people around the world use the Internet in safety.
The project’s 7 000 volunteer relays carry more than 48Gbps of traffic for
around two million users each day.
So said Roger Dingledine, co-creator of Tor, speaking at ITWeb Security
Summit 2015 in Midrand this morning.

Hiding headers

Tor is essentially free, downloadable software that anyone can install and
run on a computer. Once installed, the software obfuscates a sender’s e-mail
header by sending that e-mail through a series of nodes, or other machines,
around the globe.

Roger Dingledine

Nearly every city has
a team of graduate
students working on
a Tor paper, says cofounder Roger Dingledine.

Tor encrypts the original data, including the destination IP address, many times
over, and sends it through a virtual circuit made up of successive, randomlyselected Tor relays. Each relay decrypts a layer of encryption to reveal only the
next relay in the circuit in order to pass the remaining encrypted data on to it.
The last relay decrypts the innermost layer of encryption and sends the original
data to its destination without revealing, or even knowing itself what the source
of the IP address is. As the routing of the communication is concealed in part
at every hop in the Tor circuit, any one point at which the communication can
be de-anonymised through network surveillance that relies upon knowing its
source and destination, is removed.
Tor essentially resists observers and insiders by distributing each transaction
over several nodes in the network, Dingledine explained. In this way, the
software makes it almost impossible for the recipient, or someone wishing to
snoop, to know exactly where the message originates.

Distributed approach

Dingledine said Tor goes beyond being an e-mail client, but is a safe
environment for millions of Internet users. Particularly in countries where
free speech is not on the table, it is used by journalists, non-governmental
organisations, citizens and activists.
Having a distributed trust approach means the Tor network can be safely
operated and used by multiple users, noted Dingledine. Tor works on the
real-world Internet, needs little synchronisation or coordination between nodes,
and offers a trade-off between anonymity, usability, and efficiency.
Tor is funded by the US Department of Defense, The Electronic Frontier
Foundation, Voice of America, Google, NLnet, Human Rights Watch, NSF, US
State Department, SIDA, and The Knight Foundation, among others.
“Tor has a large community of researchers, developers and relay operators all
around the world. Nearly every city has a team of graduate students working
on a Tor paper.”
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Binney: the NSA is destroying democracy
By Martin Czernowalow, Group Investigative Editor.
Johannesburg, 26 May 2015
The US’s National Security Agency is destroying democracy by collecting
data on everyone in the world, says the agency’s former technical
director, William Binney. This, he says, is a situation he feels partly
responsible for.
Delivering the first keynote address at ITWeb Security Summit 2015 this
morning, in Midrand, Binney said he was “trying to go around the world
and explain what the material released byEdward Snowden really means
and how it affects the Internet worldwide. It is based on my understanding
of how the NSA works, since I was the technical director there before I
left.”
The high-profile critic of the spy agency, especially under the George W
Bush administration, has more than 30 years’ experience in the NSA and
was considered one of the top analysts at the agency.
“I have a good idea of the problems they were having and actually I
started a lot of the programmes they are using to spy on everybody. So I
am feeling kind of responsible for this, so I’m trying to turn it around. And
we are starting to have some success, by the way.”

William Binney

The NSA seeks to
monitor the location
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world who uses a
device, says former
technical director of the
NSA William Binney.

Binney explained the NSA is seeking to map everybody in the
electronic world, so any electronic transaction can be used, stored and
manipulated. “I would say they are very good at collecting data and
storing data, but they are very bad at analysing it, because they are
collecting everything.”
As a result of this approach, said Binney, the American spy agency
collects so much information, even the thousands of analysts it employs
are struggling to work through it. “That’s why they can’t stop any of the
shootings or the bombings around the world.
“That basically tells you they are dysfunctional because of all the data
they are trying to look at.”
Points of conversion
Binney also revealed how the agency spies on the Internet, by tapping
into fibre networks around the world, saying he had a look at the points
of conversions of fibre-optic networks of various ICT companies, such as
AT&T, Verizon, British Telecomand Deutsche Telecom.
“If you have a collection device, you want to put it at the intersection of
multiple fibres, because you can then see them all at the same time, so
you get the most bang for your buck when it comes to collecting data.”
He added that 80% of fibre in the world is either in, or passing through,
the US.
“That means they get to see 80% of the World Wide Web.”
Since Snowden’s revelations, the Second Circuit Court of Appeal has
ruled the collection of metadata illegal. “The House has passed things to
make this bulk collection of data illegal. The Patriot Act will sunset on 1
June, so we are starting to make some progress there.”
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Binney explained US media had covered the NSA’s PRISM programme
extensively when details emerged. “Well, the PRISM programme was just
a miniscule amount of data compared to the Upstream [programme]. The
Upstream was the big programme and that’s where they are tapping the
fibre lines and pulling the data off as it floats by.
“Of course, that is the real programme that is collecting the massive
amounts of data that’s all done under Executive Order 1333, meaning
it has no oversight by courts of Congress in the United States. So they’re
collecting everything on everybody.”
Binney also outlined an NSA programme named Treasure Map, aimed
at mapping the entire global communications network and every device
on it, all the time. “What this means is they want to monitor the location
of everybody in the world using a device; that being approximately
four billion people.
“And they want to have that knowledge every minute of the day.”
Binney said he refers to the NSA as a new Stasi agency, saying its
work is effectively destroying democracy, as the NSA is collecting files
on everyone in the world. “This was an adoption of totalitarian state
procedures.
“They’re doing this in secret, with secret interpretations of laws, in a secret
court, making secret decisions on constitutionality, and all of that behind
closed doors. That really is a threat to everybody.”
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