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ike it or not, the Protection of Personal Information
Act (POPIA) will have a direct impact on corporate
go-to-market strategies.
According to the findings of a recent data privacy
survey, 70% of local organisations believe this, but many
are struggling to find a balance between continuing their
direct marketing efforts and complying with privacy
regulations.
Moreover, compliance with POPIA remains an issue as
only 55% of respondents say their organisations are midway with the process.
And if these results were not enough of a reminder of
the value of data to business, then have a read through a
piece by Mervyn Mooi, director of Knowledge Integration
Dynamics.
He believes data enables communication, learning,
design, knowledge, information transfer, actions or
execution in all spheres of life – but quantifying the value
of that data remains a challenge.
Mooi adds that most data valuation models are
subjective and based on criteria that are not always
standardised across industry sectors and disciplines.
In this issue we also delve into cyber security in the context
of mobility and IOT, a critical consideration for businesses as the
market looks ahead to 2020 – the opportunities and challenges.
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COLUMN

Going from zero to customer hero
means learning to listen
Research shows the majority of businesses are only ‘okay’ in the eyes of their
customers, so how do they bridge this expectations gap?

LEE NAIK, CEO of TransUnion Africa.

T

hink you’re a customer experience
superhero? Think again. Not only are most
companies not nearly as beloved by customers
as they think they are, there may not even be a
company worthy of the superhero mantle.
Forrester’s recent customer experience
index shows the vast majority of businesses
are only ‘okay’ in the eyes of their customers.
Furthermore, while 17% can be called good,
companies rated as excellent couldn’t even
crack the 1% mark.
Why does the expectations gap exist? It
can’t be due to lack of awareness or effort
– over the years, customer-centricity has
become a driving force in just about every
boardroom. You can’t put it down to a lack
of resources either, not when even the most
financially successful companies struggle to
nurture brand love.
There’s something else going on, and it’s
more subtle than a failure to execute.
Anyone who’s worked in software sales
might be familiar with ‘happy ears’ – that
moment where the customer says something
that convinces you they’re going to pull the
trigger, and you stop listening properly. You’re
already thinking of the commission so you
hear only what you want to hear.
Just as importantly, as leaders, we changed
our behaviour to encourage open, honest and
non-judgmental discussion with the people
around us.
But happy ears don’t translate to happy
customers. Not when you’re too focused on
your own gains over their needs. Not when
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you’re staring at the end goal that you miss
the context around you.
It’s human nature to engage in this kind of
thinking, and this is an issue that pervades all
sizes of businesses at every level. Confirmation
bias can cause you to misinterpret even the
most thorough data because you want it to fit
your preconceived conclusions.
What’s more, it’s not something that you
can get rid of by throwing enough money at
or investing in better business intelligence
software. The only way to prevent it is to build
up your organisational EQ, so that you can
learn to recognise it when it happens and shut
it down.
Want to know how high your organisation

As an organisation, we put in place
mechanisms to encourage employee and
customer feedback. We set up different
channels to monitor people’s needs and
wants, from Net Promoter Score surveys and
chatbots, to town halls and physical listening
workshops.
We were also very careful to avoid treating
any of these mechanisms as simple checkbox
exercises. We made sure the feedback we
got was actionable, implementing positive
changes where we could. Based on what we
learned, we changed our product to what
customers wanted.
Just as importantly, as leaders, we
changed our behaviour to encourage open,

Just as importantly, as leaders, we changed our
behaviour to encourage open, honest and nonjudgmental discussion with the people around us.

rates on the emotional intelligence scale?
Ask your employees first. How strongly
do they feel you’re working to meet their
needs? If your own employees don’t believe
you’re listening to them, there’s no way your
customers will feel differently.
I remember when early on after I’d started
at TransUnion, we ran an intensive employee
engagement survey. The results were a
wake-up call – we were bad at listening to our
employees and understanding their needs.
Some of the feedback that stuck with me
most was about how our leadership was
isolated from the day-to-day workings of the
business: “You guys are stuck in your ivory
towers. Do you really understand what’s
going on?”
It wasn’t an easy thing to hear at the
time, but in retrospect, it was the best thing
that could have happened. We changed our
approach and set off on a journey to become
better listeners.

honest and non-judgmental discussion with
the people around us. We acknowledged
that we hadn’t always been the best listeners
and focused on building an organisational
culture that takes responsibility and works
to heal relationships
Every day, I walk around the building and
chat to people. I try to get a feel for what’s
going on in their lives, how their current
projects are going, and so on. It’s not a formal
thing, but it’s one way I can make myself
more approachable and get a feel for what the
general mood in the office is.
Without those missing ingredients – selfawareness, honesty and empathy, practised
every day – change wouldn’t have been
possible. Even if those kinds of behaviours
don’t come naturally, treat them like a
morning meditation – building up a routine
every day of getting to know the people
around you and challenging your own
assumptions. @naikl

COMPANY NEWS

BUSINESS
CX gets the customer for life
Traditionally a bank’s interactions were largely driven by the
customer. “Today, says Angela Mace, CRM and Events director at
ITWeb, “customers want a more personal experience, and expect
these entities to anticipate their needs at the important junctures.”
She says forward-thinking businesses are using the data they have
on their customers to target them more effectively with intent-based
responses, to offer them the customer experience (CX) they are looking
for. “Financial services businesses with good CX strategies can pinpoint
and react to these important times in their customers’ lives, and offer
them services that are relevant to their evolving needs.”
www.itweb.co.za
Winners! Syrex recently hosted a successful 12th annual golf day at Bryanston Country
Club.

ContinuitySA hosts
successful Lead
Implementer course

Giving back for community development
Syrex, a leading provider of virtualised and hybrid network
infrastructures and solutions, hosted its 12th annual golf day at Bryanston
Country Club in October. The 2019 Syrex Corporate Invitational was
fully booked with four-balls and saw the organisation raise a substantial
amount for Joint Aid Management (JAM) South Africa, a humanitarian,
relief, and development organisation.

A vital task for SMEs
“Stocktaking is an arduous and
time-consuming task that is often
placed at the bottom of small to
medium enterprises’ to-do lists.
This is not a good idea, because
stocktaking forms a vitally
important part of any operation’s
financial management processes,”
says Bridget du Toit, head of
sales and services at EasyBiz
Technologies.
www.easybiztech.co.za
Bridget du Toit, head of sales and
services at EasyBiz Technologies

Biennial partner
awards

CompTIA President and CEO, Todd
Thibodeaux

CompTIA, the leading trade
association for the global
technology industry, hosted its
third biennial Partner Awards
event, in Johannesburg, at the
beginning of October 2019.
The biennial CompTIA South
Africa Partner Awards event
recognises the contribution of
training partners and corporate
customers to skills development
in South Africa, using the industry
recognised CompTIA certifications.
www.comptia.org

Padma Naidoo, General Manager:
Advisory at ContinuitySA.

ContinuitySA hosted its fiveday certified ISO 22301 Lead
Implementer course from
18-22 November 2019. The
course provided participants
with the guidance needed to
develop a practical and thorough
implementation plan. “ISO 22301
was a milestone in business
continuity because it provided
a much-needed standards
framework,” said Padma Naidoo,
General Manager: Advisory at
ContinuitySA.
www.continuitysa.com

Building significant business momentum
ConnectWise has announced a number of important business
milestones, with major growth in channel recruitment and a series of
recent industry recognitions creating significant momentum for the
company. Building on the company’s acquisition in February 2019 by
private equity firm, Thoma Bravo, and the appointment of Jason Magee
as CEO, ConnectWise has added more than 1 000 new channel partners
between 1 March and 31 August alone. ConnectWise also received four
Gold Medals in the Channel Pro Network Readers’ Choice Awards and
won a 2019 Channel Influencer Award winner from Channel Partners
and Channel Futures.
www.connectwise.com
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Technology can
improve society

Carel Coetzee, CEO of NEC XON

At NEC XON’s eighth annual
invitation-only pan-African
summit in October, delegates
learnt how innovative technologies
make it possible to be safer, more
secure, produce more with less,
narrow the inequality gap, and
provide better qualities of life.
“Through IOT, AI and ML you can
make sense of all the data so that
it can work for your businesses,
cities and countries,” says Carel
Coetzee, CEO of NEC XON.
www.nec.xon.co.za

You’re not resilient if
you don’t have WAR

Innes le Roux, GM: Resilient Office
Services, ContinuitySA.

Smart organisations are focusing
on building resilience into their
corporate DNA. Resilience implies
the ability to adapt to changing
circumstances, and to recover
quickly when a disaster strikes
– even one that is unexpected
and unplanned for. An effective
resilience programme will cover
people, processes and technology,
but the necessity for a work-area
recovery (or WAR) capability
should never be ignored.
www.continuitysa.com

Putting Mandela’s
legacy into actionmonthly

Syrex continues to honour the
legacy of Nelson Mandela
by supporting not-for-profit
organisations.

Level one BBBEE accreditation
SynergERP is committed to sustainable transformation. It has worked
hard to identify how it can best align itself to the BBBEE codes and
are proud to announce that SynergERP (Pty) Ltd as part of the DCT
Holdings Group is now a level one contributor. The company aims
to continue with its transformation journey and stand behind what
these codes represent. The BBBEE codes aim to drive transformation
by influencing the strategy of companies when it comes to the three
priority pillars, namely: Ownership / Skills development / Enterprise
and supplier development.
www.synergerp.com

IDU leads in budget
and reporting

ITWeb’s Business Intelligence Summit 2020
Two international keynote speakers, Mico Yuk, CEO of BI Brainz,
and Mike Bugembe, founder of lens.ai, will be presenting individual
keynote addresses at ITWeb Business Intelligence Summit 2020, to
be held from 3 to 5 March at the Sandton Convention Centre. “Both
speakers have a wealth of experience and knowledge in the areas of BI,
data, analytics and AI and we are delighted to have them on board,"
says Angela Mace, CRM and events director of ITWeb. "They are just
two among many experts from SA and abroad who will be sharing
their knowledge at our 2020 event.”
www.itweb.co.za

Kevin Phillips, founder and CEO of
IDU Holdings.
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Syrex’s Social and Ethics
Committee decided to honour
the legacy of Nelson Mandela on a
more regular basis. The company
now, monthly, selects one charity
or not-for-profit organisation
affiliated to a cause that employees
feel the need to support, be it
education, animal welfare, the
elderly or desolate and people in
need.
www.syrex.co.za

IDU has been named a Leader
in the Budgeting and Reporting
category and a High Performer
in the Corporate Performance
Management Categories of the
G2 Crowd Fall 2019 Report.
"Customer satisfaction like
this comes from having a great
product and the right team. The
IDU team is highly experienced
and listens to customer needs,
providing knowledgeable
support and services," says
Kevin Phillips, CEO of IDU.
www.idusoft.com
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Reader’s choice awards

Premium WordPress Hosting launched

ChannelPro-SMB and ChannelPro Network readers have selected
ConnectWise, a software company that offers technology solution
providers the industry’s most popular platform for operating an Asa-Service business, to receive four gold medals for the 2019 Readers’
Choice Awards. ConnectWise brought home gold in the following
categories: Best PSA Vendor, Best Integrated Remote Monitoring and
Management RMM/PSA Suite Vendor, the Best Remote Monitoring
and Management (RMM) Vendor and Best Quoting Vendor. After
receiving the silver awards the previous two years, this is the first year
ConnectWise received the gold awards in the Best RMM Vendor and
Best Quoting Vendor categories.
www.connectwise.com

Domains.co.za, a leader in the South African domains and hosting
environment, has launched tailor-made Premium WordPress Hosting
that is lifting the bar with incredible speeds, security and reliability.
“Our infrastructure team has been working around-the-clock to
design and tweak unmatched server hardware and software for
this project and we have to say we are ecstatic about the results,"
says Wayne Diamond, Domains.co.za CEO. Premium WordPress by
Domains.co.za is set to revolutionise the South African WordPress
market with ‘Time-to first-byte’ performance optimisation, 1-Click
and Smart WordPress updates, WordPress Toolkits and Staging
Environments. Convenience is at the core of this carefully curated
hosting solution.
www.domains.co.za

Partner of the year

True cloud-to-cloud
protection

Microsoft South Africa recently announced its Partner of the Year
Award winners. At the event, First Technology Group was privileged to
receive the Licensing Solutions Provider (LSP) of the Year as well as the
Top Cloud Solutions Provider (CSP) Reseller of the Year for 2019. These
awards recognised First Technology Group as the top LSP partner in
2019 that provided Microsoft Licensing Solutions and through the LSP
programme. In addition to LSP of the Year, First Technology Group was
also recognised by Microsoft as the company's top CSP Reseller for the
second consecutive year.
www.firsttech.co.za

ENTERPRISE

Ian and Michelle Foster,
ACS-Embrace.

Shaun Searle, Country Manager,
Africa Regions, Redstor.

By providing borderless visibility
of local and online data, Redstor
offers organisations the ability
to monitor usage at any time, on
any device. Redstor ensures that
all live Office 365 data can also
be accessed from its cloud in the
event of an emergency, thereby
retaining full control over the
accessibility and protection of
their data.
www.redstor.com

Embracing ERP and
WMS

Mobile solution for
KYC

The Embrace ERP system
and integrated warehouse
management system (WMS)
will continue to play a critical
role in Agrinet’s ability to excel
at Agrinet’s new distribution
centre in Bellville, Cape Town.
Agrinet has relied on Embrace
ERP to help control and manage
its business for over 25 years.
www.embrace.co.za

NEC XON has created a Know
Your Customer (KYC) solution to
help mobile network operators
and financial services businesses
comply with legislation while
cutting the costs, time and
resources usually associated
with issuing SIM and bank cards.
“The solution can be customised
to accommodate relevant
legislation,” says Grahame
Saunders, business head of
Biometrics at NEC XON.”
www.nec.xon.co.za

Empowering the AI-first enterprise
Cloudera, the enterprise data cloud company, has launched Cloudera
Machine Learning, the enterprise machine learning service for the new
Cloudera Data Platform. Cloudera Machine Learning makes it easy for
IT to say yes to self-service data science for business at scale. Cloudera
Machine Learning enables enterprise data science in the cloud. “With
Cloudera Machine Learning, businesses can rapidly deploy new ML
Workspaces or virtual machine learning environments for teams in a
few clicks, providing self-service access to the shared data and tools
required for end-to-end machine learning workflows, anywhere,”
said Priyank Patel, head of Machine Learning Products at Cloudera.
www.cloudera.com

Grahame Saunders, business head
of Biometrics at NEC XON.
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CHANNEL RESULTS SURVEY
By SIBAHLE MALINGA

POPI and your go-to-market strategy
SA firms are looking to strike the perfect balance between their direct marketing
strategies and meeting regulatory requirements when POPI comes into effect.

Jeannine Naude-Viljoen, TransUnion Africa

A

lmost 70% of local organisations
believe the implementation of the
Protection of Personal Information (POPI)
Act will have a direct impact on their goto-market strategy.
This is one of the key findings of the
Data Privacy Survey, conducted by ITWeb
in partnership with consumer credit
reporting agency, TransUnion. It examined
where South African organisations are
with their POPI implementation projects,
and to what extent they expect the Act
to impact on their direct marketing
strategies.
The survey revealed that organisations
are struggling to strike the perfect balance
between direct marketing and privacy.
While direct electronic marketing can be
a powerful tool to increase growth within
any organisation, it has to be premised
on legal and ethical marketing principles.
Direct marketing strategies must comply
with the conditions set out in POPI, which
seeks to govern the processing, collection,
recording and storage of personal
information, once fully promulgated.
Jeannine Naude-Viljoen, general counsel
for TransUnion Africa, says under POPI,
consent plays an important role because
it ensures that organisations do not
process personal information without the
customer’s consent.
“If your business is reliant on direct

6
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electronic marketing, this is imperative.
You will not be able to utilise this channel
without the required consent. That said,
it does not prevent you from doing direct
marketing through other channels such as
contact centers and direct mailers,” she
explains.
Section 69 of the POPI Act stipulates
that a consumer must consent before
electronic direct marketing can take
place. This applies, unless that consumer
is an existing customer who gave their
personal information to the supplier in
the context of a sale for the purpose of
direct marketing, and “has been given a

Over 50% of respondents reported that
their organisation is mid-way with the
implementation of their POPI project, with
31% having not yet started. Only 14% have
completed their POPI project.
All public and private bodies will
be expected to be compliant with the
provisions of POPI within one year of its
commencement. Consequences of noncompliance could lead to a fine of between
R1 million and R10 million or one to ten
years in jail.
While there is no clear indication as
to when POPI will ultimately become
effective, Naude-Viljoen warns if

There is no tick box or one-size-fits-all solution.
You need to do the work.
reasonable opportunity to object, free of
charge and in a manner free of unnecessary
formality".
When asked what impact POPI consent
will have on their go-to-market strategy,
nearly a third (30%) of respondents
indicated their strategy is 'POPI proof'.
Interestingly, 3% said their business won't
exist when the new data privacy regulation
is in full force.
A combined 58% of respondents believe
they are ready to a great or very great
extent, to deal with consent for direct
electronic marketing under POPI; on the
flip-side, nearly 20% admit they haven't
thought about it, or are not ready at all.
“The more diverse the data you collect
and process as a business, the bigger
your risk. The General Data Protection
Regulation (GDPR) has significantly
impacted direct electronic marketing
in the UK and we have seen businesses
either change their business models or
redirect their channel strategies after its
introduction,” Naude-Viljoen points out.

organisations haven’t started yet, it’s
probably already too late to play catch-up.
“Because the legislation is principle
based, it requires a business-specific
review of each requirement, in line with
how an organisation collects and processes
data. There is no tick box or one-size-fitsall solution. You need to do the work.”

About the survey
The 2019 Data Privacy Survey was run
online on ITWeb for a period of two
weeks in August.
A total of 185 people from across
industry sectors participated in the
survey; 34% of them are in executive
management positions, 40% are
in middle management and the
rest comprise of IT employees and
consultants.

Data Privacy SURVEY

DATA PRIVACY SURVEY

How are you building the capability to deal with consent management?
Internally

∙
∙
∙
∙

Internally

78%

Externally

10%

Open source

9%

Other

0%

What impact will POPIA consent have on
your go-to-market strategy?
67%

Some impact

30%

My strategy is POPIA-proof

3%

78%

POPIA requires the apointment of an information
officer. Do you plan to

Appoint someone
internally

47%

My business won't exist in 18 months' time

∙
∙
∙

Appoint someone internally 47%
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Double-hat (combine roles)

46%

Recruit someone externally

7%
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Data Privacy SURVEY

DATA PRIVACY SURVEY

In a scenario where customers have provided consent,
what types of customer information will you be willing
to share freely?

Where are you with your POPIA
implementation project ?

60
55%

50

Product/service
purchase history

40

55%

31%

30

15%

20
10
0
Mid-way

Not yet
started

Completed

∙
∙
∙

Product/service purchase history

55%

Customer identifiable information

25%

Transactional information

20%

To what extent are your ready to deal with consent for direct electronic marketing
when POPIA is fully promulgated?

41%

To a great extent

18%

To a very great extent

18%

To a slight extent

17%

Haven't thought about it

6%
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TransUnion’s Lifestyle Assessment enables organisations to identify fraud and corruption indicators
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INDUSTRY SOLUTIONS

SECURITY

Bringing people together

SMBs exposed to critical security risks

The core concept of Microsoft Teams is around bringing everything –
from people to conversations, content and tools – together. Users can
share assets like calendars, files and e-mails in real-time. Moreover,
because tools like this are typically cloud-based, it is easy for anyone to
access them wherever they are in the world and whatever device they
are using. With the latest collaboration tools, delivering support for
mobile devices is becoming increasingly seamless. All this capability
helps to make the customer service team much happier, and, through
the latest collaborative technology, get relevant information back to
the customer faster.
www.enghouseinteractive.co.uk

Results of more than 1 000 risk assessments completed by ConnectWise
partners reveal that the majority of small and medium-sized
businesses (SMBs) do not have cybersecurity protection at the top of
their agenda and are highly prone to risks and vulnerabilities. The risk
assessments reveal that an alarming 69% of SMBs have not identified
and documented cybersecurity threats, while two-thirds (66%) have
not identified and documented cybersecurity vulnerabilities. “These
results highlight how unprepared many small business owners still are
for cybersecurity attacks,” said John Ford, CISO ConnectWise.
www.connectwise.com

Enterprise data cloud
Cloudera, the enterprise data cloud company, has launched the
Cloudera Data Platform (CDP). This is an integrated data platform that
is easy to deploy, manage and use. It delivers powerful self-service
analytics across hybrid and multi-cloud environments with the
granular security and governance policies that IT leaders demand.
CDP is a new approach to enterprise data that delivers a full range of
analytic capabilities from the edge to AI. The CDP provides enterprise
IT with the ability to deliver analytics as a service to the business.
www.cloudera.com

Actionable intelligence essential for cyber
defence
Yesterday’s defences are no match for today’s attacks. “There’s much
more to modern security than simply being able to block a known
threat using an updated endpoint security device,” says Ignus de
Villiers, divisional manager for Cybersecurity at Nexio. “What is
needed is actionable intelligence, allowing the business to take a
proactive and pre-emptive approach to security, ensuring that the
effects of any incidents are mitigated and minimised, and that they
can be identified and dealt with before they cause chaos.” Actionable
intelligence, he says, covers the entire security footprint.
www.nexio.co.za

NETWORKING

Protect critical
infrastructure and
manufacturing plants

Catching the big phish
The University of South Africa faces some of the biggest challenges when
it comes to mitigating cyber threats posed to its environment. “We
needed to generate awareness within the university, of what phishing
e-mails look like and what to be aware of when receiving e-mails,” says
Musa Mfeka, deputy director: Networks and Communications at UNISA.
“Awareness is vital and our service helps organisations understand
their risk to these types of cyber attacks both from a user awareness and
security infrastructure perspective. This allows them to then provide
the right recommendations based on the findings," says Chris Butler,
Business Development Manager at KHIPU Networks.
www.khipu-networks.co.za

Forming strategic
partnerships

Mandla Ngcobo, Founder and
CEO at Accelerit.
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Accelerit Technologies, a turnkey
ICT solutions provider, has entered
into strategic partnerships to extend
its high-speed fibre footprint to
remote towns across South Africa.
One of the most prominent of these
partnerships has been the roll-out of
prepaid IP transit (IPT) solutions for
Internet service providers (ISPs) in the
Bloemfontein area as a key enabler of
spreading affordable connectivity in this
region.
www.accelerit.co.za
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Stefan van de Giessen, general
manager: cyber security at
value-added distributor Networks
Unlimited Africa.

Cyber security experts caution that the
benefits of being interconnected to the
Industrial Internet of Things, comes
with a warning, and companies need
to protect their industrial plants from
being hacked. To this end, Networks
Unlimited Africa has recently partnered
with Indegy, a leader in industrial cyber
security that protects industrial control
system networks from cyber threats,
human error and malicious insiders.
www.networksunlimited.africa

SOFTWARE
Creating digital experiences
Liferay, which makes software that helps companies create digital
experiences on Web, mobile and connected devices, held its first
Liferay Forum Africa. The event was designed to help IT and business
leaders understand how they can deepen customer engagement,
reduce IT complexity and accelerate innovation. A global software
company with offices in 19 countries, Liferay helps thousands of
companies like Airbus, Coach, Ooredoo and Santander Bank build
deeper digital engagement with their customers. Liferay has been
named a leader in the Gartner Magic Quadrant for Digital Experience
Platforms nine times.
www.liferay.com

COMPANY NEWS

TECHFORUM
Rethinking the ‘total cost’ of tech

New cloud-native data warehousing service

IT is an enabler of change and the total cost of ownership (TCO) needs
to be considered prior to making that purchasing decision. Research
shows that a PC’s base price typically represents less than 50% of its
TCO. To get to ‘real costs’, it’s important to ask the right questions
about upfront costs, how platforms are supported, and what needs
to be done to increase operating efficiency within your specific
environment. iStore Business provides an in-depth TCO analysis
because it believes that, companies will find significant savings over
the full life cycle by switching to an Apple enterprise program.
www.istorebusiness.co.za

Cloudera the enterprise data cloud company, has launched Cloudera
Data Warehouse, a cloud-native service that makes it fast and easy to
deploy self-service enterprise analytics for teams of business analysts
on the new Cloudera Data Platform. Cloudera Data Warehouse
allows for quick deployment and easy administration of cloud data
warehousing, seamlessly moving on-premises workloads to the cloud
with consistent security and governance. It ingests data anywhere,
at massive scale, from structured, unstructured, and edge sources,
radically simplifying the data warehousing life cycle for IT and data
analytics leaders.
www.cloudera.com

Plumbing the depths of
IoT

Empowering staff

The shift to proactive IoT insights
in plumbing changes the plumbing
model completely. It allows for the
income model to become annuitybased, built on maintenance and
innovation as opposed to emergencybased. “A plumber is a trusted
ambassador of water intelligence who
can make a huge difference to water
conservation,” says Ushal Moonsamy,
Chief Solutions Officer at SqwidNet.
www.sqwidnet.com

IDU believes that if you really want
employees to have a sense of sharing
in its success, then empower them
with the tools that promote a sense
of ownership for their actions. One
of those tools is accurate, timely
financial information in a way
that makes sense to non-financial
managers, says Kevin Phillips, CEO
at IDU.
www.idusoft.com

Ushal Moonsamy, Chief Solutions
Officer at SqwidNet

Kevin Phillips, founder and CEO
of IDU Holdings.

Improve your network security

Active listening in the contact centre

Enterprises are rapidly moving to embrace software-defined wide area
networks (SD-WANs). This is because SD-WANs dramatically lower
costs, reduce complexity and make branch communications more
secure, while also, in the process, assisting businesses to become more
agile and responsive. Marcel Fouché, networking and storage general
manager at Networks Unlimited Africa, the distributor for SD-WAN
solution provider, Silver Peak, in sub-Saharan Africa, comments: “SDWAN technology is designed to connect enterprise network locations,
including branch offices and data centres, over large geographic
distances.”
www.networksunlimited.africa

Active listening in the contact centre is about agents fully
concentrating on what is really being said in any interaction with
a customer or a prospect, rather than just passively 'hearing' the
message of the caller. It’s about remaining silent when the customer
is speaking and not interrupting, but then positively acknowledging
what the customer has said. It avoids the pitfalls of advisors jumping
to conclusions. Active listening can improve job effectiveness for
agents, ensure compliance with the latest industry regulations,
increase customer satisfaction and significantly improve first contact
resolution.
www.enghouseinteractive.co.uk

Setting your course
Mature IT governance is a seamless part of operations. It demands
a top-down view of IT governance, where IT governance and
risk management are part of the fabric of business – instead of an
unattached layer of oversight. RUBiQ has developed the IT Governance
Maturity Assessment to help articulate levels of maturity in IT
governance processes and provide organisations with the necessary
knowledge to get them started on their IT governance maturity
journey. With high IT governance maturity levels, organisations
centralise IT governance to create consistent programmes with a
common process, information and technology architecture.
www.rubiqbiz.com

ICT INSIGHT
To read the FULL company releases, visit

www.itweb.co.za
Contact sales@itweb.co.za for any sales enquiries.
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INDUSTRY INSIGHT: VALUE OF DATA

The data asset: What’s it really worth?
All data has intrinsic worth, but its real value lies in how an organisation
uses it, and whether it is fit for purpose when needed.

Mervyn Mooi, Director of Knowledge
Integration Dynamics (KID) and represents the
ICT services arm of the Thesele Group

D

ata is being widely described as the
‘new gold’ or the ‘new oil’, and the
most valuable asset enterprises have. In
many respects, this is true. But while the
forward-looking enterprise depends heavily
on its data, putting a rand value to this data
remains a challenge.
By its very nature, data has at its core
informative, instructional and locational
properties that make it the “glue” within any
ontology or existence of anything.
It is fundamental for all business,
institutional, governmental, household and
public processes, systems or exchanges to
operate, whether manually or automatically.
Data enables communication, learning,
design, knowledge, information transfer,
actions or execution in all spheres of life.
As an enterprise asset, the type of data
most frequently valued is franchised
(aka “monetised”) data – that which has
been processed to produce outcomes like
metrics and insights that are important and
valuable to the company and down-stream
consumers for regulating and operating the
business.
Pricing models exist to put a rand value to
this data based on factors such as acquisition,
integration and processing time, data
volume, the number of inputs it had and the
importance of the decisions it can inform.
Data enables communication, learning,

12
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design, knowledge, information transfer,
actions or execution in all spheres of life.
However, most data valuation models are
subjective and based on criteria that are not
always standardised across industry sectors
and disciplines; and in many cases, data is not
even recognised as an asset for accounting,
strategy and other purposes.
Where data is recognised as an asset
with monetary value, valuations could be
made based on the cost of managing and
provisioning data, the volumes available for
data discovery or analytical consumption
purposes, trigger actioning dependencies,
the data’s importance for decision-making,

sale of a business, and due to its importance
to the enterprise, it might even be insured
against loss.
But what about the data relating to
enterprise intellectual property (IP) – its
algorithms, models and methods? Or its
data currently in transit without context,
or its historic data, which may not be in use
currently, but could become vital for trend
modelling. It is harder to put a rand value to
IP and data which has not been used in years
but has the potential to improve the business
at some point in future.
Maintaining and increasing the value of
data assets

Data enables communication, learning, design,
knowledge, information transfer, actions or
execution in all spheres of life.
enabling or learning and knowledge transfer
capability, and even the distance the data is
transmitted.
Even data ‘placeholders’ or capacity can
be priced and sold to enable communication
before usage as evidenced with the telcos and
data vendors of the world.
Although most of these data pricing
models in existence are regulated by
communications and government
authorities, these models are by no means
altogether perfect, and the perceived
value and pricing criteria of these data
‘placeholders’ may differ from one
community to another, with the entire
model subject to the risk of monopolisation.
The value assigned to the data may vary
depending on the sector the organisation
operates in. For example, in the financial
sector, the most valuable data is likely
fashioned around bottom line or profit; for
others, the key focus might be data relating
to sales (revenue) or expenses. Data such as
this may well be valued as an asset during the

All data has value, but without context
and effective data management, it cannot
contribute its full value to the outcomes of
whoever is using that data.
It could be argued that analytics
models can use weightings to overcome
inconsistencies and gaps in data; however,
the ideal is to not have the inconsistencies or
gaps at all. To achieve this, organisations need
to retain and properly manage quality data
that has been verified, validated, cleansed,
integrated and reconciled.
Effective governance should also be in
place, to ensure and direct data management
practices, with tried and tested rules,
controls and architectures to assure
commonality in practices/processes and
sustained data quality and avoid the dreaded
data ‘spaghetti junction’.
Even when quality data is available and
well-managed, however, the value of this
data remains subjective and theoretical –
particularly when its future importance is not
known yet.

INDUSTRY INSIGHT: HIJACKING PERSONAL DATA

Mobile under attack with malicious intent
Today’s cyber criminals are highly motivated and equipped to launch a wide
range of attacks on our personal devices.

A

s convenient as it is to have all of our
personal and business data – and
essentially our lives – managed and stored
on mobile devices, it is alarming to note that
today’s cyber criminals are highly motivated
and equipped to launch a wide range of
attacks on these gadgets.
Theft of sensitive credentials through fake
apps and surveillance operations are just
two of the activities observed. Thus far this
year, we have seen more and more malicious
adaptations of techniques and methods from
the general threat landscape move to the
mobile world.
Banking malware – one of the most
popular of its kind – has successfully
infiltrated the mobile cyber arena with an
acute increase of over 50% when compared
to 2018. Malware capable of stealing payment
data, credentials and funds from victims’

without risking harm to the host device or
network.
Using a sandbox for advanced malware
detection provides another layer of
protection against new security threats.
Essentially, what happens in the sandbox,
stays in the sandbox – which avoids system
failures and prevents software vulnerabilities
from spreading.
What characterises 2019 is not the
number of reported breaches but rather the
magnitude.
But of course, Newton’s Third Law of
Motion immediately enters stage left – for
every action there is an opposite and equal
reaction. So, another trend observed this
year is the dawn of the era of evasions for the
mobile arena.
From delayed execution – to avoid
sandboxes – through to encrypting the

What characterises 2019 is not the number of
reported breaches but rather the magnitude
bank accounts are growing in tandem with
the escalation in the use of mobile banking
apps. This has become a very common threat
in both the general and mobile arena.
The methodology used to distribute
banking malware has also been borrowed
from the general threat landscape – malware
builders are available for purchase in
underground forums. In this way, the
builders of mobile malware, such as Asacub
and Anubis, can allow for the creation of new
versions set to wreak havoc through massive
distribution and readily available to the
highest underground bidder.
Using sandboxes for advanced malware
detection
In cyber security, a sandbox is an isolated
environment on a network that mimics enduser operating environments. Sandboxes
are used to safely execute suspicious code

malicious payload, it is evident cyber
criminals have boosted their skill and
creativity in mobile attacks. The object of the
exercise is to keep malware persistent and
effective while avoiding detection.
This year, two fake applications were
discovered on Google Play capable of
monitoring devices’ motion sensors to
evade security emulators. Furthermore,
in March, a new Android Trojan dubbed
Gustuff – which now joins the ranks of the
aforementioned similar top-tier threats –
was introduced.
It is capable of targeting customers of
leading international banks and features
various evasion techniques, including
turning off Google Protect, the built-in antimalware protection on Androids.
Cyber criminals are stepping up their
efforts and as a result we can expect to see

MJ Strydom, MD, DRS, a Cyber1 company

mobile attacks rise in the months and years
ahead.
What can we expect going forward?
In addition to the above major trends,
there are three other cyber trends of 2018
that are still very relevant in 2019.
Targeted ransomware: This approach
gained popularity during 2018 and continues
to be effective in 2019.
Crypto-mining: This remained a
prevalent malware type in the first half of
2019’s threat landscape. Crypto-miners
continue to dominate the malware rankings,
keeping their place at the top of the global
and regional ranks. It is clear crypto-mining
malware is undoubtedly still a preferred tool
in the arsenal of cyber criminals.
DNS attacks: These target one of the most
important mechanisms that govern the
Internet – the Domain Name System (DNS).
The DNS is in charge of resolving domain
names into their corresponding IP addresses
and it is a crucial part of the Internet’s trust
chain. Such attacks target DNS providers,
name registrars, and local DNS servers
belonging to the targeted organisation
and are based on the manipulation of DNS
records. DNS takeovers can compromise the
whole network and enable multiple attack
vectors: control of e-mail communications,
redirection of victims to a phishing site, and
more.
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INDUSTRY INSIGHT: THE VOICE

Managing the mobile sprawl: Voice challenges
Exploring what companies should be looking for when it comes to effective
tools to get the best results from their mobile voice spend.

* Lack of business intelligence/analytic
capability: Aggregating data relating to
usage and costs is difficult, which means
companies are starved of real business
intelligence about their often-considerable
mobile spend. What are the costs associated
with each individual and device? Who is
subscribed to premium services? Which
tariffs are being used (or not used) for
each individual and are they being billed
accordingly? Who is roaming and what is it
costing? Who are the big users and is their
usage justified by their job description?
(The 80:20 rule usually applies, with 20%
of users accounting for 80% of costs.) If you
can’t answer all of these questions easily and
accurately, it’s highly likely you are paying
more than you should be.

Neil Buckley, MD, Apex BI.

U

nderstanding the nature of the
challenges relating to voice will also
prove helpful in scoping the challenges
relating to data.
Although the profile of corporate mobile
usage is rapidly shifting towards data, voice
remains a critical part of the mobile value
proposition.
The following challenges are evident when
it comes to managing corporate spend on
voice contracts:
* Reactive management: This remains a
fundamental problem affecting all attempts
to manage mobile. At present, management
actions are, for the most part, prompted
by an invoice – there needs to be some way
of monitoring costs in near-real-time in
order to take timeous corrective action.
* Proliferation of providers and SIMs:
Obtaining an overarching view of the
company’s total mobile landscape is
important in order to manage it properly,
and to assess whether contracts are
optimal.
* Lack of reporting and insight tools:
Typically, corporate managers rely on tools
offered by some of the carriers, but in truth
these are not properly designed to help
clients genuinely assess their position –
and, of course, they only provide a partial
view. In addition, one should be wary
about relying on the fox to manage the
henhouse!

14
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one that is growing year-on-year. It is
virtually impossible to budget accurately if
the current and past spend is not able to be
quantified at a granular level.
* Enforcing commercial compliance:
Telcos typically have cumbersome, userunfriendly billing. It is virtually impossible
to analyse effectively at scale, making it
hard to confirm that each mobile user is
being billed at the correct rate and for the
correct service.
* Zero billing: A common practice among
corporates is to collect unused SIMs
(for example, when somebody leaves
the company), which attract recurring
costs. It’s thus important to have a way of
identifying and assigning unused SIMs as
new users join the company.

Although the profile of corporate mobile usage
is rapidly shifting towards data, voice remains a
critical part of the mobile value proposition.
* Inability to set and enforce policies, and
allocate costs: Policies that govern how
employees use mobile, and what mobile
benefits attach to each job, are crucial
in providing a sustainable management
framework. To do this effectively and
ensure accountability and budget
adherence, a highly granular view that
matches employees, job descriptions, cell
numbers and SIMs is needed, linked to the
organisational organogram. Such a policy
framework would enable alerts for each
policy category to be set, so that deviations
are immediately flagged and remedial action
can be taken.
Allocating costs to the correct budgets
is critical for proper governance, and
particularly important as IT departments
position themselves as service providers/value
creators, rather than cost centres.
* Inaccurate budgeting: Mobile expenses
already represent a sizable budget item,

*P
 ooled voice minutes and voice data:
Enterprises are commonly offered this
option by telcos, but it can be hard to assess
whether it in fact offers value for money in
each case, as each company has its unique
operations and users. Again, the issue is
obtaining information that is sufficiently
granular to enable proper analysis. Without
analysis, it is not possible to ascertain
whether the pooled option is working or
whether it is being abused by staff.
• Overcommitted managers: The golden
thread running through most of these
points is the need to provide greater
transparency across the mobile estate
in order to allow costs to be managed
effectively and easily. The key word here is
“easily” because this is likely to represent
additional work for already overstretched
managers. Reports that are designed for the
company’s needs are crucial, and if they are
automated, so much the better.

INDUSTRY INSIGHT: IOT

Why you need managed services for IOT security
Growing complexity and subsequent changes to the network create
complicated challenges that exceed the capabilities of under-resourced
IT departments.

A

growing number of companies want the
benefits of the Internet of things (IOT)
and operational technology devices and
systems.
The biggest problem is that they usually
aren’t secured straight out of the box,
which makes adding them to the network
a time-consuming and fraught process,
even for those companies that actually have
the skilled people they need to do the job
properly. That limits the benefits, erodes
return on investment, and exposes the
business to enormous risk.
The problem, though, is that they refuse to
be ignored.
ºNew exploits by ferociously efficient
and committed hackers keep shifting the
goalposts further ahead.

Quite frankly, many IT people simply
don’t have the time to look after these
environments properly. Even a popular
office productivity suite run from the cloud
reports that, for a number of reasons, the
huge majority of administrators aren’t using
its built-in protocols correctly to secure their
environments.
One of the major culprits is that there
simply aren’t enough security experts to go
‘round. There will be 3.5 million unfilled
cyber security jobs worldwide by 2021.
That’s why there’s a growing trend
for companies to use managed cyber
security services. They get the skills and
platform they need to cater for their whole
environment or whatever portions they
need, such as IOT.

New exploits by ferociously efficient and committed
hackers keep shifting the goalposts further ahead.

Most companies have, until now, made it
IT administrators’ responsibility to deploy
and secure these devices. Each time a new
one is added, the administrators have to
deploy them and secure them, taking into
account the different security protocols
they have as standard, trying to add what’s
missing or somehow ring-fence the devices
while simultaneously allowing them to hop
on and off the network as necessary. And all
without impeding the business process or
operational activity they’re tied to.
It’s understandably easier with fewer,
smaller deployments of simpler devices. But
the growing complexity that comes with
scale and variety, plus subsequent changes to
the network, create complicated challenges
that exceed the capabilities of underresourced IT departments.
Evolving security risks also impact these
environments. New exploits by ferociously
efficient and committed hackers keep
shifting the goalposts further ahead.

Stitching up their environments with a
single platform makes sense. In their IOT
environments they get the ability to rapidly
add or remove devices as they require
without labouring over the idiosyncrasies
of each and every technology and operating
system. They get security that’s constantly
updated along with whatever security skills
they need.
They also get the tiered, aggregated,
correlated, intelligent presentation. That’s
a crucial factor in an age when it is vital to
have visibility into what’s on the network,
what it’s doing, and who it’s talking to.
Solid platforms provide model-based
security with security that’s signaturebased. These intelligently determine what
constitutes the network, how the devices
operate, and what data they retrieve and
transmit. Any changes raise flags that
alert operators while the platform nearinstantaneously quarantines any deviant
activity.

Vernon Fryer, chief information security
officer and head of CDOC at NEC XON.

That rapidly shuts down things like
ransomware that spread at speeds only
computers are capable of. No human can
detect ransomware spreading across the
company network and shut it down before
it infects everything it wants to. But another
computer can.
The same is true for a software bot
bashing away at every IOT device on your
network, looking for a vulnerability to
exploit so it can pop some dodgy code into
the works. Humans can take weeks or
months to figure that out – sometimes they
never do.
They seldom check for that sort of thing
and if whatever service the IOT devices are
attached to runs uninterrupted, they have
little cause in the first instance. But, again,
another computer that’s capable of a small
measure of intelligence can detect that,
locate the source, alert an operator, block
the attack, update the threat intelligence
centre to be aware of certain IP threat
vectors and types, and keep the attached
business processes running uninterrupted.
It massively cuts the load on the human
operators and it’s lightning-fast. It’s
effective against the typical cyber risk,
which is a bot probing around the edges
of your network for a way in. But it’s also
enormously effective and beneficial against
advanced, more sophisticated attacks by
smart bots and even humans.
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ENTERPRISE
Current enterprise data strategies ineffective
Cloudera the enterprise data cloud company, released the findings of
a global research report, created in association with Harvard Business
Review Analytic Services, which examined the trends, pain points and
opportunities surrounding enterprise IT challenges in data analytics
and management in a multi-cloud environment. “This report reveals
specific obstacles modern enterprises must overcome to realise the
true potential of their data and validates the need for a new approach
to enterprise data strategy,” said Arun Murthy, Chief Product Officer
of Cloudera.
www.cloudera.com

Celebrating 20 years in
the market
Nebula Team, joined by Microsoft SA Managing Director Lillian Barnard

IVS Partner of the Year
Nebula has been named the Industry Vertical Solution Partner of the
Year at the 2019 Microsoft South Africa Partner Awards. Andre Witte,
Nebula’s CTO, said on receiving the award. “We just want to thank our
clients for giving us the opportunity to help them and innovate with
them. This relationship also helps us to improve our products.”
www.nebula.co.za

Group Executive for Altron Bytes Secure
Transactions, Johan Gellatly

NuPay, the payments and collections
experts, and a leader in the secure
electronic transaction market,
reached a monumental milestone as
it celebrated 20 years of processing
transactions. Founded in 1999 by
a team of three in Gauteng, South
Africa, the team has since grown
to over 200 employees with offices
across South Africa and over 8 000
customers.
www.mynupay.co.za

Best Cloud Partner in 2019

Expanding internationally

First Distribution has been awarded as the Best Cloud Partner in the
2019 CONTEXT ChannelWatch survey. The award is based on the
aggregated input of resellers that took the survey and is considered
a real testament to the relationships First Distribution has built up
and nurtured with clients. Howard Davies, CONTEXT CEO and cofounder, said it is a pleasure to see First Distribution win the CONTEXT
ChannelWatch Distributor of the Year Award in the Cloud Partner
category: “First Distribution’s excellence in cloud services is essential
for developing and sustaining a healthy information technology
channel that can deliver digital transformation to the market
worldwide.”
www.firstdistribution.co.za

Collaborit is to broaden its horizons and gain more recognition in the
international market through an effort to globalise its enterprise asset
management services and solutions portfolio. The asset management
engineering company with its head office located in Centurion,
South Africa, has committed to a five-year strategic plan to make this
happen. Collaborit recently opened an office in Canada, and activities
are currently under way to establish offices in Eastern and Western
Europe, Australia and South America. While future plans are put in
place to expand internationally, the company also aims to become
more locally relevant and expand its footprint in the Southern and
Central African market.
www.collaborit.com

HARDWARE

FINANCIAL

Positioned as leader

Improving payment
methods for medical
practices

Xerox has been positioned as a leader in the fourth consecutive
Quocirca Channels to Managed Print Services report. It states: “Xerox
has long led the market by virtue of a scalable, cloud-based MPS
platform and an expanded ConnectKey workflow solution portfolio,
and continues to invest heavily in its channel programmes in both the
US and Europe.”
www.bdsol.co.za

Ryan Pearce, National Sales Manager
at NuPay.
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Healthcare practitioners should
ensure patients settle their accounts
before they leave the practice or reach
an agreement regarding payment
terms. The best way to do this, is
to make it as easy as possible for
patients to pay, which is exactly what
MedeMass and NuPay are offering
with their alternative payment
solutions.
www.mynupay.co.za

COMPANY NEWS

NETWORKING
Cloud connector apps
Cloud connector apps help you create workflows that connect your
multifunction printer (MFP) to your chosen cloud storage. Cloud
storage lets you scan in and share documents, making it easier to
collaborate. Printing documents stored in the cloud directly to the
ConnectKey Technology-enabled multifunction printer makes it easier
for your mobile workforce to access the documents they need. All
of this is done with just a few touches directly at the MFP. The sky's
the limit, as they say. With the Connect apps, take advantage of the
cloud(s) and the flexibility it provides to your business.
www.bytesdocumentsolutions.co.za

Maximising infrastructure for 5G success
With new technologies being rolled out for 5G, operators can maximise
their existing infrastructure to meet customer demands with
waveguide division multiplexing (WDM). Marcel Fouché, networking
and storage general manager at value-added distributor, Networks
Unlimited Africa, , points out that a better option to maximise existing
assets while simultaneously planning for the future is a combination of
WDM and common public radio interface. WDM enables the operator
to send more than one data bit down the same fibre length at the same
time. It fully maximises existing optical fibre infrastructure by adding
multiple wavelengths to send data across the same fibre, increasing the
rate of data transfer and multiplying capacity.”
www.nu.co.za

INDUSTRY SOLUTIONS
IIOT platform for remote monitoring and data
visualisation
Advantech and the Internet Initiative Japan Inc. are collaborating on
the promotion of Advantech’s WISE-PaaS industrial Internet of things
(IIOT) platform in Japan. Through the visualisation of equipment and
production line data, this platform enables operating rate tracking,
remote monitoring, and predictive maintenance. Advantech provides
the necessary IOT infrastructure for improving operational efficiency
across a range of industries – specifically manufacturing, as well as
logistics, traffic management, transportation, and energy. With the
goal of expanding IIOT business in Japan, Advantech and the IIJ have
combined their strengths in technology and service delivery to provide
a one-stop solution of integrated applications, hardware, cloud
service, network connectivity, and security.
www.advantech.com

SECURITY
Risk of cyber security

High-demand spectrum policy
The Department of Communications has published its Policy on High
Demand Spectrum and Policy Direction on Licensing of a Wireless
Open Access Network. The policy directs that a portion of unallocated
high-demand spectrum must first be assigned to licensees, known as
wireless open access networks (WOAN) with the remainder assigned
to other eligible licensees. Licensees will be able to either apply for
radio frequency spectrum from the Independent Communications
Authority of South Africa (Icasa), in relation to unallocated radio
frequency spectrum, or seek to enter into a commercial relationship
with a WOAN to utilise radio frequency spectrum licensed to a WOAN
by Icasa.
www.webberwentzel.com

Innovative African
solutions
NEC XON has won ADVA’s Global
Partner of the Year award. “This is a
global OEM, recognising that a South
African systems integrator is its top
global partner,” says Anthony Laing,
GM of networking at NEC XON. “It
signals the level of solutions across the
board that we’re capable of delivering
to our customers.”
www.nec.xon.co.za
Carel Coetzee, CEO of NEC XON,
accepts the award from Guenter
Landers, Director Africa of ADVA
Optical Networking.

Tallen Harmsen, Head of Cyber
Security.

Chief information security officers
have become part of the C-level team
because of the importance of cyber
security. They’re really there to help
the board members and C-level
executives know and understand
the organisation’s position on
cyber security in language they can
understand. Laws and regulation
today make it the responsibility of
chief executives rather than their
teams.
www.indigocube.co.za

Security solution for SD-WAN
The benefits of SD-WAN seem to have resonated with many
companies in Africa, and while SD-WAN delivers tangible benefits
which include faster access to Web-based applications, lower cost
and more intelligent application routing – the one thing it does that
goes against most organisational mindsets, is the decentralisation and
loss of control over security. With Zscaler, you can seamlessly protect
your users, branches and applications in any architecture, which will
underpin your drive into both SD-WAN and cloud – making Zscaler
the number one security solution for cloud and SD-WAN evolution.
www.z-africa.com
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FEBRUARY 2020

DIGITAL ECONOMY

Collaboration boosts
government's talent push

ITWeb Cloud, Data Centre
& DevOps Summit 2020
Date: 11 February 2020
Venue: The Forum, Bryanston

ITWeb Governance, Risk &
Compliance 2020
Date: 25 February 2020
Venue: The Forum, Bryanston

MARCH 2020
ITWeb Business
Intelligence Summit 2020
Date: 3-4 March 2020
Venue: Sandton Convention Centre

ITWeb Digital Economy
Summit 2020
Date: 20 March 2020
Venue: The Forum, Bryanston

APRIL 2020
ITWeb BPM & Automation
Summit 2020
Date: 2 April 2020
Venue: The Forum, Bryanston

JUNE 2020
ITWeb Security Summit
2020 Johannesburg
Date: 23-24 June 2020
Venue: Sandton Convention Centre

ITWeb Security Summit
2020 Cape Town
Date: 30 June 2020
Venue: Crystal Towers Convention
Centre

By: SIMNIKIWE MZEKANDABA

P

rivate sector players have come to
the party to advance critical skills
among South African youth, reveals the
communications and digital technologies
ministry.
While some nations across the globe,
even in parts of Africa, topped innovation
and digital literacy lists, SA has often
drawn criticism for its profound lack of
digital skills and talent.
In an effort to address these gaps,
government has of late made concerted
efforts to increase skills development and
equip citizens with the necessary skills to
thrive in a digital society.
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However, realising the state can’t go it
alone, the Department of Communications
and Digital Technologies (DCDT), which
is charged with SA’s ICT agenda and
government's fourth industrial revolution
programme, turned to private sector
stakeholders for help.
The DCDT has lauded the private
sector’s participation, but also believes
there is room for further contribution.
“To maximise impact, avoid duplication
and ensure a holistic approach, the
department is working on coordinating the
interventions by different companies.”

DIGITAL ECONOMY

Top Jobs

Project Manager
(Software Development)
Coming to the party
According to the DCDT, companies such as
Cisco, Microsoft, Google, NEMISA, Digital
Opportunities Trust and IBM are assisting
in training, skilling and reskilling citizens,
especially the youth, in digital astuteness.
Mobile operators MTN, Vodacom,
Cell C and Liquid Telecom are providing
connectivity at selected public mainstream
and special needs schools as part of their
universal service and access obligations,
indicates the department.
To date, the operators have installed 4
680 cyber labs at the schools, it reveals.
Huawei, according to the ministry, is
contributing to capacity building, ICT
talent training and joint innovation on ICT.
The Chinese telecoms giant has a
cooperation contract with the department.
“Since incorporation in 2016, 30 students
have been attached to the Seeds for the
Future programme, Huawei’s international
training programme offered to students
across the globe.
“The programme exposes students to
ICT research at Huawei’s labs in China. In
addition, over 1 000 SOCs [state-owned
companies] and government officials
have been trained through the MICT SETA
[Media, Information and Communication
Technologies Sector Education and
Training Authority] on various digital
skills.”
The department notes Telkom is a
sponsor of the WeThinkCode project,
which is an institution that aims to
eliminate the ICT skills shortage by
tackling youth unemployment within the
space of software engineering and coding.
“Telkom has committed R20 million to
the programme for the next three years.”
The DCDT also lists China Telecom, US
and UK governments as partners helping
to drive the country’s digital agenda.
Collaboration value chain
In the past, Stella Ndabeni-Abrahams,
minister in the DCDT, stated that training
the future workforce requires collaboration
with various players.
Furthermore, her department highlights
that president Cyril Ramaphosa has
emphasised the importance of establishing

and implementing effective public-private
partnerships to boost the country’s
economy.
It states: “The department has since
adopted the mantra – coordinate,
collaborate and execute 4IR, which simply
means that to ensure we effectively execute
South Africa’s response to the fourth
industrial revolution, coordination of
initiatives as well as collaborating with the
various multi-sector stakeholders is an
imperative.
“In terms of digital skills, the
department has set a bold vision which
is to train one million young people on
data science and related skills by 2030.
Achieving this goal therefore requires
partnerships with various stakeholders,
including the private sector.”
Moving forward, the DCDT says it
continuously seeks to partner with
stakeholders that are aligned to the
department’s vision and interventions.
“We recently concluded an MOU
[memorandum of understanding] with
Cisco and are working on concluding
others with various multinationals, local
stakeholders such as the SETAs and online
learning platforms such as Coursera.
We are therefore distinctly encouraged
by the positive feedback received from
stakeholders.”

Govt gets on board
Earlier this year, Ramaphosa took to the
World Economic Forum stage to proclaim
the South African government will embark
on a massive drive to train young people
in digital skills and give them necessary
learning tools.
He further used the fifth
administration’s last State of the Nation
Address to reveal that over the next six
years, the administration will provide
every school child in SA with digital
workbooks and textbooks on a tablet
device.
The decision, said Ramaphosa, is
motivated by the history of the country’s
education, which demands improvement,
to develop the skills that will be needed
now and into the future.
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BTG RECRUIT
Excellent communication ability and
project management expertise
Gauteng
R45,000 per month
Ref No: 282435

Snr .Net Developer
E-MERGE IT RECRUITMENT
3 years of C#.Net development working
experience
Gauteng
R75,000 per month
Ref No: 282524

Installation Technician
GAAP
Teach clients how the software works
Gauteng
Negotiable
Ref No: 280143

Snr .Net Developer
REALM DIGITAL
C# .Net web Development, MVC,
WebAPI
Cape Town
Negotiable
Ref No: 282127

Please visit www.careerweb.co.za and insert the
unique reference number in the job keyword search box
to view more details and to apply.
CareerWeb has over 200 leading companies posting an
average of 230 fresh ICT jobs weekly – it is the place to
search for your ideal ICT job.

EMAIL: ernie@careerweb.co.za
CALL: 011 807 3294

COMPANY NEWS

BUSINESS

CHANNEL

Name change for Bluekey Seidor

Better product
management

Bluekey Seidor is now known as the Seidor Africa Group of Companies
encompassing Seidor (SAP ERP Systems for Small to Medium
Businesses), Seidor Networks (Security, Cloud and Infrastructure),
Seidor Analytics (BI and Analytics) and Seidor Westrocon (Enterprise
SAP ERP Systems). Pedro Lopes, Group Managing Director: “We feel it
is time to leave legacy behind, and move towards the future. The new
brand is part of the organisation’s strategy to streamline the multiple,
solution-led business optimisation services provided by the businesses
in the group, as we do all of this under one roof.”
www.seidorafrica.com

XLink achieves
milestone

Many organisations still grapple
with exactly what it means to be a
product manager in the digital era,
says Jaco Viljoen, principal consultant
and head of digital at IndigoCube.
The definition is important because
it affects the roles that people fulfil,
what roles even exist, how those roles
are executed.
www.indigocube.co.za
Jaco Viljoen, principal consultant
and head of digital at IndigoCube

New SADC Dealer
Account Manager

XLink provides reliable and secure
connectivity for payment processing
according to the relevant regulations
and has achieved it since its inception
five years ago. “Compliance
determines how we conduct our
day-to-day operations, giving the
technical department the confidence
that we are doing things right,” says
Craig Lefkowitz, Head of Information
Technology at XLink.
www.galix.com
Simeon Tassev, Managing Director and
Qualified Security Assessor at Galix

Intelligence is central to all digital businesses
Next year’s ITWeb Business Intelligence Summit, to be held from 3 to
5 March 2020, at the Sandton Convention Centre in Johannesburg,
is themed: ‘Enabling actionable insights through data, analytics and
AI’, and will focus on helping delegates and their businesses gain a
thorough understanding of the entire BI, analytics and AI landscape,
including all the new tools and solutions available to help them harness
the power of BI today, and translate their data into actionable insights.
Angela Mace, CRM and Events director at ITWeb says, “We have seen
businesses shift away from being ‘report-driven’, to being truly ‘datadriven’, and driving real innovation in the business.”
www.itweb.co.za

Mpho Seisa

www.kyoceradocumentsolutions.co.za

Honouring skills development
T-Systems ICT Academy is riding the crest of being awarded triple
honours at the CompTIA Awards Ceremony, held in October. At the
biennial event, the academy was recognised as the ‘CAPP Outstanding
Leader of the Year’ and ‘CAPP Academy Partner of the Year 2019’. In
addition, one of the academy’s most valued team members, Thapelo
Meso, Training Officer at T-Systems ICT Academy, was presented
with the ‘Trainer of the Year’ award for 2019. CompTIA hosted its
partner-focused event in order to pay homage to training partners and
corporate customers, such as T-Systems, for their contribution to skills
development in SA.
www.t-systems.com

Supercharging global
BPO’s growth
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Having worked for Fortune 500
companies such as Apple, IBM and
Oracle, Mpho Seisa brings impressive
experience to his new role at Kyocera
Document Solutions South Africa as
Dealer Account Manager: SADC. The
position sees Seisa expanding the
sales of Kyocera Document Solutions
into the continent, which includes
managing processes, automating
records and developing new business
in southern Africa.

Roark Raman, Head of Technology
at Merchants and Fadi Hani, VicePresident – Middle East, Africa and
Turkey at Avaya.

Merchants has announced that the
first phase of a global contact centre
services transformation has gone
live with an Avaya Private Cloud
solution, as it can be offered via a
standard reference architecture or
custom-designed. As a global contact
centre organisation, Merchants is an
important partner for Avaya in South
Africa.
www.avaya.com

COMPANY NEWS

HARDWARE

ENTERPRISE

Astoria, AI and beyond

Number one for over a decade

Xerox has innovated for the past 81 years, since the first xerographic
image was produced and Xerography began in October 1938.
ConnectKey-enabled office assistants, apps, AI and printed electronics
are just a few of the innovations that continue to be generated by
minds at Xerox as Xerox is made to think and is building the future of
work every day at the company's innovation centres.
www.bdsol.co.za

It was another stand-out year for Brother as it continues to dominate
PCMag’s annual awards. Brother was awarded its 11 consecutive
Readers’ Choice Award for home printers and its seventh consecutive
Business Choice Award for office printers. The Readers’ Choice Awards
are based on overall customer satisfaction and printer attributes like
setup, reliability, printing quality, technical support, repairs and the
cost of ink and toner supplies. Brother continues to deliver across the
board and proves it is the brand to consider when looking for a printer
you want to keep around for a long time.
www.brother.co.za

Kyocera Document
Solutions SA’s new
hardware product
manager

Rochelle Ponen

Rochelle Ponen has been appointed as
Kyocera Document Solutions South
Africa’s Hardware Product Manager,
bringing her wealth of experience to
the new position. She will align the
teams and manage the product life
cycle of Kyocera’s complete hardware
range, ensuring suitable products are
launched into the channel, with the
appropriate price positioning.
www.kyoceradocumentsolutions.
co.za

The answer is XGPD
The Xerox Global Print Driver is an easy-to-install and use universal
driver that offers simplified use for IT staff or network administrators.
The X-GPD offers convenience to those who are managing a diverse
set of print devices, Xerox or others, across a network. The X-GPD will
also greatly reduce the time and effort required to install and upgrade
print drivers. This global print driver works with not only Xerox
products but even those made by other manufacturers. Videos are
also available to help you use the driver. The videos are a quick way to
become familiar with the global driver and helpful to train new users.
www.bdsol.co.za

INDUSTRY SOLUTIONS

Fear and anxiety-driven
management decisions

Anujah Bosman, CEO at Chillisoft

The current climate is a perfect time
to make bold choices and for South
African companies and managers
to act and to start creating the next
generation of software professionals.
Decisions today, impact on South
Africa’s ability to contribute and
participate in the global economy
and the fourth industrial revolution.
This is a sobering thought that we, as
managers and leaders, must action.
www.chillisoft.co.za

FINANCIAL
Enabling banking
With innovators like TymeBank, SA’s first digital bank, using cloudbased technologies to redefine banking models – and to disrupt more
traditional banking models in the process – the entire industry is
being pressured to step up their digital game. These changes are often
accompanied by a rise in complexity, which can be difficult to manage.
That’s where Nebula comes in. Nebula is in the business of helping
businesses manage this new technology infrastructure to make sure
everything is performing as it should and to provide the visibility they
need to ensure costs don’t get out of control.
www.nebula.co.za

Immersive video
conferencing

The Jabra PanaCast, engineered
to be the world’s first intelligent
panoramic-4K plug-and-play video
solution

The Jabra PanaCast, was selected
by Zoom Video Communications
as the video solution for its new
telepresence capability, Zoom Rooms
Speaker Switching. Nick Yu, Head of
Global Services, said: “With Jabra’s
leading camera technology, we have
developed a unique offering that
delights users and IT departments
by delivering a plug-and-play that
creates an immersive conferencing
system.”
www.headsetsolutions.co.za
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COMPANY NEWS
New improvements to
security solutions for
home users

INDUSTRY SOLUTIONS
The ESM model
ManageEngine, the enterprise IT management division of Zoho
Corporation, has announced the general availability of enterprise
service management (ESM) capabilities in the on-premises version
of its flagship ITSM (information technology service management)
solution, ServiceDesk Plus. Businesses can now create and deploy
individual service desk instances for multiple departments using
ServiceDesk Plus and make them accessible to end-users on an
enterprise service portal. ITSM solutions make a great starting point for
organisations to design, implement and move to an ESM model.
www.itrtech.africa

Connect and get involved
ConnectWise has announced the creation of the Technology Solution
Provider Information Sharing and Analysis Organization (TSP-ISAO).
Its mission is to advance the cyber security resilience of the global TSP
industry. “ConnectWise is launching the TSP-ISAO and leading the
campaign to get companies collaboratively involved with us because
we think it’s of the utmost importance for the entire industry,” said
Jason Magee, CEO of ConnectWise. “I’ve already reached out to several
of my counterparts to begin these collaborative discussions, and I
invite interested vendors to reach out to ConnectWise and get involved
as well.”
www.connectwise.com

Carey van Vlaanderen, CEO at
ESET South Africa

Access Management Solution of the Year
Nucleus Cyber, the intelligent data-centric security company for
the modern workplace, says its NC Protect has received the ‘Access
Management Solution of the Year’ award from CyberSecurity
Breakthrough, a leading independent market intelligence organisation
that recognises the top companies, technologies and products in the
global information security market. NC Protect provides dynamic,
granular, data-centric security and governance that leverages and
enhances an organisation’s existing infrastructure investments. The
platform protects against insider threats, including data loss, sensitive
data misuse and unauthorised file access, enabling enterprises to
collaborate securely.
www.privacyonthego.com

What’s lurking in your
network?

SECURITY
The new cyber norm
There has been a drastic increase in
cyber attacks, and this is something
local companies have historically
not given much consideration to.
NETSCOUT Arbor releases a Cyber
Threat Intelligence report every
six months based on the work
done by ASERT, the Arbor Security
Engineering and Research Team.
www.nu.co.za

Stefan van de Giessen,
GM: Cyber Security at Networks
Unlimited Africa.s

Go to jail!

22

The introduction of key amendments
to the law in the form of the National
Qualifications Authority Amendment
Act 12 of 2019 (NQAA) may reduce
the use of fraudulent qualifications.
The NQAA applies to employers in
both the public and private sector.
Meaning fake qualifications will soon
not only get you dismissed, but also
imprisoned.
www.webberwentzel.com
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Stefan van de Giessen, GM: Cyber
Security at Networks Unlimited
Africa, strongly advocates the need
to educate and create awareness
around cyber security issues. “We
feel that the private sector and the
government should work together to
encourage cyber security awareness.
A collaborative approach is needed –
one entity can’t do it alone.”
www.nu.co.za

A holistic view of cyber
security

Bryan Hamman, Regional
Director at NETSCOUT, which offers
NETSCOUT Arbor, specialising in
advanced DDos protection solutions

Dhevarsha Ramjettan, Partner

“Home users are at risk of falling
victim to cybercrime without security
products that can consistently
confront hackers’ attempts at every
level. That’s what ESET aims to do
with its new edition of home security
products: to give home users peace of
mind,” says Carey van Vlaanderen,
CEO at ESET South Africa.
www.eset.com

ITWeb will host GRC 2020 in
February 2020

ITWeb is hosting GRC 2020, to be
held on 25 February at The Forum,
in Bryanston, which aims to help
businesses of every size and type
navigate the complex technological
environment they find themselves
in today. Governance, risk and
compliance is often an afterthought
when it comes to cyber security as it is
perceived as being the ‘red tape’ that
hampers threat prevention efforts.
“Nothing could be farther from the
truth,” says Angela Mace, CRM and
Events director at ITWeb.
www.itweb.co.za

COMPANY NEWS
Watch your perimeter
Often companies don’t know that their perimeters have been breached
until it is too late. They can remain undetected and put people at
risk. This is particularly true in remote, rural locations across South
Africa where vast distances and limited communications make it
difficult to consistently monitor perimeters and access. SqwidNet,
together with Teqcon, have an intelligent, wireless perimeter solution
for properties in remote areas and sites needing extra security that
prevents unauthorised access. Some sites are protected by perimeter
fencing because access is dangerous, and this ensures that people are
prevented from making a life-threatening mistake.
www.sqwidnet.com

SMBs exposed to critical security risks
Results of more than 1 000 risk assessments completed by ConnectWise
partners reveal that the majority of small and medium-sized
businesses (SMBs) do not have cybersecurity protection at the top of
their agenda and are highly prone to risks and vulnerabilities. The risk
assessments reveal that an alarming 69% of SMBs have not identified
and documented cybersecurity threats, while two-thirds (66%)
have not identified and documented cybersecurity vulnerabilities.
ConnectWise Identify aligns with the Cybersecurity Framework
written by the National Institute of Standards and Technology (NIST),
which provides a way for organisations, including SMBs, to assess
security risks and provide guidelines.
www.connectwise.com

Actionable intelligence essential for cyber
defence
With each new breach making headlines, it’s becoming clearer and
clearer that yesterday’s defences are no match for today’s attacks.
The growing popularity of cloud services, mobile devices and IOT is
widening the attack surface, and targeted and non-targeted attacks
are being used interchangeably. Traditional security solutions are
incapable of meeting all of these threats on their own, leaving many
organisations with blind spots and gaps in their protection. The fact
that security analysts are in short supply and existing security teams
are under constant pressure to deliver more with less, it becomes
obvious that companies need something more to keep them safe, says
Ignus de Villiers, Divisional Manager for Cybersecurity at Nexio
www.nexio.co.za

NETWORKING

SOFTWARE
PostScript or PCL
Which printer language is best for your print jobs? Most of the Xerox
printers and multifunction printers can use either the PostScript or
PCL driver, though the latter may be an optional feature. PCL, is a
common printing language used widely by many different printer
manufacturers. PCL is supported by many different operating
systems which allows for the same printer to work in many different
environments. PostScript language is used heavily in Macintosh
platforms and for graphic applications in several platforms. It is a
device-independent page description language developed by Adobe,
which is used to print and display pictures and text.
www.bdsol.co.za

Leader in 2019 Gartner Magic Quadrant
Veritas Technologies, a worldwide leader in enterprise data protection
and software-defined storage, today announced it has been positioned
as a leader in Gartner’s 2019 Magic Quadrant for Data Center Backup
and Recovery Solutions. This marks the 14th consecutive time that
Veritas has been recognised as a leader in the report. Gartner’s
evaluation criteria for vendors includes completeness of vision and
ability to execute. As the backup and recovery market has hundreds
of vendors, this report ‘provides analyses of execution and vision of
leading backup and recovery vendors and solutions’.
www.veritas.com

TECHFORUM
Digitising healthcare
“Healthcare was one of the first
industries to be targeted by
digitisation,” says Phathizwe
Malinga, MD, SqwidNet. “However,
it has been slow in its growth and
adoption of the digital journey
due to the fact that it is a delicate
ecosystem that involves one very
important element – life.”
www.sqwidnet.com
Phathizwe Malinga, MD,
SqwidNet.

Fortnite #StreamerRoyale
ACGL has always been committed to the Fortnite community, since its
early start on its platform in February 2018. Then during October and
November the #StreamerRoyale tournament, powered by Sparkfox
and Redragon, took place. Nick Holden, director of ACGL, said: "We
are extremely excited to be working alongside Syntech, in catering to
a community that has become a big part of the ACGL family.” During
this one-of-a-kind competition participants competed against each
other to book their spot in one of eight streamer-led teams at the finals
held on 30 November.
www.syntech.co.za
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TECHFORUM
What the decriminalisation of cannabis means
for the workplace

BA Summit 2019 drives
need for business analysts

Most employers enforce a zero tolerance approach to the use of
any drugs and/or alcohol in the workplace. But given that traces of
cannabis may remain in the body for months after use (which does not
automatically result in impairment), employers may need to regulate
cannabis as a separate issue and, by implication, through a separate
policy and procedure. Zero tolerance policies may not be justifiable.
Employers and their occupational medical practitioners should
consider the safety requirements at the workplace and determine
whether a zero tolerance approach is justifiable or whether there is an
acceptable limit of cannabis trace after some time of use.
www.webberwentzel.com

This year's BA Summit was another great
success, says Lucy Davies, president of
the IIBA South African Chapter. "It was
the place to meet old friends and hear
new ideas, discuss current trends and
debunk myths, a place where attendees
repositioned business analysis to go one
step beyond. ”
www.dvt.co.za

DVT speakers Carina Fourie,
Edward Ngubane and Laura Wier

Multigenerational
workforce: choose your
tools wisely

Odette Pieters, Director, FlowCentric
Technologies

It is vital that organisations ensure
their people, processes and systems
are connected in ways that resonate
with their employees, advises Odette
Pieters, Director at FlowCentric
Technologies. If a company makes
its processes needlessly complex,
employees will find ways to bypass
the procedures; and if systems are
cumbersome, people will turn to
their personal devices for solutions.
www.flowcentric.com

The modern guest
culture and experience

Rentia Austin, Hospitality Executive –
Infor Services at iOCO

Hospitality businesses must take up
the challenge of keeping up with the
pace of innovation, or risk falling
behind the competition says Rentia
Austin, Hospitality Executive – Infor
Services at iOCO, Infor’s Master
Partner in Africa (operating as a
Gold Partner). Hotel management
should consider the effect that
technology continues to have on
guest expectations.
www.eoh.co.za

Cherel Moumakwe - Executive Director; Jan Beukes - Founder
& CEO; Bongiwe Khoza - Non-executive Shareholder.

Look to TPM for respite
Enterprise-sized businesses are looking to alternative approaches
not only to save money in the short-term, but as strategies that will
deliver better returns for the business as a whole. Jan Beukes, CEO,
Storex, a specialist in multi-vendor infrastructure life cycle extension
management, says one of these approaches is the increasing adoption
of third-party maintenance (TPM).
www.storexsa.co.za

TELECOMS
Boosting retailers’ digital transformation
journey
Retailers cannot afford to ‘sit back’ and weigh up their options. They
need to invest now in order to save more, do more and win more
business without compromising security. SD-WAN offers a platform
that addresses the core concerns of cost and security, and supports the
customisation required for innovative, tailored digital transformation
solutions. This is vital in an environment where you need to improve
the bottom line.
www.t-systems.com

Capitalising on SDDC

ICT INSIGHT
To read the FULL company releases, visit

www.itweb.co.za
Contact sales@itweb.co.za for any sales enquiries.
Troye CEO Helen Kruger
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The software-defined data centre
(SDDC) combines exceptional
performance and flexibility, enabling
IT to operate efficiently. Troye CEO
Helen Kruger says VMware empowers
customers to manage and run
consistent infrastructure and operations
across data centres and public clouds,
delivering applications in support of
business innovation and growth.
www.troye.co.za

The Public Sector ICT Forum was established in 2016 to provide a
focused platform and opportunity for public sector ICT decisionmakers to come together to engage and discuss topics that are key
to the local public sector.
Directed by a board made up of government IT officers (GITOs) and chief
information officers (CIOs) and including representatives from SITA and GITOC,
the forum provides online and event-based thought-leadership and knowledgesharing platforms.
The forum gives CIOs the opportunity to listen to and engage with leading
local and international speakers to provoke dialogue, spark ideas and generate
concepts that can be taken back to their areas of work. This is an informal
community that encourages collaboration and thought in the name of improved
service delivery.

This is an exclusive community for top-level public sector
ICT decision-makers: the CIO, GITO or DG/DDG focused on ICT
strategy within your government department (national or
provincial level) or at a parastatal. Membership is free, but
applications are vetted to ensure exclusivity.

To become a member, please go to
bit.ly/2psg2E6
or email us on
PSICTF@brainstormmag.co.za
or tweet us
@PSICTForum

Tap into The Margin
If you love The Margin but prefer to view content online, then we’ve got
some great news for you!!
The Margin’s website has been refurbished and upgraded. To get your fill of the information you need about key developments in the channel visit themargin.co.za.
With new and web-exclusive content regularly added, make sure you subscribe to our
newsletter service to stay in touch with what’s happening in your industry.

www.themargin.co.za

Technology and business for the channel… now online.

