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and the impact of COVID-19.
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organisations’ remote work policies changing forever
post-COVID, with employees given the choice between
working from home or from the office.
Surprisingly, nearly half (46%) of respondents
experienced no issues with switching to work-fromhome as they were already fully up and running with
remote work capabilities. However, 42% said they faced
challenges when it came to enabling communication
and collaboration, while 27% cited setting up VPNs and
securing remote workers as problematic.
Keeping with the IT security theme, in this edition
we also feature a report-back on ITWeb’s enormously
successful Security Summit 2020, hosted virtually for the
first time.
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COLUMN INDUSTRY INSIGHT

Post-pandemic confusion in the
digital security space
Traditional networks and their legacy security systems are under pressure when it
comes to keeping pace with the changing traffic patterns caused by remote working.

PAUL STUTTARD, Director, Duxbury Networking

T

here is mounting evidence of confusion
in the post-pandemic corporate world.
It concerns the most appropriate means of
dealing with digital security in the rush to
return to “business as usual” which, as many
industry watchers point out, will never
realistically occur since the many benefits of
remote working and “the new normal” have
been proven.
As I highlighted in a previous Industry
Insight, the work-from-home requirement,
which has admirably contributed to the
“flattening of the curve”, has resulted in a
powerful shift in corporate emphasis from onpremises users to remotely located and mobile
employees. Many view this migration as a
central component of the new normal.
This has sparked a desperate search for
security solutions to support networks in
which large numbers of connections are both
internal as well as remote.
William Dixon, head of Future Networks
and Technology at the World Economic
Forum, notes COVID-19 has “changed the
technology culture and infrastructure of
every medium-sized and large organisation
faster than any other known event or
phenomenon”.
He says unless there is a seismic shift in the
way organisations address digital security,
they could be “investing time, effort and
money in a battle long lost”.
A recent investigation into the attitudes
of UK-based business leaders in the postpandemic environment reveals widespread
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confusion concerning the adoption of
appropriate network security solutions. This
has been highlighted by respected writer,
business analyst and former University of
Hertfordshire lecturer, Joe O'Halloran.
In an insightful feature in a specialist
publication, he says the confusion is centred
on the perceived security benefits of the two
candidates emerging as the preferred postpandemic network technologies: softwaredefined WAN (SD-WAN) and secure access
service edge (SASE).
The rapid emergence of SASE should not
prevent any organisation from opting for an
SD-WAN-based solution.
According to O’Halloran’s article, nearly
half of the organisations that participated in
a nation-wide survey said SD-WAN is “less
relevant to the burgeoning remote workplace

further debate?
SD-WAN technology is focused on
connecting offices to a central headquarters
and data centre, although it can also connect
users directly to the cloud. It is defined
as a software-based approach to building
and managing networks that connect
geographically-dispersed offices.
A SASE network is focused on providing
cloud-native security tools and has the cloud
at the centre of the network. A SASE solution
combines the capabilities of a WAN with
comprehensive security functions to facilitate
secure network access in cloud and mobile
environments.
If anything, these definitions, as accurate
as they are, only lead to more confusion. For
example, many are of the opinion that SASE
is simply a repackaging of SD-WAN, when

The rapid emergence of SASE should not prevent any
organisation from opting for an SD-WAN-based solution.

that has emerged since lockdown” while
55% favoured SASE as the network security
solution of the future.
This must be viewed against the backdrop
of the rapid acceptance and adoption of SDWAN – on a global basis – over the past year.
Undeniably, traditional networks and
their legacy security systems are under
considerable pressure when it comes to
keeping pace with changing traffic patterns
created by the rapid rise in mobile, cloud and
edge deployments. Many of these networks
have outlived their usefulness.
As O'Halloran notes: “The pandemic
presents an opportunity for full-blown
innovation, a dramatic shift in perspective
and the adoption of safe and resilient
operating processes.”
How important is it to pick a winner in
the SD-WAN versus SASE contest? Will the
recognised definitions assist in establishing
a preferred option or simply stimulate

in fact – according to authoritative industry
analysts – SD-WAN should now be viewed as
a subset of SASE.
As is becoming clear, SD-WAN appliances
are central to the delivery of vital networking
functionality while SASE has the task of
converging SD-WAN with other network
and security services. This has the potential
to create a holistic WAN connectivity and
security solution.
In conclusion, the rapid emergence of
SASE should not prevent any organisation
from opting for an SD-WAN-based solution.
However, this solution should ideally be
teamed with a carefully-defined, engineered
and mandated SASE service supporting WAN,
mobile, cloud and edge computing.
Together, SD-WAN and SASE are tasked
with complementing the design of enduring,
sustainable and secure corporate networks,
ensuring their armour will remain effective for
many years to come.
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Gartner recognises Help/Systems for RBA
delivery

ZTE unveils world’s first 5G smartphone with
under-display camera

SPI, the African distributor for utility software products and services
to the open systems segment of the IT industry and the sole subSaharan Africa distributor for Help/Systems, announced that the latter
has been positioned by Gartner in the ‘niche players’ quadrant of the
Magic Quadrant for Robotic Process Automation for the second year
in a row. “We are thrilled to once again be recognised in the Gartner
Magic Quadrant for Robotic Process Automation. We believe this is
confirmation that we are empowering our customers to unlock the
full potential of automation,” commented Daniel Laun, MD RPA at
HelpSystems.
www.spi.co.za

In early September, ZTE Corporation launched the ZTE Axon 20 5G
in China. According to the company, the device will be the world’s
first mass-produced 5G smartphone featuring under-display
camera, marking another milestone in ZTE’s exploration of the true
full display smartphone. ZTE has achieved numerous breakthroughs
in the field of smartphone displays, including launching the world’s
first pressure-sensitive display, the world’s first naked-eye 3D
display smartphone, as well as the world’s first foldable dualscreen smartphone. In 2019, ZTE took the lead in launching the
first commercial 5G smartphone, ZTE Axon 10 Pro 5G, in China, the
Nordic countries and the Middle East.
www.zte.com

Dynamic Technologies creatively digitises
(very) early learners

Open for business?
Manufacturing, ERP,
digital transformation
post-COVID

Blue Pencil Creative, a Dynamic Technologies company, has provided
Cotlands NPO with a digital education solution. Cotlands provides
pre-school children with safe-play and early learning environments
by utilising toy libraries and play groups. Through this programme,
Cotlands helps communities throughout nine provinces in South
Africa, where an estimated 3 million to 4 million children lack access
to pre-school facilities. Blue Pencil Creative designed and implemented
an entirely digital SETA/QCTO-accredited ECD (early childhood
development) certified training programme for Cotlands to provide
ELFs with this training experience. Cotlands’ ELFs (early learning
facilitators) require formal training with a recognised certification to
maximise their effectiveness.
www.dynamic-tech.com
Phil Lewis, Infor VP Solution
Consulting, EMEA

Global executive who
leads from the heart

Kholiwe Makhohliso

In a predominantly maledominated industry, Kholiwe
Makhohliso has carved a name for
herself as a diverse leader in the
ICT sector as country manager
and VP of Software AG – a
German-headquartered global
software company. Makhohliso’s
experience spans over two decades
with a career meticulously
nurtured in both public and
private sectors.
www.softwareag.com

Employment- and investmentintensive manufacturing
industries have become critical
indicators of how businesses will
adapt to a post-COVID global
economy. “At Infor, we saw many
businesses in all industrial sectors
freeze both ongoing projects and
planned investments,” confirms
Phil Lewis, Infor VP Solution
Consulting, EMEA. “Interestingly,
however, this did not last.”
www.infor.com

Pure Storage, Cohesity forge strategic
partnership to deliver rapid recovery at scale
Pure Storage and Cohesity announced a strategic partnership that
brings to market Pure FlashRecover, Powered by Cohesity. This offering
is the industry’s first modern, jointly engineered solution designed to
meet the most demanding business continuity requirements and enable
new opportunities for data-driven organisations. Pure and Cohesity
have formed this partnership based on strong customer demand for an
integrated all-flash data protection solution that empowers customers
to easily, quickly and reliably backup and recover their data at scale.
The companies have also formed this partnership at a time when more
customers are embracing cloud services and are seeking ransomware
protection.
www.purestorage.com
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T-Systems SA invites submissions for enterprise
supplier development programme
T-Systems South Africa has closed the bidding process for qualifying
small businesses to join the T-Systems Enterprise and Supplier
Development (ESD) programme. The T-Systems ESD programme is
aimed at developing exempt micro enterprise (EME) and qualifying
small enterprise (QSE) suppliers to support broad-based black economic
empowerment (B-BBEE) transformation in South Africa. “The global
pandemic has devastated businesses across all industries and sectors, but
the small business sector has been hardest hit. Our 2020 ESD programme
focuses on subsidising rent payments, suppliers' resource salaries,
training, work-from-home tools and more, with the aim of aiding in
economic recovery and decreasing unemployment,” says Sibongiseni
Tekwane: head of Transformation at T-Systems South Africa.
www.un-outsource.co.za

Alnet Technologies
launches Sage Intacct
capabilities

Netesh Maharajh, director, ALNET
Technologies

Alnet Technologies, a Sage
Platinum Business Partner and a
provider of the complete suite of
Sage Evolution ERP, CRM, Payroll
and Cloud Solutions, has revealed
details of its core competencies
as a Sage Intacct Certified
Implementation specialist partner.
Sage Intacct was launched in SA by
Sage on 6 August this year.
www.alnettechnologies.com

First Distribution expands Kaspersky
distribution to West Africa
First Distribution, the leading pan-African distributor for cyber security,
data centre, enterprise and cloud solutions, has expanded its distribution
agreement with Kaspersky, now offering the security software portfolio
in West Africa. First Distribution currently distributes Kaspersky in
southern Africa and East Africa. The addition of the new territory
means it now covers the full region for non-Francophone sub-Saharan
Africa. Kaspersky is a global cyber security company founded in 1997.
Kaspersky’s deep threat intelligence and security expertise is constantly
transforming into security solutions and services. Its security portfolio
includes leading endpoint protection and a number of specialised
security solutions and services.
www.firstdistribution.co.za
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Refurbished IT equipment in huge demand
Refurbished equipment has always been a low-cost alternative to new
or white-box products. The misconception that they're not as good, or
don't carry the same spec or security as ‘brand new’, just isn’t the case.
Buying from a recognised supplier like Universe Direct will get you
exactly the same design, spec and service as you would if you bought
brand new, but without the hefty invoice. “Universe Direct is South
Africa’s largest distributer of refurbished IT equipment. We buy in preowned top brand name IT equipment, recycle, recondition and sell or
rent it to businesses or private individuals," says Andrew Craig, owner
of Universe Direct.
www.universedirect.co.za

Xerox Remote Services part 1: Advantages of
connectivity
Xerox Remote Services is a set of features that simplify printer
ownership and administration. It provides free services to enable
administration of metered billing and supplies replenishment plans
for printers on a network. Connectivity to the Xerox servers is an
important part of this service. These services include automatic meter
reads, automatic supplies replenishment, remote diagnostics and
prepared service reps. To get more information about these features,
check out the Remote Services at Xerox.com – the site covers all the
information and has many useful links, including a Capable Products
document that will let you know if your device(s) can take advantage
of the Remote Services.
www.bdsol.co.za

Xerox Clean Hands Reminder screensaver
As some of us begin emerging from our homes and return to work,
it is more important than ever to maintain good hygiene with
frequent hand-washing. Add another hand-washing reminder to
your workplace with the new Clean Hands Reminder App for your
VersaLink, AltaLink and PrimeLink printers. The app displays when
the device is inactive. When the user touches any portion of the
screen or a button, the app exits to the home screen. The Clean Hands
Reminder App is a friendly, non-intrusive, screen-saver type reminder
to maintain proper hygiene, located right on the screen of your printer.
www.bdsol.co.za

Advantech presents new generation of industrial
monitors
Advantech, a leading industrial computing platform provider, is
pleased to announce the launch of its FPM-200 series, a new generation
of industrial monitors designed to provide premium display solutions
at an affordable price. Aimed at industrial and IOT applications, the
FPM-200 series are true-flat LCD monitors that feature an IP66-rated
front panel for protection from water and dust ingress. This ensures
the monitors can withstand rigorous cleaning using high-pressure
water jets, making them ideal for industrial environments with harsh
operating conditions. Designed with the same slim, compact form
factor as Advantech’s TPC touch panel computers for easy integration,
the FPM-200 series monitors are also built with die-cast aluminium
enclosure.
www.advantech.com
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Sean Katzen, CEO of the Ovations
Group

NETWORKING

Mining drills into
cloud tech from IFS,
Ovations

Thinking beyond the
pandemic with Silver
Peak SD-WAN

To broaden its product offering
to clients in the South African
mining and construction sector,
IFS has partnered with Ovations.
Sean Katzen, CEO of the Ovations
Group, said: “Cloud adoption is a
way for business to become more
efficient in these times where the
majority of business processes
have gone digital.”
www.ifsworld.com

Organisations will have to reengage with their customers and
business prospects in an entirely
new way in a post-COVID-19
economy. “Marcel Fouché,
Networking and Storage General
Manager at Networks Unlimited
Africa, the distributor for Silver
Peak in Sub-Saharan Africa.
www.networksunlimited.africa

Marcel Fouché, Networking and
Storage General Manager at
Networks Unlimited Africa

Connecting plumbing through partnerships

The Xerox Iridesse Production Press

New possibilities for Camera Press with Xerox
Iridesse
Camera Press was looking for a digital printer that could produce
quality prints in a short time, using specialty inks and on a variety
of substrates, especially folders. Kevin Hellyer, co-owner of Camera
Press, said: “After extensive research and in-depth comparisons,
we migrated to the Xerox Iridesse Production Press. It was a natural
progression for us to upgrade to the latest technology.”
www.bdsol.co.za

Water is a scarce resource, particularly in Africa. A 40% gap in the
global water supply is expected by 2050 – that’s in only 30 years. The
World Economic Forum Global Risks Report 2019 has also put the water
crisis into perspective, highlighting how water is affected by climate
change, reserves are dwindling, and future water supply challenges.
Ushal Moonsamy, chief solutions officer at SqwidNet, said technology
and plumbing professionals working together can help. “At SqwidNet,
we are working with Ontec, Macrocomm and the Institute of Plumbing
South Africa (IOPSA) to help develop smart solutions and specialised
training for the country.”
www.sqwidnet.com

ZTE recommends ‘four systems and one centre’
ZTE believes service applications and innovative business models will
greatly promote the rapid development of 5G Industry Internet, while
also bring huge network security risks to vertical industries. Therefore,
it is recommended that an integrated network security architecture
be built to meet the challenges. The integrated architecture includes
“four systems and one centre”. The “four systems” refer to the security
technology system, security management system, security operation
system and security ecological cooperation system. The "one centre"
refers to the security operation, management and maintenance
centre. The security technology, security management system and
security operation centre work together to build the internal security
mechanism of the Industry Internet.
www.zte.com

Making 'work from home' transition effortless

Altron HealthTech launches patient-centric telemedicine offering with RecoMed.

Altron HealthTech launches patient-centric
telemedicine offering with RecoMed
Alnet Technologies, a Sage Platinum Business Partner and a provider
of the complete suite of Sage Evolution ERP, CRM, Payroll and Cloud
Solutions, has revealed details of its core competencies as a Sage Intacct
Certified Implementation specialist partner. Sage Intacct was launched
in SA by Sage on 6 August this year.
www.altron.com

If you are considering transitioning to a remote work environment,
Universe Direct has the perfect IT equipment solution for you.
Universe Direct Rentals can help ensure a quick and efficient
transition from the office environment to working from home. "One
of the latest trends is the adoption of the mini PC, as it provides
similar capabilities to a desktop, creating a dual-purpose work PC
and a home PC option. There has been a noticeable spike in interest
and sales of these devices, and we are ready to fulfil the demand,"
says Andrew Craig, owner of Universe Direct. The company also
ensures you get 24/7 service backup.
www.universedirect.co.za
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REMOTE WORKING SURVEY
By KIRSTEN DOYLE

Collaboration, security are top
remote work challenges
Nearly half of businesses had no issues when switching to remote work, but others faced
communication, collaboration and security challenges, a recent survey found.

IAN JANSEN VAN RENSBURG, VMWARE

H

ow are SA organisations rising to the
remote working challenge? To find out,
ITWeb in collaboration with VMware, ran a
‘Remote Work Survey’.
The first question asked was whether or
not respondents had a remote working policy
in place before the COVID-19 lockdown
came into effect, and 57% said ‘yes’, with the
balance of 43% saying ‘no’. However, if asked
today, it’s safe to say that 100% of companies
would answer in the affirmative.
Ian Jansen van Rensburg, senior systems
engineer and lead technologist at VMware
Sub-Saharan Africa, comments: "Depending
on the specific sector, you will find varying
percentages of readiness. Not everyone is
lucky enough to have access to smart devices,
fast uncapped connectivity and the correct
security in place. The numbers are surprising
if you keep all of this in mind.”
Nearly half of respondents (46%)
experience no challenges as they were
already fully up and running with remote
work capabilities. Another 42% said they
faced challenges when it came to enabling
communication and collaboration.
Another issue was the impact of lockdown
on SA organisations’ digital transformation

6
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journeys. For 43% there was no impact as
these respondents said they were already
fully digital businesses. Some 37% said the
pandemic caused their journey to be fasttracked and that they were now finally fully
digital, and 25% claimed to have been caught
unawares and said that certain aspects of their
business had suffered owing to a lack of digital
maturity.
For those who have suffered owing to a
lack of digital maturity, Jansen van Rensburg
advises: “It is the perfect time to drive
innovation and new ideas. The pandemic has
changed the world. The way we think about
online shopping and services are changing.
Who will be the next Facebook or Netflix?
The companies that can provide these new
experiences are the ones that will stay in
business, thrive and be the pioneers of the
fourth industrial revolution wave.”

Tools, solutions
Nearly half of companies (42%) are using a
digital workplace platform to share files and
data with their colleagues, and 32% are doing
this with a shared server or drive via a VPN.
Only 18% are still using e-mail.
"E-mail is and will always be one of the
most important business tools but it has its
limits. The companies that would like to
drive innovation, be more productive and
competitive in the marketplace need to
run their business on modern, cloud native
applications" adds Jansen van Rensburg.
When asked what technologies they
wished they had that would have enabled
them to be more productive when working
remotely, collaborative tools (38%), simpler
network access management (36%) and
simpler remote device management (35.5%)
came out tops. Says Jansen van Rensburg,
“Employees want quick and easy ways to
collaborate with each other. But you cannot
collaborate without fast, uncapped Internet
connectivity and a reliable smart device.”
When it came to solutions that SA
organisations are using to secure their remote
workforces, nearly three-quarters (71%) said

they were using strong passwords, 68% said
VPNs, 66% firewalls, 57% encryption and
55% are using two-factor authentication.
It's no secret that IT helpdesks faced a slew
of challenges of their own when it came to
enabling, securing and troubleshooting a
remote workforce, but reassuringly, a full
81% of respondents said their IT helpdesk
was fully accessible and able to assist. Another
15% answered ‘partially – it’s a challenge but
we are managing’, and only 4% said that their
helpdesk wasn't accessible and able to assist,
and it has been a struggle.

Benefits and challenges
Several benefits of working remotely
emerged, such as ‘not wasting time in traffic’,
which was cited as the biggest plus by 83%
of respondents, a more flexible schedule
by 75%, more productive owing to fewer
distractions (66%), and the ability to balance
work and private life or spend more time with
family (53%).
On a personal level, when asked what
they viewed as the biggest challenges of
working remotely, the inability to unplug
was an issue for 61%, loneliness and the lack
of human contact by 46%, and connectivity
issues by 45%.

ABOUT THE SURVEY
The Remote Work Survey, in
partnership with VMware, was run
online on ITWeb for a period of two
weeks to examines the current remote
work landscape in South Africa and
how companies are facing up to this
new challenge.
It captured input from 462
respondents from a wide range of
public and private sector organisations
of all sizes. Twenty-seven percent of
respondents were CEOs or MDs, and
the rest were spread out over middle
management, IT staff, and consultants.

Remote Work SURVEY

REMOTE WORKING SURVEY

Did you have a remote working policy in place
before the COVID-19 lockdown came into effect?

Yes

57%

What challenges did you experience with
switching to remote work during the lockdown?
46%

None as we were already fully up and running with
remote work

42%

Enabling communication and collaboration

27%

Setting up VPNs and securing remote workers

24%

Securing all data, devices, and connections

24%

Making all the business applications available to
remote workers

10%

Other

7%

Yes

57%

No

43%

How are you sharing files and data with your
colleagues?

Identity Management

What do you see as the biggest benefits of
working remotely?

50
42%

30%

40

Not
wasting
time in
traffic

32%

30

18%

20

10
0%

0

xx

Other

E-mail

Shared
server/drive
via a VPN

We use a
digital
workplace
platform

Not wasting time in traffic

30%

Flexible schedule

27%

More productive due to fewer distractions

24%

Ability to balance work and private life/spend
more time with family

19%
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Remote Work SURVEY

REMOTE WORKING SURVEY

What do you see as the biggest challenges of
working remotely?

Yes

61%

Inabilty to unplug

46%

Loneliness/ lack of human contact

45%

Connectivity issues

41%

Distractions at home

28%

Communcation with management and team
members

19%

Worries over data security

14%

Lack of motivation

11%

Other

9%

40%

Access to critical business apps

How do you foresee your company's remote work
policy post-pandemic?

80
70

61%

60
50
40

Yes

39.90%

Partially

32.50%

No

27.60%

What technologies do you wish you had that would
have enabled you to be more productive when
working remotely?
38%

Collaborative tools

36%

Simpler network access management

36%

Simple remote device management

33%

Cloud app access

32%

Other

18%

Cloud disaster recovery solution

16%

Zero trust security

24%

30
20

Does your company cover the costs associated with remote
work?

15%

10
0
All staff will
continue to
work remotely

8

It will be back
to working from
the office for all
employees as
soon as the
pandemic
regulations
allow
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Employees will
be given the
choice to work
from home or
from the office
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REPORTBACK: ITWEB SECURITY SUMMIT

ITWeb’s acclaimed Security Summit was hosted
virtually for the first time in August.
The event was a huge success, with over 700 delegates reaping the
benefits of listening to the presentations from over 50 international
and local speakers.

George Beebe

W

e were not long into 2020 and there
were already predictions of a sharp
increase in cyber crime. Eight months later,
these predictions have proved correct with
an estimated sevenfold increase in spearphishing attacks, since the pandemic began
and employees started working from home.
Why do people still click on phishing mails,
and what lessons can security professionals
learn?
Suelette Dreyfus, an academic specialist
at the School of Computing and Information
Systems at the University of Melbourne,
provided some signposts for security teams.
And, it appears, IT teams have plenty of
catching up to do, especially when it comes to
persuading staff to toe the security line.
Speaking from Australia, she quoted from a
study run by the University of Bath at a public
sector organisation in the UK with over 50
000 employees. She says the organisation was
particularly suited to a research trial; it was
both public facing, and also handled sensitive
information. All of the staff were sent at least
two simulation phishing e-mails, which were
personalised (‘Dear Mary’ for example. The
mails invited the staff member to click on a
link to ‘the UKs most secure e-mail platform’
to ‘access and read your secure mail’.
As it happened, just under 20% of the staff
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Steve Jump

members clicked on the link – a fairly typical
figure – after which they were directed to
an internal cyber educational site.

Security challenges that need solving
According to Tormod Ree, CEO of Ava
Security, in his keynote address ‘The
need for unified security’, there are
fundamental challenges in security that
need solving. And it’s not all about cyber,
there is also a physical element, with
certain commonalities in the problems that
customers face, and how they can be solved.
“One of these is data overload and
it comes from the fact that there is an
overwhelming amount of security data
without any meaningful insight from
the vast majority of sensors that are out
there. In this case mostly video, security or
CCTV cameras, which produce a wealth of
footage.
“Because there are so many feeds and
no insight beyond the actual picture,
it's virtually impossible for customers to
be proactive. They can’t identify what
they should be looking at before a threat
escalates to an actual incident, and it's also
incredibly time-consuming to sift through
to find what they're looking for, as it all has
to be manually reviewed.”

Suelette Dreyfus

Cyber security lessons
George Beebe in his key note address,
gave a thought-provoking talk, titled
‘Lessons from failure: How cyber security
professionals can learn from analytic
mistakes in other fields’, Beebe, VP &
director of studies at the US’s Center for
the National Interest (CFTNI), discussed
the challenges of anticipating attacks by
adversaries.
Former head of Russia analysis at the
Central Intelligence Agency, and author
of ‘The Russia trap: How our shadow
war with Russia could spiral into nuclear
catastrophe’, Beebe drew a parallel between
the incorrect judgements made about Iraq’s
possession of WMDs (weapons of mass
destruction) and cyber analysts trying to
predict the next attack.
He said while topics may vary and
technologies may advance, the principles
of good analysis – which is breaking down
something into its component parts and
understanding how it works – don’t change.
“Regardless of whether we’re looking at
zero-day exploits or Chinese intentions
toward Taiwan, the things that lead to
analytic failure are almost always the same."
He also highlighted the cognitive traps
that experts should be aware of.

REPORTBACK: ITWEB SECURITY SUMMIT

Susi du Preez

Only 17 out of 54 African states have
data privacy laws
Susi du Preez, an independent security
expert, outlined how African countries are
lagging in enacting data protection laws,
leaving citizens vulnerable to cyber attacks.
Comparing the pros and cons of data
protection and privacy legislation and the
need for a global response, Du Preez said out
of the 54 countries on the African continent,
only 17 have data protection laws in place.
The 17 countries in Africa that have enacted
comprehensive personal data protection
legislation, namely: Angola, Benin, Burkina
Faso, Cape Verde, Gabon, Ghana, Ivory
Coast, Lesotho, Madagascar, Mali, Mauritius,
Morocco, Senegal, Seychelles, South Africa,
Tunisia and Western Sahara.
South Africa’s data protection law – the
Protection of Personal Information (POPI) Act
– came into effect on 1 July 2020. However,
local companies have been given a one-year
grace period to comply with the law.
The purpose of the law is to ensure
all South African institutions conduct
themselves in a responsible manner when
collecting, processing, storing and sharing
another entity’s personal information, by
holding them accountable should they abuse
or compromise personal information in any
way.

Balancing ethics and privacy rights amid
COVID-19
Yvette du Toit, Associate Director at PwC,
presented on the topic of data privacy and
ethics, starting with the distinction between
ethics and law: while ethics defines what is
good for individuals and society and is about

Tormod Ree

creating morally good people, the purpose
of law is to regulate human behaviour and
create a society devoid of evil and injustice.
While the right to privacy is enshrined
in South Africa’s constitution, the role of
ethics is forcing a change in mindset – from
not only strict compliance with regulation,
but also consideration of whether or not the
data subject is being adequately protected.
The issue of privacy and ethics is under
the spotlight as personal data is being
readily exchanged amid the COVID-19

Yvette du Toit

Online 24/7 or else!
Steve Jump, founder and director of Custodiet
Advisory Services, discussed the importance
of having a strong online presence, stating if
any business is not online, it’s in trouble. “If
your customers are not able to buy online,
24 hours a day, seven days a week, they are
already buying from your competitors.”
Jump said those businesses who
successfully navigated four and a half months
of lockdown, and were able to go virtual
are thriving, while those that have not yet

In this old world, security was often an afterthought,
and probably included adding a password.

pandemic, raising the questions of where
does this information go, who has access to it
and why?
Du Toit outlined the evolution of privacy
law in line with changing technology,
saying “it’s something that has come
quite a long way” since the 1950’s right
to respect for private life, to the 1980
OECD Standard, through to the European
directive in 1995, GDPR in 2016 and finally
the CCPA (California Consumer Privacy
Act) and POPIA in 2020.

managed to move from a physical to virtual
space are suffering.
“The old way of thinking was to build your
IT to support your business needs. The same
applied to Web sites and databases to collect
and mine your customers’ data. In this old
world, security was often an afterthought,
and probably included adding a password.”
He emphasised the important role of
security, as more businesses look to build
their online presence in light of the
pandemic.

These are but a small selection from a wide range of fascinating presentations and topics,
all of which are available to read on www.itweb.co.za.
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INDUSTRY INSIGHT: PROTECTING PERSONAL DATA

Lax controls: a personal information
disaster waiting to happen
A naïve public assumes the service providers and organisations they
engage with are taking the necessary precautions to protect their
personal information.

Lawrence Smith,`Technical pre-sales
specialist at CFS Robotics, part of the KID
Group of companies.

D

espite legislation such as the Protection
of Personal Information Act (POPIA) and
European GDPR, South African companies
are still not showing the right levels of
concern about the importance of protecting
sensitive information.
A naïve public, meanwhile, assumes
the service providers and organisations
they engage with are taking the necessary
precautions to protect their personal
information. This is a disaster waiting to
happen.
With the increased number of data
breaches in South Africa, POPIA could not
have come soon enough. However, the law
commencement date was 1 July 2020 and
companies still have until 30 June 2021 to
become fully compliant.
This means companies that have been
breached and are being breached are not yet
legally required to inform their customers
if their data has been accessed, even though
personal data is starting to be targeted at an
increasing rate because it is valuable.
I have met many organisations in South
Africa and discussed the impact of POPIA.
Many are aware of the law and are educating
employees regarding the law. However,
many of the investments in both data security
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mechanisms and data privacy solutions have
been lagging. These discussions mainly took
place before the COVID-19 pandemic when
organisations had sufficient funding.
When asked, “why is it that money is
not being invested in these areas?” most
responses were, “we would rather make
provisions for a possible fine than spend
money in these areas". As a consumer who
more than likely has had their personal data
lost, this is not good enough.
With the increased number of data
breaches in South Africa, POPIA could not
have come soon enough.
POPIA will make provisions for penalties as
high as a R10 million fine or 10 years jail time,
and many organisations appear to be willing
to stockpile funds in case they are fined, and

Often, most organisations are not
aware of the scope and extent of the
problem. Personally identifiable data
is often in multiple databases sprawled
across the enterprise, not to mention
personal data contained in unstructured
formats stored on local devices and
servers both on-premises and in
the cloud, in old mainframes, Excel
spreadsheets, shared folders and e-mail.
Work from home has increased the risks,
as users connect via VPNs that may be
compromised.
The unfortunate reality is that with
digital transformation efforts on the rise and
many looking to the cloud for economies
of scale, managing personal data and
protecting it is becoming more difficult.

With the increased number of data breaches in South
Africa, POPIA could not have come soon enough.

appoint a chief data officer (CDO) to take
the fall should records be leaked, instead
of investing in the right controls to protect
personal data.
Naturally, data protection is of paramount
importance to the CDO, but many of them
are not being taken seriously by business. This
may be due in part to the fact that nobody in
South Africa has yet sued an organisation for
leaking their data, and because there is no
clarity as yet on what ‘teeth’ the regulator will
have to enforce POPIA.
With POPIA only due to be enforced next
year, local organisations not only do not have
to disclose breaches, they also do not have the
ability to tell customers exactly what data was
leaked and how the customers may be at risk
as a result.

Organisations need to seriously
start asking themselves the following
questions: Do we know where personally
identifiable information is stored? How
frequently is it accessed and is its access
controlled? Is the data protected? Does
the data move between departments,
borders and functions? Can we alert
customers whose data has been lost? Do
we know the value of the data and the
risk we are exposed to?
Knowing where your personal and
sensitive data is, how it is being used
and who is using it should form the
baseline to protect it. As with all security
protocols, one should focus on a layered
approach with the core being the data
itself.

INDUSTRY INSIGHT: BUSINESS INTELLIGENCE

Using analytics to gain
competitive-edge
The correct approach to business intelligence can help a
company to remodel and enhance its customer experience, and
boost its competitive advantage.

Marko Salic, CEO of the Argility
Technology Group

G

artner advises that IT can use advanced
analytics to gain competitive business
advantage and that with the right approach
business intelligence (BI) can be a leading
source of competitive advantage.
Certainly, it can be used to remodel and
enhance the customer experience.
Forrester notes that everyone wants
to monetise their data, but the growing
stream of data and analytics requests are
overwhelming IT teams charged with
gleaning insights from the material. While
there is no crystal ball to see into the future,
predictive analytics provide the means to
make an educated guess.
Define clear and measurable goals and
outcomes you expect from the data strategy.
Without the ability to measure, uplift and
estimate ROI, it becomes difficult to build
stakeholder support.
Appoint a data analytics "champion" −
an executive, or a person with authority,
to spearhead the implementation of the
organisation's data strategy. Select the correct
technology partner to help implement the
data analytics strategy.
Then select the correct platform for the
data lakes, extract, transform and load,

analytics and machine learning. If the
organisation's data volume, velocity and
variety are broad and/or it expects significant
growth, cloud tools are the only way to go.
Data analytics is about extracting trends
and patterns in historic data and using that
insight to make better decisions and influence
future outcomes.
Analytics and machine learning have
become highly effective in making
predictions, but AI does not do judgement.
As AI prediction capabilities improve, the
value of human prediction decreases, and
the value of human judgement increases.
Ensure you are utilising both to maximise the
benefits; don't allow analytics alone to make
automated decisions until the models have
been battle-tested and polished over time.
Data tiering is a way to optimise how you
operationally use the data, and drive costs
down. Analytics databases are different

The hard way is to build and manage it
all in-house. If there was a one-size-fits-all
approach, everyone would be following the
same process. It's crucial that there is a clear
understanding of how the data will be used,
what and how many sources there are, also
how "clean" is the data, etc. Only then can
you define the correct data ingestion strategy.
As a rule, start by building a data lake and
dumping all the data, no matter how "dirty",
into the data lake. Then data teams can
incrementally start building an "analytics"
storage and data pipelines from this central
lake.
Once the data is imported and analysed,
the process of developing individual "use
case"-driven data pipelines begins.
One of the hardest and most timeconsuming steps in data analytics is data
preparation and extract, transform and load
processes, as it often happens that 80% of

As AI prediction capabilities improve, the value
of human prediction decreases, and the value of
human judgement increases.
to operational, high transaction volume
databases and each comes with pros and cons.
Understanding the business goals and how
the insights will be used will help to tier the
data and tools correctly.
The company will need to devise
protection, governance and redundancy
policies and there are two ways of going about
this: the easy or the hard way.
The easy way is to use cloud tools such as
GCP, AWS and Azure. When using cloud tools
data security, governance and redundancy is
a first-class citizen, simple to implement and
manage.

time is spent getting this step right.
If the data is not clean, the results will be
poor and inconsistent. Augmented analytics is
the process of using technology and tools such
as machine learning and AI to augment how
data is ingested, transformed and analysed.
Natural language processing (NLP) is
another tool or algorithm to be used in
analytics pipelines. It's especially useful in
building chatbots and conversational utilities.
But the principles of how NLP works can be
used in various other analytics applications
from recommended engines to data
extraction and preparation steps.
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COMPANY NEWS

SECURITY

TECH FORUM
Simplifying private
security

What leaders need
to consider before
implementing ERP

The private security market in South
Africa is considered as one of the
largest in the world, tallying in excess
of R45 billion annually. Reinard
Janse van Rensburg, regional sales
manager: NuPay, a division of Altron,
offers insight on how business
owners in this market can simplify
the way they think about payments.
www.altron.com
Reinard Janse van Rensburg,
regional sales manager: NuPay, a
division of Altron

Implementing an ERP system is
more than just an IT project, it is a
business-wide strategy to unlock
multiple benefits for stakeholders. Its
drivers and business objectives are
firmly rooted in the business, and
it has a major impact on its people,
processes and culture, advises JP van
Loggerenberg, CTO at SYSPRO.
www.syspro.com
JP van Loggerenberg, CTO at
SYSPRO

Buguroo, Puleng Technologies to boost SA
banking industry’s defences
Buguroo, the online fraud prevention specialist for the financial sector,
and Puleng Technologies, a trusted advisor and a market-leader for the
design, implementation and support of user, data and cyber security
architectures, have announced a formal partnership designed to
reduce the impact of online bank fraud in South Africa. As part of the
deal, Puleng Technologies will exclusively offer and support Buguroo’s
behavioural biometrics solution – bugFraud – to its banking clients in
the region, helping them to proactively identify and stop fraudsters
attempting to access customer accounts. In 2018 alone, SABRIC
reported a 75% increase in fraudulent incidents targeting online and
mobile bank account-holders, costing an estimated R262.8 million.
www.puleng.co.za

Future-proofing your
business for a postpandemic world

Bob Bailkoski, CEO, Logicalis

Prepare to redeploy
security budgets towards
cloud, WFH

Elias Matta, MD, MEA at
CrowdStrike

Artificial intelligence
has POPIA implications

COVID-19 has set a new reality for
businesses, forcing them to shift their
workforces to a ‘work from home’
model. The majority of existing onpremises cyber security investments
were not designed to support the
model and presented attackers
with a much wider attack surface,
explains Elias Matta, MD, MEA at
CrowdStrike.
www.crowdstrike.com
Leanne Mostert and Wendy
Tembedza from Webber Wentzel
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According to Logicalis, in advance of
lockdown, businesses quickly scaled
up remote work and collaboration
tools, strengthened cyber
security capabilities and network
infrastructure, and equipped a
distributed workforce with devices
to maintain some form of ‘business
as usual’. IT departments now need
to reflect and take stock of their IT
estates.
www.logicalis.com

As more and more data is being
gathered, so AI enables more
sophisticated analysis of large data
volumes. As the importance of data
rises, so do the associated legal issues.
Organisations using personal data
in AI applications need to manage
it carefully to ensure they remain
compliant with POPIA, notes Leanne
Mostert and Wendy Tembedza from
Webber Wentzel.
www.webberwentzel.com

COMPANY NEWS

TELECOMS

NETWORKING

Guaranteed access to your valuable personal
data

Republic of Gamers surges forward with ROG
Invitational II: Soldiers of Fortune

Unless you back up your data to the cloud, those notes you took at an
important, all-day video conference and needed to report back on,
are gone, meaning you have nothing to show to your boss. The cloud
is simply an Internet-based facility used to store, manage and process
data, making it accessible anytime, anywhere and from any device.
With Huawei Mobile Cloud, you can back up all your data to a secure
platform.
www.huawei.com

ASUS Republic of Gamers, the world’s leading gaming hardware
brand, has announced the continuation of the ROG Invitational, which
will again take place as South Africa’s richest short-form Counter
Strike tournament. With a prize pool of R150 000, ROG Invitational II,
powered by Vodacom World and Intel, presents a fully digital, elitelevel esports tournament in the highly engaging Soldiers of Fortune
format. The Soldiers of Fortune format follows a double elimination
structure that will be made up of two invited teams, the finalists from
2019, Goliath Gaming and Sinister 5. The six remaining teams will be
filled by way of an online qualifier.
www.asus.com

Woman executive leads
NEC XON managed
services into new era

Mariëtte Hattingh, GM of
Services at NEC XON

NEC XON has appointed renowned
managed services specialist Mariëtte
Hattingh as GM of Services to
modernise its managed services
portfolio into 4IR-relevant solutions
for its clients. Hattingh has more
than 30 years of experience in client
and managed service provider
environments leading large and
complex outsource relationships,
transformational change and business
turnaround.
www.nec.xon.co.za

Rubrik Go: Flexible
IT offering during
uncertain business times

Risna Steenkamp, GM: ESM
Division at Networks Unlimited
Africa

FINANCIAL

Entering the era of
invigoration

EOH responds to public censure and fine
imposed by JSE
Megan Pydigadu, EOH Group CFO, said: “The current management
team and board of directors have spent a significant amount of time
rebuilding EOH credibility through the establishment of a robust
governance framework, driving transparency in the business and
ensuring the accuracy and reliability of the financial information
disclosed to the market, while continuing to resolve the remaining
inherited legacy issues. The EOH management team remains
committed to transparency and the timeous dissemination of relevant
and accurate information to all stakeholders."
www.eoh.co.za

TECH FORUM
POPIA unpacked:What you need to know
Webber Wentzel has published an infographic that provides an
overview of the instances in which POPIA will apply to processing
activities and the obligations that come with POPIA. There is a
grace period – until 30 June 2021 – by which to comply with the
comprehensive requirements set out in POPIA; and non-compliance
can result in significant penalties.
www.webberwentzel.com

Rubrik is distributed throughout
Africa by value-added distributor,
Networks Unlimited Africa. Rubrik
Go, the company’s new subscription
purchasing programme, applies a
software as a service (SaaS) model
and enables customers to enjoy
future innovation through one
simple and predictable subscription
licence. Rubrik simplifies backup
and recovery for hybrid cloud
environments.
www.networksunlimited.africa

Paulo de Matos, SYSPRO chief
product officer

Paulo de Matos, SYSPRO chief
product officer, says over the past
few months, the world has seen
unprecedented interruption for
most industries, and decisionmakers have had a number of
revelations on how operations
should change. De Matos reflects
on several ways manufacturers and
distributors can transform in the not
too distant future.
www.syspro.com
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Your data is secure, but who holds the key?

Big data is big, but it
must be real-time

Cyber criminals are zoning in on South Africa, largely attributed
to both the fast rise in cloud adoption and the slower uptake of
sophisticated cyber security measures. When implementing (or
improving) a cyber security strategy, companies must decide on how
to approach the encryption and decryption of their data. This is a
particularly critical decision and Frans Marx, business development
manager for CyberTech, a division of Altron, believes that strong
partnerships are imperative. “Cloud providers will follow best
practices to protect your data and offer you a secure solution as far as
their capability and technology allows.
www.altron.com

Data breaches and POPI: Nowhere to hide
According to Webber Wentzel it is not the threat of damages or
even the possible fine that should galvanise companies and other
organisations to ensure they become POPI compliant. POPI has been
enacted to empower each person’s right to privacy. It puts flesh on
what was otherwise a fairly bare bone of common law. Taking data
protection seriously is not just a “nice to have”. It goes to the heart of
whether your customers, employees and suppliers can trust you. We
also know the reputational and patrimonial loss that a data breach can
cause can be substantial, and potentially even catastrophic. The POPI
clock is now ticking.
www.webberwentzel.com

POPIA: Information Regulator invites comment
on draft guidelines
Now that the Protection of Personal Information Act, 2013 (POPIA)
has commenced, the Information Regulator may be issuing various
notices and other guideline documents to give meaning to POPIA,
and to assist the Information Regulator in monitoring and enforcing
compliance with POPIA. To date, the role of the information officer has
been somewhat elusive. The Information Regulator has published (for
comment) draft Guidelines on the Registration of Information Officers
(the guidelines). The guidelines propose that all information officers
must complete and submit a registration form to the Information
Regulator on or before 31 March 2021.
www.webberwentzel.com

Richard Firth, CEO of MIP Holdings

INDUSTRY SOLUTIONS
AI recognition platform digitises coronavirus
management for companies
NEC XON is using the NeoFace Watch facial recognition platform
and specialised thermography cameras that include optical
lenses to measure skin temperature and visually identify
employees and visitors to its premises. The solution digitises the
processes around reporting and managing COVID-19, employee
and visitor health and safety, and provides businesses with a
compliant, automated system for contact tracing. “Employee
and visitor safety is a priority for many organisations now,
particularly at this time,” says Eugene le Roux, chief executive
for Africa at NEC XON. “It’s now law under the Disaster
Management Act to wear a mask at all times when in a public
place.”
www.nec.xon.co.za

T-Systems unveils
SD-WAN Lite solution

Top 10 benefits of ERP

Heinrich de Leeuw, MD, Seidor
Africa
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Heinrich de Leeuw, MD, Seidor
Africa, says many SMEs are not aware
that ERP technology is affordable,
easy to implement and can enable
business continuity and profitability
in this fragile economy. “Now is the
time for companies to turn to digital
channels to grow revenue and attract
new customers,” says De Leeuw.
www.seidorafrica.com
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Big data has been a hot topic
for years now, with predictions
about its impact ranging from
organisations being able to provide
services specifically tailored to
individuals, to “big brother”
governments having and indepth view into every aspect of
a citizen’s life. The technology is
finally catching up to the verbiage,
according to Richard Firth, CEO of
MIP Holdings.
www.mip.co.za

Hein Witte, specialised sales
executive: Telecommunications,
T-Systems South Africa

T-Systems South Africa has
launched its new SD-WAN Lite
solution, which increasingly
adopts a hybrid work approach
that sees staff working from
home-office facilities for the
majority of the work week. Hein
Witte, specialised sales executive:
Telecommunications, T-Systems
South Africa, says the SD-WAN
Lite offering is essentially a
cheaper home edition of
SD-WAN.
www.un-outsource.co.za

COMPANY NEWS

BUSINESS
New ESM GM at Networks Unlimited brings
her personal touch to business challenges
The recent appointment of Risna Steenkamp as the General Manager:
ESM Division at Networks Unlimited Africa underscores her rise
through the ranks within this hard-working IT company, which also
recently celebrated its 25 anniversary. Steenkamp is well-known in
the industry for taking a strongly personal approach in her business
dealings, and always has a very focused and human-centric purpose
in her engagements. She explains: “I approach partners as individual
entities – their livelihood is my goal. I am firmly of the opinion that,
from a distribution perspective, businesses need to have a longevity.”
www.networksunlimited.africa
Josua Taljaard, business unit manager: Commercial 2 at Datacentrix; Pierre
Durand, head of IT and innovation, AFGRI Agri Services; and Rudie Raath, chief
digital officer at Datacentrix

Datacentrix wins significant AFGRI Managed
Services opportunity
Datacentrix has won a three-year managed services contract with
AFGRI Agri Services (AFGRI), with the aim of assisting the agricultural
services company with driving its digital transformation strategy. The
new project will incorporate the migration of AFGRI’s traditional ERP
solution as well as its hosted e-mail system to a cloud-based platform.
www.datacentrix.co.za

Driving business forward
From a business perspective there are many benefits to allowing
telework. Employees who enjoy working from home are more
productive, employers have access to a wider network of talent, it is
better for the environment and fewer staff members in the office means
a smaller office space requirement and cost-to-company savings
on multiple levels. Here are five tips to driving business forward in
a work-from-home culture: Get the basic tools and platforms right
/ be flexible / lead with clear goals and objectives / communication,
communication, communication / celebrate successes.
www.domains.co.za

CHANNEL
Targeting supply chain efficiency and cost
reduction in a recessive economy
Given the current economic challenges faced by every country in
the world, there is a renewed and intense focus on targeting supply
chain efficiency as companies look for ways to find a balance between
cost savings and service delivery. According to Resolve Solution
Partners, the volatility around how consumers, manufacturers and
other players within the supply chain are reacting to these economic
challenges has supply chains under pressure, demanding agility
in their approach, and innovative solutions in order to ensure that
operations remain economically viable. Addressing these issues means
focusing on four critical factors: information = agility, stock models
and inventory planning, scenario planning and considering savings
from the bottom up.
www.resolvesp.com

CyberTech, Intercede
conclude a partnership –
first in Africa

Leadership lessons from
Nebula CEO

Nebula CEO Daniel Nel

If you want a bird, plant a tree.
Meaning you’re creating the right
setting and the right environment for
birds to thrive. And chances are that
you’ll attract many birds. For me,
accepting responsibility for my team’s
success is like planting a tree. It’s about
providing the resources, support and
the ecosystem they need to do well.
www.nebula.co.za

COMPANY NEWS

Herman Kriel, GM of CyberTech

The recently concluded partnership
between cyber security company,
CyberTech, a division of Altron,
and UK-based security software
company, Intercede, sees the roll-out
of MyID Credential Management
Software in SA for the first time.
Herman Kriel, GM of CyberTech,
believes the collaboration ensures
easily deployed, scalable security
solutions for its customers.
www.altron.com
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Malicious Microsoft Office files on rise,
ransomware up in US, globally
The SonicWall Capture Labs threat research team today published
the mid-year update to the 2020 SonicWall Cyber Threat Report,
highlighting increases in ransomware, opportunistic use of the
COVID-19 pandemic, systemic weaknesses and growing reliance
on Microsoft Office files by cyber criminals. “Cyber criminals can
be resourceful, often setting traps to take advantage of people’s
kindness during a natural disaster, panic throughout a crisis and trust
in systems used in everyday life,” said SonicWall president and CEO
Bill Conner. “This latest cyber threat data shows that cyber criminals
continue to morph their tactics to sway the odds in their favour
during uncertain times.
www.sonicwall.com

How PCI DSS can
become your POPI Act
security blueprint

Simeon Tassev, MD and QSA at
Galix.

There is already a very mature
standard in place that will provide
organisations with tried and tested
guidance on achieving POPI Act
compliance and securing data. The
Payment Card Industry Data Security
Standard (PCI DSS), created by the
Payment Card Industry Security
Standards Council (PCI SSC), consists
of 12 high-level requirements across
six goals.
www.galix.com

What to do when your info
is found for sale

Douw Gerber, Business
Development Manager at
leading South Africa-based
managed IT security services
company, Securicom.

Research by cyber security company
Digital Shadows suggests there are
over 15 billion stolen username and
password credentials doing the
rounds on the dark Web. The uBreach
functionality within Securicom’s
uSecure – a cloud-based cyber security
awareness platform – can quickly
identify exposed e-mail accounts
and identities that have been publicly
disclosed online via third-party data
breaches.
www.securicom.co.za

ICT INSIGHT
To read the FULL company releases, visit

www.itweb.co.za
Contact sales@itweb.co.za for any sales enquiries.

18

| October 2020

Breach notification requirements of POPIA:
ITR Technology says a crucial aspect of the Protection of Personal
Information Act (POPIA) is the notification of security compromises
– unauthorised exposures of personal data – to the authorities and the
data subjects concerned. Notification of data breaches is mandated by
several data protection regulations around the world – from the EU
(the GDPR) to the United States (the CCPA), Brazil, the Philippines and
Australia; the objective is to make organisations accountable for the
protection of personal data and liable for lax data protection measures.
This is why failure to comply with POPIA can result in hefty fines of up
to R10 million.
www.itrtech.africa

Workonline to grow West Africa footprint
Workonline Communications, leading pan-African provider of IP
transit, has selected PAIX’s carrier- and cloud-neutral data centre in
Accra, Ghana to deploy its first point of presence in West Africa. This
deployment forms a part of Workonline’s strategic plan to help build a
robust Internet ecosystem across the continent. The PAIX Accra (ACC1) data centre (initially founded as “RackAfrica” in 2011) was upgraded
and expanded in 2019 after it was acquired by PAIX Data Centres in
2018. The facility is recognised as the digital gateway to West Africa,
with five submarine cables connected; housing equipment of all the
major carriers and ISPs.
www.workonline.africa

Automating the ‘new normal’
As 2020 continues, it has become clear that organisations have been
affected by the new work-from-home situation in many different
ways, presenting IT and security teams with new challenges in
managing this ‘new normal’. AlgoSec’s comprehensive solution allows
for rapid deployment and transition to the cloud with automation. It
also enables the capture and rapid review of changes made, to ensure
changes are staying within guidelines, while establishing the priority
for clean-up and optimisation efforts. Customers have reported
that this ability to quickly review changes, compliance, risk and
optimisation is allowing their IT personnel to focus on their priorities,
keep up with new policies and changes.
www.privateprotocol.com

SOFTWARE
Retail ERP – everything you need to know
The effectiveness of any ERP system depends on the features offered.
These need to be aligned with your particular retail requirements. This
ERP system feature will provide end-to-end logistics and data for your
retail operation. If you’re a business owner, this effectively means you
can predict consumer demand, stock levels and product history. ERP
systems are, undoubtedly, hugely beneficial for all retail operations,
but you need to be well-versed on what you want out of the system.
Once this has been established, you’ll be able to find a suitable ERP
supplier that provides exactly what you need.
www.omniaccounts.co.za

COMPANY NEWS

...The 2020 CIO anD
CISO DIreCTOrIeS

Lockdown brought the importance of the CIO and CISO
to the foreground. And the 2020 directories highlight
the key personnel in this sector.

The 11th edition of the CIO Directory is a
sought after publication in the IT industry.
Find out what these innovators perceive as the next
big challenge and how it will impact their IT
function over the next 12 months.

R450. 00
(incl. VAT)

The inaugural edition of the CISO Directory
is based on the same successful formula
asthe CIO Directory.
Traditional security measures are no longer adequate to protect
against modern cyber threats.
Covid-19 and working from home has brought this to the fore and
it is the CISO who has stepped up to protect companies in fighting
the increase in cyber crime. The relevance of this directory cannot
be overstated.

Copies are limited so ensure you order your copy today!

w w w . b r ai n s t o rmmag.c o.za

| l i zzi e@itweb. co. za

R230. 00
(incl. VAT)

COMPANY NEWS

HARDWARE

BUSINESS
Kyocera enters
production print

Kyocera Document Solutions South
Africa expands into production print
with the launch of the TASKalfa Pro
15000c.

Kyocera Document Solutions South
Africa expands into production print
market, with the launch the TASKalfa
Pro 15000c. This development is the
next step in Kyocera’s diversification,
building on a wealth of experience
in the creation of inkjet printhead
technology, and provides solutions in
an economical way for printing in high
quantities.

DVT appoints Karl Fischer as CMO
Karl Fischer has been with DVT for five years as a managing director of
the East Coast region in South Africa, and more recently, DVT’s Coastal
region, as well as head of Data and Analytics. To date, he has led
multiple customer engagements both within SA and internationally
across all of DVT’s service lines. Coupled with his consulting
experience, Fischer will drive the digital presence of DVT, brand
awareness and excellence of customer experience that have been at the
core of the company through its 21 years of service.
www.dvt.co.zaw

Networks Unlimited
launches MSSP
partnership with
SentinelOne

www.kyoceradocumentsolutions.co.za

Dual-screen ROG Zephyrus Duo 15 launched
ASUS Republic of Gamers (ROG) launched the ground-breaking
ROG Zephyrus Duo 15 in South Africa, for serious gamers, streamers
and professional creators. The ROG Zephyrus Duo 15 integrates two
displays in an ultra-slim form factor to bring a new dimension of
versatility to premium gaming laptops, without sacrificing any of the
high-powered performance that defines ROG. Empowering gamers
who also create with flexible designs that streamline their work is a
passion at ROG. Multi-monitor arrangements enable gamers, creators
and power users to work more effectively on their desktops.
www.asus.com

INDUSTRY SOLUTIONS
First Distribution, Nology united for
AudioCodes for Africa
First Distribution (the leading Pan-African distributor for cyber
security, data centre, enterprise and cloud solutions) and Nology
(a specialist value-added distributor of converged IP product and
solutions) were today announced as continent-wide AudioCodes
distributors. AudioCodes is a leading vendor of advanced
communications software, products and productivity solutions for the
digital workplace. Under the terms of the agreement, First Distribution
and Nology will be AudioCodes’ valued-added distribution partners for
the full product range across the African continent.
www.firstdistribution.co.za

Stefan van de Giessen, General
Manager: Cyber Security at
value-added distributor Networks

Ensuring a safe and compliant post-COVID
workspace
Phil Lewis, Infor VP Solution Consulting, EMEA, says following the
2020 global coronavirus pandemic, the ability to operate in a safe
and clean working environment is one of the primary challenges in
operations and maintenance. The post-COVID context is redefining
what it means, exactly, to be “safe and clean”. This new normal means
organisations and businesses must evolve and adjust to meet increasing
regulatory scrutiny and a heightened focus on clean practices.
However fluid the current situation and regardless of the existence or
lack of official guidance, a successful enterprise should work to stay
ahead of the curve, taking steps to prepare for whatever is next.
www.infor.com

Cquential Solutions
focused on business
growth

Experience the Panomera
multifocal sensor effect

Panomera enables a defined
minimum resolution over very
large areas and distances, and
offers significant advantages
compared with conventional camera
technologies.
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Dallmeier Electronic, a leading
manufacturers of video security
technology, introduces an interactive
simulator for comparing megapixel,
PTZ and multifocal sensor technology.
End-users can compare the different
camera technologies and experience
the "Panomera effect" themselves. One
Panomera camera system replaces
many conventional cameras.
www.dallmeier.com

| October 2020

Networks Unlimited Africa and its
vendor partner SentinelOne have
together launched a new partner
programme that brings Sentinel
One’s endpoint security to managed
security services providers (MSSPs)
of all sizes, and, in particular, is
geared to help small businesses
become more established in this
particular cyber security arena.
www.networksunlimited.africa

Daniel Schotter, Argility
Technology Group

Cquential Solutions, leading
warehouse management software
(WMS) specialist and part of the
Argility Technology Group, has
announced the appointment of
an Operations Executive, Daniel
Schotter, who will be responsible for
the management of the company’s
delivery team, with the goal of
enhancing project deliveries in line
with customer expectations.
www.argility.com

ITWeb is an indispensable source of news, information and insight
for those who make technology investment decisions, for companies
that provide technology solutions or services of any kind,
as well as for investors and tech enthusiasts.

First with IT news. Every day.
www.itweb.co.za
info@itweb.co.za | Tel: + 27 11 807 3294 | Fax: + 27 11 807 2020
326 Rivonia Boulevard, Rivonia, South Africa

Events Calendar
2020

SOFTWARE DEVELOPMENT AND TESTING

COVID-19 crisis fast-tracks
demand for software, data
science skills
By: SIBAHLE MALINGA

SEPTEMBER 2020
ITWeb Security Summit
2020 Cape Town
Date: 2 September 2020

OCTOBER 2020
ITWeb CX Summit 2020
Date: 6,7 October 2020

ITWeb CX (Customer
Experience) Summit 2020
Date: 13 October 2020
Venue: The Forum, Bryanston

ITWeb BPM & Automation
Summit 2020
Date: 13 October 2020
Venue: The Forum, Bryanston

ITWeb 5G Summit 2020
Date: 20,21 October 2020

NOVEMBER 2020
ITWeb Cloud
Webinar Series
Date: 16,17,18 November 2020

Anish Shivdasani, CEO and co-founder of
Giraffe.

T

hile many South African companies
have halted their recruitment
processes during the economic downturn
presented by the COVID-19 crisis, the
demand for IT skills has escalated since the
onset of the national lockdown.
Despite the unemployment rate spiking
across all sectors of the economy, as
companies restructure to stay afloat amid
the weakening economy, local recruitment
firms told ITWeb they have seen the greatest
demand for software developers, data
analysts, data warehousing skills and IT
support technicians, as more organisations
implement remote working policies, while
others look to offer customers digital
products and services.
Stephen van der Heijden, VP of growth
at OfferZen, an online recruitment
marketplace for IT professionals, says while
companies that have suffered the brunt of
lockdown restrictions stopped hiring, there
has been a general increase in demand for
tech talent.
“From what we've seen, we believe
COVID-19 has served as a ‘fast forward’
button for tech by rapidly accelerating
existing trends like remote work,
e-commerce and digitisation.
“For the first time, we saw start-ups
sending more interview requests than
our mid-market companies. It seems that
innovative, agile organisations are currently
winning…and finding opportunities to
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take great talent while the enterprises
are figuring out what to do in this ‘new
normal’.”
Despite the economic downturn, Van der
Heijden believes the global pandemic has
highlighted the robustness of companies
that are able to take their operations online,
empowering remote work and work
functions across distributed teams.
“While it’s obviously very hard to predict
exactly which companies will emerge as
the survivors and ultimately the winners
of the pandemic, there is one fact we’re
confident on that our data seems to support
– digitisation is only being accelerated by
COVID-19; companies that are embracing
it are thriving more than ever, and software
developers will continue to be in demand
for the foreseeable future,” he adds.
Adrian Schofield, production consultant
at the Institute of Information Technology
Professionals South Africa (IITPSA) and
author of the 2019 JCSE-IITPSA ICT Skills
Survey report, believes that despite
significant decreases in labour demand
since the inception of the lockdown,
software development remains the most
in-demand skills set in the South African
labour market.
“Although the demand for ICT skills
remains higher than the available supply,
the Career Junction June Summary indicates
a reduction of as much as one-third in
demand for ICT skills between March and
June 2020.
“There was also a surge in opportunities
for Web developers and Web designers
at the beginning of lockdown, as SMMEs
and brick-and-mortar retailers rushed
to go online. The tech sub-sectors that
will continue to have work opportunities
will likely be those supporting the shift to
remote working, which is likely to remain
in place for the foreseeable future. The
adoption of the various technologies that
make up the fourth industrial revolution
could also create further demand for skills.”
There have been reports of automation
and robotic process automation (RPA)
demand picking up, which could point
to future job losses in areas that can be

Top Jobs

Software Support / Tester
BTG Recruit company specialising software
solutions seeks Software Support Consultant
who will also do Testing

automated, Schofield asserts.
“On the one hand, this presents
opportunities for those with high-end
automation and RPA skills. However, this is
likely to taper off, as businesses have their
online presence established. We have seen
some attrition in sales and technical presales positions, with some ICT companies
cutting back as customers slash budgets.”
Overall, the ability of the sector
to rebound will depend on it having
customers, so the rest of the economy
will have to rebound too, in order to
increase opportunities for the IT sector, he
continues.
Marcus Grove, marketing and
communications manager at job-seeker
and recruiter portal Career Junction,
says software development and data
warehousing skills remain on the forefront
of labour market demand in SA.
“While hiring activity slowed down
significantly for IT professionals across most
skill-sets since the beginning of lockdown,
demand for data analysis and data
warehousing skills seemed unaffected and
remained stable. Other IT skills sets which
are sought-after include data analysis and
data warehousing skills, as well as business
analysis skills.”
Looking at the most recent labour market
trends, recruitment activity for systems and
network administration skills and business
analysis skills is slowly picking up and
showing the first signs of recovery, adds
Grove.
Rising developer costs
Anish Shivdasani, CEO and co-founder of
online recruiter Giraffe, says the company
has seen a consistency in demand for IT
professionals.
“Even during lockdown, our clients were
hiring for IT roles. So in numerical terms,
we have seen 0% change in the demand.
Software developers – full stack, Java, C#
and react, as well as IT support technicians,
have been in continuous demand.”
Looking at a post-COVID-19 SA,
Shivdasani says the crisis has normalised
remote working, which will have some
interesting consequences – specifically the

tendency to offshore development.
“We are seeing a lot of clients and
partners starting to outsource their
development work to countries like India,
Vietnam, Ukraine, Portugal and Spain.
“This is because those countries have
a much larger pool of developer talent
and the costs in many cases have actually
become cheaper than in SA.
“Developer costs are rising in SA because
demand is increasing, but the supply is
not keeping up with demand. If a remote
developer in India is cheaper than the same
skill-level remote developer in SA, many
companies would opt to offshore.”
Moira de Roche, non-executive director
of the IITPSA and chairperson of the
IFIP International Professional Practice
Partnership, says the “new normal” may
mean now, more than ever before, ICT
professionals will have to be agile, and
cultivate a range of new skills to remain
relevant and competitive in future.
“We may see certain jobs becoming less
plentiful, and some roles will change. For
example, network administrators will
still be needed, but their skills sets will be
different. Jobs that have been plentiful in
the past, such as programming, may be
impacted as companies take a critical look
at these jobs and look at the numbers of
people needed.”
De Roche foresees the emergence of a
new focus on co-creation, requiring the
development of a range of power skills such
as empathy, excellent communications
skills, design thinking, problem solving and
critical thinking.
She believes cloud computing, blockchain
and robotics will continue to be in demand
as companies look to automation, with their
teams working remotely.
“The need for cyber security skills
will increase as more people work from
home, and those with expertise in cybercurrencies will be in demand as financial
institutions explore cyber-currencies.
We can also expect growing demand for
communications, data analytics, data
science and 5G communications skills in
future.”
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Gauteng
Negotiable
Ref No: 283956

Business Analyst
( contract )
ABSA
Home loan experience
Gauteng
Negotiable
Ref No: 283829

Developer / Mentor
OPTISOLUTIONS
We need a developer to mentor the cohorts
and run the training programme
Cape Town
Negotiable
Ref No: 283935

Sharepoint Developer
( contract )
T-SYSTEMS
Microsoft SharePoint Development toolkit
Gauteng
Negotiable
Ref No: 283873

Data Scientist
E-MERGE IT RECRUITMENT
Minimum of 3 years' hands-on industry
experience
Gauteng
R600,000 per annum
Ref No: 283975

Please visit www.careerweb.co.za and insert the
unique reference number in the job keyword search box
to view more details and to apply.
CareerWeb has over 200 leading companies posting an
average of 230 fresh ICT jobs weekly – it is the place to
search for your ideal ICT job.

EMAIL: ernie@careerweb.co.za
CALL: 011 807 3294

COMPANY NEWS

SECURITY
Cyber security a top priority in COVID-19
recovery

Integrated security is key to HUAWEI Mobile
Services

CrowdStrike, a leader in cloud-delivered endpoint protection,
announced the release of the 2020 CrowdStrike Asia Pacific and Japan
(APJ) State of Cybersecurity Report, produced by independent research
firm StollzNow. Commissioned by CrowdStrike, the study surveyed
2 017 business leaders in Australia, New Zealand, India, Singapore,
Philippines, Thailand, Malaysia, Indonesia, Hong Kong and Japan. The
study found that among those respondents who believe there should
be more investment in remote working, the highest number (74%) list
enhancement of cyber security measures as a priority for additional
investment. Further, despite a grim economic outlook, 65% expect
technology budgets to increase.
www.crowdstrike.com

Mobile device security has become essential – just like home security
has. With cellular devices literally becoming an extension of ourselves
and our privacy, it is only fair that this information is stored and
shielded appropriately. HUAWEI Mobile Services (HMS) has therefore
designed measures that will protect sensitive information stored on
(and transmitted by) its laptops, smartphones, tablets, wearables and
other portable devices. To ensure sufficient mobile device security, the
technology giant incorporates its chip, device and cloud capabilities. It
also includes easy-to-use, smart and secure HMS apps; a full portfolio
of HMS Core and HMS Capability; as well as HMS Connect.
www.huawei.com

Identity governance as a
managed service

Quinton Hughes, CTO at Integralis
IT Consultancy

Carey van Vlaanderen,
CEO at ESET South Africa

Information and intellectual property
are the new currency of businesses,
with employees having the keys to
the vault in most instances. Quinton
Hughes, CTO at Integralis IT
Consultancy says protecting who has
access, for what reason, and for how
long has never been more critical than
at present, as security and compliance
breaches cost billions every year.
www.integralis.co.za

INDUSTRY SOLUTIONS
SBCaaS for Microsoft Teams
MS Teams has generally been used for VC meetings, instant messaging,
assignments for educational institutions and channel connectors. Very
few organisations around the globe ever used the phone feature on MS
Teams because of the calling plans from Microsoft that were seen as
costly. ScopServ Integrated Services says now, with the evident need
to be mobile, it is easier than ever to have a cost-effective all-in-one
solution. By connecting an approved session border controller (SBC) to
your Microsoft phone system, you are able to make calls through your
local voice provider and enjoy the benefits of local rates.
www.scopserv.co.za

Tax season often equals
tax scams

Celent recognises Software Group’s Agency
Banking expertise in new report

Carey van Vlaanderen, CEO at ESET
South Africa, explains: “While we
like to think we have become wiser
to e-mail spam and scams, cyber
criminals are often in the perfect
position to 'fine-tune' their attacks. If
one attack doesn’t work, they simply
adapt and improve, and then spam it
out again.”
www.eset.com

Financial inclusion is a tremendous opportunity for many local,
regional and even global banks. Yet capturing it requires specialist
capabilities, explored in this brief by Celent, а reputable research,
advisory and consulting firm focused on financial services technology.
According to Celent, many can learn from Software Group’s domain
expertise helping financial institutions foster financial inclusion for the
past 10 years. In its briefing note, Software Group Helping Banks Drive
Financial Inclusion Via Agency Banking and Other Solutions, Celent’s
analysts were especially keen to explore the company’s Agency
Banking Solution and dive deep into the specifics and benefits of the
agency model.
www.softwaregroup.com

COMPANY NEWS
To read the FULL company releases, visit

www.itweb.co.za

Contact sales@itweb.co.za for any sales enquiries.
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Tap into The Margin
If you love The Margin but prefer to view content online, then we’ve got
some great news for you!!
The Margin’s website has been refurbished and upgraded. To get your fill of the information you need about key developments in the channel visit themargin.co.za.
With new and web-exclusive content regularly added, make sure you subscribe to our
newsletter service to stay in touch with what’s happening in your industry.

www.themargin.co.za

Technology and business for the channel… now online.

The Public Sector ICT Forum was established in 2016 to provide
a focused platform and opportunity for public sector ICT decisionmakers to come together to engage and discuss topics that are
key to the local public sector.

Directed by a board made up of government IT officers (GITOs) and chief information
officers (CIOs) and including representatives from SITA and GITOC, the forum provides
online and event-based thought-leadership and knowledge-sharing platforms.
The forum gives CIOs the opportunity to listen to and engage with leading local and
international speakers to provoke dialogue, spark ideas and generate concepts that can
be taken back to their areas of work. This is an informal community that encourages
collaboration and thought in the name of improved service delivery.

This is an exclusive community for top-level public sector
ICT decision-makers: the CIO, GITO or DG/DDG focused on ICT
strategy within your government department (national or
provincial level) or at a parastatal. Membership is free, but
applications are vetted to ensure exclusivity.

To become a member, please go to
bit.ly/2psg2E6
or email us on
PSICTF@brainstormmag.co.za
or tweet us @PSICTForum

