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COLUMN ACCESS CONTROL

Small and vulnerable: SMEs on
ransomware collision course
SMEs are most at risk of being cyber crime targets, as cyber criminals constantly
up their efforts and the level of sophistication of their attacks.

BYRON HORN-BOTHA, LEAD: ARCSERVE
SOUTHERN AFRICA CHANNEL AND
PARTNERSHIPS.

R

esearch by McKinsey indicates small to
medium enterprises (SMEs) form the
backbone of the South African economy.
The SME sector represents more than 98%
of businesses, employs between 50% to 60%
of SA's workforce across all industries, and is
responsible for a quarter of job growth in the
private sector.
While the gross domestic product
contributions from South Africa's SMEs, at
39%, lags behind other global regions − such as
the European Union with a 57% contribution
− there is no doubt that this sector is a critical
driver of SA's economy.
However, it is also the most at risk due to
various factors, not least its vulnerability to
ransomware – today's leading cyber security
scourge. Today, ransomware is one of the most
potentially damaging − and prevalent − types
of malware.
Through this lucrative crime, hackers break
into a firm's computer system and encrypt
data, which they will only release for a fee. The
type and variety of ransomware attacks reveal
they are constantly evolving and becoming
increasingly innovative. Cyber criminals
increasingly threaten to publish information on
leak sites on the dark web or sell it, increasing
the pressure for victims to pay the ransom.
This year alone, reports of ransomware
attacks on leading South African organisations
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include the country's national port and rail
entity, where the Durban port alone handles
more than half of the nation's shipments. It is
also the main gateway for other commodity
exporters on the African continent, including
the Democratic Republic of Congo and Zambia.
The hackers' ransom declaration claimed
they had encrypted the company's files,
including a terabyte of personal data, financial
reports and other documents. This is a typical
pattern.
There appears to be a degree of cyber
security naivety, with smaller businesses
operating in the belief that they will not be
targeted.
A sobering statistic is the fact that during
the past 12 months alone, the average cost of

Understandably, one of the most common
issues they face is limited available financial
resources to allocate to cyber defence
mechanisms. Also, there appears to be a
degree of cyber security naivety, with smaller
businesses operating in the belief that they will
not be targeted by cyber crime.
However, SMEs need to remember they
still hold sensitive and valuable data that is
hugely desirable to cyber criminals. SMEs have
culpability in the South African context, as set
out in the Protection of Personal Information
Act enacted on 1 July 2021.

Global trends
Cybersecurity Ventures predicts ransomware
damage costs will exceed $265 billion by

There appears to be a degree of cyber security naivety,
with smaller businesses operating in the belief that they
will not be targeted.

remediating a ransomware attack in South
Africa was reported to be in the region of
$447 097 (R6.4 million). This might be small
change to enterprise-level organisations, but
this would constitute a significant hit on their
bottom line to SMEs.
SMEs' pervading issues appear to be
universal in terms of the risks they face and
are not confined to South African small
enterprises. SMEs are the most at risk of
being targeted by cyber crime, as cyber
criminals increase their efforts and the level of
sophistication of their attacks.
As this evolution is ongoing, SMEs need to
do more to protect this critical sector. Antimalware software and firewalls are no longer
enough – SMEs, and all businesses, must
have comprehensive protection, backup and
recovery plans in place.
SMEs are particularly vulnerable to
cyber attacks for a variety of reasons.

2031, with attacks on businesses, consumers
or devices occurring at the staggering rate
ofevery two seconds. The projection for 2021 is
$20 billion in costs.
Whether the prediction is right or wrong,
the message remains the same. Businesses
need to plan, implement adequate data
protection and ransomware prevention
solutions, and back up their data.
While companies must do all they can on
the technology front to prevent ransomware
and malware, people are, unfortunately, a big
part of the problem.
Verizon's 2021 Data Breach Investigations
Report revealed that 60% of ransomware cases
in its study involved direct installation through
desktop apps. The rest of the vectors were split
between e-mail, network propagation and
downloads triggered by other malware.
Staff, at all levels, remain the common
factor among many of these attacks.

COMPANY NEWS

BUSINESS
Dynamic Technologies
steps up global offering
with US-based SixthUp

Ashish Choudhary, CEO, SixthUp

Dynamic Technologies has
extended its reach to the US
with investment in SixthUp,
a US-based consulting firm
that provides cloud services
and emerging tech and digital
journey transformation solutions
across a range of industries.
This investment accelerates the
Dynamic Technologies strategy
of delivering digital, data and
cloud solutions from South Africa
internationally.
www.dynamic-tech.com

Some tips for a successful CFIN implementation
Many global organisations are starting to build central finance (CFIN)
systems to map, harmonise and integrate their transactional and
master data into one place from various legacy ECC and other systems.
A central finance implementation is not straightforward and requires
financial data being accurately loaded and replicated 100% of the time.
Here are some tips that may help with a successful implementation:
When defining your universal data model and mapping for your CFIN
target system; perform a comprehensive source system mapping and
config analyses in all source systems to determine key mapping objects
usage.
www.gluedata.co.za

Welcoming Princess
Bulelwa Andries as
our new business
development manager

Employee value
propositions – what's
important when staff
work remotely

Mamcy Letuka, human capital
executive, Altron Managed
Solutions

For the HR department, retention
and recruitment may not be a
priority right now, but employees
still need to want to perform. A
lack of a sense of belonging will
impact business outcomes. This
is where a clearly articulated
employee value proposition
(EVP) comes into the picture,
says Mamcy Letuka, human
capital executive, Altron Managed
Solutions.
www.bytesms.co.za

Princess Bulelwa Andries

SA companies putting
themselves at risk to
curb costs

Five steps to growing your small businesses
Johannesburg-based domain name and website hosting company
Domains suggests implementing five steps to trigger small business
growth: Create a website, market your business, track your results,
build a team and manage your team. The company says the truth is that
in the beginning stages of any business, referrals and walk-ins can only
take you so far. Marketing does not need to be expensive, or target a
large audience, in order to be effective. Just be consistent with whatever
you think you can manage on your own and keep up the pace – start
with a social media page and create one post per week.
www.domains.co.za

Adapt IT announced that
Princess Bulelwa Andries has
been appointed as business
development manager within
Adapt IT’s Education Division.
Andries will be responsible for
the promotion of the Education
Division’s EdTech solution
offering, relationship, service
and account management,
and expanding the company’s
footprint to new territories within
South Africa and SADC.
www.adaptit.com

Bongi Silubane, founder and MD of
Kubyala ICT Solutions

Many local organisations are
avoiding further investments in
their data governance and security
to control costs, even though the
number of risks is growing. So says
Bongi Silubane, founder and MD
of Kubyala ICT Solutions, a 100%
black woman-owned integrated
ICT solutions provider which
focuses on the enterprise, public
sector and education spaces.
www.kubyala.co.za
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Greg Griffith, hardware product
manager at Kyocera Document
Solutions South Africa

Vaughn Naidoo, chief digital
and technology officer at Altron

Kyocera’s BLI Summer
2021 A3 Pick Awards
from Keypoint
Intelligence

ESET Southern Africa
celebrates success in a
changing market with
2021 Partner Awards

Kyocera Document Solutions
Europe has received the latest
Keypoint Intelligence – Buyers
Lab Summer Pick awards for its
TASKalfa 2554ci and TASKalfa
3554ci devices. "This range of
intelligent A3 MFP TASKalfa devices
was launched in South Africa in
July 2021, and we’re excited about
this acknowledgment,” says
Greg Griffith, hardware product
manager, Kyocera Document
Solutions South Africa.

“ESET Southern Africa has
always focused on providing
the best possible products
through our amazing partner
network, leveraging our easyto-use transactional systems
and authentic South Africa
support,” explained CEO Carey
van Vlaanderen. “That is why,
annually, we love to treat our
partners to an awards event – to
share our experiences.”
www.eset.com

www.kyoceradocumentsolutions.co.za

INDUSTRY SOLUTIONS

Using the cloud to
foster a next-generation
hybrid workforce

What can WhatsApp Business API do?

It is clear, says Vaughn Naidoo,
chief digital and technology officer
at Altron Systems Integration,
that most organisations are
accelerating their cloud adoption
in the wake of the virus, which
supports the predicted annual
growth rate of 19.1%. Naidoo adds
that a hybrid workforce will likely
be the future of work.
www.huaweicloud.com

Most of us are familiar with the WhatsApp messaging app and the
super-fast, super-simple way we can share audio files, images, video
and location with friends and family. Group messaging and video calls
are now an essential part of the family. Take the convenience of this
platform, the fact that it processes roughly 600 billion messages every
day, and hand it over to businesses, says Cellfind. Yes, the WhatsApp
Business API is changing the face of customer communication, and
no, it’s not going to go away. The WhatsApp Business API platform
offers amazing ways of adding value to your customers with automated
templates.
www.cellfind.net.za

Pure Storage helps channel partners
supercharge their subscription business
Pure Storage has announced updates to channel incentives and
offerings to enable partners to grow their subscription business with
Pure. With Pure’s suite of subscription offerings, partners are able
to meet their customers' evolving needs while generating recurring
revenue. “Two of Pure’s greatest strengths are our industry-leading
subscription services and our partner-led approach – both are
foundational to our business and the way we serve our customers.
We are thrilled to see our partners’ continued momentum with Pure
as-a-Service and are excited to deliver new opportunities for partners
to make an impact through our unique and differentiated subscription
offerings,” said Andy Martin, VP, Global Partner Sales, Pure Storage.
www.purestorage.com

4

ESET Southern Africa CEO Carey
van Vlaanderen

| October 2021

Ensure your data is kept safe with
ManageEngine’s software solutions
A recent ransomware attack has affected several managed service
providers worldwide and is estimated to have impacted over 1 000
companies. Fortunately, to date, none of ManageEngine's systems,
products or tools were affected, and no intrusion or data breach has
occurred. ManageEngine, the enterprise IT management division
of Zoho Corporation, greatly values the security of its customers
and commits to transparency as it strives to create reliable and
highly secure software products for its customers. “ManageEngine
implements and maintains appropriate administrative and technical
safeguards, security processes, procedures and standards designed
to protect its customers,” says Deepa Kuppuswamy, head of
information security at ManageEngine.
www.itrtech.africa

COMPANY NEWS

NETWORKING
Exclusive Networks pens exclusivity agreement
with Networks Unlimited
Exclusive Networks, a global trusted cyber security specialist for
digital infrastructure, has entered into an exclusive agreement with
Networks Unlimited with the intention to pursue discussions around
a potential acquisition. Networks Unlimited is a major regional
value-added distributor focused predominantly on cyber security and
infrastructure markets, with numerous key vendor relationships in
common with Exclusive. Headquartered in South Africa, with further
operations in Kenya and Mauritius, its partner ecosystem gives it
access to 38 national markets across the continent. The agreement
will bolster Exclusive Networks’ presence in the region, expanding its
global footprint and creating additional opportunities for vendors and
customers of both organisations.
www.networksunlimited.africa

ZTE, China Telecom jointly complete 5G
commercial verification
ZTE Corporation, together with the Yunnan Branch of China Telecom,
has taken the lead in verifying the large-scale commercialisation
of 40MHz FDD NR on 2.1GHz frequency band. The verification
indicates that 40MHz 2.1GHz networks can be applied to endto-end commercial use and effectively improve 5G user service
experiences. Based on the existing networks of China Telecom in
Kunming, Yunnan Province, the 5G NR deployment is implemented
on the network (2110-2150MHz) shared by China Telecom and
China Unicom. The verification result shows that the 2.1GHz 40MHz
network has excellent performance, with 5G peak downlink and
uplink experience of up to 977Mbps and 438Mbps respectively.
www.zte.com

Is multi-tenant
deployment the only
true cloud?

Phil Lewis, Infor’s VP of Solution
Consulting EMEA

Enterprises that have decided
to move to the cloud are being
presented solutions built on two
different deployment models:
Single tenant (ST), which is really
nothing more than running an
on-premises solution on someone
else’s IT (hosting); or multi-tenant
(MT), built on much more scalable,
true cloud technologies, says
Phil Lewis, Infor’s VP of Solution
Consulting EMEA.
www.infor.com

MySky Networks
empowers Respublica
student network
IT managed services company
MySky Networks has partnered
with Networks Unlimited to
implement the Fortinet Security
Fabric at Respublica Student
Living, a provider of 10 upmarket
residences for students in tertiary
education around the country.
This has allowed Respublica to
continue offering its tenants
ongoing secure access to unlimited
online services.
www.networksunlimited.africa

Dylan Horsten, CEO at MySky
Networks

Binary Innovative Technology Solutions on
a drive to support its growth, 4IR and Africa
business strategies
Binary Innovative Technology Solutions (Binary), a provider of endto-end integrated solutions, has partnered with Hitachi Vantara,
a wholly owned subsidiary of Hitachi, and Networks Unlimited to
complement its existing business suite of offerings in the ICT solutions
and services, enterprise systems and digital technology arenas. This
has allowed the company to take a significant step forward in its goal
of maintaining the collaboration and growth that it has enjoyed over
the past few months. Binary CEO Salomi Ramlall says: “We deliver
innovative, customised technology solutions to our clients across
multiple sectors, including telecommunications, utilities, the media,
manufacturing, retail, financial management, mining and the public
sector.”
www.networksunlimited.africa

TECH FORUM
No dodging the tax bill on crypto-currency
transactions
SARS is tightening tax collection on crypto-currency transactions,
which makes it important to distinguish between events that will
trigger income tax rates or CGT rates, say Joon Chong, partner and
Lumen Moolman, senior tax manager at Webber Wentzel. In our view,
when crypto is used as collateral for a loan, there is no disposal of the
crypto and no taxing event. Where the taxpayer is the lender and
receives interest in crypto, then the market value of the crypto would
be subject to income tax (45%). In this situation, we would argue that
the annual interest exemption should apply.
www.webberwentzel.com
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DIGITAL TRANSFORMATION SURVEY
By ALISON JOB

Digital transformation requires
a platform approach
ITWeb and Fortinet conducted an online survey to assess how organisations are
securing their digital transformation journeys.

DOROS HADJIZENONOS, REGIONAL SALES
DIRECTOR: SADC, FORTINET

A

total of 373 responses were captured,
with 65% of respondents being at
executive and middle management level,
and working in a range of major industry
sectors. Some 37% of respondents came
from the IT sector, 13% came from the
financial services sector and 10% from
public sector.
Less than a third (29%) of respondents
said they were making good progress
on their digital transformation strategy.
21% said the route was planned and
the journey had begun, while 19% said
they’d successfully transformed into
a digital entity. Ten percent are partly
there, but have experienced some hitches.
Surprisingly, 14% don’t have a digital
strategy and 6% are still trying to get
buy-in from the powers that be. Doros
Hadjizenonos, Regional Sales Director for
the SADC at Fortinet, says these results are
as expected. “It’s a big concern that 20%
haven’t even started as we’ve been talking
digital transformation for years now.”
Almost half of respondents (48%) said that
their organisation didn’t have a Digital Officer
(DO), and their digital strategy wasn’t aligned
to their corporate governance methodology.
46% have a DO and have aligned their digital
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strategy with their corporate governance
methodology. The remaining 6% have a DO
but their strategy isn’t aligned. Hadjizenonos
says this shows maturity in their digital
transformation process: “I’m surprised to
see the high number of digital officers, it’s
promising as these are the people who’ll be
in charge of process going forward, and it’s
good that a large percentage have aligned this
position with strategy.”
Close on half of respondents (44%)
have a unified security transformation
strategy for their digital journey. 28%
say they’re adding appropriate security
to each individual project, while 15% say
they don’t have enough budget. “This is
as expected, but alarming nonetheless
as it’s not advisable to embark on the
digital transformation journey without a
corresponding security transformation.
It’s no longer good enough to have point
solutions as these are increasingly complex
to manage, not to mention the skills
challenge. I’d prefer to see organisations
change to more of a platform approach to
security, consolidating with fewer vendors
that are easier to manage.”
Asked how the COVID lockdown and the
need to get employees working remotely
has affected the pace of transformation,
42% said it had accelerated digital
transformation, 37% said their plans
weren’t derailed, and 21% said projects
had been put on hold to focus on remote
working. “There’s been a lot of focus on
allowing people to work remotely and
access information. We’ve stalled more
advanced projects in favor of ensuring the
workforce could connect.”
Asked about the possible liabilities in
their own network, survey respondents
listed the main causes of weaknesses in
their systems as: not having enough money
to throw at the problem (36%), employees
not taking the risks seriously (35%) and
concern about attacks coming through the
less secure systems of the companies they
connect to (31%). “There’s always a balance

between how much security you need to
put in place and your appetite for risk.”
On the topic of cloud security, almost half
(40%) of respondents believe their cloudbased data and applications are more secure
than on-prem, while 47% say it depends
on which provider they’re with. “Your
security should be the same regardless of
which device you’re on, or whether you’re
on-prem or in the cloud. You should be using
the same security principles and policies. It’s
concerning that respondents think that their
cloud provider must provide security when in
fact it’s the responsibility of the organisation
that owns the data.”
When looking at improving who and
what can connect to the network and
specific applications, almost half (47%) of
respondents regard a Zero Trust approach as
necessary, while 36% aren’t sure the extra
protection justifies the inconvenience. 19%
say users resent it and 13% say some users
have found a way around it. Hadjizenonos
says, “We need to move to a Zero Trust
approach as there are too many devices and
users on networks that shouldn’t have access
to systems. However, it's critical to choose the
right tool that’s easy to use and has the least
impact on the user.”

Cloud-based data
• 11. 40% of respondents believe their
cloud-based data and applications
are more secure than on-prem,
while 47% say it depends on which
provider they’re with, as security
standards vary.
• 12. 38% of respondents secure
cloud-based data and apps through
cloud native tools offered by the
cloud platform. 34% use third party
tools and 28% say the cloud service
provider is responsible for it.

SECURING YOUR DIGITAL TRANSFORMATION
SURVEY SURVEY
DIGITAL TRANSFORMATION

How far advanced is your digital transformation
strategy?

29%

Does your organisation have a Digital Officer, and
is their digital strategy aligned to their corporate
governance methodology?

We're making good progress

No

21%

The route is planned, and the journey has begun

19%

We've successfully transformed into a digital entity

14%

We don't have a digital strategy

10%

We're partly there, but have experienced some hitches

6%

We're still trying to get buy-in from the powers that be

48%

No

48%

Yes

46%

Yes, but the strategy isn't aligned

6%

Have you developed a unified security
transformation strategy for your digital journey?

Has the COVID lockdown and the need to get
employees working remotely affected the pace
of your transformation?

50

50
44%

42%

40

30

37%

40

28%

30
21%

20

8%

10

0

xx

20

15%

6%

Yes, this is an
No, but we are
important chance to
adding
improve our overall appropriate
security
security to each
individual
project

No, we don’t We're trusting the
have enough
third-party
budget
suppliers we work
with to implement
the necessary
security
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There isn't
enough
teamwork
between
different
business units
to make that
realistic

10

0

The need for remote
working has
accelerated our
digital
transformation

No, it hasn't
derailed our
plans

October
August 2021

Yes, projects have
been put on hold to
focus on remote
working
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SECURING YOUR DIGITAL TRANSFORMATION SURVEY
DIGITAL TRANSFORMATION SURVEY

What description best fits your approach to cyber
security?

How confident are you that your systems can adequately
withstand cyberattacks?

50

46%

We have a
very
structured,
strategic
approach

43%

40

36%

30

20
12%
10%

10
We have a very structured, strategic approach

46%

We use point products where necessary

31%

It's a little haphazard, driven by cost

23%

What type of attack have you suffered in the past
year?

0

We're doing
what we can
and keep on top
of it

We test
regularly and
are happy with
the results

Not confident at
all - the risk is
high

What are the main causes of weaknesses in your system?

46%

No incidents have been detected

36%

We just don’t have enough money to throw at the
problem

27%

Through social engineering of our staff with phishing etc.

35%

Our own employees don't take the risks seriously

23%

Malicious websites

31%

16%

Ransomware attacks

We worry about attacks coming through the less secure
systems of the companies we connect to

27%

We don't have enough IT security skills to protect
ourselves

18%

We can't keep our skills up to date with the constantly
evolving risks

18%

Our digital transformation has been piecemeal, without a
unified security strategy

12%

We have too many separate ‘point' security solutions with
little integration

13%

Unsecure devices/ networks our staff use for remote working

13%

Through third parties

12%

Attacks through Microsoft platforms

12%

Malicious software on USB sticks and other external devices

11%

Malicious insider

7%

Unauthorised access through the cloud

6%

Supply chain attacks

4%

Industrial espionage
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The bad guys
would struggle
to get in here!
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Zero Trust Access,
everywhere you need it.
Protect the possibilities
with Fortinet.

www.fortinet.com
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Maredi Technologies is a company which offers telecoms, IT
and last mile solutions. Making our solutions cost-effective and
operationally efficient to our public and private sector clients.
www.mareditechnologies.co.za

Our services
include:

Our products
include:

Our additional
services include:

•
•
•
•

Network installations
Network optimisation
Enterprise network solutions
Network maintenance

•
•
•

Wireless products
Power solutions
IT hardware and
software products

•

Consulting services in ICT, energy, mining,
aviation, civil engineering, security and
banking industries
Development of strategic partnerships
(joint ventures and BEE partnerships)
Outsourcing/managed services
Green power solutions and energy management
Call centre solutions
Training: ICT, mining, aviation, energy and civil engineering
Information risk advisory services, BCP/BCM/DR, secure
development lifecycle services, identity and access
management services, managed information risk services,
vulnerability management services and converged
security services

•
•
•
•
•
•

CONTACT YOUR ICT PARTNER OF CHOICE TODAY
to see how we can service all your ICT needs.
sales@maredit.co.za

+27 11 074 7181

INDUSTRY INSIGHT: MALWARE

It’s already too late: Plan cyber
security incident response now
The value of an incident plan does not depreciate or become obsolete
when a cyber security incident is over, and its value is in its function in the
greater scheme of business continuity.

Edison Mazibuko, Technical Director, DRS
– a Cyber 1 company

I

t’s not a matter of if, but when your
business will come under attack from
hackers.
There is a cyber security hacking attempt
every 39 seconds. Approximately $6 trillion
is expected to be spent globally on cyber
security this year, and furthermore, since
COVID-19, the US FBI has reported a 300%
increase in reported cyber crimes.
The advent of the pandemic resulted
in an increased global dependence on the
cyber industry. With cyber attacks reaching
unprecedented numbers this year alone, the
importance of pre-emptive cyber incident
response (IR) planning has been brought to
the forefront.
The financial implications of these data
breaches that are a result of victims who
decided to pay ransomware ranges from loss
of revenue and brand denigration due to
customer mistrust, to an inability to recover
from the attack.
What is IR planning, and how do you do it?
IR is defined as taking the steps necessary
to prepare for, detect, contain and recover
from a cyber security incident. An IR plan
entails the following:
The activities required in each phase of IR.
The roles and responsibilities for

completing IR activities.
Communication pathways between the IR
team and the rest of the organisation.
Metrics to capture the effectiveness of IR
capabilities.
It is important to note that the value of
an IR plan does not depreciate or become
obsolete when a cyber security incident is
over.
It continues to provide support for
successful litigation through the availability
of documentation that auditors may need, as
well as historical knowledge to feed into the
risk assessment process and improve the IR
process itself.
Why is an IR plan important?
The value of an IR plan is in its function in
the greater scheme of business continuity.

Cyber IR plans should be reviewed on
an annual basis. It is astonishing to note
that a large majority of organisations either
don’t have an IR plan, or have one that is
underdeveloped.
According to a survey by Ponemon, 77%
of respondents say they lack a formal IR
plan that is applied consistently across their
organisations, and nearly half say their plan is
informal or non-existent. Among those who
have plans in place, only 32% describe their
initiatives as ‘mature’.
These figures are especially disturbing,
considering that many organisations will take
weeks or months to resolve cyber incidents.
The Ponemon study reveals that 65% say the
severity of the attacks being experienced is on
the rise.

Data is the holy grail that social media companies
already rely on for their core business.

As IR is not limited solely to the technical
sphere, the plan must be designed to align
with any organisation’s priorities and levels of
acceptable risk.
The information gained through the IR
process can be used to feed back into both the
risk assessment procedures and the IR activity
itself, to ensure better handling of future
incidents and an overall stronger security
posture.
It is astonishing to note that a large majority
of organisations either don’t have an IR plan,
or have one that is underdeveloped.
When any party − be they investors,
clients, the media, or auditors − ask about an
incident, a business with an effective IR plan
can validate its actions in the wake of a cyber
attack.

It is crucial to understand that speed is an
essential factor in limiting damage. The more
time attackers have inside a victim’s network,
the more damage they can inflict. An IR plan
can limit the amount of time that attackers
have by ensuring responders understand the
steps they must take and have the tools and
authority to do so.
What are the appropriate IR steps?
According to the US’s National Institute of
Standards and Technology (NIST), computer
security incident response has become an
important component of IT programmes.
It advises that because performing incident
response effectively is a complex undertaking,
establishing a successful incident response
capability requires substantial planning and
resources.
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INDUSTRY INSIGHT: MOBILE BUSINESS

Over-regulation is killing mobile
money in SA
While SA has largely embraced technology innovations, the country has
yet to conquer the mobile money conundrum, as it’s caught in the grip of
excessive legislation.

Rabelani Dagada, Professor, University of
Johannesburg

technology; our counterparts in the
US are still stuck in the old-fashioned
analogue system.
Whereas large parts of SA remain
underserviced in broadband network and
electricity infrastructure, SA was the first
country to deploy wireless ATMs that are
powered by solar energy.
In fact, the lack of infrastructure
and the high levels of crime boosted
innovation in SA in digital commerce in
general and digital banking in particular.
SA has arguably the most sophisticated
digital banking sector in the world; while
on the other hand, the uptake of mobile
money and digital commerce in SA is
lagging behind. This should be attributed
to over-regulation.

that M-Pesa would not be successful
in SA. M-Pesa had a slow start in its
first months, with 100 000 registered
customers at the end of March 2011 and
140 000 at the end of July 2011. In early
2012, the number of M-Pesa subscribers
in SA stood at 652 000. Compared to
Kenya and Tanzania, the numbers were
disappointing and the growth rate far
less than had been anticipated.
At some point in May 2016, news
media published stories reporting
Vodacom’s discontinuation of M-Pesa
in SA, while at the same time reporting
how the remarkable income from M-Pesa
improved Safaricom’s revenue.
Inasmuch as the use of various
payment standards in SA and the lack of

S

outh Africa is characterised by huge
contradictions. This is more apparent
in digital commerce. While most mobile
technology innovations were invented or
enhanced in SA, the country is a decade
behind its peers in terms of universal
access to internet services.
Although SA has not yet achieved
universal access to internet services,
it tends to jump technology and use
sophisticated equipment and services
before many other countries.
For example, instead of using pagers,
and thereafter graduating to mobile
phones, consumers in SA went straight
to mobile phones. Pagers were mostly
confined to people doing technical jobs
and were never really used for social
communication in SA.
In this country, companies and
individuals started using compact discs
(CDs) when Americans were still using
floppy discs. By the time the Americans
graduated to CDs, South Africans were
already using memory sticks and some
cloud computing services.
From the onset, mobile network
operators in SA deployed digital
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Though internet regulation is good in terms of
protecting consumers, it should not inhibit new
direct investments and growth in digital commerce.
Though internet regulation is good in
terms of protecting consumers, it should
not inhibit new direct investments and
growth in digital commerce.
Inspired by the high uptake and
sophistication of M-Pesa in Kenya and
Tanzania, Vodacom and the Nedbank
Group introduced the system in SA in
2010, with the hope of gaining a sizable
market share of the 15 million unbanked
South Africans who were economically
active.
Vodacom brought the cellphone
technology to the relationship, while
Nedbank provided a banking licence in
line with the requirements of the Reserve
Bank.
Within a year, it was very apparent

interoperability worked against M-Pesa
in the local market, the main culprit was
excessive regulation.
South African regulations require a
merchant to have a specific financial
services provider licence. Countries like
Kenya and Tanzania do not have these
kinds of regulations and therefore, the
growth of their mobile money usage
has been exponential. Whereas internet
and mobile banking uptake has been
impressive in the local market, mobile
money services have struggled to make
tangible impact.
Though internet regulation is good in
terms of protecting consumers, it should
not inhibit new direct investments and
growth in digital commerce.

INDUSTRY INSIGHT: BUSINESS APPLICATIONS

How to develop an open source
security strategy
It’s fundamental to balance the need for developers to quickly generate
code and for security teams to lock down protections and avoid breaches.
simply having more "eyes on the code" to
spot problems, may be lulled into a false
sense of security.
Consider this fact − mature AppSec
programs have a 35% higher policy pass
rate than new programs.
Being able to answer certain questions
about the organisation's coding practices
in each of the three key areas is vital to
creating a cyber security strategy that
effectively protects its software. Let's
address specifics in these three key areas.

Visibility
Roan Linde, Automation and AppSec lead
at CA Southern Africa.

The first question to ask is: where in
the business are open source software
components in use?

know how to proceed.
The next question to ask is: what open
source versions are in use? Add to that the
need to understand the versions of the
components being utilised. Are they the
most recent? Are they older?
It's a mistake to assume that the groups
within the organisation automatically
update to the most recent and secure
versions of open source software. It's also
a mistake to assume they're using the best
tools to detect vulnerabilities.
When to check on the status of open
source and how often development teams
and other groups must check on patches
and updates is another concern. On top
of that, knowing the timeframe between

I

t’s not a matter of if, but when your
business will come under attack from
hackers.
The first thing to understand is that it is
crucial to develop an open source security
strategy. The implementation of a security
framework that will enable a company to
realise the benefits of using open source,
without dramatically increasing risk, is
crucial.
It's important to understand that open
source software risks revolve around three
key areas, namely: visibility, security
and governance. Understanding these
factors and how they pervade open source
security helps an enterprise formulate a
stronger cyber security strategy.
Open source has emerged as one of the
most essential tools for enterprise software
development. Today, online libraries,
modular components and pre-built code
serve as the foundation for DevOps and
other enterprise initiatives.
The challenges related to using open
source code effectively and safely revolve
around identifying new and different
types of threats, risks and problems
quickly, and then taking action to address
vulnerabilities.
Organisations that wait for external fixes
in the open source library, or believe that

It's crucial to have complete visibility
into the organisation's use of open source
software and code.
It's crucial to have complete visibility
into the organisation's use of open
source software and code. In the open
source world, however, the problem is
particularly difficult because companies
often rely on libraries which, in turn,
rely on other libraries that rely on other
libraries (and so on and so forth).
It's crucial to have complete visibility
into the organisation's use of open source
software and code.
Therefore, even though a developer
could be pulling in only a few open
source libraries directly, those libraries
could easily pull in hundreds of other
open source libraries − inclusive of their
vulnerabilities − with them.
Additionally, while one segment of
a library may not be vulnerable, other
subsets may be. It is critical to assess which
ones are carrying vulnerabilities in order to

coding flaw/vulnerability detection versus
when it's fixed is crucial.

Security
What patching policies are in place? It's
one thing to check on the status of open
source updates, it's another to ensure
patches and updates take place in a timely
manner. A clear policy with established
procedures must be in place to oversee
code patches and updates.
There is also the need to examine the
vulnerability management approach and
establish how the company intends to
react in the event of an issue with open
source code (or any other software, for
that matter).
This framework can help the
enterprise navigate the inevitable coding
vulnerabilities that occur and address
them in a prompt and effective manner.
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COMPANY NEWS

TELECOMS

SECURITY

NAPAfrica internet exchange leads the way for
internet growth in Africa
In 2022, NAPAfrica will celebrate a decade of playing a pivotal role
in transforming Africa’s internet access and interconnectedness.
Established in 2012, with the aim to stimulate the development of an
internet exchange (IXP) within a truly vendor-neutral environment,
NAPAfrica has grown into the continent’s biggest IXP and the seventh
largest globally by number of member connections. Most recently,
NAPAfrica announced it had reached a peering throughput milestone
of more than 2Tbps, with over 500 organisations now actively peering.
“The growth of NAPAfrica is a great African success story,” says Jan
Hnizdo, CEO of Teraco, where the internet exchange’s infrastructure
resides.
www.teraco.co.za

The hybrid workplace:
What does it mean for
cyber security?
Remote working seems like it's here
to stay. The model that appears to be
gaining most traction is a hybrid one.
Carey van Vlaanderen, ESET Southern
Africa CEO, says: “Businesses should
not only ensure that they understand
hybrid working, but the challenges
they may face with this model as
well.”
www.eset.com
Carey van Vlaanderen, CEO,
ESET Southern Africa

ProLabs: Edge data centres are all about
location, speed, connectivity

SonicWall: Record 304.7m
ransomware attacks
eclipse 2020 global total
in just six months

Data centre operators need more storage, computing power and
higher bandwidth to connect more devices. On top of these needs,
they have a requirement to reduce the time it takes to get data to and
from their customers. This is according to ProLabs, a global leader in
optical networking infrastructure. ProLabs is distributed in subSaharan Africa by Networks Unlimited. ProLabs notes that the result of
these forces outlined above is the development of the edge data centre,
also known as edge computing. To some degree, data centre operators
have reached the limits of what can be done in large, centralised
locations.
www.networksunlimited.africa

ZTE, China Telecom boast 5G strength with
QCell 5G SuperMIMO solution
ZTE Corporation, a major international provider of
telecommunications, enterprise and consumer technology solutions
for the mobile internet, together with the Quanzhou branch of China
Telecom, has taken the lead in deploying the QCell 5G SuperMIMO
solution in Quanzhou, China. According to the location distribution
of user terminal (UE), the QCell 5G SuperMIMO solution can combine
two technologies, namely super cell and MU-MIMO, to adaptively
perform multi-UE space division pairing. The solution is applicable
to the scenarios of both digital QCell and traditional distributed
antenna system (DAS), effectively solving the contradiction between
"interference" and "capacity" and exponentially increasing user
perception.
www.zte.com

ICT INSIGHT
To read the FULL company releases, visit
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Ransomware attacks have
skyrocketed, according to
SonicWall.

In the first half of 2021, ransomware
attacks skyrocketed, eclipsing the
entire volume for 2020 in only six
months, according to the mid-year
update to the 2021 SonicWall Cyber
Threat Report. In a new paradigm for
cyber crime, SonicWall is analysing
how threat actors are using any
means possible to further their
malicious intents.
www.sonicwall.com

CHANNEL
Commvault partners with SoftwareONE as
first global design partner for Metallic MSP
offerings
Commvault, a recognised global enterprise leader in intelligent
data services across on-premises, cloud and SaaS environments,
today announced the launch of a new partnership with
SoftwareONE, a leading provider of end-to-end software and
cloud technology solutions. SoftwareONE is Metallic's first
managed service provider (MSP) global design partner for
delivering Metallic-based SaaS data protection solutions in the
form of BackupSimple powered by Metallic. BackupSimple is
SoftwareONE's cloud-based managed service offering to deliver
critical data backup and recovery capabilities for companies of all
sizes. Together, SoftwareONE and Metallic are leveraging Metallic
MSP services to disrupt the data management market for the
benefit of customers.
www.commvault.com

COMPANY NEWS

SOFTWARE
Change your life with Huawei’s Apps UP
competition

The power of product and
software development

Huawei offered developers across Africa extra time to submit entries
for the 2021 HMS App Innovation Contest, Apps UP, with the entry
deadline extended to 5 September. The competition is in full swing,
with SA team entries leading the way in the Middle East and Africa
region. Other team entries are coming in from Nigeria, Zimbabwe,
Kenya, Zambia, Uganda, Mauritius, Ethiopia and Tanzania. So if you
think you have a game-changing app or the next big mobile game,
enter the Huawei Apps UP competition now! The Huawei Apps UP
competition is dedicated to inspire global developers to leverage the
open capabilities of HUAWEI Core.
www.huaweimobileservices.com

If the global pandemic has taught
us anything, it is that we are living
in the age of experience – customer
experience, says Edward Ngubane,
DVT, head of business analysis,
business enablement division.
When a business sets out to develop
a software product, it must meet
customer needs, generate revenue
and be technically feasible.
www.dvt.co.za

In the midst of a pandemic, Software AG
moulds tech minds
At a time when closing the skills gap in South Africa has never
been more important, software solutions business Software AG has
extended and adapted its internship programme to reflect a world
– and industry – changed by COVID-19. To add to the impact, and
in response to high levels of youth unemployment, Software AG has
invested in the YES programme, a government established initiative
that seeks to provide even more opportunities to South African youth.
Officially launched in 2019, the Software AG intern programme saw
an initial nine young students recruited for an intensive 12-month
programme, ushering them into a new future of Software AG tech and
Software AG clients.
www.softwareag.com

FleetDomain launches
massive upgrade to its
industry-leading fleet
management software

Jai Kalyan, MD, FleetDomain

FleetDomain, a subsidiary of the
Argility Technology Group, has
launched a major upgrade of its
flagship fleet management software.
Letitia Hulbert, operations executive
at FleetDomain, says the upgrade
will dramatically improve the user
experience via a new and more
intuitive look and feel, along with
enhanced performance.
www.argility.com

Edward Ngubane, DVT, head
of business analysis, business
enablement division

ENTERPRISE
Priorities for
manufacturing
companies in 2021 and
beyond

Mala Bhatt, MD at Seidor Africa,
East Africa and Mauritius

COMPANY NEWS

In the current environment,
becoming a smart business and
building business resilience are
fundamental for manufacturing
companies that are seeking ways
to make themselves disruptionproof. “Seidor Africa can assist
companies in the mid-market
sector to achieve these priorities.
We help manufacturing companies
to optimise daily operations,
remove waste, simplify processes
and improve manufacturing
flexibility,” says Mala Bhatt, MD
at Seidor Africa, East Africa and
Mauritius.
www.seidorafrica.com

To read the FULL company releases, visit

www.itweb.co.za
Contact sales@itweb.co.za
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COMPANY NEWS

INDUSTRY SOLUTIONS
ZTE launches its new-generation under-display
camera smartphone Axon 30
ZTE Corporation has launched its new-generation under-display
camera smartphone – the ZTE Axon 30 – in China. ZTE has been
proven to be the full-screen trendsetter by creating the new
under-display camera smartphone segment. By virtue of the
upgrades of its leading under-display camera technologies, the
company has further accelerated the commercialisation process
of the under-display camera smartphone. The ZTE Axon 30 will
bring an unprecedented new experience to its users. Ni Fei,
senior VP of ZTE Corporation and president of the Mobile Device
Division, said: "Screen and photography are the two development
directions of future smartphone evolution. Today, we bring our
new-generation under-display camera smartphone, ZTE
Axon 30.”
www.zte.com

BUSINESS
Celebrating two decades of Tactile Technologies
For 20 years, Tactile Technologies has given many of its larger, global
competitors a real run for their money, says Mauro Mercuri, founder
and group director of Tactile Technologies. He says the company
was started out of the need for a new challenge. “I had visited South
Africa several times already and when I looked at the IT industry in
South Africa back then, I noticed that it was running behind European
markets. So I saw an opportunity to bring the lessons I’d learned
working in Europe, and my understanding of industry trends, to South
Africa.”
www.tactiletechnologies.com

Adapt IT welcomes new
appointment

SailPoint introduces customised Workflows,
automating identity security with no-code
offerings
SailPoint, the leader in enterprise identity security, has announced
the launch of Workflows during the company’s annual conference
Navigate 2021: Confidence Redefined. This new visual tool empowers
SailPoint customers to automate security tasks with no coding
required. Enterprises today are facing a paradigm shift following
the accelerated rate of the digital transformation and remote work
boom. As a result, organisations need to be much more agile than
ever before and increasingly drive higher operational efficiency by
reducing manual tasks across departments. Gaining such efficiency
used to require expert developers to customise the organisation’s
identity systems. With Workflows, SailPoint is democratising software
development.
www.sailpoint.com

Altron HealthTech,
Market Mx launch
MediNet Connect

Leslie Moodley, MD, Altron
HealthTech

16

Having launched in mid-August,
MediNet Connect will be available
to all general healthcare private
practices. The MediNet Connect
service is a Health Professions Council
of South Africa (HPCSA) compliant
digital marketing service. Its focus
is to help practices embrace digital
and social media to attract potential
patients and cases.
www.altronhealthtech.com
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Dr Sibongiseni Tunzelana

Adapt IT is proud to announce that Dr
Sibongiseni Tunzelana was appointed
as the executive manager for the
Digital Transformation – Teaching
and Learning business within the
Adapt IT Education Division recently,
effective 12 July 2021. Dr Tunzelana is
responsible for the development and
execution of the expansion strategy of
the Digital Transformation business.
www.adaptit.com

Joining forces to add value
By combining forces, sister companies Rittal and Eplan deliver
solutions to speed up processes and boost productivity. “From
engineering, sourcing and manufacturing through to operations and
IT, we are helping customers reach the new industry 4.0 standard,”
explains Adrian Buddingh, MD for Rittal South Africa. Johan Reyneke,
MD of Eplan South Africa, adds: “Rittal and Eplan use combined
software solutions, system technology and machinery for automation.
Only switchgear manufacturers that offer digitalisation and end-toend data across all processes and systems will survive in the future.
Together, Rittal and Eplan are at your side with their combined
knowhow and perfectly co-ordinated solutions.”
www.rittal.com

Out with the old and in with the new?
Some old technologies still have a purpose, grudgingly so, rather
than by design. A number of organisations have what is now deemed
‘legacy’ technology, but in some cases therein lies the ‘heritage’ for
those organisations as those core applications hold the logic and
crucial data that has been gathered for years. Harvesting that and
integrating to that ‘heritage’ is where platform technologies play
a crucial role in digitalising the ‘legacy’, fast and risk-free. Itayi
Mandonga, Chief Technology Officer at enterprise software company
Software AG, says: “It is now so important for organisations to
transform, particularly digitally, so they can respond quickly and
appropriately to changes in the market.”
www.softwareag.com

COMPANY NEWS

CHANNEL

COMPUTING

Rubrik announces strategic agreement with
Microsoft
Rubrik, the zero trust data management company, has announced a
strategic agreement with Microsoft that includes a Microsoft equity
investment in Rubrik to drive go-to-market activities and coengineering projects to deliver integrated zero trust data protection
solutions built on Microsoft Azure. This work will address rising
customer needs to protect against surging ransomware attacks,
which are growing 150% annually. Together, Rubrik and Microsoft
will provide Microsoft 365 and hybrid cloud data protection and
integrated cloud services on Microsoft Azure. Rubrik is addressing
the most pressing data challenges for enterprises: rapid recovery from
ransomware, automation of data operations and the transition of data
to the cloud.
www.rubrik.com

RebuildSA, EOH partner
to help rebuild SA

EOH Group CEO Stephen van
Coller

EOH has partnered with RebuildSA
to deliver a communications platform
from which to instantly engage
the growing RebuildSA volunteer
base nationally and connect them
with businesses and communities
impacted by the recent unrest.
The communications platform is a
WhatsApp bot developed by EOH
in partnership with Public Display
Technologies SA.
www.eoh.co.za

The ASUS Zephyrus M16

ROG unveils Zephyrus M16 gaming laptop
ASUS Republic of Gamers (ROG) has launched the Zephyrus M16, a
gaming laptop that fits an immersive 16-inch display and a powerful
new Intel processor inside an ultra-slim 15-inch chassis. Available in
South Africa, the 16-inch display combines a high WQHD resolution
with a fast 165Hz refresh rate, 3ms response time and Adaptive-Sync.
www.asus.com

NETWORKING
Helderberg Village
works with AWCape to
streamline maintenance
workflow

Avaya, Microsoft announce integration of
Microsoft Azure Communication Services with
Avaya OneCloud CPaaS
Avaya, a global leader in solutions to enhance and simplify
communications and collaboration, has announced a strategic
relationship with Microsoft to create a powerful set of joint cloud
communications solutions to define the future of customer and
employee experience. Benefiting from the complementary strengths
of both companies, the joint solutions include Avaya’s award-winning
Avaya OneCloud CPaaS (communications platform as a service) now
integrated with voice, video, chat and SMS capabilities of Microsoft
Azure Communication Services for combined global reach, scale and
functionality. This relationship with Microsoft is a key element of
Avaya’s strategic partner ecosystem, leveraging extensive collaboration
with leading cloud, technology and channel partners.
www.avaya.com

Jeff Ryan, MD of AWCape.

COMPANY NEWS

Helderberg Village in Somerset
West, one of the largest sectional
title developments in South Africa,
has streamlined the provision of
maintenance services to the 800
homes in the village by implementing
the Sage CRM (customer relationship
management) software. The solution
was implemented by AWCape, one of
South Africa’s foremost Sage Business
Partners.
www.awcape.com

To read the FULL company releases, visit

www.itweb.co.za
Contact sales@itweb.co.za
for any sales enquiries.
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REPORTBACK: AFRICA SECTION

About Africa …
ICT Insight is proud to feature a recap of the biggest stories from Africa’s
ICT and telecommunications landscape.

I

n this synopsis of top recent headlines
published by both ITWeb Africa
(itweb.africa) and ITWeb (www.itweb.
co.za), we look at Botswana’s developing
ICT and telecommunications space,
as well as the continent’s evolving
cyber threat landscape and ongoing
clampdowns on social media usage.

Botswana scouts for new mobile
wireless services provider

18
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The Botswana Communications
Regulatory Authority (BOCRA) has
floated a tender for an international
mobile telecommunications spectrum
(IMT) licence for the provision of mobile
broadband wireless access services.
According to BOCRA the call is for the
provision of mobile broadband wireless
access services in the spectrum bands
450 – 470 MHz, 790 - 862 MHz, 21102200 MHz, 3400 – 3600 MHz and 2500-

2690 for broadband wireless access.
BOCRA spokesperson Aaron Nyelesi said
the demand for broadband connectivity
has increased as people embrace online
services to do their business.

Email, data breaches top the
list of cyber threats to African
businesses
Email-linked threats and data breaches
are considered to be the most serious

REPORTBACK: AFRICA SECTION

cyber security threats to businesses
in Africa, most notably to those in
Kenya, South Africa and Zimbabwe.
This is according to Liquid Intelligent
Technologies, which released the
findings of its Cyber Security Report
2021 today. In an overview of the threat
landscape across these markets, South
African and Zimbabwean businesses
have indicated that email threats –
specifically ransomware and malware
– is a major threat, while their Kenyan
counterparts have singled out data
breaches. The research shows that 74%
of South African businesses regard email
attacks like phishing and spam as the
biggest threat, and in Zimbabwe 71%
share the same concern. In Kenya 71%
of businesses indicated that it was data
breach (i.e. data extortion, data leakage
and data disclosure) that represented the
biggest cyber security threat.

criminalise the spread of what it defines
as fake and illicit information via social
media. The country’s Minister for ICT
and National Guidance Chris Baryomunsi
told a parliamentary committee on ICT
that the government is in the process of
drafting a Bill that will regulate the way
Ugandans use social media. Baryomunsi
said the legislation is targeted at those
who forward prohibited content,
including pornography, and will “close
gaps” within the existing Computer
Misuse Act. The Minister said this Act had
not done enough to regulate social media
usage in the country. Baryomunsi added
that the Bill will be drafted and tabled in
parliament before the end of this year.

Cameroon: Labour union lobbies
government for better data protection
Cameroon’s largest private sector lobby
group, The Cameroon Employers’ Union
(GICAM), has called for improved data

protection policies and in a recent
report criticised the administration for
a lack of effective regulation. According
to GICAM, “the necessity for digital
transformation and the development of
personalised and innovative electronic
services and products warrants the
accumulation of large volumes of data,
posing problems of collection, treatment
and protection of personal information.”
It added that COVID-19 has forced
more people online and exacerbated
the situation. However, Cameroon is
yet to adopt a suitable legal framework
akin to the European Union’s General
Data Protection Regulation (GDPR).
“In Cameroon, the legal framework for
the protection of personal data does
not tie up with the rapid evolution of
the ecosystem and the digitisation of
enterprises/administrations,” reads part
of the policy brief prepared by GICAM’s
Digital Economy Commission.

Uganda to introduce tough new
social media law
Uganda has followed Zambia's example
and is to enforce legislation which will
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Events Calendar
2021

Jobs galore in SA’s renewable
energy sector

SEPTEMBER 2021
ITWeb Data & Analytics
Webinar Series
28 September 2021 | Online
Accelerating change for an
AI-ready, data centric organisation

OCTOBER 2021
Public Sector ICT Forum
1 October 2021 | Online
Collaboration as a driver for digital
transformation in the public sector

Building citizen-focused
smart cities of the future
7 October 2021 | Online
AWS Building citizen-focused
smart cities of the future Webinar
(itweb.co.za)

ITWeb Customer
Experience (CX) Summit
2021
20 October 2021| Virtual event
ITWeb CX Summit 2021 Webinar
Driving customer-centric digital
transformation

NOVEMBER 2021
ITWeb Transforming
Technology in Local
Government Webinar Series
3 & 4 November 2021 | Online
ITWeb CX Summit 2021 Webinar
Driving customer-centric digital
transformation
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By: ADMIRE MOYO, ITWEB’S NEWS EDITOR.

G

lobal fintech firm Invictus Capital,
which recently launched a graduate
programme, is searching for local
candidates to join the company, as it
expands into blockchain and cryptocurrency technologies.
South Africa’s renewable energy sector
is preparing for the fifth bid window
deadline next week, as well as gearing
up for the next two bidding rounds,
expected to follow soon thereafter.
To ensure the industry can deliver
these procurement rounds, which will
drive an estimated R40 billion investment
each year, specialist skills are being
sourced.
With Eskom’s woes persisting, SA
is also making bold moves in driving
renewable energy generation, as most
of the country’s coal plants are reaching
their end of life.
Energy minister Gwede Mantashe
recently said renewable energy has
played a critical role in ensuring troubled
power utility Eskom deals with its energy
capacity shortages.
Earlier this year, Mantashe announced
the much-awaited opening of Bid
Window 5 of the Renewable Energy
Independent Power Producers
Procurement Programme, which will
procure a further 2 600MW of renewable
energy from independent power
producers (IPPs).
In an effort to resolve the country’s
energy supply shortfall and reduce
the risk of load-shedding, president
Cyril Ramaphosa in June also lifted the
renewables industry when he announced
the amendment of Schedule 2 of the
Electricity Regulation Act to increase
the National Energy Regulator of South
Africa licensing threshold for embedded
generation projects from 1MW to 100MW.
“We are anticipating jobs in
manufacturing, logistics, finance,
construction and operational phases.
These comprise professional services,
business services and sales,” says
Ntombifuthi Ntuli, CEO of South African
Wind Energy Association (SAWEA).
“Requirements include engineering,

20
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project management, project
development and skills in environmental
authorisations, among others. Direct
jobs can already be seen through the
employment drives that have been
undertaken by various companies
operating in the renewables sector.”
Vacancies in the renewable energy
sector will come as a relief to South
Africa’s strained job market.
The country’s unemployment rate rose
to a new record high of 32.6% in the first
quarter of 2021 from 32.5% in the final
quarter of 2020, Stats SA said in June. It
noted the rate was the highest since the
quarterly labour force survey began in
2008.
To help satisfy the exponential sector
growth, SAWEA is supporting the
employment drive within the renewables
industry, with a new vacancies portal on
its Web platform.
“We are supporting members by listing
their vacancies and helping to increase
reach to potential candidates who may
be looking for jobs in the renewables
industry. This also includes internships
and scholarship opportunities,” adds
Ntuli, who says the sector has responded
positively to this service offering.
According to SAWEA, many jobs were
lost during the sector’s seven-year
hiatus, with the manufacturing sector
being one of the first to feel the impact.
It notes the extended delay in
procurement of power from IPPs
resulted directly in the closure of one
tower manufacturing facility, which had
employed over 150 people.
The impasse placed significant strain
on another facility, says the organisation,
adding the industry and country lost
hundreds of skilled people, who sought
employment elsewhere, so the industry
is now playing catch-up and working
hard at enticing talent to return.
“Considering that the industry todate has already delivered over 45 000
job years for South African citizens, the
next 10 years promise to deliver muchneeded skilled and unskilled work
opportunities,” says Ntuli.
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Universities scramble to regain
lost ground, fund new tech
Database Officer

By: SIBAHLE MALINGA, ITWEB SENIOR NEWS JOURNALIST.

S

pending cuts, declining fees and falling
hostel revenues are putting pressure
on educational institutions’ IT budgets,
hampering their efforts to fully embrace
innovative technologies.
This is according to a study titled “PostPandemic IT Infrastructure in South African
Universities”, conducted by IDC and
commissioned by Dell Technologies.
It shows how local universities have had
to ramp up their digital transformation
initiatives to accommodate the increase
in online learning since the onset of the
COVID-19 pandemic, and the resulting move
toward hybrid learning models.
The study analyses key trends shaping the
higher education sector in SA and gauges the
adoption of IT hardware, server and storage
equipment among universities across the
country.
Secondary research, including IDC's
quarterly research trackers and advisory
work, was conducted for CIOs and other ICT
decision-makers.
SA has 25 private universities and over 20
public universities across its nine provinces.
Universities currently accommodate more
than one million students, with government
planning to increase university enrolment to
1.5 million by 2030.
The findings highlight that university CIOs
need to reprioritise their technology spending
plans in 2021, and beyond, with as little as 5%
to 10% of surveyed university budgets being
allocated to IT projects.
It notes the institutions face an urgent need
to modernise and automate existing systems
and platforms by implementing emerging
technologies such as cloud computing,
artificial intelligence (AI) and data analytics.
“Although learning is now largely
conducted remotely, via various online
platforms, challenges still exist,” says Linda
Ngenoh, research author.
“Numerous students either do not have
enough internet bandwidth to study online,
or lack the required equipment to do so.
University incomes have also declined as
student/faculty residences have remained
vacant. In addition, some universities have
had to spend more on licences for software
tools (such as Zoom) and purchase special

data packages for staff and students.”
The research is based on detailed qualitative
interviews with key public universities in SA,
vendors, original equipment manufacturers
and channel partners.

NATIONAL DEPARTMENT OF
HEALTH
Oversee the database backup and restore
processes
Gauteng
Negotiable
Ref No: 284434

Time is of the essence
Education at universities was disrupted at
the start of the COVID-19 pandemic, with
lockdowns and movement restrictions
preventing students from attending lessons in
classrooms.
As a result of this disruption, events
on most 2020 university calendars were
cancelled, with three months of study time
lost as universities transitioned to distance
learning.
The new university year, which normally
starts in January, was later moved to March,
and this educational lag is expected to spill
over into 2022 and beyond, according to the
research.
The study shows that until recently,
universities had deployed up to 250 server
and storage systems in their IT infrastructure
environments on average, and before the
pandemic, administration departments
used about 60% of existing IT infrastructure
capacity. However, this has changed as
academic departments have shifted to online
teaching, and so has the level of usage.
Some research areas currently being
explored by universities in SA include
quantum computing, AI, genomics, astrology,
skills development, robotics, astronomy,
health sciences and social sciences.

Sales Specialist
(Technical)
FALCORP
10+ years experience in IT, Telco or
Technology fields
Gauteng
Negotiable
Ref No: 284395

Specialist: Systems
Engineer: (Email)
BCX
3 years’ experience in the Microsoft Products
Gauteng
Negotiable
Ref No: 284449

Developer
SITCSA
5 years experience in C# asp.net
Gauteng
Negotiable

Still waiting for government
Last month, higher education, science and
innovation minister Dr Blade Nzimande
expressed concern that internet connectivity
issues and slow access
Driving innovation through IoT. Sqwidnet
can give you the tools to bring your ideas to
life. Connect with us.
to learning devices were among the key
challenges that compromised the quality of
education for tertiary students during SA’s
hard lockdown.
Nzimande unpacked the findings
of a study, conducted by wellness and
development agency Higher Health, on the
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Ref No: 284431

Please visit www.careerweb.co.za and insert the
unique reference number in the job keyword search box
to view more details and to apply.
CareerWeb has over 200 leading companies posting an
average of 230 fresh ICT jobs weekly – it is the place to
search for your ideal ICT job.

EMAIL: ernie@careerweb.co.za
CALL: 011 807 3294
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Rooftop gardens -

landscape innovation
Rooftop gardens and green roofs have been around for many decades,
especially in highly populated urban areas such as cities and towns. Initially,
rooftop gardens were used mainly to provide insulation in cold northern
hemisphere climates. These days, with limited ‘green’ space, rooftops gardens
are used to reduce the heat island effect in cities, reduce stormwater run-off
and flash-floods, create small safe havens for insects and birds, and beautify
the environment. In essence, this is a creative and functional way of reducing
reliance on municipal water, saving water, and preventing pollution.
Rooftop gardens can be as simple as a few container plants artfully arranged
in an open space, or as complex as a fully waterproofed and vegetated roof
surface. In a rapidly growing urban environment with limited space, many
people are choosing to live in flats, apartments, and townhouses. A rooftop
garden or landscape is ideal for those living in homes without gardens.
They make use of unused or underused space and are great for plants and
veggies that require full sun. Veggies such as tomatoes, cucumbers, peppers,
peas and beans, tall corn and rambling squashes, carrots, radishes, beets,
kohlrabi, fennel, potatoes, and onions are ideal for rooftop food gardens
(but may require some protection from the wind in some areas). If you are
looking more at an aesthetic landscape, consider hardy, sun-loving, locally
endemic plants such as indigenous Highveld grasses, succulents or fynbos
(all appropriately hydrozoned).
Remember that there are a number of factors to consider when implementing
a rooftop garden or landscape:
• Make sure your structure/building/roof can support the load of a rooftop
garden (Engineering requirements will apply). Using lightweight planting
materials such as vermiculite, perlite, and sphagnum moss alleviates the
problem of weight, and absorb and hold water well.
• Rooftop environmental conditions such as full sun and strong wind
can be tough on plants. If necessary, provide shading for more delicate
plants, and buffers (for users and plants) to prevent excessively windy
conditions.
• Speak to an expert if you are interested in implementing a fully planted
green roof. You may need to consult with a structural engineer or architect
to conduct a structural analysis of your building.
• A simpler, more cost-effective solution is to use containers and raised
plant beds. Lightweight containers are ideal as they are portable, flexible
in use, and affordable. You can really get creative and can easily change
the design as required!
Rooftop gardens are environmentally-friendly, water–saving, creative,
innovative, space-saving solutions to a limit in garden and landscape space.

www.randwater.co.za and click on the Water Wise logo
FOR FURTHER INFORMATION ON WATER WISE, PLEASE CONTACT US ON: 0860 10 10 60
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INDUSTRY SOLUTIONS
Embrace ERP drives immediate business value
for Powertrain Truck Spares

ServiceNow transforms hybrid work with new
solutions to help offices reopen smoothly

Powertrain Truck Spares has been supplying the South African
trucking industry with OEM (original equipment manufacturer)
and genuine equivalent replacement truck spares at competitive
prices since 1999. To achieve their business goals, Powertrain
needed a robust, reliable and integrated system that catered for
their unique industry and business requirements. The system
would need to streamline and automate critical processes,
grow and adapt with the business and help optimise customer
service. Powertrain implemented the reliable, robust and fully
integrated Embrace business management solution. The system,
out of the box, met their complex industry-specific and business
requirements. Most importantly, the software is modular, modern
and scalable.
www.embrace.co.za

ServiceNow has announced updates to its Workplace Service Delivery
solution to support employees and facilities teams in an increasingly
hybrid work environment that demands flexible, agile workplace
service management applications. ServiceNow gives employees a
consumer-grade mobile experience to reserve workspaces, conference
rooms and services and navigate workplaces. For businesses,
ServiceNow’s Workplace Service Delivery solution provides the data
and insights needed to better inform real estate costs and optimisation.
ServiceNow’s Workplace Service Delivery solution addresses a rapidly
growing and urgent need for companies and employees to reopen
offices and return to workplaces smoothly. Multi-channel, native
mobile solutions automate requests, reservations and repairs so
employees can focus on meaningful work.
www.servicenow.com

All you need to know about the 2021 Huawei
HMS App Innovation Contest (Apps UP)
Huawei has announced the 2021 Huawei HMS App Innovation
Contest (Apps UP), a premier global contest for mobile
application developers. The competition aims to attract
established and emerging talent in the application development
space, and showcase their efforts in creating seamless, smart
and innovative digital experiences that contribute to a digital,
intelligent world. The competition will allow participants to
join a rich community of 4.5 million registered developers from
around the world, as well as 50 industry experts who will form
the panel of judges for the competition. Winners of the contest
will also have their apps featured on HUAWEI AppGallery.
www.huaweimobileservices.com

ITC Infotech: Investing in SA
ITC Infotech, a leading global technology services and solutions
provider, is investing to expand its presence in South Africa.
ITC Infotech is a wholly owned subsidiary of ITC. ITC is one
of India's leading private sector companies and a diversified
conglomerate with businesses spanning consumer goods,
hotels, paperboards and packaging, agri-business and IT. ITC
Infotech provides business-friendly solutions to help clients
succeed and be future-ready, by seamlessly bringing together
digital expertise, strong industry speciﬁc alliances, and the
unique ability to leverage deep domain expertise from ITC
Group businesses. The company provides technology solutions
and services to enterprises across industries such as banking
and financial services, healthcare and manufacturing, among
others.
www.itcinfotech.com

SOFTWARE
Harnessing digital transformation potential
with SYSPRO 8
Normandy Computer Services is a registered SYSPRO Elite Solutions
partner. Its services range from sales to design, implementation and
training as well as onsite and remote support of the full SYSPRO
product range. From the outset, SYSPRO gave Normandy Computer
Services extra opportunities to build its business by providing
continuous, consistent support and mentorship. This made it easier
for the company to promote the solution to prospective clients as
well as to solve any problems its customers experienced. Normandy
Computer Services focuses exclusively on SYSPRO and is currently an
Elite partner on the PartnerUP programme.
www.syspro.com

BUSINESS
ERP software provider SYSPRO gives employees
a well-deserved 8 000-hour break
With burnout, anxiety and ongoing pandemic-related stress on the
rise, SYSPRO, a global provider of industry-built ERP software, has
encouraged staff members to take a well-deserved break by offering a
free leave opportunity. With 500 global employees across the Americas,
EMEA and APAC, this will amount to an 8 000-hour break in total.
Research shows that fatigue, burnout and employee anxiety has been
exacerbated by the global pandemic. According to the recent Employee
Burnout Report by Indeed, over half (52%) of survey respondents are
experiencing burnout in 2021 – up from the 43% who said the same in
Indeed’s pre-COVID-19 survey.
www.syspro.com
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TECHFORUM

CHANNEL
First Technology receives Lenovo award

The importance of 4IR in SA

At the recent Southern Africa Channel Awards 2021, Lenovo celebrated
its channel partners in southern Africa, all of whom play a part in
Lenovo’s successful journey. The awards spanned across multiple
categories, including individuals who were also recognised. First
Technology was the proud recipient of the prestigious Intelligent
Devices Group (IDG) – Platinum Partner of the Year award. This
award recognises the Platinum Partner with the highest year-on-year
commercial revenue growth and revenue generated for the current
year. First Technology would like to thank its team for the hard work,
dedication and professionalism that has contributed towards this
achievement and, of course, its customers for their continued support.
www.firsttech.co.za

Software AG says education is one of the most important aspects for
the overall economic, cultural, social and technical development of
a country. Software AG, in partnership with E&T Minerals, Africa
Teen Geeks and UNICEF, with support from the Department of Basic
Education, will modernise the computer lab and library facilities at
Tsiki Naledi Secondary School in Hendrina, Mpumalanga. The 4IR lab
will provide technological and educational support to the students and
community of Hendrina. The main focus of this project is to bridge the
gap between what is currently being offered to rural communities and
what is actually lacking or needed for the improvement.
www.softwareag.com

Lexmark enhances cloud offerings for endusers and partners
Lexmark, a global imaging solutions leader, today announced
enhancements to its core Cloud Services offerings – Cloud Print
Management for direct users and Cloud Fleet Management for
partners. “The adoption of cloud-based technologies and solutions
continues to rise, with many CIOs directing a ‘cloud-first’
approach,” said Brock Saladin, Lexmark senior vice-president and
chief commercial officer. “The pandemic accelerated this trend, as
cloud-based solutions offer an effective, secure and cost-saving way
of connecting the remote and hybrid workforce in post-pandemic
business environments.” Lexmark Cloud Services addresses these
trends by providing a full suite of cloud-based services to deliver
remote device management, print job management, document
accounting and scan management features.
www.lexmark.com

TELECOMS
Getting maximum value
from your cloud migration

Damian Potter, executive head:
Microsoft services & solution
delivery at DVT.

Cloud migration has been one of the
biggest and most obvious changes
in the business IT infrastructure
landscape over the last few years
says Damian Potter, executive
head: Microsoft services & solution
delivery at DVT. He says with the
global pandemic creating a ‘new
normal’ and entrenching WFH and
remote working, cloud migration will
accelerate sharply.
www.dvt.co.za

ICT INSIGHT
To read the FULL company releases, visit

www.itweb.co.za

Contact sales@itweb.co.za for any sales enquiries.
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Tap into The Margin
If you love The Margin but prefer to view content online, then we’ve got
some great news for you!!
The Margin’s website has been refurbished and upgraded. To get your fill of the information you need about key developments in the channel visit themargin.co.za.
With new and web-exclusive content regularly added, make sure you subscribe to our
newsletter service to stay in touch with what’s happening in your industry.

www.themargin.co.za

Technology and business for the channel… now online.
August 2021
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The Public Sector ICT Forum was established in 2016 to provide
a focused platform and opportunity for public sector ICT decisionmakers to come together to engage and discuss topics that are
key to the local public sector.

Directed by a board made up of government IT officers (GITOs) and chief information
officers (CIOs) and including representatives from SITA and GITOC, the forum provides
online and event-based thought-leadership and knowledge-sharing platforms.
The forum gives CIOs the opportunity to listen to and engage with leading local and
international speakers to provoke dialogue, spark ideas and generate concepts that can
be taken back to their areas of work. This is an informal community that encourages
collaboration and thought in the name of improved service delivery.

This is an exclusive community for top-level public sector
ICT decision-makers: the CIO, GITO or DG/DDG focused on ICT
strategy within your government department (national or
provincial level) or at a parastatal. Membership is free, but
applications are vetted
to ensure exclusivity.
| August 2021
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To become a member, please go to
bit.ly/2psg2E6
or email us on
PSICTF@brainstormmag.co.za
or tweet us @PSICTForum

