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Ongoing coverage of Africa’s ICT and telecommunications
landscape shows that the remote working model is most likely
to continue for most businesses, irrespective of how things pan
out with the Covid-19 pandemic.
In addition to having to absorb the pressure of its impact on
operations, many businesses are looking to technology to fasttrack their digitisation strategies and capitalise on the reality of
change.
Results from a recent SD-WAN survey, carried out by ITWeb
and Citrix, show that South African organisations have, for the
most part, adapted well to the pressure.
Asked to list the infrastructure that their company had in
place (in addition to on-premise), 59% said they were using
cloud, 47% having opted for hybrid cloud and 24% for multicloud.
Nearly three-quarters (73%) of respondents said their
organisation had remote work locations such as branches, field
stations, stores or franchises, temporary worksites or service
vehicles. Another 84% are accessing corporate applications
and data remotely, and 92% overall said they already have a hybrid
working environment, with some remote employees and others
based on-premise.
Clearly businesses have had to adapt or die, and, everything
considered, most have managed to fight on.
Enjoy the read!
Chris Tredger
Editor

caryn@itweb.co.za
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It’s all fun and games
until someone loses
It’s the wager that determines whether gaming is gambling (illegal) or a fun activity
(legal), so it’s best to remember that any online gambling activity is illegal.

NITESH MATAI, General Manager, SunBet, the
online betting arm of Sun International.

W

hat’s in a name? Gambling, betting,
laying a wager, gaming, punting,
having a tipple on the ponies…all of these are
expressions that have crept into the English
language and basically – depending on the
context – mean to put down money on the
chance that a certain outcome will come true.
Generally, in colloquial English, these terms
are interchangeable. We usually understand
what someone means if they say they’ll have a
wager, and we equally get what it means to bet
or game on the outcome of a certain event.
In the betting industry, however, each of
these terms or phrases mean a completely
different thing. And the distinction between
them is especially important when it comes to
South Africa, where online gambling is illegal,
but online betting is allowed as long as the
operator has a valid licence from one of the
nine provincial gambling bodies.
Gambling, in South Africa, refers to playing
a game of chance. You could be standing at the
roulette wheel and praying that it lands on red,
because that’s where you’ve put your chips,
or you might be playing a game of Texas hold
'em poker and hoping that your cards come
up trumps so you can walk away with the
winnings.
That’s gambling; it’s taking a calculated
risk by putting money on an unpredictable
outcome.
Betting is what comes to mind when we lay
a wager that predicts the outcome of a future
event; for example, that a certain horse will
win a race, or that the DHL Stormers will
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finally walk away with the Currie Cup. And
that is legal to do online. Similar, but very
different in practice.
The goal of sports betting is to predict what
team or person will win a sporting event,
and you bet money on what you think the
outcome will be based on an educated guess.
You win money when you are right, and if
you’re wrong, you lose what you wagered. You
basically bet on an outcome.
Interestingly, sports betting is the most
popular form of gambling, with the longest
history. The online industry basically takes
the place of walking down to the corner to a
bookmaker to place a bet.
So online betting is legal and online gaming
is illegal? It is except when it isn’t.

type of point that will help you win a level.
Video games can be fun, reduce stress,
lighten depression, improve your ability to
multi-task and help grow decision-making
skills. However, they don’t involve money
changing hands apart from purchasing the
various paraphernalia required, such as
the games, consoles, machines, in-game
purchases, and the like.
It can be a confusing world when it comes
to online games. The simplest rule to make
certain that you don’t fall foul of playing the
wrong game is to check that the site you are
playing on is registered with one of South
Africa’s nine provincial gambling bodies.
But beware of wolves in sheep’s clothing.
Many illegal online gambling or gaming Web

So online betting is legal and online gaming is illegal?
It is except when it isn’t.

It’s the wager that determines whether
gaming is gambling (illegal) or a fun activity
(legal).
Video games
Another type of gaming, not to be confused
with betting, is when you game for fun, which
is perfectly legal and can bring many players
together online to compete against each
other in multi-player games. One that is very
popular at the moment, so popular in fact
that there are YouTube videos of it in action, is
Roblox.
So online betting is legal and online gaming
is illegal? It is except when it isn’t.
Video games include everything from a
game of Candy Crush through to something
a bit more complex, like Roblox. Massively
multiplayer online games, as they are called,
involve whole other universes allowing users
to interact with other players and make
purchases through the game, usually to buy a

sites claim to be legally registered casinos, but
they are not. So, it’s best to remember that
only land-based casinos are legal. Any online
gambling activity is illegal.
This way, you won’t spend a whole wad of
cash that you will never see again, never mind
any winnings you may have scored. Nor will
you risk being arrested for illegal gambling,
which carries a fine of R10 million and/or 10
years in prison for both the gambler and the
gambling operator.
And remember, big brother is watching.
Online gambling can be tracked by banks
which, by law, must report any illegal
exchange of money.
Above all, though, play responsibly. If
you’re throwing good money after bad,
betting money you can’t afford to lose,
wagering the grocery money, or getting
into debt, it’s time to stop before you lose
control.
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Announcing SailPoint Navigate 2021:
Confidence redefined
SailPoint Technologies Holdings, leader in enterprise identity security,
opened up registration for Navigate 2021, the much-anticipated global
identity security conference series, which is entirely virtual and free to
attend. Welcome to a new dawn of identity security at Navigate 2021,
which includes Developer Day, a new addition to the Navigate agenda
this year: Americas: 17-18 August, 10am CT, EMEA: 24-25 August, 10am
GMT, APJ: 25-26 August, 10am AEST, and Developer Day: 19 August,
9:30am CT. “The entire landscape of Navigate 2021 is about helping
companies redefine their approach to enterprise security through the
lens of identity,” said Wendy Wu, CMO, SailPoint.
www.sailpoint.com

Epicor acquires KBMax
Epicor, a global leader of industry-specific enterprise software to
promote business growth, announced today it has acquired configure
price quote (CPQ) and visualisation software provider KBMax. The
transaction closed on 27 May. Financial terms of the agreement were
not disclosed. KBMax software solutions will be marketed under
the Epicor brand as a standalone module within the company’s
productivity suite, aligning seamlessly with Epicor’s deep expertise in
the global manufacturing engineer-to-order space. The ability to offer
customers a highly customisable, industry-specific one-stop solution
that connects the front and back of the house supports Epicor’s mission
to differentiate itself from the fleet of one-size-fits-all off-the-shelf
ERP solutions.
www.epicor.com

SailPoint recognised by Gartner

Doing business in a
fragmented landscape

SailPoint Technologies Holdings, the leader in enterprise identity
security, has been recognised as the May 2021 Gartner Peer Insights
Customers’ Choice for Identity Governance & Administration (IGA).
The Gartner Peer Insights Customers’ Choice distinction recognises
the vendors who are the highly rated by their customers through
submitted reviews. The Gartner Peer Insights Customers’ Choice
distinction is based entirely on feedback and ratings from endusers who have purchased, implemented or used IGA solutions like
SailPoint’s Identity Platform. This is the second year that Gartner has
published the Gartner Peer Insights Customers’ Choice for IGA report;
SailPoint was the only IGA vendor to receive this distinction last year.
www.sailpoint.com

Industry recognition for Infinidat
Infinidat has been named a May 2021 Gartner Peer Insights Customers’
Choice in the Gartner Peer Insights “Voice of the Customer”: Primary
Storage Arrays.[1] This is the third consecutive year that Infinidat has
been recognised as a Gartner Peer Insights Customers’ Choice based
on the reviews and ratings of end-users. “We’re excited that our
customers’ experience with Infinidat earned us their recognition as
a top choice for enterprise-class data storage in a highly competitive
field,” said Phil Bullinger, CEO of Infinidat. “Not only do we provide
innovative storage technologies at scale to enable a highly flexible
private cloud, but Infinidat also strives to provide exceptional customer
experience.”
www.infinidat.com

IFS bolsters board
with Hanna Jacobsson
appointment

Hanna Jacobsson

IFS, the global cloud enterprise
applications provider, announces
that Hanna Jacobsson has joined
its board as a non-executive
director. Following three years of
successive double-digit growth,
Jacobsson will lead the audit
committee at IFS.
www.ifs.com

Most businesses are looking at
finding more effective ways of
integrating a remote employee
base while still maintaining
the company culture and
driving a new kind of work
ethic. Companies must prepare
themselves both technically
and strategically for what might
come down the line in a digitally
transformed environment.
www.syrex.co.za
Ralph Berndt, sales and marketing
director at Syrex

Networks Unlimited
achieves B-BBEE level
one rating

Anton Jacobsz, CEO at Networks
Unlimited

Networks Unlimited has been
certified as a broad-based
black economic empowerment
(B-BBEE) level one contributor.
CEO Anton Jacobsz comments:
“Our ongoing partnership with
The Love Trust, our B-BBEE
partner since 2018, has permitted
us to play our part in true
empowerment. Our level one
B-BBEE rating offers positive
implications.”
www.networksunlimited.africa
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Rahi announces partnership with Cobalt
Iron in MEA
Rahi has partnered with Cobalt Iron, a leading provider of SaaS-based
enterprise backup and data protection to deliver advanced, automated
and modern data management and protection in the Middle East and
Africa. Remote workers are the new normal. Security threats are on the
rise, targeting the organisation’s most vital asset: data. And the amount
of data under management is seemingly endless. Many enterprises still
rely on overly complex legacy backup infrastructure. Those traditional
methods of backup and recovery are labour-intensive and have a
high total cost of ownership, making them completely unrealistic for
meeting today’s enterprise backup needs.
www.rahisystems.com

Kubernete’s agnostic. SUSE-powered. Rancher 2.6
Kubernetes-agnostic Rancher takes a turn for the interesting as it
releases Rancher 2.6 under new SUSE management. Rancher has
grown to prominence as a market leader thanks to its ability to provide
organisations with a comprehensive Kubernetes management software
stack at a time when containerisation and clusters were becoming
increasingly popular, and complex. The company developed a cluster
management programme that met with strong user and critical
approval thanks to its ability to manage Kubernetes clusters across
hybrid clouds, centralising monitoring and authentication. It was
Kubernetes, with added value, allowing for companies to deploy their
clusters across multiple platforms.
www.suse.com

Commvault announces managed service
provider, aggregator partner programmes
Commvault has announced enhanced managed service provider
(MSP) and aggregator partner advantage programmes, tailored and
refined to support the way Commvault’s MSP and aggregator partners
operate while fulfilling their unique needs for delivering intelligent
“Commvault powered” data services to customers of all sizes around
the world. The MSP Partner Advantage Program offers a range of
benefits that allow partners to easily build on existing services and
create new ones for their customers. MSP partners are also provided
with flexible licensing and consumption options that include both
subscription and utility agreements to align with customer demand.
With partner success as a key foundation, Commvault offers free
training resources and curriculums.
www.commvault.com

FlowCentric Technologies announces global
partner award winners
Jacques Wessels, CEO of FlowCentric Technologies, congratulated the
company’s 2020-2021 Partner Award winners by way of a Microsoft
Teams meeting. The digital format of this year’s customer and partner
event was very different from the sociable in-person events the
company traditionally hosts. “We went with digital this year, not only
to reduce the risk of infections, but also to accommodate our growing
international customer and partner community,” explained Denis
Bensch, CIO of FlowCentric Technologies. The company has seen
substantial growth in the Australian market and a fast-growing interest
from businesses in Africa and North America over the last two years.
www.flowcentric.com

Tarsus On Demand signs distribution deal with ESET
Tarsus On Demand (TOD) recently signed a managed service provider
distribution agreement with award-winning internet security
company ESET. With this partnership, TOD will provide an extensive
range of ESET protection and security products to channel partners
in southern Africa. Carey van Vlaanderen, CEO of ESET South Africa,
says: "For 17 years we've been ensuring South African consumers and
businesses are able to enjoy safer technology, with great products and
local service. We continue to ensure our products can be purchased
quickly and with ease, in all ways that our clients like to consume, be it
annually or monthly consumption.”
www.eset.com
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Anomaly detection the
first layer of successful
data management,
protection

Kate Mollett, regional director at
Commvault Africa

Cyber crime incidents have surged
in the last year, as malicious actors
take advantage of the current
global situation, including the
work from home (WFH) trend.
As IT has evolved, so too has
ransomware, and attacks have
become increasingly targeted,
pervasive and damaging, says
Kate Mollett, regional director at
Commvault Africa.
www.commvault.com

WiFi: Broadening the mining sector’s horizon
Wireless connectivity is broadening the mining industry's horizon,
opening up doors to the benefits of digital transformation and
premium-grade high-capacity connectivity. From open pit and
underground mines to campus offices and head offices, fixed wireless
access expands the possibilities for mines by offering tailored
connectivity solutions in the harshest terrains. WiFi not only resolves
the communication challenges, it opens the door to new technologies
such as artificial intelligence, the IOT and advanced analytics, among
others. These new technologies are showcasing the multiple ways
wireless connectivity can enhance the mining sector by increasing
productivity and safety in mines.
www.comsol.co.za

Comsol Networks completes trial of TIPincubated DCSG solution
Comsol Networks has completed its trial of the Telecom Infra Projectincubated (TIP) Disaggregated Cell Site Gateway (DCSG) solution in its
lab in South Africa. The trial evaluated how open and disaggregation
technology can function in Comsol’s existing network infrastructure
and is the first step in a broader strategy to explore new and innovative
solutions for their network architectures. The trial was conducted
using Network Operating System provided by IP Infusion, Edgecore
hardware and integration services by Infin8Africa.
www.comsol.co.za
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Attack vs data:What you need to know about
threat hunting

Ensuring data protection, secure file sharing of
personal data

While the definition of threat hunting may be straightforward –
proactively hunting for threats – the reality of implementing a
threat-hunting programme is a bit more complicated, as there are
different threat-hunting methodologies to choose from. Cyber
Security South Africa says in order to optimise an offensive approach
like threat hunting, it helps to first know the granular ins and outs of
your IT/security stacks so you can ensure they're producing actionable
information. Once a plan is in place, you should be able to quickly
identify signs of compromise across networks, systems and application
environments. Mitigating threats then occurs by conducting searches
against plan criteria.
www.csza.co.za

In today's digital age, our personal data is constantly moving around
and stored on various servers. Is there anything we can do to prevent
companies from mishandling our personal information? Yes, there is,
says Tallen Harmsen, MD at Indigo Cube. A secure manage file transfer
system, like MOVEit, lets you manage, view, secure and control all file
transfer activity through a single system. According to Harmsen, you
will always know where your files are with predictable, secure delivery
and extensive reporting and monitoring. It reduces the need for IT's
hands-on involvement and allows for user self-service as needed.
www.indigocube.co.za

Voice fraud attacks cost companies millions
Chances are, at some point, your business has suffered a shocking
bill from your connectivity vendor for international calls that you
can instantly conclude were not made by anyone in your business.
What did you do? What can you do in the future? Adapt IT’s powerful
Streamline SIP Fraud Prevention & Detection solution can and will
save you millions from voice fraud attacks. Adapt IT’s Enterprise
Performance Management (EPM) division has seen businesses being
billed upwards of R15 million over just a few days because of voice
fraud attacks, which can last as little as a few hours or could go on for
months.
www.adaptit.com

Software development and cloud digital enablement company DVT
has partnered with engagement banking platform Backbase to provide
a unique and powerful turnkey digital banking solution for financial
services institutions. Through this partnership, DVT will provide
implementation services of the Backbase platform to its customers
across the African continent. "With our large and skilled team in
banking and financial services and having over 20 years of experience
in the banking sector, our strategic partnership with Backbase means
that we can provide banks with a unified platform approach enabling
unparalleled customer experience across all digital channels," says Jaco
van der Merwe, CEO of DVT.
www.dvt.co.za

Adversaries spend more than 250 hours
undetected in target networks on average

Smart SUSE Linux Enterprise Server shifts
compatibility goalposts

Sophos has released the “Active Adversary Playbook 2021”, detailing
attacker behaviours and the tools, techniques and procedures (TTPs)
that Sophos’s frontline threat hunters and incident responders saw in
the wild in 2020. The TTP detection data also covers early 2021. The
findings show that the median attacker dwell time before detection
was 11 days – or 264 hours – with the longest undetected intrusion
lasting 15 months. Ransomware featured in 81% of incidents and 69%
of attacks involved the use of the remote desktop protocol (RDP) for
lateral movement inside the network. The aim is to help security teams
understand what adversaries do during attacks.
www.sophos.com

In its most recent release of SUSE Linux Enterprise Server – SLES 15
SP3 – SUSE has embedded full binary compatiwww.dvt.co.zability
between SLES and its community Linux distro, openSUSE Leap. This
smart shift essentially allows for those already using openSUSE Leap
to easily migrate to SLES 15 SP3 for corporate Linux desktop or server
requirements. The move is designed to provide users and organisations
with increased compatibility, while allowing for them to leverage the
synergies that sit between both the enterprise and community versions
of the technology. The overall move is not geared towards replacing the
community version, but rather to empower it.
www.suse.com

Peter Grealy, partner, Webber
Wentzel

DVT, Backbase partner to improve banking
customer experience

Cybercrimes Bill
signed by the president

Siemens Healthineers enhances order
management process with Esker

The Cybercrimes Bill has been
signed by President Cyril
Ramaphosa. This Bill will now
be known as the Cybercrimes
Act 19 of 2020 (the Cybercrimes
Act). Although signed into law,
the Cybercrimes Act (or different
sections of it) will only come
into operation on a date(s) to be
announced by the president.
www.webberwentzel.com

SPI, the African distributor for utility software products and services to
the open systems segment of the IT industry and the southern African
reseller for Esker, a leader in document process automation solutions,
have announced that the Italian branch of Siemens Healthineers,
an international medical technology company, is automating
its order management process with Esker’s Order Management
solution. Following the excellent results achieved in Italy, Siemens
Healthineers has extended the partnership and is implementing
Esker’s Order Management solution in the US, Western and Eastern
Europe and South Africa, thereby leveraging Esker’s global reach and
comprehensive order management automation capabilities.
www.spi.co.za
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REMOTE WORKING SURVEY
By: ALISON JOB

The pandemic’s paradigm shift

ANNA COLLARD, SVP of Content Strategy and
Evangelist, KnowBe4 Africa

J

ust over a year ago, a much-prized perk –
the ability to work from home - became
an everyday reality for many. ITWeb, in
partnership with KnowBe4, conducted a
survey to gain insight into the status quo
of remote working in South Africa and to
investigate security concerns and risks
associated with a remote workforce.
The survey sought to uncover whether
remote work is a future reality for SA
organisations – and if remote workers have
returned to the office with the easing of
lockdown restrictions. It also queried whether
remote workers were trained and able to
withstand social engineering attacks.
A total of 348 responses were captured,
with 61% of respondents being at executive or
middle management level, and working in a
range of major industry sectors. More than half
(57%) of respondents said that flexible remote
working is a future reality in their organisation,
while a third (34%) said they would continue
to work from home. Only 9% expect to return
to the office full time.
Anna Collard, SVP of Content Strategy and
Evangelist, KnowBe4 Africa, says, “Even with
vaccination rollouts and easing of lockdown
restrictions, it’s interesting to learn that remote
working has become a long-term reality
amongst the majority of the respondents, with
a small percentage returning back to the office
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full time. This means that the pandemic has
caused a paradigm shift in how we work now
and in the future.”
With the lockdown restrictions easing
up, half (46%) of respondents said their
remote workers had returned to the office
on a part-time basis. Thirty one percent said
their remote workers wouldn’t be returning
for the foreseeable future. Twelve percent of
respondents said their remote workforce had
returned back to the office. 10% said they
hadn’t returned yet, but they planned to.
Twenty eight percent of the respondents
fully agreed with the statement: “Our
remote workers are solidly trained and able
to withstand social engineering attacks”.
Thirty one percent somewhat agreed, 21%
were neutral, 12% somewhat disagree and 5%
completely disagree.

respondents said they’d experienced a
security incident in the past 12 months related
to remote working risks.
Some 61% of those experiencing a security
incident related to remote working risks were
due to phishing/social engineering attacks,
26% reported ransomware and 22% reported
an unintentional data leak, such as a lost
laptop. Also at 22% were credential theft/
account compromise, while 17% experienced
a malware outbreak.
Collard adds, “The fact that the majority
of security incidents experienced were
related to phishing and social engineering
attacks highlights again the importance of
educating and raising the awareness of remote
workforces on how to spot and protect
themselves against these types of attacks.”
Sixty six percent of respondents said their

Even with vaccination rollouts and easing of lockdown
restrictions, it’s interesting to learn that remote
working has become a long-term reality amongst the
majority of the respondents.

Just over half (52%) of respondents
completely agree that their remote working
infrastructure and security controls are
solid. Twenty three percent somewhat agree.
Nine percent somewhat disagree and 3%
completely disagree.
When asked to rate the challenges in
managing a remote workforce, building
and keeping a team identity was chosen by
most respondents. Next was motivation and
productivity followed by lack of infrastructure
at home and the office. Other challenges
listed were the lack of budget, cyber security
awareness and relevant policies.
The biggest security risks associated with
remote workers were listed as user behaviour
and insecure home WiFi networks, followed
by social engineering, personal devices and
sharing of corporate devices with family and
friends. Interestingly, only 16% of survey

security awareness process had changed since
the beginning of the pandemic. Half of those
said they’d added more security awareness
talks and webinars, just under half (47%) said
they’d introduced more e-learning training
and phishing simulations.
Top security concerns among survey
respondents were ranked as: preventing data
breaches, compliance with regulations (POPIA
etc), reputational damage and ransomware
attacks. They were also concerned about
theft of intellectual property or personal
information and loss of availability and
business continuity.
The security budgets of nearly half the
respondents (45%) stayed the same, whereas
39% had it slightly increased. Eleven percent
indicated their security budgets had increased
significantly, while for 5% IT and security
budgets were cut significantly.

REMOTE WORK SURVEY

REMOTE WORKING SURVEY

Is remote working a future reality in your
organisation?

To what extent do you agree with the following
statement: "Our remote work users are solidly
trained and able to withstand social engineering
attacks”?
Yes, but
flexible

35

57%

31%
28%

30
25

21%

20
15

12%

10
5%
Yes, but flexible

57%

Yes, we will continue to work from home

34%

No, we have or will return back to the office

9%

To what extent do you agree with the following
statement: "Our remote working infrastructure
and security controls are solid”?
52%

Completely agree

23%

Somewhat agree

12%

Neutral

9%

Somewhat disagree

3%

Completely disagree

1%

Don't know

xx

3%

5
0
Somewhat
agree

Completely
agree

Neutral

Somewhat
disagree

Completely
disagree

Don't
know

Have you experienced a security incident in the
past 12 months owing to remote working risks?

Yes

84%
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Yes

84%

No

16%
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REMOTE WORKING SURVEY

What are your top security concerns? Rate from 1
(not significant) to 5 (keeps me up at night)

Are there any new technologies or processes you have adopted
to assist in your remote team management?

Yes

3.20% Preventing data breaches
3.20% Compliance with regulations (i.e POPIA)

54%

3.20% Reputational damage
3.10% Ransomware attacks
3.00% Theft of intellectual property or personal
information
3.00% Loss of availability and business continuity
2.90% Credential theft

Yes

54%

No

46%

Has your security budget been adjusted owing to the
pandemic or the economic situation in SA?

50

45%
39%

40

30

20
11%

10

5%
1%

0
Stayed the
same
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Increased,
but not
significantly

Increased,
quite a lot
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Decreased, we
had severe
budget cuts to
our security and
IT budgets

Decreased,
but not
significantly
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INDUSTRY INSIGHT: MALWARE

Shoring up defences amid increasing
data exposure threats
While vigilance remains everyone’s responsibility, the CSO’s role is
continually expanding to incorporate a deeper understanding of the
human psyche.

Sandro Bucchianeri, Absa Group Chief
Security Officer

I

n December 2013, Manchester United
goalkeeper David de Gea famously
equalled the Premier League record for
saves in a single match (14). He helped
Manchester United beat Arsenal 3-1 at the
Emirates Stadium in London.
It was an astonishing performance from
the Spaniard, as he almost single-handedly
kept Arsenal at bay, and the score line could
have been very different but for his manof-the-match display.
This brings to mind the significant
challenges that chief security officers
(CSOs) worldwide face daily in constant
attacks against the foundation stones –
the goalposts in an organisation's football
terminology.
As our world has become more
digitalised, so too has the frequency and
intensity of cyber attacks and security
breaches, with CSOs directly in the firing
line and doing all they can to prevent such,
ala De Gea.
The hard truth of the matter, though, is
that data breaches and leaks are no longer
the exception to the rule but an almost
everyday occurrence.
The stats support this growing trend and
make for difficult reading for anyone in the
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cyber security sector. Research published
by AtlasVPN revealed that as many as 45%
of businesses globally had a data breach in
the 12 months between September 2019 and
September 2020.
The published figures are based on a
survey conducted by Kaspersky and B2B
International that involved interviewing
4 179 global businesses with between 50
and 4 999 employees. Companies that took
part in the survey came from the financial
services, government, manufacturing, IT
and telecommunications, and retail and
wholesale sectors.
The analysis revealed that, out of the
4 179 businesses, 45% had lost data to
hackers over the year. IT and telecoms
companies saw breaches most often, with
53% of organisations losing data to security

regulators' attention.
Those in the government sector are not
immune, as 46% had a data leak in the 12
months. According to AtlasVPN: "Attacks
aimed at government are more often than
not supported by foreign authorities,
whose aim is to obtain political and military
information."
Although manufacturing and industrial
companies experienced data breaches least
often, they still saw a significant amount, at
43%. These breaches are generally because
a competitor hires a hacker to steal inside
data to destroy competitive advantage.
The hard truth of the matter is that
data breaches and leaks are no longer
the exception to the rule but an almost
everyday occurrence.
Among the notable and high-profile

The hard truth of the matter is that data breaches
and leaks are no longer the exception to the rule but
an almost everyday occurrence.

breaches. This is of particular concern
because IT and telecoms businesses often
hold sensitive customer information.
The retail and wholesale sectors
also didn't fare very well, with 52% of
businesses having experienced a data
breach during the period under review. The
consequences of a breach can frequently
lead to brand damage and a breakdown in
trust across the customer base.
Financial services were third on the
list, with exactly half of the respondents
reporting their business lost sensitive data
to cyber criminals. This is of particular
concern given that customer accounts are
at stake, and breaches are likely to draw

breaches recorded during 2020, Microsoft
reported that several servers used to
store user analytics had been exposed on
the Internet without proper protection.
It was further revealed this month that
the software giant had been targeted by
hackers who homed in on Microsoft's
business e-mail software and reportedly
compromised the integrity of tens of
thousands of accounts.
Our job is to make it harder for cyber
criminals and those with malicious intent to
compromise our defences and score goals.
We have to be like David De Gea was on that
December day in 2013 and stand tall and
firm in the face of the barrage of attacks.

INDUSTRY INSIGHT: EMERGING TECHNOLOGIES

The role of artificial intelligence in
digital commerce
Artificial intelligence is impacting customer choices, using the knowledge
of previous purchases, searched products and online browsing habits to
provide a personalised feel.

Marko Salic, CEO of the Argility
Technology Group

B

efore we get into the role of artificial
intelligence (AI) and where it is set to take
digital commerce, I think we should begin by
unpacking a definition of digital commerce –
what does it mean?
It can be defined as the process of selling
and buying products and/or services using
digital channels. It includes the people,
processes and technologies necessary to
execute the offering of product, promotions,
pricing, analytics, customer acquisition plus
retention, and customer experience at all
touchpoints throughout the buying journey.
This definition can be applied to all sectors
of business irrelevant of area of operations,
so it includes banking, retail, automotive,
etc. Sector is irrelevant in a world of digital
transformation at the speed of COVID – all
businesses seek digital channels to market
their goods.
Today, digital channels have been
expanded to relate to digital transformation
that is inclusive of people, processes and
technologies used throughout the customer
buying excursion.
In the retail sector, online sales are no
longer an option, but a necessity for brickand-mortar businesses. On the consumer
side, the COVID-19 crisis has caused a

structural shift of demand toward digital
commerce that is likely to continue in the
years to come.
As far back as 2017, Gartner research
reported on the results of a survey of 307
digital commerce organisations globally,
in an effort to understand AI adoption and
investment plans in digital commerce.
The research firm noted that 70% of
the companies surveyed reported their AI
projects as successful. Three-quarters of
respondents said they were seeing doubledigit improvements in the outcomes they
measured.
The most common metrics used to measure
the business impact of AI were customer
satisfaction, revenue and cost reduction, for
which respondents cited improvements of
19%, 15% and 15%, respectively.

intelligence as a new source of business, plus
the purchase of DeepMind by Google, as far
back as 2014, reinforces the point that the
business world is well on the way to being run
by AI and machine learning.
Knowledge of updated technologies will
be key in the race for a competitive-edge in
digital commercial markets. Technologies
that are emerging include live telephone
and online conversations predicted to leave
consumers with a perception that they have
just had a live chat with a human being, when
in fact they have been interacting through an
automated bot response.
Automation, of course, has made great
inroads in enhancing customer experiences
and has in many ways been the pathfinder
leading to AI interventions. Machines may
or may not be taking over but it is certainly

Knowledge of updated technologies will be key
in the race for a competitive-edge in digital
commercial markets.

Knowledge of updated technologies will
be key in the race for a competitive-edge in
digital commercial markets.
But that was back in the day – when global
pandemics were confined to Hollywood
movies predicting a viral takeover of the
planet – pure science fiction – we thought.
COVID-19 served to produce a sudden shift
with lasting consequences, including the
exponential acceleration of digital adoption.
Machines are taking over?
Pandemic or no – AI driving digital
commerce is not only here to stay but forging
ahead. Examples of this include companies
such as Facebook and IBM that have expressed
their interest in developing artificial

apparent that both industry and consumers
want them to – to achieve a successful
interaction.
Great Learning lists examples of the
powerful ways in which AI applications will
dominate the e-commerce industry in 2021.
Examples include a predicted increase in the
volume of voice searches, with busy people
relying on voice assistants like Alexa and Siri
to check their daily schedules or find out
about a product to buy online.
Conversational chatbots are an easy way
for customers to ask questions regarding
products – examples include Starbucks and
Dominos, which are said to be using this
method to great advantage.
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SECURITY
The modern workplace is becoming dangerous

Yubico launches YubiKey 5 FIPS Series

Trusted South African insurance and investment brand PPS was hit by
a cyber attack only a few months ago, according to Business Insider
SA. After experiencing system outages, the company confirmed to
Netwerk24 that it was the victim of a malicious cyber attack. Luckily,
according to PPS, its data was not compromised. Other companies are
not always that fortunate. Cyber crime is on the rise globally and South
Africa is no exception. CNA Financial, one of the largest insurance
companies in the US, reportedly paid hackers approximately R550
million ($40 million) after a ransomware attack blocked access to the
company's network and stole its data.
www.kerushan.com

Yubico announced the general availability of its next-generation FIPS
security keys: the YubiKey 5 FIPS Series. The new product line is the
industry’s first set of multi-protocol security keys with support for
FIDO2 and WebAuthn, along with smart card (PIV/CAC), to receive
FIPS 140-2 validation, Overall Level 1 and Level 2. The addition of the
YubiKey 5 NFC, YubiKey 5C NFC and YubiKey 5Ci into the FIPS series
line-up significantly expands coverage for mobile-first environments
that many organisations have been waiting for. This combination of
desktop and mobile functionality allows US government agencies and
contractors, as well as other highly regulated entities.
www.privateprotocol.com

Sophos uncovers 167 fake Android and iOS
trading, crypto-currency apps
Sophos has identified a stash of 167 counterfeit Android and iOS apps
that attackers are using to steal money from people who believe they
have installed a financial trading, banking or crypto-currency app
from a well-known and trusted organisation. A report on the findings:
“Fake Android and iOS apps disguised as trading and crypto-currency
apps”, shows how the attackers used social engineering techniques,
counterfeit websites, including a fake iOS App Store download
page, and an iOS app-testing website, to distribute the fake apps to
unsuspecting users. Sophos researchers investigated the fake apps and
found that many were very similar.
www.sophos.com

Businesses need proper
security investment to
stem cyber attacks

Andrzej Jarmolowicz, operations
director at Cybershure

SOFTWARE
SMEs pivot their way to the top
Organisations investing in cloud solutions and technology have huge
potential to unlock, according to Centrax Systems. As SMEs embark
on digital transformation, they are boosting their investment in IT
products and services. According to a release by Accenture Applied
Intelligence communication, SME spending on new technologies and
related products and services is projected to climb more than 6%
between 2020 and 2025. Flexibility and ability to adapt to disruptive
technological changes has allowed for a large part of the high growth
in SMEs, due to agility, early adoption and speed to market. Cloud
technology is the main growth spend.
www.centrax.co.za

Has software development
become too complex?

Andrzej Jarmolowicz, operations
director at Cybershure, a Fudo
Security partner, says 2020 will be
remembered for the huge upheavals
caused to businesses, governments
and students, as all migrated from
working in an office to working
remotely. This shift resulted in a
massive migration to the cloud, which
was not lost on the cyber criminals.
www.fudosecurity.com
Jaco van der Merwe, CEO of DVT

The role of superior endpoint
detection

Stefan van de Giessen, General
Manager: Cybersecurity at
Networks Unlimited.
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Networks Unlimited is applying a
‘broken window, broken business’
principle when looking at an
organisation’s internal cyber security
posture, in order to have a positive
effect on its business processes. Stefan
van de Giessen, General Manager:
Cybersecurity at Networks Unlimited,
says “this means, in essence, making
sure that you have no ‘broken
windows’ or gaps in your security.”
www.networksunlimited.africa
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With the growth of available libraries,
cloud-based services, open source
frameworks and advances in software
development tools, one would be
forgiven for assuming the time taken
to develop software would decrease,
not increase. The reality is that
software development today is orders
of magnitude more complex than one
or two decades ago, says Jaco van der
Merwe, CEO of DVT.
www.dvt.co.za

Geodata specialist Fugro signs contract with IFS
Geodata specialist Fugro is fuelling a transformation journey to unify its
people, processes and business data with a single enterprise resource
planning (ERP) software solution from IFS. With a 9 000-strong
workforce in 61 countries, Fugro collects and analyses information
about the earth and the structures built on it. The company helps its
customers determine the optimal site for the safe, cost-effective and
sustainable design and construction of buildings and infrastructure by
acquiring, analysing and advising on geodata for clients in industries
such as offshore and land-based energy, renewables, infrastructure
and nautical engineering.
www.ifs.com

COMPANY NEWS

BUSINESS

TELECOMS
Is WhatsApp Business API free?

Do you want to improve
productivity and
motivation during
COVID-19?

Is WhatsApp Business API free? No, but it does leverage the strongest
and most involved user base, sending approximately 65 billion
messages around the world in a single day. So, whether you want
to use WhatsApp to generate leads, provide customer service, or
encourage user engagement using a combination of chatbots and
live agents, integrating the API into your business is the way to go.
Applying for the WhatsApp Business API can be a complicated process,
but with the help of Cellfind as your business solution provider, it
can be a smooth process, doing away with any technicalities and
headaches.
www.cellfind.net.za

ProLabs explains why 5G mobile networks are
really ‘fibre networks in disguise’

Jannie Erasmus, head of
surveillance and analytics at
NEC XON

Absenteeism, mental health issues
related to stress and anxiety, declining
productivity and sliding motivation
are steadily rising around the world as
well as right here in South Africa, says
Jannie Erasmus, head of surveillance
and analytics at NEC XON. As many
as 6 million people take sick leave
each day.
www.nec.xon.co.za

Service providers are investing in 5G as it will deliver speeds
approaching 10 gigabits per second. That is 600 times faster than
standard 4G speeds and more than 10 times faster than some
residential fibre offerings. This is according to ProLabs, a global
leader in optical networking infrastructure. The company notes
that fibre optics have replaced copper for almost all links in the 5G
networks used in delivering the required speed from the mobile
antenna to consumers’ phones. Thus, “5G networks are really
fibre-optic networks with a short wireless connection at the end”.
ProLabs is distributed in sub-Saharan Africa by value-added
distributor, Networks Unlimited Africa.
www.networksunlimited.africa
Ithembelihle is the first recipient school for Kyocera’s cartridge recycling project.

Troye CEO Helen Kruger

Provide a high-definition
experience on any device

Kyocera’s cartridge recycling project grows
resources for community vegetable garden

Employees expect real-time responses
from technology and this is why many
businesses are turning to desktop as
a service (DaaS), or virtual desktop
infrastructure (VDI), to deliver a
secure, high-performance experience
regardless of device, network or
location, says Troye CEO Helen
Kruger. With Citrix high-definition
experience (HDX) technology, one can
vastly improve user productivity and
satisfaction.
www.troye.co.za

Engineering and mining contractor Murray & Roberts is leading the
charge as a responsible recycler, in response to a call made by Kyocera
Document Solutions South Africa (KDZA) and Carbon Footprint
Recycling to reduce e-waste by recycling empty toner cartridges and
waste toner bottles. To date, Carbon Footprint Recycling has collected
3647 Kyocera cartridges.
www.kyoceradocumentsolutions.co.za

Accelerit launches affordable nationwide
broadband services for all businesses
Accelerit’s Fibre-To-The-Business division has introduced some
exciting new product offerings targeted at all businesses across South
Africa. The internet has made the world a global village and in this
age of advanced technology and internet, it is hard to imagine how
a business could run its operations efficiently without an internet
connection. “We will ensure that once contact is made with a
client, we will cater for their needs – regardless of the size of the
business,” said Darrell Chetty, corporate sales manager at Accelerit
Technologies.
www.accelerit.co.za

Sybrin appoints Gerhard Malan as new CFO
Sybrin is proud to announce Gerhard Malan’s appointment as chief
financial officer of Sybrin as of 1 June 2021. Malan brings extensive
knowledge of operational finance, corporate governance and strategic
business modelling to the Sybrin team and will play an important role
in the company's quest for global growth. More than just a numbers
person, he is a creative strategic thinker who brings a new dimension
to the business. A registered chartered accountant at the South
African Institute of Chartered Accountants, Malan has vast experience,
including as financial director of one of South Africa’s leading IT
distribution companies, Rectron.
www.sybrin.com
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SD-WAN SURVEY
By: ALISON JOB

Tech needs to adapt to
support remote working
for Sub-Saharan Africa at Citrix, says
“The survey provides tangible proof
points that South African employees have
grasped remote and hybrid work models,
connecting from several locations and
often from various devices. As critical
needs, respondents emphasized access
to bandwidth, connectivity, simplicity
and reliability of infrastructure. This is
reflected in the rapid adoption of SD-WAN
and Cloud services.”
There are plenty of signs within the
survey results indicating what the future
of work will look like: nearly threequarters (73%) of respondents said their
organisation had remote work locations
such as branches, field stations, stores or
franchises, temporary worksites or service

The survey also unearthed what could
be improved upon. This can be condensed
into three key areas:
• Simplicity: a quarter (23%) say their
current infrastructure, security
and network management is far too
complicated.
• Connectivity: a third of respondents
struggled with VPN capacity or
bandwidth limitations and even
more (44%) had issues with network
availability.
• User experience: almost half did not get
the same level of user experience when
working remotely versus working in
the office, which correlates with 50%
not currently using a software-defined
network (SD-WAN)

MATTHEW MCKAY, Regional Director:
Sub-Saharan Africa, Citrix

T

he sudden move to a remote work
model put huge pressure on IT to play
a vital role in ensuring correct access,
security and tools to operate effectively.
ITWeb, in partnership with Citrix, asked
South African organisations about the
challenges they faced with the shift to
remote working and how they are adapting
in the face of COVID-19.
The online survey examined the current
status of South African organisations’
software-defined wide area networks
(SD-WANs) in the context of the digital
workspace. It also sought to uncover
the top challenges faced by users when
connecting to the network, and evaluated
the level of user experience when working
remotely and in the office.
A total of 255 responses were captured,
with 45% of respondents coming from the
IT sector, 11% from the financial sector,
and the rest from a wide range of other
public and private sector organisations
operating mostly in South Africa.
Matthew McKay, Regional Director
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The survey provides tangible proof points that South
African employees have grasped remote and hybrid
work models.

vehicles. Another 84% are accessing
corporate applications and data remotely
and 92% overall already have a hybrid
working environment, with some remote
employees and others based on-premise.
Asked to list the infrastructure that their
company had in place, 66% of respondents
said on-premise, 59% said cloud, 47%
said hybrid cloud and 24% said multicloud. They were closely divided over
whether they faced issues with network
availability while accessing corporate data
and applications, with 44% saying they
had issues and 52% saying they didn’t
experience any issues.

McKay says, “It seems that on top
of positive noises around the digital
workplace, institutions still have a way to
go in securing similar levels of experience
for all their staff. This suggests that
simply having some tools isn’t enough.
Harnessing their full power requires
strengthening application delivery and
performance with a secure and reliable
network over the next year or two. A key
takeaway for IT decision makers is that
there’s a solid need to simplify operational
and experiential complexity, with a focus
on providing a secure and productive
digital work environment.”

SD-WAN SURVEY

SD-WAN SURVEY

Do all the organisation’s employees work on-premises
or some work remotely (On-premises/hybrid
working)?

What infrastructure does your company have in
place?

80

92%

Hybrid
working
environment:
On-premises
and remote
working

66%

70

59%

60
47%

50
40
30

24%

20
10

3%

0
Hybrid working environment: On-premises and remote working

92%

Location-based environment: On-premises only

8%

Do your users connect to corporate apps and
data remotely?

On-premise

Yes

84%

Yes

84%

No

9%

Unsure

7%
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Hybrid-cloud

Multi-cloud

Unsure

What are the top productivity challenges your
organisation faces?

6%

xx

Cloud

Other

13%

Buffering videos

15%

Extra logins

19%

Branch offices are suffering with substandard experiences

21%

Unresponsive apps

24%

Slow downloads

24%

More connections, devices and apps are slowing speeds

26%

Broadband isn't really enough and MPLS is costly

28%

None of the above

35%

Disconnected sessions
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SD-WAN SURVEY

Do you face issues with network availability while
accessing corporate data and applications?

Do you have the same level of user experience when working
remotely and in the office?

60

Yes

58%

50

44%

37%

40
30
20
10

Yes

44%

Unsure

4%

No

52%

5%

0
Yes

No

Unsure

Would you say that the current infrastructure,
security and network management is too
complicated?

Are you able to analyse user behaviour to protect
your assets?

80
70

Yes

65%

60

56%

50
40
30

23%

20

16

Yes

56%

No

26%

Unsure

18%

| August 2021

12%

10
0
No

Yes
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ADVERTORIAL

How to use your SD-WAN investment
in our current normal

Matthew McKay,
Regional Director for the Emerging Markets
management team for Sub-Saharan Africa

Ever since COVID-19 struck,
organisations across the globe have
been encouraged to adapt their business
strategies and technological services
to keep their operations afloat and,
for many, this included moving staff
to remote working situations. When it
comes to technologies ideally suited
to working from home, there is a
perception that Software-Defined Wide
Area Network (SD-WAN) technology is
only beneficial when used in an office
environment.

But this belief is erroneous.
In fact, mature SD-WAN vendors will
have access to products that can allow
for corporations to work seamlessly both
at home and in the office and it’s time for
SD-WAN to rise, once again.
South Africa is currently experiencing
an increased demand in technological
products and services that will assist
companies in preparing for a post-COVID
future. Moreover, with a significant
amount of South African employees
now working remotely, it is imperative
that organisations make technological
decisions that will protect their
intellectual property and the personal
data of their stakeholders.

These benefits remove the rigidness and
outmoded nature of a traditional WAN
infrastructure, which further emphasises
how SD-WAN promotes both flexibility and
choice for potential customers.
In today’s evolving economy, having a static
and inflexible network architecture would
not be favourable for the future of your
business – especially if the organisation
is very dependent on internet-based
applications. With the global economy
now more digital than ever, ensuring your
company’s internal network operations
are safeguarded to function effortlessly
is essential for the success of your
corporation.
Investing in SD-WAN technology gives
companies (both big and small) the
opportunity to implement changes swiftly,
accommodating your company’s evolving
customer and market trends. With the
future still uncertain and stakeholder needs
and wants shifting by the hour, it is fitting
to have such technology readily available
within your systems.
The Citrix SD-WAN architecture is, in fact,
specially designed to adapt and support
various types of connections across several
types of technologies, including LTE,
broadband, MPLS and satellite.
This gives organisations the control they
would need to manage and operate all
services and applications from one common
interface. For example, if an outage
were to occur, SD-WAN would be able to
maintain connectivity and performance

This, of course, is possible
with SD-WAN networking services.
The types of benefits SD-WAN technology can present
to evolving businesses include:
• Off and on-premises connectivity;
• The option to outsource certain applications;
• The ability to connect to public clouds and other networks
across the internet;
• Improved performance through the prioritisation of businesscritical traffic and real-time services;
• Loss-less failover to a secondary connectivity medium, for
example, from fibre to LTE;
• Lowered complexities through automations and centralised
controllers; and
• 17
A reduction of costs.
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by automatically redirecting traffic in
milliseconds, taking unused capacity
from another link and using it to fill the
void temporarily – without affecting user
or application experiences negatively.
This is especially imperative within the
South African economy where broadband
connections can be unstable.
Citrix SD-WAN provides its customers with
the luxury of seamless silo mechanisms.
Should you be working from home and your
fibre provider experiences load shedding
upstream, your LTE connection will maintain
your connectivity while your fibre is down.
This swift back-up system therefore
guarantees 100 percent uptime even during
unplanned downtime – further emphasising
how SD-WAN has matured with the times.
Over the years, SD-WAN technology has
come out victorious when providing quality
application performance across multiple
service providers, as well as edge-to-edge
security. It also offers built-in security
protocols such as intrusion detection
and prevention, malware protection and
SSL inspection, and traffic encryption
capabilities that ensure only authorised
personnel can access your corporation’s
network.
The growth in SD-WAN’s abilities to enable
flexibility and freedom of choice is proving
its relevancy in today’s world of work, and
businesses would do well to revisit their
approaches to remote working by including
their existing SD-WAN solutions and saving
money while they’re at it.

REPORTBACK: AFRICA SECTION

About Africa …
ICT Insight is proud to feature a recap of the biggest stories from
Africa’s ICT and telecommunications landscape.

I

n this synopsis of top recent headlines
published by both ITWeb Africa and
ITWeb, we look at the continued impact
of COVID-19 and more specifically remote
connectivity, increased investment
in telecommunications infrastructure
and concerning developments within
eSwatini.

MTN confirms disruption to
services in eSwatini
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MTN has issued a statement confirming
disruption to its services and connectivity
in eSwatini.
IOL media reports that the Swaziland
Youth Congress (Swayoco) has accused the
country’s security forces of having killed
at least 21 people during pro-democracy
protests.
MTN said that it is committed to restore
services and connectivity as soon as
possible.

“Meeting our customers’ needs remain
a key priority for us. We are committed
to restoring our services and connectivity
as soon as possible, we encourage all our
customers to make use of the various
self-service offerings through our digital
platforms,” said MTN eSwatini CEO
Wandile Mtshali.

Working from anywhere just got
a whole lot easier

REPORTBACK: AFRICA SECTION

It is worth noting, however, that
although the way we work has changed in the sense that it is no longer confined
to a single place or a time of day – it
still boils down to work being a process
whereby we get things done. And to do
this successfully, clear communication
and collaboration is vital, perhaps
more vital than ever in today’s remote
working environment. This means
that your workforce, wherever they
may be, require access to technology
that promotes connections, while
reducing distractions, according to
Deepak Nathoo, Poly Brand Manager at
Kathea. Deepak says that it is imperative
to ensure your employees have the
right equipment to communicate and
collaborate with flexibility, while still
obtaining consistent call quality.

Joint investment of US$130m
into Africa’s telecommunications
tower market
African Infrastructure Investment
Managers (AIIM), one of Africa’s largest
infrastructure-focused private equity
fund managers, Adenia Partners (Adenia),
a private equity firm investing in Africa,
and IFC, a member of the World Bank
Group, have partnered to invest a total
of US$130-million to support Eastcastle
Infrastructure (Eastcastle), a company
specialising in Africa’s telecoms tower
sector. Eastcastle was established
in 2020 by Peter Lewis and Pankaj
Kulshrestha, the former CFO and COO
respectively of Eaton Towers. According
to a statement released to the media,
the funding will support Eastcastle’s
build-to-suit strategy, to develop new
telecommunications towers initially in the
Democratic Republic of Congo, Nigeria
and Côte d'Ivoire.

Data services and enterprise software
company Commvault will intensify its
focus on expansion into Africa amid an
increase in the migration of infrastructure
to the cloud, driven by fast-tracked digital
transformation schedules and uptake of
cloud-centric applications and solutions.
The company has operated in South Africa
since 2006 and has primarily catered
to this market, although also providing
services to the rest of the continent on an
ad-hoc basis. But the pandemic has forced
a rethink on infrastructure management
strategies, particularly in terms of cloud
adoption.

Vodacom invites developers to
join VodaPay ecosystem
Vodacom Financial Services is inviting
developers and businesses to join the
VodaPay ecosystem by building their own
“Mini Programs”. Developed by Vodacom
Financial Services, in partnership with
global digital lifestyle services platform
Alipay, VodaPay is a mobile payments
solution that has been customised to
meet the specific lifestyle and payment

needs of consumers, businesses and tech
developers, says the mobile operator.
The company believes the arrival of
Vodacom’s VodaPay “Super App” is set to
be a game-changer for driving financial
inclusion and economic growth in SA.

Green light for R34bn SKA
telescopes construction in SA,
Australia
At a historic meeting of its council
last week, the recently formed SKA
Observatory (SKAO) saw its member
states approve the start of construction
of the Square Kilometre Array (SKA)
telescopes in South Africa and Australia.
The SKA is an intergovernmental radio
telescope project being planned to be
built in the two countries. Conceived
in the 1990s, and further developed
and designed by the late-2010s, when
completed, it will have a total collecting
area of approximately one square
kilometre. It will operate over a wide
range of frequencies and its size will make
it 50 times more sensitive than any other
radio instrument.

Opportunity opens up as Africa
gets to grip with SaaS, cyber
threats
August 2021
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INDUSTRY SOLUTIONS
UN bodies recognise ZTE’s ICT security solution
at WSIS Prizes 2021
ZTE Corporation has announced that its ICT security solution has
been rewarded as Champion at the World Summit on the Information
Society (WSIS) Forum, which was co-organised by the United
Nations bodies, including International Telecommunication Union
(ITU), UNESCO, UNDP and UNCTAD. The WSIS Prizes aims to help
communities around the world replicate examples of good and
sustainable use of ICTs. A total of 72 Champion projects of the WSIS
Prizes 2021 contest emerged as the most voted projects, among 360
nominated projects from 1 270 submitted projects this year. ZTE’s ICT
system builds a core detection engine based on a hardware simulation
framework.
www.zte.com

Commvault radically
expands SaaS portfolio to
meet growing demand

Sanjay Mirchandani, president
and CEO, Commvault

Huawei IdeaHub
– Modern-day
conferencing solution

Itumeleng Mochocho, unified
network solutions executive,
Sizwe Africa IT Group

Broll Property Group
achieves impressive
57% saving on lockdown
mobile costs

Technology continues to change
life as we know it. Everything from
the way we operate in our homes,
in public places and professional
working environments. An area that
is changing at a fast pace in the office
environment is the conferencing and
presentation space, says Itumeleng
Mochocho, unified network solutions
executive, Sizwe Africa IT Group.
www.sizwegroup.co.za
Neil Buckley, MD, Apex BI

Integrating SIEM and SOAR in an MSSP
environment

Commvault announced the expansion
of its Metallic software as a service
(SaaS) portfolio and a new unified
intelligent data services platform
designed to meet organisations’
growing demand to intelligently
manage their most critical asset –
their data. “We are giving customers
a variety of delivery models,” said
Sanjay Mirchandani, president and
CEO, Commvault.
www.commvault.com

In response to the pandemic and
related regulatory changes, the Broll
Property Group initiated its default
business continuity plan, which
determined that a higher number of
employees would work remotely,
thus increasing the need for, and
reliance on, mobile connectivity. This
meant the group was strategically
and operationally ready to continue
serving its clients.
www.apexbi.co.za

Dr Pierre Jacobs, head of Operations and Compliance, CyberAntix,
says reports about cyber attacks, theft of data and compromise of
personal information from South African organisations are increasingly
frequent. The reasons for these breaches are various and complicated.
Furthermore, as we all know, the cyber security game is a difficult one
and not an exact science. These attacks often go undetected with huge
implications – much like an assassin or eavesdropper hiding behind the
curtain at a function with the intention to cause damage.
www.cyberantix.co.za

Dynamic Technologies connects mental health
with bot and Dot
A South African first-of-its-kind mental well-being chatbot for the
University of Pretoria’s 48 500 students has been designed, developed
and delivered in a collaborative project between leading data analytics
and cloud infrastructure firm, DotModus and the university. Early
response from students has been positive, and the university’s Student
Counselling Unit (SCU) is actively encouraging usage of SCU-B, known as
‘Scooby’. DotModus, a Dynamic Technologies group company, developed
the app as part of an initiative to provide a primary mental healthcare
resource for students that supplements the SCU’s traditional one-on-one
counselling services. The app gives students immediate access.
www.dynamic-tech.com
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The F680 V6, a dual-band gigabit Optical Network Unit (ONU)

ZTE, Orange partner to win Product of the Year
2021 award in Morocco
ZTE Corporation announced that the F680 V6, a dual-band gigabit
Optical Network Unit jointly launched by ZTE and Orange Maroc,
has been selected as the only communications product winning the
Product of the Year 2021 award in Morocco. Orange Maroc, with
millions of users, is the second-largest telecommunications operator in
Morocco.
www.zte.com
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Maison Samuels, candidate
attorney, Webber Wentzel

BUSINESS
Is your chatbot POPIA
compliant?

ServiceNow opens new Middle East and Africa
office in Dubai

Artificial intelligence and
digitisation are transforming the
business landscape. Many new
technologies are being created to
streamline customer engagement,
such as chatbots. Given the quantity
of personal information a chatbot
may acquire, how do you ensure
your chatbot is POPIA compliant?
asks Maison Samuels, candidate
attorney at Webber Wentzel.
www.webberwentzel.com

ServiceNow announced the opening of a new office in Dubai Internet
City (DIC), Dubai. The company’s expansion is fuelled by its industry
strength as the platform company of choice for digital businesses. Its
flagship modern enterprise workflow solution is designed to unlock
optimal productivity and deliver exceptional employee and customer
experiences. In 2020, ServiceNow reinforced its global credentials
as a market leader, significantly beating expectations. Last year, the
company surpassed US$4.5 billion in total revenue and it is now
establishing strong momentum for 2021, with US$1,293 million in
subscription revenues for Q1, a 30% year-on-year growth.
www.servicenow.com

The merits of terminal as
a service

Edge computing: The
cloud’s silver lining

Sivi Moodley from Macrocomm

Edge computing has not only become
an important technology in its own
right, particularly with regard to
addressing local issues “at the edge”,
but also a key enabling technology
in the cloud ecosystem. Rather
than competing with the cloud per
se, it complements the cloud in a
synergistic manner, says Sivi Moodley
from Macrocomm.
www.macrocomm.com

Charl Janse van Rensburg, GM:
Integrated Transaction Solutions at
Altron FinTech

Flash-forward to better
storage with Huawei
OceanStor Dorado

The POPI Act and your contact centre
The main aim of the POPI Act is to promote the protection of personal
information processed by public and private bodies. Contact centres
that transact with clients telephonically need to be aware of a major
goal of the POPIA, which is to provide for the rights of persons
regarding unsolicited electronic communications and automated
decision-making. As ScopServ Integrated Services, we have ensured all
our contact centre solutions are compliant globally. The myriad clients
that use our systems need to rest assured that we meet all required
criteria for POPIA. The rise of inexpensive and potentially limitless
cloud storage doesn’t always mean compliance.
www.scopserv.co.za

Stefan van Niekerk, Huawei product
manager at Pinnacle ICT

Beyond digitalisation:
Navigating the new
normal

Karl Fischer, CMO, DVT

Once upon a time, digitalisation was
all the rage. It became a way of life
for organisations, both traditional
and new, underpinned by major tech
trends captured in smart acronyms
like SMAC (social media, mobile
devices, analytics and the cloud) that
had everyone toeing the same line,
says Karl Fischer, CMO at DVT.
www.dvt.co.za

Terminal as a service (TaaS) brings
together a comprehensive suite of
services covering the entire life cycle
of your payment terminals. Charl
Janse van Rensburg, GM: Integrated
Transaction Solutions at Altron FinTech,
said: “TaaS is not a new concept in the
market. Our customers are looking for a
one-stop shop solution.”
www.altron.com

Pinnacle is always trying to provide
its clients with solutions that will
accelerate their business, and
switching to all-flash storage is a
very good starting point. Making use
of Huawei’s most recent hardware
platform and the fully interconnected
architecture of SmartMatrix, the
Huawei OceanStor Dorado 3000
V6 provides users with symmetric
active-active services.
www.pinnacle.co.za

EOH appoints
experienced chief
commercial officer
EOH, is delighted to announce that
Ziaad Suleman will join the EOH
Executive Committee on 1 July 2021 as
chief commercial officer for iOCO –
EOH’s systems integrator and largest
business, reporting to EOH’s group
CEO, Stephen van Coller.
www.eoh.co.za
Ziaad Suleman
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Free post-pandemic DR plan
Today’s workplace is different. The COVID-19 pandemic has shown
us that digitalisation is a must for survival. We work remotely and
exchange confidential data over long distances. We’re a lot more
flexible. And much more vulnerable to attack. In a modern workplace,
there are many possible scenarios in which an organisation’s security
can be breached. Over the last decade, we’ve taken massive strides
towards effective disaster recovery. Unfortunately, many of those
plans are outdated and need a refresh. The good news is that cloud
platforms have made the impossible possible for many businesses
when it comes to DR.
www.kerushan.com

Powerful anytime,
anywhere user
experiences through
virtualisation

Alex Russell, MD, Compute
Division, iOCO

Hybrid work is here to stay. How your
people connect and access applications
and data, and the extent to which you
can make the employee experience
more secure, productive, seamless
and cost-effective will increasingly
determine your attractiveness as an
employer, says Alex Russell, MD,
Compute Division, iOCO.
www.ioco.tech

GigaOm Radar reports name Commvault an
'outperformer'
Commvault has announced that GigaOm has named the company
an “outperformer” in its most recent reports: “GigaOm Radar for
Hybrid Cloud Data Protection (Enterprise)” and “GigaOm Radar for
Hybrid Cloud Data Protection (SMB)”. Commvault was a top-rated
vendor in all key criteria and evaluation categories across both reports.
“Commvault and Metallic together can support data protection for
all environments and companies of all sizes. This is why both entities'
offerings have been designated as ‘outperformers’ in our hybrid
cloud reports. Commvault meets the challenges of cloud-based data
protection in an increasingly complex and demanding market,” said
Enrico Signoretti, research analyst, GigaOm.
www.commvault.com

Infinidat expands InfiniBox line with new
solid-state array

InfiniBox SSA

Infinidat has announced the new InfiniBox SSA, a groundbreaking solid-state array that delivers the industry’s
highest performance for the most demanding enterprise
applications. The InfiniBox SSA is powered by Infinidat’s
proven deep learning software algorithms and extensive
DRAM cache. It will consistently deliver performance and
latency results that surpass all-flash arrays.
www.infinidat.com

HARDWARE
Accelerit, COVID-19 and
the future

Mandla Ngcobo, founder and CEO
at Accelerit Technologies

From a small internet reseller in 2013
servicing a handful of subscribers,
Accelerit has grown into a full-blown
national connectivity operator with
a footprint across South Africa and
a presence worldwide. Accelerit
was founded on the principle of
providing affordable, 'no frills no fuss'
connectivity to those most in need.
www.accelerit.co.za

Website content tips to improve performance of
your Site Builder site
The days when start-ups and small businesses had to wait years to
save enough money to develop a website are now gone. That’s because
website building solutions like Domains.co.za’s Site Builder are making
it easy and affordable for companies to get a professional site from the
start. Creating the content for your website is up to you and is easier
than you think! Top tips to help you get it right include: Mention your
unique selling points first, write as if you are talking to your target
audience, use multimedia, show don’t tell and include strong calls to
action.
www.domains.co.za
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How the global chip shortage is driving data
centre projects to the cloud
The semiconductor industry recently garnered international attention
as the world discovered that the technology that enables remote
working and business continuity are powered by chips. The sudden
increase in demand for chips to power remote workforces meant
supply chain capacity couldn’t cope. Now, a domino effect is under
way, with the repercussions from the global chip shortage having
an increasing and measurable impact on the hardware lead-time for
business-critical projects. However, the very nature of these projects is
often such that any delay in their deployment can have severe enough
consequences to make them unattainable. As a result, we are seeing an
increasing pivot to the cloud.
www.za.logicalis.com

Expect faster, more affordable prints with
Brother’s latest feature-rich ink tank printers
Brother has developed a new line of compact, space-saving print
solutions that deliver improved user-friendliness, print speeds and
stellar cost-effectiveness – all without compromising connectivity,
print quality and features. “With the increase in remote working and the
implementation of social distancing protocols in the office, the benefits
of decentralising your printing fleet can result in significant cost-savings
and a great boost to productivity,” says Dale de Villiers, marketing
manager at Brother South Africa. “Brother’s latest Ink Tank Printers
offer powerful and affordable solutions in small, compact packages.”
www.brother.co.za

COMPANY NEWS
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Z-Sim – Perfect internet backup for WFH
Accelerate Networks, SA’s leading SASE and Zero Trust provider, has
launched a secure and fully manageable backup internet data SIM
that ensures users’ internet and network access when their primary
internet links fail. Unlike standard internet data SIMs, the Z-Sim
backup from Accelerate Networks will give users restricted access to
business applications when their primary connectivity is unavailable.
This ensures 100% network uptime, while eliminating the high cost of
mobile data used for non-business content. “The Z-Sim eliminates this
risk by providing full application access visibility and control,” says
Stuart Hardy, CMO at Accelerate Networks.
www.an.co.za

WiFi 6 is the future of
remote working

Nyeleti Shikwambane, Huawei
product manager at Pinnacle

Botswana Post enhances existing network with
Software Group’s Agency Banking solution
Software Group, a global technology company specialised in
digitalisation and integration solutions for the financial industry,
and Botswana Post, an innovator in financial, logistics, postal,
communications and agency services in Botswana, announced a new
stage of their partnership which enables Botswana Post to significantly
improve its existing agent network via Software Group’s market
leading Agency Banking platform. Partners since 2018, Software Group
and Botswana Post have helped the government in its mission of
easing the disbursements process for pensioners and other vulnerable
groups through digital means – effectively paying out to over 115 000
recipients each month.
www.softwaregroup.com

SD-WAN, SASE architectures facilitate growing
need for IOT security
As enterprises tackle new security challenges associated with IOT
devices, there is a requirement for a zero trust security framework at
the WAN edge. This is according to Scott Raynovich, chief analyst at
research and analysis community Futuriom. In the zero trust model,
users and devices are never trusted whether the connection is made
inside or outside the traditional security perimeter. Zero trust security
ensures the same controls applied to campus or branch networks
extend to remote users and IOT devices. Adds Raynovich: “SASE
means that SD-WAN can easily extend and integrate security functions
for new use cases, including IOT.”
www.networksunlimited.africa

Food Lover's Market and Transaction Junction:
A payments journey
Food Lover's Market (FLM) and Transaction Junction (TJ) reflect
on a successful partnership that started over six years ago when
FLM embarked on a journey to modernise its store network, IT and
payment infrastructure. Transaction Junction reached out to Food
Lover's Market in 2015, looking to understand FLM's challenges while
at the same time being well-positioned to reflect and share experiences
after several years invested into building on a solid portfolio of success
in the retail payments industry. Michelle Rauch, group IT manager at
the Food Lover's Market Group, said: “We have no payment division;
Transaction Junction is our payment division.”
www.transactionjunction.co.za

Employees are realising they might
be working from home for some
time still, meaning meetings held
via video-conferencing and events
hosted as webinars may be the norm
for quite a while. “There’s no question
that remote work is here to stay,”
said Nyeleti Shikwambane, Huawei
product manager at leading local ICT
distributor Pinnacle.
www.pinnacle.co.za

Datacentrix bolsters
collaboration with IBM

Ahmed Mahomed, CEO at
Datacentrix.

The Digital Business Solutions division
at Datacentrix, an IBM PartnerWorld
participant, is bolstering its IBM
certifications. This recognises that
Datacentrix demonstrated technical
proficiency and expertise in delivering
high-value hybrid cloud and AI
solutions and services to customers.
The company matured from a reseller of
IBM technology towards that of a hybrid
cloud and data AI solution provider.
www.datacentrix.co.za

Zero-touch workspace experiences and the new
IT function
As an outsourced IT service provider, over the past year we’ve been
able to reduce the number of tickets issued within some of our clients
by up to 45%. That points to massively enhanced people efficiencies
and a parallel reduction in costs for clients. Through intelligent selfservice functionality and automation, we’ve seen a drastic reduction in
reliance on “the man in the van” – onsite physical service or support
calls which involve additional time and money that could be better
spent elsewhere. But the reduction in IT callouts is only one effect of
developments in the way hybrid workforces are supported.
www.ioco.tech

FINANCIAL
Women in finance – so much more than a
numbers game
Jo-Ann Pohl, CFO of iOCO, which is part of EOH, writes that being
a finance professional is one of the few careers that allows you to
straddle an entire organisation. According to Pohl, we acquire skills
throughout our career that should stand us in good stead in any role we
play. “We can become CFOs, CEOs or CROs – we can build businesses,
stabilise them, turn them around, influence them and be marketmakers. The opportunities are endless.”
www.ioco.tech
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INDUSTRY SOLUTIONS

CHANNEL
Double bullseye for
SentinelOne in recent
prestigious global
accolades

Standard Bank launches new fleet card with
enhanced security, lower transaction fees
Standard Bank Fleet Management, in partnership with Visa, is proud
to announce the launch of the new Standard Bank Visa Fleet Card. The
new Standard Bank Visa Fleet cards will be issued with an encrypted
chip and PIN solution. This first of its kind for the fleet management
industry in South Africa will bring enhanced security, affordability
and ease to the transaction process. Fraud on traditional magstripe
fleet cards has escalated in recent times, the impact of which can result
in severe business disruption. With no PIN capability and very little
encryption, the traditional fleet card has become a source of weakness
in the payments industry.
www.standardbank.co.za

Stefan van de Giessen, GM:
Cybersecurity at Networks
Unlimited Africa

Epicor reaffirms Industry Cloud leadership
with total refresh of its manufacturing ERP
platform
Epicor has released Kinetic, the cloud-based ERP solution built
with manufacturers, for manufacturers, as part of its continued
commitment to build the best-in-class Industry Cloud. Epicor does
not offer a one-size-fits-all ERP solution, it designs tailored technology
platforms laser-focused on the needs of the end-to-end supply chain
industries it exclusively serves, the essential businesses that make,
deliver and sell goods. The new Kinetic platform offers an intuitive,
configurable and guided user experience with embedded learnings,
artificial intelligence and built-in social collaboration tools to better
utilise real-time data to accelerate customer profits. Kinetic now
allows users to configure applications with layers.
www.epicor.com

Huawei launches 2021 HMS App Innovation
Contest, Apps UP
Not all superheroes wear capes. Some sit behind a desk conjuring up
ways in which they can use technology to make the world a better
place. Whether it’s to improve health and education systems or to
alleviate stress and improve mental well-being through fun and
supportive video games, these apps are always in demand. A call has
been made once again to developers around the world to put their
skills to the test on a global stage with the launch of the 2021 Huawei
HMS App Innovation Contest, Apps UP. The Apps UP competition is a
real-life example that hard work pays off.
www.huaweimobileservices.com

Proofpoint launches industry’s first cloud native
Information Protection and Cloud Security Platform

Commvault named 2021
HPE GreenLake Momentum
Partner of the Year

John Tavares, VP, Worldwide
Partner Organisation for
Commvault

Esports and gaming authority Mettlestate, in partnership with Asus,
Republic of Gamers, Intel Gaming, Vodacom World and Ubisoft,
broadcast the Asus Republic of Gamers (ROG) Invitational lll Grand
Finals. Juan Mouton, country marketing manager, Republic of
Gamers, ASUS, South Africa, says: “Our partnership with Mettlestate
for the Rainbow6 ROG Invitational is a continuation of a three-year
relationship with the aim of working towards producing a worldclass esports production on South African soil. The reason we have
continued to invest in esports with Mettlestate as our partner is
because of the shared acknowledgement that we, as key stakeholders
in South African esports, have a responsibility to grow the number of
opportunities available to South African talent to develop and excel.”
www.asus.com

Seidor wins SAP Pinnacle
Award for 2020

Heinrich de Leeuw, MD, Seidor
South Africa
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Commvault, a recognised global
enterprise leader in Intelligent Data
Services, has won the 2021 Hewlett
Packard Enterprise (HPE) GreenLake
Momentum Partner of the Year Award
at HPE Discover 2021. “It’s an honour
to be one of HPE’s top partners for the
third straight year,” said John Tavares,
VP, Worldwide Partner Organisation
for Commvault.
www.commvault.com

Gamers battle it out in ROG invitational finals

Available today, Proofpoint’s Information Protection and Cloud
Security Platform is the market’s first cloud native solution that
combines enterprise data loss prevention (DLP), insider threat
management, cloud app security broker (CASB), zero trust network
access, remote browser isolation and a cloud native Web security
solution. Our newest people-centric enhancements fortify the human
element against a heightened combination of advanced threats, data
loss and compliance risks,” said Ryan Kalember, executive vicepresident of Cybersecurity Strategy for Proofpoint.
www.proofpoint.com
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SentinelOne’s endpoint security solutions
came out on top among endpoint
vendors in the latest ATT&CK Evaluation
performed by MITRE Engenuity. Having
recently released its results from the 2020
evaluation, SentinelOne was proud to
report it was the only vendor to achieve
complete visibility, with zero missed
detections, across both Windows and
Linux environments.
www.networksunlimited.africa

Seidor, a leading SAP Business
One Reseller and a top technology
integrator, has again won the 2020 SAP
Pinnacle Awards in the SAP Business
One category. Seidor Africa was
named Number One Business Partner
in Africa.
www.seidorafrica.com
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SECURITY
DDOS in a time of pandemic: NETSCOUT’s
latest report

Already a record-breaking year for
ransomware, 2021 may just be warming up

In the eye of the online storm that arrived during 2020 with the realities
of the global pandemic, service providers and security experts chose not
to let cyber criminals win on all fronts, but instead rallied to defend the
critical infrastructure of the online world. In the face of the recordbreaking cyber attacks of last year, businesses remained connected
to their employees, students continued their education via distance
learning and e-commerce revenue increased by leaps and bounds. So
says Richard Hummel, threat intelligence lead at NETSCOUT, a leading
global provider of service assurance, security and business analytics.
www.networksunlimited.africa

We live in a nation preoccupied with the setting of new records. But
while many records are newsworthy, not all of this news is good
news. Two examples that have recently made headlines: The midJune heatwave that has shattered temperature records all over the
American West, and the unprecedented wave of ransomware attacks
currently torching networks. “Through May, SonicWall recorded
226.3 million ransomware attacks, a 116% year-to-date increase over
2020, indicating cyber criminals’ rapidly evolving and highly profitable
attack tactics,” said SonicWall president and CEO Bill Conner. “In fact,
May 2021 was victim to the highest number of ransomware attacks we
have ever recorded.”
www.sonicwall.com

TRG makes comprehensive
information security
accessible to SA businesses
of all sizes

TRG MD Marc Seymour.

TRG Workplace Security, launched
into the market recently, integrates
all the tools and technologies
organisations need to mitigate risk
and remediate attacks, backed by
24/7 security operations centre
support. TRG MD Marc Seymour says
Workplace Security was launched to
bring together best-of-breed solutions
at the best possible price.
www.trg.co.za

Sophos endpoint products rank first in all three
of SE Labs’ protection tests
Sophos, a global leader in next-generation cyber security, has announced
that its endpoint products have ranked first in all three of SE Labs’
protection tests, achieving an unprecedented 100% total accuracy score
across the board. Sophos Intercept X won the enterprise and small
business categories, and Sophos Home Premium was a top consumer
security product. “As attackers continuously advance ransomware and
other cyber crime techniques, the potential damage they can cause to
organisations irrespective of their size and industry is growing every
day,” said Dan Schiappa, chief product officer at Sophos. “This is why
organisations and individuals need innovative, predictive endpoint
protection that helps prevent attacks from happening in the first place.”
www.sophos.com

How is your data protected
and processed in the EVDS?

Simeon Tassev, MD and QSA at
Galix.

“The EVDS is an attractive target for
those with malicious intent because
health data is extremely sensitive
and therefore fetches a high price on
the black market. The system also
has multiple stages, from collection
to storage, as well as processing and
analysis,” says Simeon Tassev, MD
and QSA at Galix.
www.galix.com

Old Mutual drives enhanced customer identity
security with new partners
Underscoring the vital need to protect customers’ data and identity,
Old Mutual is investing in the best technology, with key partnerships
concluded with Ping Identity, the intelligent identity solution for the
enterprise, and Altron Security. The Ping Intelligent Identity platform
provides access to cloud, mobile, SaaS and on-premises applications
across the hybrid enterprise.
www.altronsecurity.com

When firewalls fail: How to prevent cyber
attacks in 2021
Cyber criminals continue to find ways around web application
firewalls, but there are better options for preventing attacks. The
web application firewall (WAF) has been a staple of enterprise cyber
security for decades. Almost every business has a solution for filtering,
monitoring and blocking traffic to its servers. But the fact that WAF
technology is popular does not mean it is also effective, says BlackFog,
a leading provider of data privacy and data security solutions.
According to the company, the truth is that firewall technology
is becoming antiquated when compared to the sophisticated
technologies that cyber criminals use to defraud their victims.
www.privateprotocol.com

Protecting endpoints (and users) that have
left the office
Today’s internet connection speeds mean there is little difference in
responsiveness between cloud and on-premises applications. Just as
well, given that so many in the workforce have left the office, says
ThycoticCentrify chief security scientist and advisory CISO Joseph
Carson. This massive shift since 2020 means protecting cloud services,
cloud access, remote endpoints and data in transit has become just
as important as safeguarding network perimeters. Endpoints are no
longer the only devices people use.
www.thycotic.com
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Lack of tech tools perpetuates
SA’s high youth unemployment

Live Fire Incident Response
and Threat Hunting
Training

By: SIBAHLE MALINGA

2 & 3 August 2021 | Online
CYBER RANGES Live Fire Incident
Response and Threat Hunting
Training Webinar

Transforming Technology
in Local Government
Webinar Series
8 & 9 September 2021 | Online
As 2021 unfolds, government
leaders face evolving challenges
brought about by the pandemic and
its aftermath.

Building citizen-focused
smart cities of the future
7 October 2021 | Online
AWS Building citizen-focused
smart cities of the future Webinar

ITWeb Customer
Experience (CX)
Summit 2021
20 October 2021| Virtual event
Driving customer-centric digital
transformation

ITWeb Governance, Risk &
Compliance Summit 2022
10 February 2022 | Conference

ITWeb Cloud, Data Centre
& Dev Ops Summit 2022
24 February 2022 | Conference

ITWeb Business
Intelligence Summit 2022
8-10 March 2022 | Conference
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A

cohesive national digital
transformation policy that unifies
public and private players behind a singular
objective of promoting digital enablement
in education and entrepreneurship will
be an essential tool to improve youth
developmental outcomes in SA over the
next decade.
This is one of the key findings of the
latest IQbusiness Youth Progress Index
(YPI), developed by the consulting firm in
conjunction with global non-profit Social
Progress Imperative.
The report identifies the main factors
which perpetuate SA’s extremely high
youth unemployment rate – concluding
that the youth of SA have limited access to
opportunities.
The YPI considers various socioeconomic factors affecting SA’s youth,
including basic human needs, foundations
of wellbeing and opportunity.
This as the latest Stats SA Quarterly
Labour Force Survey shows 74.7% of
youth (aged 15-24) in SA are unemployed.
Although there are several
interventions that may be deployed to
ameliorate the economic and social plight
of youth in SA, the report found that none
have greater potential to effect change
than access to modern technological tools
and connectivity.
“Technology adoption can enhance
earning potential by exposing youth to
a wide virtual market where they can
leverage their skills for employment or
trade assets,” notes the report.
“From a macro-economic perspective,
according to the World Economic
Forum, new technology adoption drives
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business growth, new job creation and
augmentation of existing jobs, provided
it can fully leverage the talents of a
motivated and agile workforce who are
equipped with future-proof skills to
take advantage of new opportunities
through continuous re-training and
upskilling.”
The report provides a sub-national
scoring of youth’s socio-economic
circumstances and access to opportunities
across provinces.
Out of 100 points, at the top of the
rankings, the Western Cape (65.44) and
Gauteng (60.51) stand apart from the
rest of SA on youth progress scores, with
Mpumalanga (53.15) not far behind.
These figures indicate both Western
Cape and Gauteng have relatively better
success in their quest to provide their
youth with access to basic knowledge,
information and healthcare, while
providing a satisfying environment for
youth to live in.
Opportunity scores rank particularly
low for youth in the Eastern Cape (32.43)
and North West (30.09), indicating South
African youth are unsatisfied with the
degree of personal rights, freedom and
choice available to them in both of these
provinces. These scores also outline
poor access to advanced education and
technological tools in both regions.
Adam Craker, CEO of IQbusiness,
believes a good place to start to address
these issues would be to embrace and
adopt technology to enhance earning
potential by exposing our youth to
e-commerce platforms and empowering
them with digital skills.
“But, the successful deployment of
technological tools depends almost
exclusively on adequate Internet access.
Alarmingly, as Stats SA has found,
on average only 9.3% of households
have internet access in SA across
metropolitan, urban and rural homes
in all nine provinces. This can and
must change in order for our youth to
start competitively and meaningfully
participating in the global digital
economy,” explains Craker.

INNOVATIONS

Top Jobs

Government pilots new youth
digital skills, jobs model
By: SIMNIKIWE MZEKANDABA

T

he South African government is
piloting a new skills development
model that will, in its first phase, create
training and job opportunities for young
people in digital skills and global business
services.
So said president Cyril Ramaphosa,
speaking during a virtual address on the
occasion of Youth Day yesterday.
Much like 2020, this year’s Youth Day
commemoration was marked under a
dark cloud, as the COVID-19 third wave
wreaks havoc in some provinces, which has
resulted in Ramaphosa moving the country
into stricter lockdown regulations.
Added to that, the country continues to
face the rising challenge of unemployment,
particularly among its youth.
Statistics SA (Stats SA) data on the latest
unemployment figures shows the country’s
official unemployment rate is 32.6%. The
rate among young people (15-34 years)
is 46.3%, which, according to Stats SA,
implies almost one in every two young
people in the labour force did not have a job
in the first quarter of 2021.
To turn SA’s misfortunes around, public
and private sector initiatives are being
rolled out to improve the chances of youth
finding employment opportunities in the
digital economy.
At yesterday’s virtual briefing,
Ramaphosa revealed government is
establishing a Presidential Youth Service,
to “create opportunities for young people
to meaningfully contribute to their
communities and develop critical skills to
participate effectively in the economy”.
The president noted the new model
of skills development is where training
is linked directly to employment in key
growth sectors of the economy.
In addition, such programmes create
real opportunities for young people to
grow their skills and earn an income. “Our
goal is to become a country where every
young person has a place to go – whether
in further education and training, in skills
development, in work experience, in
entrepreneurship, in youth service or in
formal employment.”
Ramaphosa pointed out that the

challenge of youth unemployment seems
insurmountable; however, lots can be done
to address it.
“We know that by providing young
people with opportunities for work
experience, by supporting them to start
and grow their own businesses, by fixing
our skills development system and by
creating opportunities for work that serves
the common good, we can make inroads
into this challenge.”
Getting youth to work
Ramphosa detailed some of the youth
empowerment programmes that have been
put in place, including the SA Youth jobs
portal.
The National Youth Development Agency
partnered with the Presidency – through
the Presidential Youth Employment
Intervention – to launch SA Youth, which is
a zero-rated portal that offers young South
Africans free access to learning and earning
opportunities.
Piloted in October 2020, SA Youth
allows young people free access to online
work-seeker support resources, including
preparation for the world of work
learnerships, volunteering and further
studies resources, and organisations are
able to connect with the individuals who
possess the skills they require.
While SA Youth currently supports over
1.4 million young people, the president
said the aim is to add another three million
youth to the portal within the next three
years.
“This ambition represents the scale
and impact that we can achieve through
effective public-private partnerships.”
Meanwhile, the KwaZulu-Natal
provincial government has set up a
database aimed at helping unemployed
graduates.
The Provincial Unemployed Graduates
Database, which was launched this week,
aims to help recruit youth for internships
and learnerships, as well as establish youth
trends which can help to inform policy.
Registration to the database is accessible
on the KwaZulu-Natal online Web site and
will be continuous, without a closing
date.
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Data Engineer
SA TAXI
3-4years’ applicable work experience
Gauteng
Negotiable
Ref No: 284325

CRM Developer
AFRIMAT
5 + years’ experience implementing CRM
solutions
Western Cape
Negotiable
Ref No: 284309

Head of Sales
BLUE ROBOT
Minimum 3 years experience in sales
management role
Gauteng
Negotiable
Ref No: 284326

Solution Developer
IRON ROD TECHNOLOGIES
3-4 years experience in C# and SQL
Gauteng
Negotiable
Ref No: 284327

Please visit www.careerweb.co.za and insert the
unique reference number in the job keyword search box
to view more details and to apply.
CareerWeb has over 200 leading companies posting an
average of 230 fresh ICT jobs weekly – it is the place to
search for your ideal ICT job.

EMAIL: ernie@careerweb.co.za
CALL: 011 807 3294

COMPANY NEWS

SOFTWARE

TECH FORUM
The modern data loss prevention difference
Unlike legacy data loss prevention (DLP) tools, a modern approach
focuses on people, not just data. It’s an adaptive approach that
changes based on whether the risks and threats come from negligent,
compromised or malicious insiders, says Rob Bolton, senior director,
Insider Threat Management, EMEA at Proofpoint. It offers a
consolidated, easy-to-manage solution that works across all the tools
people use – e-mail, the cloud, endpoints, the web and file shares, he
adds. It uses a cloud-based architecture that is easy to deploy, offers
privacy and security by design, easily scales up and integrates with a
broader security ecosystem.
www.proofpoint.com

What are the risks of
arbitrage?

OVEX CEO Jonathan Ovadia

Just like traditional arbitrage, cryptocurrency arbitrage is the process of
leveraging price differences to your
advantage. OVEX CEO Jonathan Ovadia
explains: “Arbitrage has been around
for ages and is nothing new in the
investment world. You observe this
trading process in commodities and
many other financial markets. So, it
naturally progressed into the crypto
world.”
www.ovex.io

How to optimise software to improve customer
experience in the insurance industry
Two important facts revealed by the latest Achievement Customer
Amazement Survey by Forbes: "Eighty-nine percent of your customers
will leave because of a bad user experience, and 62% are willing to pay
more in exchange for a good experience." This indicates that the days
are long gone when the price was the main reason for the purchase
decision, especially for companies that sell intangibles, such as insurance
companies. What people are looking for is to create a connection with
the brand, to feel trusted and well cared for. For this reason, more and
more of these companies are betting on technological solutions.
www.enghouseinteractive.co.uk

Microsoft creates IOT family of products
Dedicated-purpose (or fixed-function) devices are built to perform
a predefined set of tasks. They are preloaded and delivered with the
operating system and the application. Such devices are used in retail,
factory automation, healthcare, signage, security/surveillance and
transportation applications. They typically have special requirements
like longer life cycles, controlled Windows updates, global deployment
capabilities, etc. To support these requirements, Microsoft created
the IOT family of products and offers several products to support
OEM requirements. The Windows 10 IOT editions are available in
several versions to fit specific types of embedded and IOT devices. The
Enterprise editions are based on Windows 10 Enterprise but provide
many additional features focused on OEMs building IOT devices.
www.altronarrow.com

Is it time to upgrade to ERP?

TELECOMS
South Africa in the clouds
A study conducted by market research leader World Wide Worx, in
partnership with F5, Dell Technologies, Digicloud Africa and Intel,
found that eight out of 10 respondents believed cloud computing had
made a significant contribution to government's efforts in dealing
with the COVID-19 pandemic. Presenting the findings, the single
biggest benefit from cloud computing for government has been
remote working. The second benefit was communicating with the
public, followed by crisis co-ordination. Within the SME sector, cloud
computing provides access to advanced IT technologies, which were
previously only accessible to larger enterprises, thereby enhancing
entrepreneurship and innovation.
www.centrax.co.za

Mala Bhatt, MD, Seidor Africa
Eastern Africa and Mauritius

An important question to ask is
whether the time is now to switch to
enterprise resource planning (ERP)
software. There are a few clear signals
indicating your current software
solution may be holding back the
growth of your business, says Mala
Bhatt, MD, Seidor Africa Eastern Africa
and Mauritius.
www.seidorafrica.com

FINANCIAL
The best way to make money with crypto

COMPANY NEWS
To read the FULL company releases, visit

www.itweb.co.za

Contact sales@itweb.co.za for any sales enquiries.
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In the crypto world, there are various ways of making extra money,
from. When it comes to OVEX, South Africa’s leading crypto arbitrage
platform and digital exchange, there are three core investment
opportunities on offer: Arbitrage, Over-the-Counter Trading and
Interest Accounts. In South Africa’s current challenging economic
climate, additional revenue streams are very attractive – especially
ones that allow for passive income. What’s more, South Africa’s
economy also makes for fertile investment ground when it comes to
crypto services like arbitrage – where exchange disparities can be
leveraged for a profit.
www.ovex.io

Maredi Technologies is a company which offers telecoms, IT
and last mile solutions. Making our solutions cost-effective and
operationally efficient to our public and private sector clients.
www.mareditechnologies.co.za

Our services
include:

Our products
include:

Our additional
services include:

•
•
•
•

Network installations
Network optimisation
Enterprise network solutions
Network maintenance

•
•
•

Wireless products
Power solutions
IT hardware and
software products

•

Consulting services in ICT, energy, mining,
aviation, civil engineering, security and
banking industries
Development of strategic partnerships
(joint ventures and BEE partnerships)
Outsourcing/managed services
Green power solutions and energy management
Call centre solutions
Training: ICT, mining, aviation, energy and civil engineering
Information risk advisory services, BCP/BCM/DR, secure
development lifecycle services, identity and access
management services, managed information risk services,
vulnerability management services and converged
security services

•
•
•
•
•
•

CONTACT YOUR ICT PARTNER OF CHOICE TODAY
to see how we can service all your ICT needs.
sales@maredit.co.za
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+27 11 074 7181

TANGIBLE
IMPACTFUL
B-BBEE SOLUTIONS
CONNECTING CORPORATES
TO COMMUNITIES
Skills
Development

Socio-Economic
Development and
Consumer Education

YOUR SOLUTIONS
PARTNER
A 51% Black-Owned Entity
(B-BBEE Level 2)

Enterprise &
Supplier
Development

Preferential
Procurement

Empowerment
Financing / Access to
Financial Services

Matt Fendick

Tel: 072 886 5829
Email: matt@awaneo.co.za

