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Almost every day, the news headlines are littered with stories about
major data breaches that have hit organisations in every industry.
In December 2020, ITWeb reported the findings of research by Atlas
VPN which revealed that the number of leaked data records exposed
reached 36.1 billion globally in the first three quarters of 2020 − more than
double the number of records leaked during the entire previous year.
Experts say the threat landscape is evolving rapidly, and security
strategies need to evolve too, to become layered in response to today's
sophisticated and complex threats.
That’s why the findings of the NClose/ITWeb survey on outsourced
Security operations centres (SOCs) and managed detection and response
(MDR) are all the more relevant, particularly when it comes to available
technical capability and the maturity of organisations in mobilising SOCs.
We also feature insight on cyber crime prevention from Byron HornBotha, lead: Arcserve Southern Africa channel and partnerships, who believes the CEO needs
to become involved in making data security a crucial point of discussion in engagement with
all stakeholders, including investors, C-suite managers and partners.
In this edition we also share the findings of a survey on the state of analytics within South
African contact centres, examining if they have the tools and the know-how to analyse
customers' and agents' speech and emotions.
Interestingly, a third of respondents already analyse customer emotion, with 80% seeing a
need to identify and score emotional attributes of customer/employee interactions.
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COLUMN INDUSTRY INSIGHT

Leading from the top to
thwart cyber attacks
Unpacking the steps necessary for C-Suite execs to take if they are to steer their
organisations away from potentially crippling cyber attacks.

BYRON HORN-BOTHA, LEAD: ARCSERVE
SOUTHERN AFRICA CHANNEL AND
PARTNERSHIPS.

complexity, integration costs and staffing
requirements, with 80% of IT organisations
planning to consolidate vendors over the next
three years.
It would appear there is a myriad of
challenges in terms of security and risk
management and not just that of C-Suite
responsibility. Still, it must be reiterated that
leadership comes from the top. Therefore, let's
unpack the steps necessary for C-Suite execs
to take if they are to steer their organisations
away from potentially crippling cyber attacks.
Holistic C-Suite involvement and
responsibility
As explained, while CIOs typically spearhead
security initiatives, other C-Suite executives
can rise in support of these efforts and thereby
add an extra level of reassurance and integrity.

point of discussion and engagement in
meetings with the entire C-Suite, investors,
partners and the board. In this way, CEOs can
ensure they are up to speed, or even better,
ahead of the curve on the latest security
threats and the regulatory landscape. This,
in turn, will fuel informed decisions about IT
budget allocations and more.
Spotlight staff training programmes
One of the earliest steps the C-Suite needs
to take to ensure their organisation's data is
protected against potential cyber attacks is
to educate employees – get them up to speed
on the latest threats. Whether it's malware,
phishing e-mails, or DDOS attacks, the
C-Suite needs to invest time and money in
teaching employees about the everyday basics
of cyber hygiene.

I

n the second article in this series, I outline
the steps C-Suite executives can take to
protect their organisations and reduce the risk
of cyber attacks.
Gartner recently hosted its 2021 Security
and Risk Management Summit, where
analysts explored industry trends and released
recommendations based on their findings.
Their conclusions included advice to security
and risk management leaders to address
significant digital transformation issues in a
COVID-19 world which poses challenges to
traditional cyber security practices.
Gartner exposed the top trends expected to
have a broad industry impact and significant
potential for disruption. These included
security-savvy boards of directors, as discussed
in my previous article, and the skills gap, with
the concurrent problem of the inability to
find suitably qualified staff to deliver security
projects.
Moreover, it looks like security support for
remote workers is here to stay, as the push
to go digital deepens due to the pandemic.
Another highlighted issue was security vendor
consolidation, where a 2020 report by the
research house found that 78% of CISOs have
16 or more tools in their cyber security vendor
portfolio; 12% have 46 or more.
It confirmed this large number of security
products in organisations only increases
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Cyber security forecasts were bleak enough pre-COVID,
but the pandemic's arrival has presented bad actors
with excellent opportunities.

For example, after the CEO, the chief operating
officer − the second in command − can provide
the authority needed to drive improvements in
company security culture and practices.
Cyber security forecasts were bleak enough
pre-COVID, but the pandemic's arrival
has presented bad actors with excellent
opportunities.
Even the chief human resources officer −
usually regarded as exclusive to personnel
issues − can assist by communicating policies
and strategies to staff and improving the level
of trust and uptake of the company's security
vision. The chief marketing officer, who is
directly tied to customers, can communicate
how company data is protected and provide
assurances.
Most of all, the CEO needs to become
involved in making data security a crucial

This includes training them on
recognising fraudulent e-mails that contain
suspicious links, updating passwords
regularly, and providing clear and
straightforward IT guidelines/frameworks
that will increase overall cyber literacy
within the business.
By going that extra mile and hiring technical
specialists, the C-Suite can promote practical
and interactive training sessions that involve
simulating attacks and by doing so, boost the
company's experience and cyber maturity.
Informed security budget decisions need to
be taken by weighing up resource investment
costs versus attack outcomes. A policy of
too little, too late, will do nothing to keep
the lights on in the event of a cyber breach
– which today is more of a certainty than a
possibility.

COMPANY NEWS

BUSINESS
Pure Storage FlashBlade nears $1bn in sales
Pure Storage, the IT pioneer that delivers storage as a service in a
multicloud world, announced growth milestones to mark the fiveyear anniversary of introducing FlashBlade. Unveiled in March 2016,
FlashBlade has delivered consistent year-over-year growth every
quarter since. Within two years of general availability (GA), FlashBlade
reached a $250 million run rate and more than tripled its customer
count. FlashBlade continues to expand and diversify its customer
base at a breakneck speed, adding several hundred new FlashBlade
customers in FY21 and reaching nearly $1 billion in sales four years after
GA. Today, more than 25% of the Fortune 100 use FlashBlade.
www.purestorage.com

Put your best branding foot forward

How bots can ensure customer experience
remains king
The customer service technology ecosystem has grown increasingly
more complex over time, with communication channels ranging from
e-mails and phone calls to social media, Web chat and self-service
platforms. This is especially challenging because call centre agents
typically face non-consolidated customer service toolkits and a lack of
effective cross-channel services in their daily activities. Complexities
related to various communication channels make it difficult to enforce
a consistent process and experience across the different channels, and
customers’ transactional data and history are often stored in nonintegrated, scattered applications. iOCO has released a white paper
focused on how automation can improve customer experience.
www.ioco.tech

Digital communications are now a crucial lifeline for most businesses
after their customers were forced to stay home during the strict
lockdowns that came into effect in South Africa over the last year.
According to research analysis by HubSpot, marketers sent 21%
more e-mails compared with its pre-COVID benchmark. At the same
time, businesses have had to trim their budgets to accommodate the
economic contractions brought on by the global pandemic. At SYNAQ,
we’re constantly innovating to help our customers solve their business
challenges. And our e-mail branding solution rises to the occasion
to help you take advantage of the increase in digital communications
without driving up costs.
www.synaq.com

Electronic signatures: Time to accelerate
adoption
Electronic signatures are not new – they have been recognised as a
valid way to sign most documents since the enactment in 2002 of
South Africa’s Electronic Communications and Transactions Act. Yet
adoption of this time- and money-saving technology has not been as
quick as one might have expected, due to the lingering perception that
a handwritten signature on paper has more legal weight. That picture is
changing fast as a result of the coronavirus pandemic, which threw the
country into a prolonged period of physical distancing in the first half
of 2020. Electronic signatures became a lifeline to many industries, says
Kyocera Document Solutions.
www.kyoceradocumentsolutions.co.za

Thycotic records strong
2020 momentum for
cloud-based PAM

James Legg, President and CEO,
Thycotic

Thycotic, a provider of privileged
access management (PAM)
solutions to more than 12 500
organisations worldwide, has
announced its 2020 success in
cloud-based PAM, recording an
87% year-over-year increase in
cloud sales growth along with the
addition of more than 500 new
cloud customers, bringing the
total to over 1 200.
www.thycotic.com

Providing a better
employee experience

Troye CEO Helen Kruger

Companies that focus on
operational efficiency while
investing in the future report
10% higher growth than their
competitors, says Troye CEO Helen
Kruger. Successful businesses
regard IT as a strategic competitive
differentiator. It is also the key
to building and executing a
memorable employee experience,
but it requires improved visibility
and streamlined execution of
projects.
www.troye.co.za

Repeat customers to your e-commerce store.
What’s the trick?
Selling a great, high-quality or beautiful product is not enough to win
over a customer forever because competition is on! It is time to focus
on building relationships with your customers, as relationships build
trust and trust builds loyalty. Domains offers three tips: Take service
to the next level (ask your customers what they would want from
you, ie, convenience, value for money and quality); reward returning
customers (you can incentivise their return with coupon codes, or
freebies); and encourage buyers to opt-in to your mailing list (e-mail
marketing is highly effective as it can be specifically targeted).
www.domains.co.za
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Windows logon auditing: Everything you need to
know in 10 minutes

Rubrik for Microsoft 365
delivers faster, simpler
recoveries at scale

ITR Technology says user logon activity needs to be audited to meet
various security, operational and compliance requirements of an IT
environment, such as: Detecting suspicious activities like a high volume
of logon failures; tracking the active and idle time spent by users at their
workstations; and maintaining a comprehensive audit trail of logons
occurring across the domain. However, the process of auditing logons
has a steep learning curve. The company has released an e-book to
make it easier, which includes the difference between authentication
and logons, the 12 critical event IDs to keep track of, and logon types,
failure codes and other event fields.
www.itrtech.africa

Final regulations to
transform ICT sector
have been passed

Nozipho Mngomezulu, attorney at
Webber Wentzel

Final regulations to facilitate
transformation and diversity in the
ICT sector have been published.
They are aimed at facilitating
transformation and diversity in
the ICT sector, with emphasis on
promoting broad-based black
economic empowerment, giving
attention to the needs of women,
and creating opportunities for
youth and for persons with
disabilities.
www.webberwentzel.com

InterSystems joins Vulcan FHIR ACCELERATOR
Program
InterSystems, a creative data technology provider dedicated to
helping customers solve the most critical scalability, interoperability
and speed problems, announced its membership in the Vulcan FHIR
ACCELERATOR Program, a new multi-stakeholder initiative launched
by Health Level Seven International (HL7) to empower clinical
researchers with greater interoperability. InterSystems joins leaders
from government and regulatory agencies, standards development
organisations, academic institutions, life sciences and technology
companies to extend the capabilities of HL7 FHIR (Fast Healthcare
Interoperability Resources) beyond clinical care to include clinical
research. Their efforts will ultimately facilitate a ‘learning health
system’ by combining research data with clinical care data to improve
patient outcomes.
www.intersystems.com

Risna Steenkamp, GM: ESM
Division at Networks Unlimited

Risna Steenkamp, GM: ESM
Division at Networks Unlimited
Africa, which distributes
Rubrik throughout Africa,
says: “Obviously, the data in
an organisation’s Microsoft 365
system is of critical importance
to the enterprise. It’s therefore
essential to secure your data and
be able to recover it in the event
of a ransomware attack.”
www.networksunlimited.africa

Your data has left the
building: don’t let it take
you on a bumpy ride

Richard Broeke, MD of Securicom

Richard Broeke, MD of
Securicom, says: “The network
has changed, with cloud versus
on-premises being important
points under discussion today.
Also, of course, we have seen
the rise of remote working and
bring-your-own-devices, which
have all contributed to the fact
that businesses’ intellectual
property is no longer contained
within their physical premises.”
www.networksunlimited.africa

ZTE teams up with Beeline in Uzbekistan
ZTE Corporation together with Beeline, one of the largest operators
in Uzbekistan of VEON Group, have deployed the largest virtualised
SDM (subscriber data management) platform in Uzbekistan. This
marks an important step in digital operation for Beeline to satisfy
one-third of its local users with a better user experience. By virtue
of the virtualised SDM platform, ZTE has helped Beeline improve the
network performance, while reducing the overall opex costs by 60%.
As the user data management centre of the mobile network, the vSDM
platform can manage 2G, 3G, 4G LTE network and EIR (equipment
identity register) to address integrated development of multiple
networks and high-capacity data maintenance.
www.zte.com.cn

Nihilent expands its digital footprint in SA
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Nihilent, a global consulting and change management company that uses
a human-centred approach to problem-solving, has forged a strategic
partnership with SAP South Africa. Nihilent's positioning since its
inception in 2000 has been one of a 'change management organisation’.
Over the past two decades, we have enabled enterprises to adopt best-inclass solutions and services powered by our 'Design Thinking' led patented
consulting and change management frameworks.
www.nihilent.com

COMPANY NEWS

INDUSTRY SOLUTIONS
Adapt IT – expert at expense management
One of the greatest threats to any enterprise is the mismanagement of
expenses due to the inability to draw accurate financial information
quickly and effectively. Without accurate information, your business
cannot make important financial decisions, which is a massive risk.
In this current economic climate, risk should be mitigated at all costs.
Knowledge is power, but when it comes to expense management,
accurate financial information is profit. The consolidated, highperformance and intelligent expense platform – Adapt IT Streamline
Expense – delivers analytics aimed at taking control of all aspects of
your complex IT spend environment. Adapt IT has a highly specialised
consulting team available to assist.
www.adaptit.co.za

Mazule fuels growth with Infor SunSystems and
Sapphire Anywhere
Industry cloud company Infor announced that mineral and energy
trading company Mazule has selected Infor SunSystems. The solution
will be implemented by Infor partner Sapphire Systems, and hosted
on its Sapphire Anywhere SaaS platform. The cloud-based solution is
set to streamline accounting processes, facilitate in-depth insights and
expedite reporting.
www.infor.com

CaseWare Africa launches CaseWare IDEA
CaseWare Africa, a division of Adapt IT, has released details of its latest
product addition, CaseWare IDEA Data Analysis – a comprehensive
powerful data analytics tool that guarantees data integrity, accelerates
the performance of data analytics and enables faster, more effective,
external audits. “Auditing teams spend a significant amount of time
selecting samples and analysing clients' data for audit engagements,”
says Christiaan Steyn, Assurance Product Manager, CaseWare Africa.
“It is now more important than ever for auditors to look at all of the
data in the audit, rather than just a sample. This is because of the
explosion of the amount of data available to auditors.”
www.adaptit.com

CHANNEL
Avaya expands availability of OneCloud CCaaS
into SA
Avaya, a leader in customer experience solutions in the Middle East
and Africa, has expanded the availability of its Avaya OneCloud CCaaS
contact centre solution into 40 countries, including South Africa.
With this expanded availability, Avaya is providing local organisations
with digital capabilities that better connect customers and employees
across any touchpoint, modality, device and channel. Avaya OneCloud
CCaaS is a key part of the AI-powered Avaya OneCloud experience
platform that includes CCaaS, UCaaS and CPaaS, and which completely
redefines how organisations empower an on-demand workforce to
deliver optimal experiences for today’s “everything customer”. Avaya
OneCloud CCaaS helps organisations make each interaction effortless,
seamless and context-driven.
www.avaya.com

First Technology National joins Snapt’s
industry-leading partner programme
First Technology National has joined Snapt’s partner programme and
is offering Snapt’s best-in-class ADC solutions that power fast, secure
delivery of business-critical applications anytime, anywhere, and on
any device, platform or cloud-based infrastructure. “We are pleased
that First Technology National has joined our partner programme. Our
combined goals are to provide the perfect solution for our customers,
wherever they are in their digital transformation journey,” says Doug
Cherry, CCO, Snapt. Snapt ensures business-critical applications
and Web services are always-on, always-fast and always-secure.
Snapt is the only unified platform providing availability, security and
performance for DevOps, development and IT teams everywhere.
www.firsttech.co.za

Help/Systems’ GoAnywhere MFT achieves AS4
Drummond Certification
SPI, the African distributor for utility software products and services
to the open systems segment of the IT industry, the sole subSaharan Africa distributor for Help/Systems, announced the latter’s
GoAnywhere managed file transfer (MFT) solution is now AS4certified by the Drummond Group. This certification recognises that
GoAnywhere meets the full interoperability testing, so information is
exchanged and received securely and according to the Applicability
Statement 4 (AS4) standards. AS4 is a newer security protocol that
makes it easy to use Web services to transfer important files between
parties. AS4 popularity is rising because it easily supports attachments
and uploads or downloads of virtually any file type.
www.spi.co.za

ZTE LTE Router MF286 series

ZTE LTE Router MF286 series supports Irdeto’s
Trusted Home solution
ZTE LTE Router MF286R and ZTE LTE Router MF286C combine the
solid delivery of a stationary router with the versatility of a mobile WiFi
router. The devices support the latest network standards, primarily LTE
Advanced (aggregation of two bands, downloading at speeds up to 300
Mb/s), and within the WiFi network, it supports the 802.11ac standard.
www.zte.com
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SPEECH & EMOTION ANALYTICS SURVEY
By ALISON JOB

Emotion key to positive CX
ITWeb, in partnership with CallMiner, did an online survey on the state of Speech
and Emotion Analytics at South African organisations’ contact centres.
a customer emotion analysis and scoring
project. 22% said they have no current
plans to analyse and score customer
emotion.
The majority (80%) of respondents see
a need to identify and score emotional
attributes of customer/employee
interactions. Frank Sherlock, VP of
International at CallMiner, says, “For
modern organisations, driving positive
customer experiences is critical to success.
It’s really encouraging to see that most
organisations recognise the importance of
customer emotion in overall experience

Frank Sherlock, VP of International,
CallMiner

T

he survey, sought to uncover what
South African organisations’ strategies
are – if any – around analysing and scoring
customer emotion.
Nearly three-quarters (71%) of the
survey’s respondents said they had an
in-house customer contact/service centre,
while a quarter (24%) have an outsourced
customer contact/service centre-as-aservice.
Almost all (92%) of the respondents said
they recorded customer conversations and
interactions.
The top five call centre KPIs that matter
most to respondents are: customer
satisfaction (69%); first call resolution
(33%); customer journey (multi-channel)
experience (27%); service level (meeting
contractual obligations where you’re
providing a service for a customer/third
party) (25%); and voice of the customer
(23%).
A third (33%) of respondents already
analyse and score customer emotion. A
quarter (26%) plan to start analysing and
scoring customer emotion in the next 6-12
months. 20% are currently implementing

6
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results that organisations in South Africa
are seeing this, too. The good news is that
there are tools to enable organisations to
both understand and leverage emotion and
identify and manage vulnerable customers.
In doing so, organisations can improve
their customer experience and provide a
5-star service as well as leverage business
improvements.”
On the topic of how challenging the
company found it to improve customer
experience today, nearly half (49%)
said it was mildly challenging to train
customer service agents to deal with more

Emotion is a key driver
for developing strong and lasting
customer relationships.

and the potential it has in driving the
intelligence that business needs to operate
effectively.”
The COVID-19 pandemic has affected
businesses, employees, and customers
alike. In view of this, 82% of survey
respondents said their customer service
agents were dealing with more emotionally
driven customers. 86% said their
customer service agents were dealing
with more vulnerable customers (owing
to an assortment of issues such as health,
unemployment, and financial challenges).
Sherlock says, “Emotion is a key driver
for developing strong and lasting customer
relationships – especially when customers
are experiencing crisis and vulnerability,
both of which accelerated dramatically
owing to the pandemic. It is clear in these

emotionally charged conversations and
29% said very challenging.
“In dealing with highly emotional
customers, empathy and ownership
is critical. By employing conversation
analytics, organisations get a holistic view
of 100% of interactions so they can quickly
and accurately understand, measure,
and trend human emotion between
contact centre agents and customers,” he
says. “Gathering these insights enables
organisations to address the challenges,
shift development strategies as needed,
and make business improvements.”
Factors that prevent companies from
overcoming the abovementioned challenge
were ranked as: lack of tools (51%), lack
of data (45%), lack of internal expertise
(39%) and lack of processes (37%).

SPEECH & EMOTION ANALYTICS
SURVEY
SPEECH
& EMOTION ANALYTICS SURVEY

Does your company have an in-house or
outsourced/contact-centre-as-a-service customer
service/contact centre?

Which of the following channels are available to
your customers to contact your company
100%

71%

We have an in-house customer service/ contact centre

22%

We have an outsourced/contact-centre-as-a-service
customer service/contact centre and we have detailed
knowledge of its technology and processes

5%

No, we do not have either an in-house or
outsourced/contact-centre-as-a-service customer
service/contact centre

2%

We have an outsourced/contact-centre-as-a-service
customer service/contact centre but we do not get
involved with the technology they use or processes
they follow

Which call centre KPIs matter most to your
senior stakeholders?
2%

Other

2%

Agent satisfaction

100%

100

96%

79%

80
65%
54%

60

40

20

0
Email

4%

Agent turnover rate

4%

Average handle time

4%

Average abandonment rate

12%

Customer effort score

17%

Agent performance

19%

Compliance adherence

21%

Net promoter score (NPS)

21%

Average queue/hold time

21%

Customer loyalty

23%

Voice of the customer (VoC)

25%

Service level (meeting contractual obligations where you
are providing a service for a customer/3rd party)

Other

Calling

Social
Media

Chat

Text

Is your company currently using speech or
multi-channel interaction analytics technology
to monitor your customer interactions?
Yes

27%

Customer journey (multi-channel) experience
Frank Sherlock, VP of International at CallMiner

33%
69%

xx

64%

First call resolution
Customer satisfaction
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Yes

64%

No

24%

Unsure

12%
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SPEECH & EMOTION ANALYTICS SURVEY
SPEECH & EMOTION ANALYTICS SURVEY

Do you or your company see a need to identify &
score emotional attributes of your customer /
employee interactions?
80%

80
70
60

Do customer satisfaction scoring or emotion metrics get
shared with your executives?

39%

We share both customer satisfaction scoring and
emotion metrics with our executives

35%

Yes, we share customer satisfaction scoring with our
executives, but not emotion metrics

12%

No, we do not currently share our customer satisfaction or
emotion metrics with our executives

8%

Unsure

6%

Yes, we share emotion metrics with our
executives but not customer satisfaction scoring

50
40
30
20

12%
8%

10
0
Yes

Unsure

No

Is there a particular emotional attribute that you or
your company would like associated with your brand
experience?

Which emotional attribute, when displayed by your
company’s employees, do you think has the biggest
impact on changing customer emotions from
negative to positive during an interaction?

2%

Politeness

4%

Politeness

4%

Understanding

6%

Understanding

4%

Confidence

8%

Trustworthiness

8%

Compassion

10%

Confidence

14%

Knowledge

14%

Compassion

16%

Empathy

16%

Accountability

22%

Accountability

18%

Knowledge

27%

Trustworthiness

20%

Other

33%

Other

20%

Empathy

June 2021
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Securely integrate
conversation analytics
with your existing
technology stack
Create a more comprehensive view
of customer insights with a powerful
conversation analytics platform that
integrates with established systems.
Protect customer data
•

Prevent fraud and data leaks with a solution that can
monitor for risk indicators and automatically redact sensitive
information

•

Better understand agent and customer interactions & emotion
by capturing every conversation

Innovate more quickly
•

More easily understand elevated technical issues to reimagine
processes and solutions

•

Utilise the always-open API to smoothly integrate as many
software and input pieces as needed

Maximise the value of data
•

Provide the C-suite with the insights needed to make impactful
business decisions

•

Help teams solve bigger problems with better data and more
flexible systems

www.CallMiner.com

...The 2020 CIO anD
CISO DIreCTOrIeS

Lockdown brought the importance of the CIO and CISO
to the foreground. And the 2020 directories highlight
the key personnel in this sector.

The 11th edition of the CIO Directory is a
sought after publication in the IT industry.
Find out what these innovators perceive as the next
big challenge and how it will impact their IT
function over the next 12 months.

R450. 00
(incl. VAT)

The inaugural edition of the CISO Directory
is based on the same successful formula
asthe CIO Directory.
Traditional security measures are no longer adequate to protect
against modern cyber threats.
Covid-19 and working from home has brought this to the fore and
it is the CISO who has stepped up to protect companies in fighting
the increase in cyber crime. The relevance of this directory cannot
be overstated.

Copies are limited so ensure you order your copy today!

w ww.b r ain s tormmag.co.za

| li zzi e@i tweb.c o.za

R230. 00
(incl. VAT)

COMPANY NEWS

SOFTWARE

SECURITY
Reduce your organisation's cyber risk
Centrify ’21, presented by Arrow Altron, offers a range of exclusive
PAM solution packages, enabling organisations to dramatically reduce
their cyber risk exposure across the ever-expanding attack surface.
These solutions offer adaptive, preventive access controls, multi-factor
authentication, targeted VPN-less access, and just-in-time privilege to
rule out lateral movements of cyber adversaries – enhanced by insights
to report on who has access to what and identify potential risks. Event
data and risk alerts can be fed to your SIEM or remediation tools for
timely mitigation. You can now get a PAM solution that fits your
needs for only $21 000 – including licence fees and five days of
professional services.
www.altronarrow.com

Quest honoured with five-star ratings in 2021
CRN Partner Program Guide
At Quest, partners are crucial to the achievement and growth of our
business. It is with great pleasure that we announce that, as a result
of our vital partnerships, the partner programmes by Quest, One
Identity and erwin by Quest, have all received a five-star rank by CRN,
a brand of The Channel Company. The CRN Partner Program Guide
is an annual list of the most distinguished partner programmes from
leading technology companies that provide products and services in
the IT channel. The five-star rating is awarded to an exclusive group of
companies that go above and beyond in their partner programmes.
www.quest.com

Inala Broadcast
implements Sage Intacct

HEITSA launches nationwide security operation
centre framework
With digital transformation top of mind, the continual increase
in remote working and the commencement of the POPI Act, the
need for a national sector-wide cyber security operation centre has
become critical. HEITSA has recognised this need and established a
framework with cyber security expert, KHIPU Networks, that will
offer institutions cost-effective services that will enable the sector to
rapidly identify and mitigate against cyber threats. The approach is
to help bring the community together, as the overall common goal is
to continually improve the sector’s cyber security posture, enhance
security operations and efficiencies. Together HEITSA and KHIPU
Networks have collaborated to form a framework that addresses these
challenges.
www.khipu-networks.co.za/

Fixing cyber security
issues

Stefan van de Giessen, GM:
Cyber Security at Networks
Unlimited Africa

Gerhard Hartman, VP: Medium
Business, Sage Africa & Middle
East

NETWORKING
Silicon Sky boosts
its IaaS offering to
customers with Infinidat

Have you considered the ‘broken
window’ principle when looking at
your internal cyber security posture?
Stefan van de Giessen, GM: Cyber
Security at Networks Unlimited
Africa, says: “The broken window
theory rests on the idea that a
neighbourhood or community that
appears to be orderly and well-kept
will be less susceptible to crime.”
www.networksunlimited.africa
Brenton Halsted, MD at Silicon
Sky

COMPANY NEWS

Inala Broadcast, a provider and
integrator of turnkey solutions to the
broadcast market in South Africa,
has implemented Sage Intacct,
the cloud financial management
platform, to streamline its financial
operations and enable its finance
team to move to a remote working
model. Sage Intacct provides deep
multi-dimensional accounting and
automation for efficient financial
operations.
www.lorge.co.za

Silicon Sky has seen exponential
growth in its IaaS business over the
last three years, as cloud-based
infrastructure gained impetus in the
local market. Brenton Halsted, MD
at Silicon Sky, said: “The nature of
our IaaS offering means we have to
manage a variety of storage tiers for
our clients.”
www.infinidat.com

To read the FULL company releases, visit

www.itweb.co.za
Contact sales@itweb.co.za
for any sales enquiries.
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OUTSOURCED SOC/MDR SURVEY
By ALISON JOB

Reporting key for outsourced
SOC/MDR
ITWeb, in partnership with Nclose, conducted a survey on incident
response to find out the current status of Security Operations
Centres (SOCs) in South Africa.

Martin Potgieter, Nclose Technical
Director

T

he survey also sought to uncover the
pain points around outsourced SOC or
Managed Detection and Response (MDR)
functions, it interrogated which value-adds
are sought after in an outsourced SOC/MDR
provider, and asked how respondents felt
about using AI in a SOC/MDR solution.
Nearly three-quarters (73%) of the
survey’s respondents said they had a
documented incident response (IR)
procedure. Nclose Technical Director Martin
Potgieter says, “While it’s encouraging
to see that so many respondents have
documented IR procedures in place, it
is - however - important to ensure these
procedures are tested regularly.”
He adds that he’s surprised to see that
84% of respondents said they had the
technical capability to investigate critical
security incidents when they occur.
“Several global surveys are swayed the
opposite way, and that - combined with the
known global skills shortage in this space –
makes this an unexpected outcome.”
When it comes to capabilities within
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organisations, 35% said they had an
insourced or outsourced SOC, 27% had
Security and Events Management (SIEM)
and 23% had a MDR solution. Potgieter says
that he’s glad to see that many organisations
have matured from just running a SIEM to
having full SOCs or outsourced SOC/MDR.
Just over half (51%) of respondents said
their SOC was run within the organisation
and they were happy with its progress and
maturity. A third (37%) said their SOC/
MDR was outsourced and they were happy
with the service. “It’s good to see that 88%
of respondents are happy with their SOC/
MDR service.”
While 49% of respondents were happy
with their SOC/MDR provider, the main
pain points around outsourced SOC/MDR

39% of respondents said they would
rather outsource their SOC than build their
own. The majority (61%) said they would
consider building their own SOC for the
following reasons: outsourcing would be
too costly (26%); they couldn’t rely on
a third party to respond to these types
of security incidents (21%); they didn’t
outsource anything (14%). Potgieter points
out that the TCO of building an effective
SOC is often under estimated. “Businesses
that are considering it should ensure a
complete analysis is done prior.”
Respondents who are building their
cyber security capability were asked to rank
technology investments in terms of priority.
Security Orchestration, Automation and
Response (SOAR) headed the list, followed

The TCO of building an effective
SOC is often under estimated.

were ranked as follows: the reporting
doesn’t illustrate the business value (37%),
the cost of sources (logs or events per
second) is prohibitive (28%) and being
sent too many alerts (23%). “While these
results aren’t surprising, they do seem to
somewhat contradict the previous point’s
result, indicating that respondents may be
accepting the pain points as ‘the norm’.”
Respondents whose SOC/MDR provided
24/7 monitoring were asked whether
they were equipped to handle afterhours incidents. 38% responded in the
affirmative.

by Managed Detection and Response (MDR),
Security Operations Centre (SOC), Crosslayered Detection and Response (XDR),
Passive Network Monitoring (NDR) and
Endpoint Detection and Response (EDR).
More than half (58%) of respondents
said that threat hunting was absolutely
necessary in a SOC/MDR solution, while
42% would like to see this function
automated. Nearly half of respondents
(48%) felt that AI was absolutely necessary
in a SOC/MDR solution, 42% said it has its
place and 10% felt that AI wasn’t capable
yet.

INCIDENT RESPONSE SURVEY

Which of the following capabilities do you have within
your organisation?

OUTSOURCED SOC/MDR SURVEY

What is the status of SOC/MDR in your organisation
at present?

60

35%

Insourced or
Outsourced
Security
Operations
Centre (SOC)

51%

50
37%

40
30
20

7%

10

Insourced or Outsourced Security Operations Centre (SOC)

35%

Security Information and Events Management (SIEM)

28%

Managed Detection and Response (MDR)

22%

None of the above

15%

What are the main pain points, if any, of your
current outsourced SOC/MDR?

0
Our SOC is run
within the
organisation
and we are
happy with its
progress/
maturity

Our
SOC/MDR is
currently
outsourced
and we are
happy with
the service

Our SOC/MDR
is currently
outsourced
and we are
NOT happy
with the
service

Our SOC is run
within the
organisation
and we are
NOT happy
with its
progress/
maturity

Are you considering building your own SOC (as
opposed to outsourcing)?

40
50%

5%

39%

I am happy with my SOC/MDR service provider

35
36%

The reporting doesn't illustrate the business value

29%

The cost of sources (logs or events per second) is
too prohibitive

21%

I am sent too many alerts

14%

I am always sent useless alerts

30

12%

The business sees no value in the service

10%

I am not happy with my SOC/MDR service
provider

26%

25

21%

20
14%

15
10
5
0
No, we would
outsource?
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Yes,
outsource is
too
expensive

Yes, we can't
rely on a 3rd
party to
respond to
these kinds of
security
incidents
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Yes, we do not
outsource
anything
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INCIDENT RESPONSE SURVEY

OUTSOURCED SOC/MDR SURVEY

In terms of incident response, what is the most
important aspect you look for or require?

Which of the following would be attractive value-adds if your
SOC/MDR provider could provide them?

80

45%

As much
information as
possible to
help respond/
remediate

68%

70

66%

56%

60
50

42%
37%

40
30
20
10
As much information as possible to help respond/ remediate

45%

Full triage and investigation of the security incident

41%

Only high fidelty notifications

14%

0
Integrated
remediation
or managed
security
services

Visibilty of
Analyst
defence
driven threat
threats to my
hunting
organisation

Passive
network
monitoring
(NDR)

Integrated
honeypots or
deceptive
technology

What is your view on threat hunting and its role in a
SOC/MDR solution?

Absolutely
necessary

58%

Absolutely necessary

58%

Please automate it

42%
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Are you well equipped to
handle after-hours incidents?
Just 38% of C-suite leaders,
whose SOC/MDR provided
24/7 monitoring are!
Nclose - ITWeb survey, 2021

Nclose offers advanced tailor-made cybersecurity
services and solutions for enterprise level information &
data protection. The top cyber protection specialist
consultancy for businesses across southern Africa.

ASSESSMENT
& TESTING

MANAGED
SECURITY SERVICE

NVIEW MANAGED
DETECTION & RESPONSE

Let’s talk
Phone: 0860 625 673 / 0860 NCLOSE

Cape Town (Head Ofﬁce)

Johannesburg

Email:

Unit D02 Collingwood Building
Black River Park, Fir Street
Observatory, Cape Town

Wedgeﬁeld Ofﬁce Park, Block A
17 Muswell Road
Bryanston, Johannesburg

connect@nclose.com

www.nclose.com

REPORTBACK: AFRICA SECTION

About Africa …
ICT Insight is proud to feature a recap of the biggest stories from
Africa’s ICT and telecommunications landscape.

I

n this synopsis of top recent headlines
published by both ITWeb Africa and
ITWeb, there is more news about Fintech
growth, software skills development, and
the continued impact of COVID-19 on
business.

Kenya’s LipaLater to deploy ML,
open banking to secure market
share
Kenyan Fintech firm LipaLater has
carved its niche in East Africa’s paylater marketplace, supported by over
500 retailers. The company is leveraging
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growth within Africa’s digital credit
market, including the roll out of mobile
base micro-loans. It has helped over
100,000 customers acquire goods within
its credit model, in Kenya, Nigeria,
Rwanda and Uganda. LipaLater customers
get an approved credit limit which
they can use in purchasing goods from
partner stores. They then make monthly
payments to clear their debt.

Ethio Telecom launches TeleBirr
mobile money service
Ethio Telecom has announced the roll

out of a mobile money service TeleBirr,
available to its subscribers from May
2021. The telco has made the move
to consolidate its market dominance
before the entry of new operators into
the country. The TeleBirr mobile money
service will allow customers to send,
receive and store money using their
mobile phones. Customers will be able
to pay for goods, services and utility
bills, as well as receive money from
people in the diaspora, access loans
and link bank accounts to TeleBirr
wallet.

REPORTBACK: AFRICA SECTION

WAirtel Africa appoints new CEO
Airtel Africa Plc has appointed Olusegun
“Segun” Ogunsanya, current MD and CEO
of Airtel Nigeria, as its new CEO following
Raghunath Mandava’s retirement.
Ogunsanya will join the board of Airtel
Africa on 1 October, 2021. Ogunsanya
joined Airtel Africa in 2012 as MD and CEO
Nigeria, and has been responsible for the
overall management of the company’s
operations in the region, the group’s
largest market in Africa. The company
said Ogunsanya has more than 25 years
business management experience in
banking, consumer goods and telecoms.

Developers, start-ups invited to
apply for free Google programmes
Google has opened applications for
two annual initiatives: the sixth class
of the Google for Start-ups Accelerator
programme, and the Google Africa
Developer Scholarship 2021, run in
partnership with Pluralsight and Andela.
The announcement was made yesterday
during a virtual event at which Google
hosted key industry players, policy leads,
start-up executives and investors driving
the growth of Africa’s tech ecosystem.
The tech giant says it has re-affirmed its
commitment to the start-up ecosystem

in Africa and the developer community,
in light of the many opportunities
unfolding throughout the Internet
economy.

Paul Booth: Key African news
• A submarine telecommunications
system connecting SA to the islands of
Madagascar, Reunion and Mauritius has
gone live.
• Ethiopia received two bids for two
new telecoms operating licences from
MTN and a consortium of Vodafone and
Vodacom.
• The Ghana government will acquire
100% of AirtelTigo, Bharti Airtel’s
ailing joint venture with Millicom
International Cellular SA, along with its
customers, assets and liabilities.
• Millicom is pulling out of Africa, as the
group shifts to a sole focus on Latin
America and has agreed to sell its
Tanzania operations to Madagascarbased pan-African operator Axian.
• MTN Group will list its Rwandan
subsidiary on the Rwanda Stock
Exchange on 4 May.
• Twitter will open its first African office
in Ghana.
• The appointments of new CEOs/MDs,
etc, at Airtel Africa and Jumia Ghana.

Malawi’s TNM takes financial hit
from COVID-19
Revenue for Telkom Networks Malawi
(TNM) declined by 6% during a difficult
2020 period characterised by COVID-19
disruptions, although data income
offered some degree of comfort after
strengthening by 17%. According to a
report released by TNM on Saturday, the
company experienced the decline despite
a 28% surge in mobile money revenues,
along with data revenue. The company
said this reflects an increase in use of
these platforms, driven by the pandemic.

Liquid unveils new brand in
Uganda
Liquid Intelligent Technologies Uganda,
part of the Liquid Intelligent Technologies
group has unveiled its new brand identity
in Uganda. In March this year, Liquid
announced its rebranding strategy to
provide a new layer of cyber security,
cloud, compute and other managed
services to clients. Ahmad Mokhles,
Group Chief Operations Officer, said that
the COVID-19 pandemic has accelerated
digital transformation and the timing
of the introduction of LIT is “a perfect
match” to assist businesses in this
technology transformation.
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COMPANY NEWS

SECURITY

TELECOMS

Security, service assurance must rule financial
services as threat actors remain relentless

Four tips for building a multi-experience
contact centre

The rise of the pandemic last year meant that corporates around the
globe had to embrace a highly dispersed, virtualised environment to
keep the wheels of business turning. This is now changing the way that
banks need to move forward, with both their security as well as their
service assurance. So says Darren Anstee, chief technology officer for
security at NETSCOUT, a leading global provider of service assurance,
security and business analytics. He explains that, at the start of 2020,
digital transformation in the financial services sector was already
well under way, and the intervening year has only accelerated this
transformation.
www.networksunlimited.africa

With Gartner naming total experience as one of the top strategic trends
of 2021, it’s no surprise that organisations are making significant
upgrades to their contact centres to deliver incredible multiexperiences, says Avaya. The organisations doing it well have spent
years honing and crafting their MX and CX solutions (at massive R&D
expense), and they’re still facing trouble when it comes to aligning CX
with other experience disciplines like user experience and employee
experience. Avaya suggests four tips, under specific headlines, to make
things a bit easier: Getting connected – creating memorable, effortless
experiences; process orchestration – increasing responsiveness;
managing resources – empowering employees; and knowledge and
insights – taking the next-best action.
www.avaya.com

Infinidat helps
enterprises fight off
ransomware attacks

Phil Bullinger, CEO of Infinidat

Infinidat announced the world’s
fastest data recovery capabilities to
significantly enhance its InfiniGuard
appliance for enterprise users. The
new InfiniGuard CyberRecovery
capabilities provide best-in-class
transparent protection of the entire
backup environment “With our
InfiniGuard solution, Infinidat
significantly raises the bar in
ransomware protection with nearinstantaneous cyber recovery,” said
Phil Bullinger, CEO of Infinidat.
www.infinidat.com

Security patches are not a
plan, only part of one

Simeon Tassev, Galix

Patches are undoubtedly an essential
component of a cyber security
strategy. They can be used to address
vulnerabilities, resolve issues or
improve solutions. However, a
patchwork approach alone is simply
no longer sufficient, says Simeon
Tassev, Galix. He says businesses need
a comprehensive plan that includes
patch management and vulnerability
management.
www.galix.com

COMPANY NEWS

CHANNEL
First Technology Group recipient of multiple
Dell Technologies MERAT Partner Awards
At the recent virtual Dell Technologies MERAT Partner Summit &
Awards ceremony, First Technology Group was the honoured recipient
of multiple awards for the South African region. These awards
recognise extraordinary partners who embody Dell Technologies'
commitment to stop at nothing, demonstrating their commitment to
Dell Technologies' solutions knowledge, collaboration and strength of
relationship, and who continue to grow and expand into new industry
segments. First Technology would like to thank its employees for
their hard work and dedication, which have contributed towards this
achievement. Moreover, the group would also like to express gratitude
to its customers and their continued support.
www.firsttech.co.za

NETWORKING
iOCO brings Fortinet’s Secure SD-WAN to local
financial services institution
iOCO, the ICT services business of the JSE-listed EOH Group, has
been chosen to assist a large financial services company in the
implementation of its SD-WAN roll-out. Brett van Rensburg, sales
director for iOCO’s Compute division, says: “We were duly impressed
with the Fortinet Secure SD-WAN offering.” SD-WANs enable
enterprises to communicate across multiple branches.
PIC: Brett van Rensburg, sales director, iOCO’s Compute division
www.networksunlimited.africa

To read the FULL company releases, visit

www.itweb.co.za
Contact sales@itweb.co.za
for any sales enquiries.
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COMPANY NEWS

FINANCIAL
The evolution of payments – where small
businesses can succeed

BUSINESS
GraniteWMS, PCWare head to New York

With the introduction of level one lockdown restrictions, many small
businesses have been eyeing a return to some sort of operational
normality. But with the world of payments being more digital than
ever, they will have to explore new options to meet their customers’
evolving needs. In both the online and offline environment, contactless
(no-touch or remote) payment solutions have experienced significant
growth since the COVID-19 outbreak and this, Standard Bank believes,
will remain at elevated levels and continue to grow. Whether it's
SnapScan, Instant Money or Virtual Card, consumers are paying for
things in new ways. Standard Bank offers a full spectrum of digital tools.
www.standardbank.co.za

GraniteWMS is a simple and effective warehouse management system
designed to suit the needs of a mid-market business. PCWare Business
Solutions provides industry-leading ERP management software
and services to help small and mid-sized companies maximise
productivity. They have an extensive knowledge base within the
warehousing industry, and give expert advice and guidance to help
businesses optimise their potential. Over the past year, PCWare
has partnered with GraniteWMS to implement the warehouse
management solution for three key clients, Dermarite, Quality Frozen
Foods and Foodco, all of whom are mid-sized manufacturers or
distributors based in the New York area.
www.granitewms.com

Standard Bank customers embrace digital
insurance solutions

SailPoint closes acquisition of ERP Maestro

At Standard Bank Insurance, we have focused on online and mobile
insurance products to help our clients remain safe during the
COVID-19 pandemic. Since March, we have seen more and more of
our customers using our digital tools to buy insurance online and to
log insurance claims via our Web site and the Standard Bank banking
app. “Logging an insurance claim via our banking app is quick, offers
great convenience and is safe,” says Dr Nolwandle Mgoqi-Mbalo, head
of Insurance at Standard Bank South Africa. “While we were already
exploring digital solutions before COVID-19, the pandemic has meant
a rapid increase in the number of people choosing to transact with
us online. Adoption has been significant in the short-term insurance
space especially.”
www.standardbank.co.za

INDUSTRY SOLUTIONS
On-demand VPS hosting provided by Absolute
Hosting
On-demand VPS hosting provides a cost-effective VPS hosting
solution that is ideal for short-term projects or where there is a
requirement to host your code or applications online without the
need for lengthy and costly contracts. Absolute Hosting provides AMD
EPYC VPS Daily – a service designed to give you immediate access to
powerful computing at a per-day rate – no matter whether you’re
looking to simply test the VPS service for a day or two before ordering
a long-term solution, or looking to set up a temporary file-sharing
server for a few days to share with friends or co-workers.
www.absolutehosting.co.za

Transaction Junction’s new switch enables
rapid, accurate POS transactions
Transaction Junction offers an end-to-end transaction processing
solution to retailers, which meets all their payment requirements in
what is a digitally transforming environment. To this end, says Lester
Sonemann, head of product at Transaction Junction, the company
recently built its own in-house switch that is designed to handle the
processing of newer payment types, providing the flexibility required
in this digital era. The company’s name for this switch is ‘Imbeko’,
which is a Xhosa term that means ‘respect’ – a phrase Transaction
Junction feels exudes the qualities of reliability and integrity.
www.transactionjunction.co.za

SailPoint Technologies Holdings announced the completion of its
acquisition of ERP Maestro, an early stage SaaS governance, risk and
compliance (GRC) solution. With this acquisition, SailPoint unites
identity security with separation of duties (SOD) access controls
monitoring for an organisation’s most critical applications, like
SAP. “ERP Maestro brings an experienced team with a rich heritage
in ERP-focused audit and compliance, coupled with a SaaS access
control solution that will help us to extend identity security to wrap in
SOD monitoring and access controls for our customers’ most critical
systems, including SAP and others,” said Grady Summers, SailPoint’s
EVP of Products.
www.sailpoint.com

Trust and insurance in a digitally
transformed world
Robert Shaddock, head of Corporate and Business Insurance, and Chris
De Klerk, head of Life Insurance and Innovation at Standard Bank,
say there is a growing fallacy that consumers do not trust insurance
companies. While customers do sometimes have poor experiences,
these remain the exception and not the rule. The truth is that any good
insurer wants to pay out credible claims, but unfortunately instances
where customers feel they have received poor service are often more
talked about .
www.standardbank.co.za

Top benefits of ERP in the manufacturing
industry
The extension of lockdown restrictions weighed heavily on
production in Africa’s manufacturing industries at the start of 2021.
To build up local production capacity and meet these requirements,
companies must synchronise their demand chain with their supply
chain. “In manufacturing, where supply chain, distribution and
service are the foundation of success, intelligent enterprises are using
the latest ERP technologies to gain the edge on their competitors
– from order placement all the way through to execution and
delivery,” says Navin D’Cruz, head of Sales East Africa, Seidor Africa.
“Automation in the factory is nothing new, but the convergence of
the digital and physical worlds has made the transformation of the
supply chain increasingly possible.”
www.seidorafrica.com

June 2021

|

19

INDUSTRY INSIGHT: CLOUD COMPUTING

Power-hungry digitalisation:
How to feed its demand sustainably
The immediate benefits of digitalisation are so breath-taking that
we rarely stop to consider its longer-term impact − an unsustainable
dependency on fossil fuels.

Edward Lawrence, Co-Founder of
Workonline Communications

T

he digital economy has achieved
staggering growth thanks to COVID19-related lockdowns around the world.
Wherever possible, communities,
organisations, individuals and businesses are
using the Internet to stay connected, provide
services and keep the wheels of commerce
turning.
Addressing this has resulted in an
exponential rise in Internet traffic in South
Africa, the continent, as well as globally.
As a director of one of the largest
wholesale Internet providers in Africa, I
have a front row seat to witness the exciting
and necessary increase in the demand for
faster, higher quality Internet services. This
increased demand means networks need to
install more power-hungry devices in data
centres: it takes energy to cool data centres,
run servers, charge mobile devices and keep
the Internet on.
Some of the world’s largest data centres
can each require more than 100 megawatts
(MW) of power capacity − enough to power
around 80 000 households, or a small town.
It’s estimated that global data centres take up
1% of the world’s total energy consumption.
Currently less than 1% of the world’s data
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centre capacity is in Africa but increased
demand is generating phenomenal growth in
this vertical.
Teraco, South Africa’s biggest data centre
operator, recently opened a new data centre
in Johannesburg, with another one already
under way, attracting the world’s leading
cloud computing providers such as Amazon
Web Services and Microsoft Azure.
In addition, PAIX data centres, a PanAfrican provider of cloud- and carrierneutral colocation data centre services,
announced the opening of its Nairobi data
centre in Kenya, as part of the company’s
accelerated African expansion, following its
2018 entry into the West African market in
Accra, Ghana.
And most recently, Africa Data Centres, a
Liquid Telecoms company, announced plans

and burning coal pollutes the air.
In 2019, South Africa saw a sharp decrease
in Sulphur Dioxide (SO2) emissions, bringing
the country’s emissions to their lowest level
on record. How? The fall was most like from
a temporary reduction in coal-fired power
generation, which led to load-shedding. The
country remains a global hotspot for these
emissions and the largest hotspot driven by
coal combustion worldwide.
Innovative energy sources such as
CoalSwitch, an environmentally-friendly
biomass-based fuel that is currently being
tested by major power stations in the United
States, could help solve this. It can be used
in coal-fired power stations and, without
needing to significantly retrofit existing
infrastructure, it reduces harmful sulphur and
carbon dioxide emissions.

It’s estimated that global data centres take up 1% of
the world’s total energy consumption.

to build a 10MW facility in Lagos, Nigeria.
It’s estimated that global data centres
take up 1% of the world’s total energy
consumption.
These investments made by data centre
operators are much needed across the
continent where economies have been
hardest hit by the pandemic. However,
the momentum and immediate benefits of
digitalisation are so breath-taking that, like
many other technological advancements
through the ages, one rarely stops to
consider its longer-term impact; namely, an
unsustainable dependency on fossil fuels.
South Africa’s coal-fired power stations
generate critical energy but we know
extracting coal from the earth ruins the land

It also boasts hydrophobic qualities which
remove the need for expensive climatecontrolled storage or shipping facilities
required by white pellet coal replacement
technology. CoalSwitch, developed and
patented by Active Energy Group, has the
potential to eliminate our dependence
(either in part or completely) on coal-fuelled
power by harnessing our low-value forestry,
agricultural residues and energy crops.
While there are reports that the
expansion of the digital economy and data
usage is not directly correlated to energy
usage and carbon emissions, it’s exciting
to see there are great innovations that are
supporting the drive to improve energyefficiency.

INDUSTRY INSIGHT: STORAGE

Should blockchain tech be regulated
more, or is it too late?
With the POPIA deadline fast approaching, the use of blockchain for
storing personal information may have to come under scrutiny.

Mervyn Mooi, Director of Knowledge
Integration Dynamics (KID)

D

eloitte’s Global Blockchain Survey last
year found that organisations’ concerns
about blockchain technology are fading,
with more businesses now investing in the
technology in areas such as life sciences,
government, banking and manufacturing.
However, the use of blockchain technology
in mainstream business is still relatively new
and unproven for use in areas such as the
protection of personal information.
When it comes to compliance, blockchain
supports legislation in that it provides
consistent history, but it is not fully
supportive of all the provisions of new
protection of personal information legislation.
As we learned from the early coding days
when there were certain logic produced that
delivered startling and risky results such
as “memory leaks” or “dangling pointers”
because programmers had little coding
standards, unpredictable or undesired
behaviour can result from new applications
of relatively unregulated technologies and
open-source code. Considering this, should
blockchain technology be regulated more, or
is it too late?
As I have said before, blockchain
technology may support some areas of data

management very well, but it's not a silver
bullet for compliance. Because blockchain
technology is immutable, it can support
transparency and audit, but this same
immutability presents a challenge when
companies attempt to align with legislative
clauses on how and when data should be
deleted.
The potential clash between the properties
of blockchain and provision for the right to
be forgotten in the European Union General
Data Protection Regulation has sparked some
debate in recent years.
Similarly, the Protection of Personal
Information Act (POPIA) provides for the
deletion of personal information that should
no longer be retained. POPIA states that “a
data subject may request a responsible party
to correct or delete personal information

can these blocks be switched off? Probably
not, unless you destroy the hardware.
The use of blockchain technology in
mainstream business is still relatively new
and unproven for use in areas such as the
protection of personal information.
In aligning with privacy legislation,
organisations must also consider who may
access the data and who the privacy officer
or accountable person is: in blockchains,
entities other than the collecting organisation
might control the data, with no one person
accountable for it.
Ahead of the POPIA compliance deadline,
organisations should be considering how they
will secure, control access to and eventually
delete personal information. They will need
to revisit how personal data is processed and
stored, and whether blockchain is indeed the

The use of blockchain technology in mainstream
business is still relatively new and unproven
for use in areas such as the protection of
personal information.

about the data subject in its possession or
under its control that is inaccurate, irrelevant,
excessive, out of date, incomplete, misleading
or obtained unlawfully; or destroy or delete a
record of personal information about the data
subject that the responsible party is no longer
authorised to retain”.
With the deadline for POPIA compliance
only months away, this right to be forgotten
should not be overlooked in compliance
programmes.
With blockchain working in distributed
nodes, secured by encryption and keys,
personal information may be protected, but

technology best suited for this purpose.
Should blockchain be found fit for
purpose, a need may arise to flag personal
information protected by legislation, as well
as any conditions attached to it to ensure
it is handled correctly. Organisations may
need to take a hybrid approach to using
both blockchain and other platforms and
technologies to remain compliant; they
might look to the creation of a hybrid
‘editable’ blockchain; or industries may
find it necessary to collaborate on private
blockchains dedicated for the handling of
customers’ personal information.
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South Africans believe
automation threatens jobs
By: SAMUEL MUNGADZE, SENIOR NEWS JOURNALIST

ITWeb Security
Summit 2021
Date: 1-3 June 2021
Reimagining security to build digital
resilience and trust. This event
is the South African IT security
sector's most important annual
event, bringing together local and
international experts for three days
of intense fact-finding, networking
and discovery. Featuring plenary
sessions, multiple tracks, demos and
workshops, this is the single biggest
must-attend event for the sector.

ITWeb Security
AWS
A complimentary ITWeb Webinar
Series brought to you together
with AWS
A year after launching its AWS
Africa (Cape Town) Region, AWS,
in collaboration with ITWeb, is
presenting a series of webinars
focused on how the accelerated
rate of digital transformation has
propelled the adoption of cloud
technology, driving growth and
innovation in South Africa.

A

significant number of South Africans
surveyed in a new PwC study want
government to take action and protect jobs
from automation.
The survey, Hope and Fear 2021, found
people are worried that automation is putting
many jobs at risk and the COVID-19 pandemic
has fast-tracked the need for government
intervention.
In SA, automation is extremely concerning,
as the country has an unemployment rate that
is among the highest in the world, and the
pandemic has only served to exacerbate this
challenge, says the report.
According to the study, as companies
accelerate their automation plans and many
jobs continue to be remote, employees
across every sector will need to acquire new
skills that enable them to think and work in
different ways.
In the study, 32 500 workers in 19 countries
were interviewed and painted a picture of a
global workforce that sees the shift to remote
working as just the tip of the iceberg.
Reflecting the fact that COVID-19 has
accelerated a number of workforce trends,
60% of workers globally (compared to 72%
in South Africa) are worried that automation
is putting many jobs at risk, 48% believe
“traditional employment won't be around in
the future” and 39% think it is likely their job
will be obsolete within five years.
In SA, 59% of respondents agree that
“traditional employment won’t be around in
the future” and 67% believe few people will
have stable long-term employment in the
future.
The report says 61% of employees globally
(South Africa: 73%) want their government to
take action to protect jobs from automation.
However, the study says it’s not all gloom,
because since the outbreak of COVID-19,
37% of South Africans say they have adequate
digital skills to enable them to cope in their
current working environment and 94% of
workers say they are ready to learn new skills
or completely retrain in order to remain
employable in the near future.
Furthermore, it says, the majority of
respondents globally (80%) are confident they
can adapt to new technologies entering their
workplace, with 66% of those asked in South
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Africa saying they are “very” confident.
In addition, 49% of respondents globally
(South Africa: 77%) are focused on building
entrepreneurial skills with an interest in
setting up their own business.
Barry Vorster, PwC HR technology and
culture leader, says: “The COVID-19 pandemic
has accelerated the digital transformation of
work, forcing many employees into a fully
remote work environment and challenging
employers to rethink how they support and
engage their workforce.
“The future isn’t a fixed destination. We
need to plan for dynamic rather than static
tomorrows.”
Additionally, the survey reveals how half
of the workforce surveyed report missing out
on career opportunities or training due to
prejudice.
According to the survey, 50% of workers
say they’ve faced discrimination at work,
which led to them missing out on career
advancement or training. Some 13% report
missing out on opportunities as a result
of ethnicity and 14% have experienced
discrimination on the grounds of gender,
with women twice as likely to report gender
discrimination as men.
Some 13% reported discrimination on the
basis of class, with post-graduates and others
with higher qualifications more likely to
report prejudice. Younger people are as likely
as older people to report discrimination based
on age, says the survey.
Locally, 32% of females and 14% of males
say they have been overlooked for career
advancement based on gender discrimination.
Furthermore, 45% of males and 43% of
females say they have also missed out on
career advancement or access to training on
the grounds of race or ethnicity.
“For businesses, the pursuit of a diverse and
inclusive workplace isn’t just about doing the
right thing. Studies have come to the same
conclusion: diversity is good for business.
“Inclusive teams lead to different
perspectives, creative thinking and open
collaboration. A diverse workforce and
deliberate inclusion efforts help drive better
outcomes that can actually lead to the broader
economic development of our society, which
benefits everyone,” Vorster comments.

IT IN GOVERNMENT

Microsoft, PSETA invite youth to
apply for digital skills training

Top Jobs
Training and
Development Manager
ACCENTURE
SAP Enable Now Success Factors

By: SIBAHLE MALINGA, ITWEB SENIOR NEWS JOURNALIST

M

icrosoft has partnered with the
Public Service Sector Education and
Training Authority (PSETA), to extend its
global skills training initiative to provide 20
000 additional young South Africans with
critical digital skills.
An entity that reports to the Department
of Higher Education and Training, PSETA is
one of the 21 Sector Education and Training
Authorities established in accordance with
the Skills Development Act No 97 of 1998.
Launched in June last year, in the middle
of the COVID-19-induced lockdown, the
Microsoft global skills development initiative
was aimed at helping to create employment
opportunities by training 25 million people
worldwide in digital skills by the end of 2020.
As part of the initiative, the tech giant
had partnered with several stakeholders,
including its subsidiary LinkedIn, e-learning
platform GitHub Learning Lab and youth
development NPO Afrika Tikkun, which
hosts and facilitates access to its e-learning
programmes.
PSETA will support unemployed learners
to access this opportunity and promote the
initiative through its networks to ensure as
many unemployed learners as possible have
free access to the best resources, to improve
knowledge and capabilities, according to
Microsoft.
This includes leveraging partnerships
with other public sector entities in
opening up access to libraries, computer
labs, community halls and Technical and
Vocational Education and Training colleges,
as well as assisting with the Internet
connectivity needed to participate in, and
complete the training and certifications that
will help their employability by bringing
them into the digital economy.
“When young people are not able to enter
the labour market or find opportunities for
further education or training, we are losing
the potential of these youth to contribute to
our economy, productivity and growth,”
says Thulani Tshefuta, chairperson of the
PSETA Accounting Authority.
“Government’s Economic Reconstruction
and Recovery Plan seeks to actively change
the economy towards positive growth.
This requires an active and immediate

Gauteng

adaptation by the post-school education and
training system and will require a range of
stakeholders, including government, private
sector and educational institutions, to engage
in continuous, structured consultation,
collaboration and co-ordination.”
This latest partnership builds on the
momentum of Microsoft’s global skilling
initiative, which the company says has helped
nearly 300 000 people in SA gain access to
digital skills like software development, data
analysis and customer service specialisation
since last June.
In October last year, Microsoft South Africa
provided a $150 000 (over R2.5 million) grant
to Afrika Tikkun, which helps young people
from underserved South African communities
through its holistic cradle-to-career model
that includes skills development and work
readiness programmes.
This grant, according to the company, was
used to extend the reach of digital skills to
more South Africans by recruiting job-seekers
into the global skills initiative programme;
assessing job-seekers to determine the
best learning pathway for them, as well as
supporting and incentivising them to access
and complete at least one learning pathway;
enrolling and helping job-seekers with formal
certification; and sourcing work experience,
job placement and entrepreneurial
opportunities.
“South Africa’s youth, particularly those
from underserved communities, have borne
the brunt of the economic crisis precipitated
by the pandemic,” says Onyinye Nwaneri,
CEO of Afrika Tikkun Services.
“Unemployment has risen to 32.5% − 7.2
million people unemployed in the fourth
quarter of 2020 – and many of these are
young people desperate to gain future-ready,
relevant skills that will help make them more
employable.”
Lillian Barnard, MD of Microsoft SA,
points out that digital skills are the key to
employability and economic growth.
“Research has found that the most critical
future skills that businesses will continue to
require in the next five years are all digital,
with data analysts, data scientists and
machine learning specialists topping the list of
the most in-demand roles."
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Negotiable
Ref No: 284259

SAP ABAP Consultant
ACCENTURE
4 years of development in ABAP experience
Gauteng
Negotiable
Ref No: 284261

System Administrator –
DevOps (Azure)
FALCORP
Manage and resolve open tickets
in a timely manner
Gauteng
Negotiable
Ref No: 284271

SAP Functional Analyst
SHOPRITE
SAP Planning and Procurement
Cape Town
Negotiable
Ref No: 284268

Big Data Developer
ABSA
The roles require experience with both
Hadoop and Kafka
Gauteng
Negotiable
Ref No: 284272

Please visit www.careerweb.co.za and insert the
unique reference number in the job keyword search box
to view more details and to apply.
CareerWeb has over 200 leading companies posting an
average of 230 fresh ICT jobs weekly – it is the place to
search for your ideal ICT job.

EMAIL: ernie@careerweb.co.za
CALL: 011 807 3294

COMPANY NEWS

TECH FORUM

Sean Fowles, New Business Sales,
Seidor Africa

Can ERP implementation
happen remotely?

Women supporting women – in an age of
FemmeTech

In the new world of work, traditional
on-site project build is not the most
convenient choice. This is leading
many ERP providers to offer remote
implementations for their clients.
“Remote project implementation is
not new,” says Sean Fowles, New
Business Sales, Seidor Africa. “Offsite consultancy for ERP project
implementations has always been
available.”
www.seidorafrica.com

Lelanie Du Plessis: Executive Personal Assistant at Altron Managed
Solutions, says FemmeTech obviously refers to the industry that has
been created to promote advances in women’s health. Given that
more than half the world’s population are women, we should be
able to assume that females make up half of the management pool in
companies. But, sadly, that is not yet the case. So, let us make a case
for women to support other women in the workplace. Emotional and
psychological health in the workplace can have an enormous impact on
productivity. With a bit more awareness, we can support each other.
www.altronmanagedsolutions.co.za

Don't jump into cloud before exploring legacy
integration
If you aim to include your legacy mainframe applications in your
digital transformation project, don't just jump to the cloud. mWtech
offers creative, unobtrusive and lasting integration solutions that
will also expand your knowledge around cloud migrations, says
Middleware Technologies. Many organisations make the mistake of
leaping uncritically into a cloud-first world. There are so many ways
digital transformation could go wrong. Cloud services and platforms
are but a few options in the digital transformation toolbox. Your
destination is a digital-first business that leverages technology to reach
its goals. The cloud might be a part of that destination, but assuming
this at face value leads to mistakes.
www.middlewaretechnologies.co.za

POPIA deadline looms large for healthcare
practitioners
With the cut-off date for compliance with the Protection of Personal
Information Act (POPIA) fast approaching, healthcare providers are
urged to update their personal information handling processes before
1 July 2021. As Dirk Hammann, legal adviser to Altron HealthTech,
explains, the new POPIA law stands to impact how healthcare
practitioners process, capture, store and transmit patient data.
Furthermore, healthcare providers are responsible for ensuring
compliance. “The obligation for compliance with POPIA is on the
‘responsible party’ – meaning a person or body who, alone or in
conjunction with others, determines the purpose of and means for
processing personal information.”
www.altronhealthtech.com

HARDWARE
The programmer's oath – an iOCO perspective
Software is all around us – almost everything has a software
component. Without it, banks and hospitals would grind to a halt,
transportation would be non-existent and telecommunications would
go silent, says Denzil Govender, iOCO head of technology. Govender
says: “As software engineers, on a daily basis, it doesn’t often feel
like we are faced with moral and ethical decisions. Usually, we are
trying to figure out how to implement a solution, or how to fix some
bug.” He adds that there is a really useful set of rules developed by the
IEEE Computer Society, which unpacks the moral and professional
commitments of software engineers.
www.ioco.tech

COMPANY NEWS

How e-commerce success is tied to an efficient
labelling process
Online retail stores have been active for over a decade and are
constantly growing in order to provide myriad different options for
buyers. Poor quality labels are still common and can significantly
impact the ongoing profitability and customer service of a business.
So, what is the link between a great labelling process and success in
e-commerce, and how can you tick all the right boxes for your online
business? Brother offers tips: avoid wastage, ensure compatibility with
delivery companies, look for a speedy set-up and seek out portability.
With Brother’s diverse range of labelling solutions, it is simple to both
keep track of your inventory and get accurate delivery too.
www.brother.co.za

To read the FULL company releases, visit

www.itweb.co.za
Contact sales@itweb.co.za
for any sales enquiries.

24

| June 2021

Rooftop gardens -

landscape innovation
Rooftop gardens and green roofs have been around for many decades,
especially in highly populated urban areas such as cities and towns. Initially,
rooftop gardens were used mainly to provide insulation in cold northern
hemisphere climates. These days, with limited ‘green’ space, rooftops gardens
are used to reduce the heat island effect in cities, reduce stormwater run-off
and flash-floods, create small safe havens for insects and birds, and beautify
the environment. In essence, this is a creative and functional way of reducing
reliance on municipal water, saving water, and preventing pollution.
Rooftop gardens can be as simple as a few container plants artfully arranged
in an open space, or as complex as a fully waterproofed and vegetated roof
surface. In a rapidly growing urban environment with limited space, many
people are choosing to live in flats, apartments, and townhouses. A rooftop
garden or landscape is ideal for those living in homes without gardens.
They make use of unused or underused space and are great for plants and
veggies that require full sun. Veggies such as tomatoes, cucumbers, peppers,
peas and beans, tall corn and rambling squashes, carrots, radishes, beets,
kohlrabi, fennel, potatoes, and onions are ideal for rooftop food gardens
(but may require some protection from the wind in some areas). If you are
looking more at an aesthetic landscape, consider hardy, sun-loving, locally
endemic plants such as indigenous Highveld grasses, succulents or fynbos
(all appropriately hydrozoned).
Remember that there are a number of factors to consider when implementing
a rooftop garden or landscape:
• Make sure your structure/building/roof can support the load of a rooftop
garden (Engineering requirements will apply). Using lightweight planting
materials such as vermiculite, perlite, and sphagnum moss alleviates the
problem of weight, and absorb and hold water well.
• Rooftop environmental conditions such as full sun and strong wind
can be tough on plants. If necessary, provide shading for more delicate
plants, and buffers (for users and plants) to prevent excessively windy
conditions.
• Speak to an expert if you are interested in implementing a fully planted
green roof. You may need to consult with a structural engineer or architect
to conduct a structural analysis of your building.
• A simpler, more cost-effective solution is to use containers and raised
plant beds. Lightweight containers are ideal as they are portable, flexible
in use, and affordable. You can really get creative and can easily change
the design as required!
Rooftop gardens are environmentally-friendly, water–saving, creative,
innovative, space-saving solutions to a limit in garden and landscape space.

www.randwater.co.za and click on the Water Wise logo
FOR FURTHER INFORMATION ON WATER WISE, PLEASE CONTACT US ON: 0860 10 10 60

The Public Sector ICT Forum was established in 2016 to provide
a focused platform and opportunity for public sector ICT decisionmakers to come together to engage and discuss topics that are
key to the local public sector.

Directed by a board made up of government IT officers (GITOs) and chief information
officers (CIOs) and including representatives from SITA and GITOC, the forum provides
online and event-based thought-leadership and knowledge-sharing platforms.
The forum gives CIOs the opportunity to listen to and engage with leading local and
international speakers to provoke dialogue, spark ideas and generate concepts that can
be taken back to their areas of work. This is an informal community that encourages
collaboration and thought in the name of improved service delivery.

This is an exclusive community for top-level public sector
ICT decision-makers: the CIO, GITO or DG/DDG focused on ICT
strategy within your government department (national or
provincial level) or at a parastatal. Membership is free, but
applications are vetted to ensure exclusivity.

To become a member, please go to
bit.ly/2psg2E6
or email us on
PSICTF@brainstormmag.co.za
or tweet us @PSICTForum

