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It’s no secret that Africa’s data centre market is growing. Last
year in April, South Africa made the hyperscaler headlines
when AWS announced it was setting up shop with the AWS
Africa Region in Cape Town. There has been a flurry of activity
in the space with the likes of Teraco, Rack Centre and Africa
Data Centres all releasing affiliated news.
Which is why it’s particularly relevant for us to feature our
Data Centre survey in this edition, jam-packed with details of
data centre capacity and strategies, highlighting the prevailing
relevance of the in-house data centre approach as well as a
significant shift towards a combination of in-house and colocation.
In this edition we also unpack the importance of the
customer journey and business’ response in the Customer
Experience survey. The stats suggest that CX is foremost
on the minds of business owners amid heightened market
competition.
As Marc Emert, Solutions Specialist for SAP Africa
Customer Experience, puts it: “Customer experience, now
more than ever, is increasingly important and is seen as a key
differentiator.”
Also in this issue there is more on HR cloud backup and
tips for optimised IT security, which remains a bedrock in ICT
strategy development and application.
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Drive business payback with application
performance management
The artificial intelligence for IT operations stack, starting with application
performance management, is an incredible service delivery enabler.
benefits listed:
• Higher productivity
• Reduced operational costs
• Decreased reliance on costly experts
• Greater customer satisfaction
• Business continuity – reduced downtime
• Greater innovation
• Better end-user experience
• Increased sales and revenue and more

The importance of APM
NOMSA SAMSODIEN, Senior consultant at CA
Southern Africa.

G

artner defines application performance
management (APM) suites as one or
more software and/or hardware components
that facilitate monitoring to meet three main
functional dimensions: digital experience
monitoring; application discovery, tracing and
diagnostics; and lastly, artificial intelligence for
IT operations (AIOps) for applications.
This is a very high-level, technical definition
of something I prefer to define as simply
an incredible business and service delivery
enabler. APM is all about bottom-line business
benefits. The extraordinary value proposition
it offers is something that all businesses and
public sector entities need to get onto their
radar.
To break it down further, APM is usually
accomplished through the use of software
tools. It involves tracking system metrics and
producing visualisations that are designed to
provide DevOps teams with important data
regarding system performance. This provides
vital context for pinpointing the source of
application issues as quickly and efficiently as
possible.
A list posted on APM Digest, and billed as
possibly the most important list it has ever
shared, focuses very clearly on the bottomline benefits of APM, which it also notes is the
ultimate reason for deploying it – it is there
to drive payback to the business. This list of
benefits is described as the common ground
between business and IT both sharing the
ultimate objective of achieving their mutual
goals.
Below I include some of the more notable
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Looking at the impressive list of benefits, there
can be little dispute that APM is immensely
important and that deploying these solutions
to monitor and manage the availability, and
performance, of an organisation’s software
applications is not an option but a business
imperative.

includes additional monitoring; for example,
network, log management and more.
While the APM market has matured and
stabilised, there is still evolution within
this space and among several of the leading
providers as they continue to address evolving
application architectures and customer
requirements.
For example, augmenting APM with
artificial intelligence (AI) and machine
learning (ML) helps to make sense of the vast
amount of data that can be produced by the
increasing number of available technology
monitoring agents.
The ongoing addition of AI and ML to
APM solutions, however, brings it into the
AIOps functionality arena. The core of AIOps
platforms can include ML, performance base

APM companies are quickly becoming some of the most
important players in the IT landscape as enterprises
strive to deliver best-in-class customer experiences.

Gartner also reports that APM companies
are quickly becoming some of the most
important players in the IT landscape as
enterprises strive to deliver best-in-class
customer experiences. In this same report,
Gartner notes that in 2018, the APM market
was valued at $4.6 billion, and predicted this
figure would nearly double within just a few
years, reaching $8.7 billion by 2023.
APM companies are quickly becoming
some of the most important players in the IT
landscape as enterprises strive to deliver bestin-class customer experiences.
To really grasp the key role APM can play
in any organisation, one needs to understand
where it came from and where it is now.
It has changed over the years; originally it
was simply the monitoring of applications’
components and the user experience. Today,
it encompasses anything relating to the
performance of the application and often

lining, anomaly detection, automated root
cause analysis and predictive insights.
While this functionality is being added to
today’s APM solutions, it is constrained by the
data that is collected; a reason why vendors
continue to increase the service, system,
network, log, etc, data that is collected.

APM’s evolution to AIOps
Traditional monitoring solutions require
specialist human intervention and cannot
proactively mine data, nor can they
automatically surface actionable insights or
take self-healing actions. Today's advances in
the development of low-cost computing and
data science has laid the foundations necessary
to apply to make the shift from human-driven
‘ITOps’ to machine-driven ‘AIOps’.
Three major waves in APM have been
identified and categorised into the challenges
of black box, topology and big data.

COMPANY NEWS

BUSINESS
Chillisoft drives digital transformation
Chillisoft, a values-driven professional software development
house, assisted HOMii, a property development company, to realise
its vision of becoming a prop-tech disruptor. Riaan Backer, CTO:
HOMii Lifestyle, said the three key factors influencing his decision
when sourcing the right vendor were “price, the vendor’s ability to
understand our business and articulate the right technical solutions
and a collaborative team that would not be afraid to push back if we
were going down the wrong path”. Backer said the difference with
Chillisoft was that it first sought to understand (and buy into) the
project’s deliverables and was committed to showing value to the
business early on.
www.chillisoft.co.za

The benefits of an agile point of sale
enablement
Digitisation is increasing the number of ways customers choose to
interact with point of sale (POS) devices. Agility in the POS platform
is key to keeping pace with this evolution. here is little doubt that the
rapidly evolving point of sale (POS) landscape and the growing number
of digital applications and mobile payment methods is exciting for
many retailers. However, it is also challenging, as the POS environment
must be made more agile and flexible. This is due to the sheer pace of
change in the digital era, which means only those businesses capable of
rapid evolution will ultimately succeed.
www.transactionjunction.co.za

SAIPA and ISACA SA
Chapter announce
signing of MOU

Nihilent secures patent for PROLICY-D
Nihilent, a global consulting and change management company that
uses a human-centred approach to problem-solving, has secured the
patent (SA Patent No 2019/06429) for ‘Product Lifecycle Development’
(PROLICY-D). This is the first instance in Nihilent’s knowledge that
a design-thinking led product development framework has been
awarded a patent anywhere. This patent comes against the backdrop
of almost five years of extensive deliberations and research. This
prestigious patent is a manifestation of our years-long understanding
and solving customers’ latent demands. PROLICY-D defines the
product life cycle and the need for an ingrained design-thinking led
holistic product development approach.
www.nihilent.com

Networks Unlimited Africa brings festive season
cheer to Tembisa school

Shahied Daniels, CEO, SAIPA

On 5 October 2020, the
Information Systems Audit and
Control Association South Africa
Chapter NPC (ISACA SA Chapter)
and South African Institute
of Professional Accountants
(SAIPA) signed a memorandum
of understanding to establish a
platform for focused activity that
will see both bodies constructively
collaborating in the interest of
developing professions in the
country.
www.isaca.org

There is no doubt that it has been difficult for many local companies
to survive during 2020. Imagine, how much more challenging it must
have been for worthy causes like The Love Trust and its beneficiary,
Nokuphila School in Tembisa, Midrand? This is the question asked by
Anton Jacobsz, CEO at Networks Unlimited Africa, a leading valueadded distributor within the sub-Saharan African market. He explains:
“The Love Trust is a South African non-profit educational organisation
which has, to date, reached over 20 000 primary and secondary
beneficiaries in disadvantaged communities. A team from Networks
Unlimited has once again gone the extra mile during December.
www.networksunlimited.africa

Quest acquires Quadrotech
Quest Software, a global systems management and security software
provider, announced the acquisition of Quadrotech in November,
strengthening Quest’s position as the premier vendor for modernising
Microsoft environments. Since 2011, Quadrotech has been a leading
software provider offering management and migration solutions for
Microsoft 365/Office 365, filling major needs for organisations as
Office 365 adoption soars during the shift to remote work. Quadrotech
solutions will add significant value to Quest’s offering, including new
Office 365 multi-tenant management capabilities for customers and
MSPs. Quest’s Microsoft Platform Management solutions are the go-to
for customers seeking to migrate, manage and secure their Microsoft
environments.
www.quest.com

Andre Muller (CFO, Quantum Foods) and Frikkie Grobler (CEO, Logicalis SA)

Partnership with Logicalis SA empowers food
producer to take quantum leap
Quantum Foods, the South African diversified feeds and poultry
company, has taken a significant step in its digital transformation
journey by signing a milestone contract with Logicalis SA for managed
IT services as an extensive outsourcing project. The agreement is set to
move the agriculture producer into a new phase of IT efficiency.
www.za.logicalis.com
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Routed achieves
VMware principal
partner status
Routed, a local vendor-neutral
cloud infrastructure provider,
has achieved VMware principal
partner status as a cloud provider.
The status reflects Routed’s levels
of competency achieved to date,
revenue and overall presence
in the VMware ecosystem. The
principal partner status was
recently announced by VMware
within its VMware Partner Connect
programme.
www.routed.co.za
Routed MD Andrew Cruise

First Distribution, InteleX Vision agree to
distribution partnership for Africa
First Distribution, the leading pan-African distributor for cyber
security, data centre, cloud, surveillance and IOT solutions, after
signing an agreement with InteleX Vision, will distribute its iSentry
video surveillance analytics suite of software. iSentry is an artificial
intelligence solution set designed to analyse CCTV cameras in real-time
and give relevant information to controllers immediately in the form
of video alerts that are enriched through multiple data points. Focused
on the capability enhancement of a human operator to effectively
manage huge amounts of live video in real-time, iSentry adds instant,
contextual visual insight to the video footage generated by a largescale CCTV deployment.
www.firstdistribution.co.za

ASUS announces latest ZenBook Series and
Tilting ScreenPad Plus at CES 2021
ASUS has announced the latest laptops in the premium ZenBook
series, headed up by the 15.6-inch ZenBook Pro Duo 15 OLED
(UX582) and the 14-inch ZenBook Duo 14 (UX482), which are both
recipients of prestigious 2021 CES Innovation Awards. These new
two-screen models introduce the tilting ASUS ScreenPad Plus, a
full-width secondary touchscreen with a new auto-tilt mechanism
that improves readability, aids cooling and works seamlessly with
the main display for effortless multitasking and creativity. “We were
very proud to be the first laptop vendor to introduce dual screen
laptops to the world in 2019 – ZenBook Duo/Pro Duo,” the company
stated.
www.asus.com

ROG unveils Flow X13 convertible gaming
laptop, XG Mobile external GPU
ASUS Republic of Gamers (ROG) has announced the ROG Flow X13, the
first 2-in-1 convertible ROG gaming laptop, and the ROG XG Mobile,
an innovative ultraportable external GPU that augments the Flow
X13’s gaming performance and connectivity. “ASUS has always been
known for passion to innovations and we are happy to introduce a
new breakthrough product – ROG Flow X13 – which is not just a new
single product. We saw a demand in extra powerful 13-inch laptops a
while ago and decided to combine ultimate gaming performance with
the best ultra-portability you could ever imagine,” said Benjamin Yeh,
ASUS East EMEA GM, PC and Gaming.
www.asus.com

Laserfiche recognised
as 2020 Gartner Peer
Insights Customers’
Choice

Software AG to improve municipal service
delivery though Aflent Business Solutions
partnership
Enterprise software company Software AG has partnered with Aflent
Business Solutions (ABS) to deliver the Smart City Solution (SCS) that
will help improve service delivery in all municipalities. According to
Coley Zephenia, chief executive at ABS: “SCS offers a multidimensional
digital transformation capability for municipalities of different sizes.
To effectively achieve this, the solution consists of a government-wide
enterprise architect (GWEA) compliant architecture and contains
standardised end-to-end municipal processes.” SCS provides
municipalities with a solid foundation for embarking on successful
automation journeys, managing compliance and any other municipal
business requirements.” SCS is a versatile and structured platform to
conquer the information chaos in municipalities.
www.softwareag.com

Marcell Otto, software product
specialist at Kyocera Document
Solutions South Africa

Laserfiche, a global provider of
intelligent content management
and business process
automation, has been named
the 2020 Gartner Peer Insights
Customers’ Choice for Content
Services Platforms (CSPs).
Customers gave Laserfiche a 4.8
average overall rating (out of 5.0)
in the CSP market, based on 158
ratings over 12 months.
www.kyoceradocumentsolutions.co.za

COMPANY NEWS
To read the FULL company releases, visit

www.itweb.co.za

Contact sales@itweb.co.za for any sales enquiries.
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Transaction Junction makes paying easy at
Seattle Coffee Company

Pelagic Marine Services drives operational
excellence with FlowCentric Processware

Seattle Coffee Company understands that while its business is coffee,
customer service is equally critical. To this end, it has partnered with
Transaction Junction to make both payments and tipping a simple
and easy process. Bradley Rossiter, GM at the Seattle Coffee Company,
said: “Now, thanks to Transaction Junction, the entire POS system is
connected, meaning that all payments are facilitated by the PIN Entry
Device on the front counter. This makes cash-ups simpler, reduces
invoice tallying errors and means there is no handling of the credit card
device by employees. Now the customers simply tap and go or use the
PED in front of them.”
www.transactionjunction.co.za

Pelagic Marine Services uses the FlowCentric Processware BPM
Platform to tightly manage barge deliveries to Rottnest Island, a
protected nature reserve located 19 kilometres off the coast of Perth,
in Western Australia. The Rottnest Barge Service, which is owned
and operated by Pelagic Marine Services, has transported nearly all of
the freight used for construction on the island, including the trucks
and construction equipment. “In addition to construction materials,
Rottnest Barge Service transports food, linen for the hotels and other
consumables to Rottnest Island,” explained Martie du Plessis, Business
Development Manager at FlowCentric Technologies Australia. Pelagic
Marine Services continues to improve on existing processes.
www.flowcentric.com

Companies: Keep connected
Today’s end-users need mobility and teleworking options more than
ever. ScopServ’s softphone SCOPCOMM rivals any desk phone in
terms of features and quality, while being very easy to deploy. It can
operate under two communication protocols. Either via a Web page
and the HTTPS protocol or delivered by the SIP protocol via a mobile
application. Both of these modes of operation are supported by all
operating systems, computers and mobile phones. It adapts to changes
in the network to provide the best possible communication quality
at all times, even when the connection fluctuates, reducing the usual
drops and echoes.
www.scopserv.co.za

Long-standing
partnership brings
about new era in directto-card printers

Nico Els, GM: Card Personalisation,
ACS, a division of Altron

A partnership that has spanned
over two decades between
Altron Card Solutions (ACS)
and global leader Entrust has
enabled ACS to firmly position
itself as the country’s foremost
card personalisation solutions
provider. ACS and Entrust
provide card personalisation
solutions for desktop issuance
(DI), financial instant issuance
(FII), card bureaus and
government institutions.
www.altron.com

Enghouse Interactive’s flagship contact centre
solution achieves certification
Enghouse Interactive has announced that its flagship contact centre
solution, Communications Centre, has become one of the first to have
passed certification testing under Microsoft Teams’ new certification
programme, Connected Contact Centre. This certification for
independent software vendors is a mark of quality aimed at providing
customers with the assurance that each participating partner's solution
has been tested and shown to provide the quality, compatibility and
reliability expected from Microsoft solutions. Alex Black, chief technical
officer, Enghouse Interactive, said: “For our customers, the certification
means Communications Centre has received the quality stamp of
approval, assuring them that our solutions meet Microsoft’s stringent
standards.”
www.enghouseinteractive.co.uk

American Hospital Dubai creates better
connected healthcare experiences with Avaya
American Hospital Dubai (AHD), one of the pioneering private
healthcare providers in the region, has partnered with Avaya to
improve patients' outcomes with superior call centre operations
and customer relationship management capabilities that personalise
the patient experience, simplify access to care and help streamline
operations. The technologies implemented align with American
Hospital Dubai’s healthcare delivery transformation journey. The
partnership sees American Hospital Dubai adopt a comprehensive
suite of digital contact centre services that will enhance its teams’
ability to communicate with patients along their health journey.
Avaya OneCloud CCaaS solution, complemented by a range of apps, is
designed to create a fully connected patient experience.
www.avaya.com

ICT INSIGHT
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DATA CENTRE SURVEY
By ALISON JOB

SA lags in cloud adoption
ITWeb, in partnership with CommScope, conducted a Data Centre Survey to find
out the current status of South African organisations’ data centres.
EMEA, it seems that local businesses have
a relatively low uptake of cloud-based
services.”
Nearly half (47%) of respondents plan
to change their storage vendors over the
next 12 months, while 36% are looking
at changing their virtualisation software
and server vendors. 35% are considering
changing their security vendors and a third
(32%) may change networking suppliers.
“The fact that almost half of respondents
will change storage vendor says they’re
probably shopping around for better
services versus cost, which is a good thing
as a reactive market is good for everyone.
There seems to be a lack of loyalty towards
specific vendors in general. We’re seeing

data centre strategy more than once a year,
and a third (32%) review it annually. A low
percentage - 8% - review it less than once
a year. A quarter (24%) weren’t sure how
often their data centre strategy was reviewed.
“A data centre strategy is critical in today’s
market. The CTO, COO and CFO need to
constantly re-evaluate how they can optimise
the business’s offering as well as their
investment in the data centre. At the heart of
an organisation’s capability, the data centre
requires a proper strategy to support it.”
Data centre modernisation plans included
migration to the cloud (59%), with
colocation and managed services (29%)
and consolidation (12%) also featuring.
“Cloud-based services represent a marriage

RIAAN GRAHAM, DIRECTOR ENTERPRISE
FOR COMMSCOPE SUB-SAHARAN AFRICA

T

he survey ran online for three weeks
during November 2020 and sought
to uncover how much companies were
planning on investing in their data centres
over the next 12 months, what’s driving
growth in data centre capacity and how
often data centre strategies are reviewed.
A total of 110 responses were captured,
with 59% of respondents being at executive
or middle management level, working in a
range of industries, with 66% of respondents
coming from the IT, government and
financial sectors.
According to the survey results, 36% of
respondents have an in-house data centre,
while 32% use a combination of in-house
and co-located data centres, and 11% use a
co-location facility. The remainder (22%)
use cloud services. Riaan Graham, Director
Enterprise for CommScope sub-Saharan
Africa, comments, “A fair margin of
businesses still favour in-house data centres,
although we’re seeing a distinct move
towards co-location. I would have expected
to see stronger adoption of cloud-based
services, but this statistic could be owing
to security concerns, a lack of data centre
infrastructure or even cost. Compared to

6
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Compared to EMEA, it seems that local businesses have
a relatively low uptake of cloud-based services.

a more dynamic market with a growing
number of players emerging, offering
businesses options in terms of service and
cost.”
Data centre investment is expected to
increase over the next 12 months by 64% of
respondents, while 18% expect it to remain
flat and 17% expect it to decrease. Graham
says this is to be expected, with a number
of data centres under construction in South
Africa. “There’s always rapid uptake of
new data centres that offer proper storage,
security and value to the market.”
Growth in data centre capacity is being
driven by a myriad of things, with a
combination of data volumes and number of
applications heading the list (38%) followed
closely by just data volumes (37%) and just
number of applications (16%).
Some 36% of respondents review their

between risk and reward and while cloud
saves costs and is scalable, businesses are
concerned about security.”
Asked to rate how critical it is for them to
have enhanced application performance with
close to zero downtime, 89% of respondents
said it was extremely important, with 11%
saying it was somewhat important. “I’d
say that the 11% are obviously not in key
industries or impacted by real-time data
connectivity or transfers,” says Graham.
Three quarters of respondents (76%) say
they have a strategy to move to the cloud
but, interestingly, 24% have no plans to
migrate to the cloud. “This statistic indicates
that while businesses have a strategy for
cloud, they haven’t pulled trigger just yet.
Again, this leaves us lagging behind the US
and Europe on cloud adoption,” concludes
Graham.

Datacentre SURVEY

DATA CENTRE SURVEY

What is the current status of your organisation's data
centre?

Do you plan to change your vendor of choice for any
of the following elements over the next 12 months?
Storage

We have
an
in-house
data
centre

36%

We have an in-house data centre

47%

Storage

47%

Server

36%

36%

We are using a combination of own data centre and
co-location

32%

Virtualisation software

36%

We are using cloud services

22%

Security

35%

We are using a co-location facility

11%

Networking

32%

In the next 12 months, do you expect your data
centre spending to:

What is driving the growth of your data centre
capacity?

80
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10%

17%

20

Increase

37%

35

64%

60

0

38%

Other

5
0

Both (data
volumes and
number of
applications)

Data volumes

Number of
applications

March 2021

|

Don't expect
any growth

7

Datacentre SURVEY

DATA CENTRE SURVEY

How often do you review your data centre strategy?

More
than once
a year

36%

More than once a year

36%

Once a year

32%

Not sure

24%

Less than once a year

8%

If your company is planning to modernise its data centre,
which of these options do you plan to choose?

12%

Consolidation

29%

Colocation/managed services

59%

Migrate to the cloud

Do you have a strategy to move to the cloud or prefer
to have an on-premise data centre?

How critical is it for you to have enhanced
application performance with close to zero
downtime?

Extremely
important

89%

8

76%

Yes we
are
moving to
the cloud

Extremely important

89%

Yes we are moving to the cloud

76%

Somewhat important

11%

We have no plans to migrate to the cloud

24%
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No speed limits. No boundaries.
In today’s data centers, speed is everything. Bandwidth demand is growing. Latency
requirements are shrinking. To keep up, you need more fiber density, faster links, the ability
to scale on demand, and an automated infrastructure management system to keep it all up
and running. You need CommScope.
The migration path to a high-speed data center can be hard to follow—unless you’re guided
by a trusted expert who knows the way. CommScope’s unrivaled technical resources, deep data
center experience and innovative infrastructure solutions are ready now to help you make
the move to a high-speed future.
Ask us about developing a sustainable migration strategy that will take your data center
to where it needs to be tomorrow—fast.

Contact MEAMarketing@commscope.com
or learn more at commscope.com
© 2021 CommScope, Inc. All rights reserved. AD-113384-EN
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Stratus edge computing platforms deliver
speedy payback
Stratus Technologies, a global leader in simplified, protected,
autonomous edge computing platforms, announced the results of
a new ROI assessment study by Nucleus Research, which found
that companies deploying the Stratus ztC Edge computing platform
achieved more than 230% ROI and payback in less than eight months
from their investment, on average. The report cited significant
benefits related to overall cost savings, cost avoidance and improved
productivity when using Stratus’ zero-touch edge computing
platform. In addition, Nucleus Research unveiled a ROI methodology
for organisations to use when considering edge computing
investment. On average, ztC Edge customers recovered the cost of
their initial Stratus investment in 7.6 months.
www.stratus.com

The key to successful cashflow management
While many businesses having slowed down during December
and January, it is critical that business owners pay close attention
to their cashflow situation during this period to ensure continued
success in the new year. Gary Epstein, Managing Director at EasyBiz
Technologies, says several businesses are still feeling the aftershocks of
the COVID-19 lockdown and restrictions. “The pandemic, combined
with the December/January slow-down, means business owners need
to be more vigilant than ever when it comes to ensuring adequate
cashflow, especially if there are bonuses to pay on top of the usual
month-to-month expenses,” he adds.
www.easybiztech.co.za

INDUSTRY SOLUTIONS
Merchant Capital, Altron
HealthTech launch
business funding for
medical professionals

BUSINESS
Bidvest Mobility achieves BEE level one rating
Bidvest Mobility, a division of Bidvest Paperplus and member
of the Bidvest Group, recently achieved a BEE rating as a level
one contributor. Simon Grisdale, managing executive at Bidvest
Mobility, commented: “We achieved level one by ensuring that
we aligned our business and BEE strategies. In addition, our team
focused on all five elements of BEE, thereby improving our status
across the board. “What we are particularly proud of is our skills
development, where a lot of resources were invested in training
and upskilling our staff. This has not only benefited our business,
but also all of our stakeholders.”
www.bidvestmobility.co.za

Andrew Brown, operations
executive at Altron HealthTech

A goal without a plan is a
wish
As executives shift their focus
to 2021, they continue to face
uncertainty about how the global
pandemic and customer preferences
will impact their business. There’s
enormous pressure to digitise while
simultaneously right-sizing their
spend. Werner Engelbrecht, GM at
Kyocera Document Solutions South
Africa, remains cautiously optimistic
about the industry.
Werner Engelbrecht, GM at Kyocera
Document Solutions South Africa

Alternative lender Merchant Capital
has launched a partnership with
Altron HealthTech to provide a
bespoke financing solution to South
African medical professionals
looking to grow their practices or
meet the challenges brought about
by COVID-19. The new solution,
MediAdvance, is a cash advance
solution designed specifically for
medical practice owners.
www.altron.com

Launching work-fromhome MPS Connector

The work-from-home MPS
Connector

www.kyoceradocumentsolutions.co.za

Technology Corporate Management
(TCM) has launched an industryleading solution, the work-fromhome MPS Connector, which will
enable seamless managed print
services (MPS) integration. The
distinctive MPS Connector provides
companies with professional
features like data collection and print
behaviour tracking while removing
the burden of high printing costs and
manual interventions.
www.tcm.co.za

COMPANY NEWS
To read the FULL company releases, visit

www.itweb.co.za

Contact sales@itweb.co.za for any sales enquiries.
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TECH FORUM

SECURITY

How technology is shaping the accounting
industry

SophosAI advances will transform cyber
security industry

The past few years have seen business technology and systems develop
at an exponential rate. The accounting industry, specifically, has
harnessed this technology to grow in leaps and bounds. Jono Williams,
sales manager at EasyBiz Technologies, says as with life, not all business
needs are the same. “Some require nuanced software to work to the
best of their abilities. Third-party applications are therefore the limbs
of accounting software in the sense that where the software is at the
heart of solid financial bookkeeping, third-party apps assist in aspects
that are specific to a particular business niche and might not be found
in the core functions.”
www.easybiztech.co.za

Sophos, a global leader in next-generation cyber security, announced
four new open artificial intelligence (AI) developments to help broaden
and sharpen the industry’s defences against cyber attacks, including
datasets, tools and methodologies designed to advance industry
collaboration and cumulative innovation. This move accelerates a key
Sophos objective to open its data science breakthroughs and make
the use of AI in cyber security more transparent, all with the aim of
better protecting organisations against all forms of cyber crime. While
it is common practice to share AI methodologies and findings in other
industries, cyber security has lagged in this effort.
www.sophos.com

Philip Stander, CEO of Globetom

Value of open APIs across
industry verticals

Shifting security to the
edge

Hybrid- and cloud-based solutions
with state-of-the-art API integration
platforms are leading the race
towards customer value, choice and
convenience, says Philip Stander,
CEO of Globetom. “Open APIs deliver
interoperability between different
vendor systems at the enterprise
system integration layer and also
enables channel aggregation at the
customer engagement layer.”
www.globetom.com

As applications move to the cloud
and networks become increasingly
complex, organisations require a
comprehensive security solution
designed to protect the WAN edge.
Troye has announced a solution,
Citrix SD-WAN Edge Security, that
ensures holistic edge security with
single pane of glass management, all
in a fully integrated security stack.
www.troye.co.za

Kurt Goodall, technical director
at Troye

Stuck in the cloud – how to recover from a hasty
migration strategy

Is your organisation confronted by cyber
security fatigue

Many organisations run into trouble when they embark on cloud
migration projects without a properly formulated strategy and
business case, meaning they have little clarity about where the
business value lies and why they are making the move in the first
place. The hype surrounding cloud over the past few years has seen a
significant level of uptake of this platform, and many companies have
been lured into making hasty cloud migrations by the promise of both
business and IT benefits. Andre Schwan, deal solutions manager at
T-Systems South Africa, explains that from a business perspective,
companies often face pressure to gain business agility.
www.un-outsource.co.za

CyberSec says cyber security fatigue is defined as avoiding additional
cyber security measures as a result of being overwhelmed and oversold
with little to no measurable risk reduction. Those confronting cyber
security fatigue complain that managing a multi-vendor environment
can be extremely challenging. According to the company, there seems
to be a strong relationship between multi-vendor environments
and growing fatigue. This complexity is the main cause of burnout.
Organisations should first identify the cyber security risks within their
environment and then only perform a needs analysis to determine
whether or not a technology is needed to address the risk.
www.cybersec.co.za

How service, offsite and technology disrupt the
status quo for construction companies
Kenny Ingram, IFS VP, Engineering, Construction & Infrastructure,
says even though the outlook is harsh, there is evidence that many
companies are using the current lull to arm themselves with tools that
will enable them to hit the ground running when the tide turns. In
fact, a recent IFS study revealed that 70% of businesses have increased
or maintained digital transformation spend, despite the COVID-19
pandemic. In the engineering, construction and infrastructure sector,
this figure is more than 75%. Given the unpredictability of 2020, we
are facing a new year whose challenges and opportunities are equally
difficult to pin down.
www.ifsworld.com

ICT INSIGHT
To read the FULL company releases, visit

www.itweb.co.za
Contact sales@itweb.co.za for any sales enquiries.

March 2021

|

11

CUSTOMER EXPERIENCE SURVEY
By ALISON JOB

Consent is key to CX
A personalised and engaging customer interaction relies on data – data that is
consensually shared by the customer, says SAP Africa’s CX specialist.
This is supported by the survey
respondents, 37% of whom regard CX as
a valuable tool to create better customer
experiences, with 37% also viewing CX
as a key component of business survival.
Nearly a quarter (22%) see CX as valuable
in building customer trust.
Some 39% believe that an elevated
CX experience is crucial to customer
retention, with 15% viewing it as key to
customer acquisition. Nearly half (46%)
believe the two aren’t mutually exclusive.
Emert agrees: “Customer experience is
key to both customer acquisition and
retention. From the very first interaction,

interactions on all of the various channels
including Web site, sales reps, call centre
and so on. This is why it’s challenging to
sell to a customer who’s had a previous
issue with your business, even if it was
with a different division.”
Only 59% of organisations have
clearly defined customer journey
systems, designed to deliver an effective,
memorable CX. “This means that 41% of
customer journeys are highly fragmented
and non-iterative,” explains Emert.
Asked whether their CX systems are
installed on-premises or whether they
use a cloud-based system, 30% opted

Only 59% of organisations have clearly defined
customer journey systems.
MARC EMERT, SOLUTIONS SPECIALIST FOR
SAP AFRICA CUSTOMER EXPERIENCE

A

lmost all of the respondents (94%)
to a recent customer experience (CX)
survey, conducted by ITWeb in partnership
with SAP Africa, said CX was crucial, given
today’s climate.
Marc Emert, solutions specialist
for SAP Africa Customer Experience,
agrees: “Customer experience is
increasingly important and is seen as a
key differentiator. Additionally, today’s
customers are far less forgiving and quicker
to leave a brand or business entirely because
of a poor experience.”
He adds, “Offering customers a
personalised, relevant, engaging and
enriched customer experience is a key
element of customer retention and
reducing churn.”
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such as an online purchase transaction,
customers have expectations for
personalisation. As a customer I have no
desire to sift through hundreds of search
results to find what I’m looking for. A
poor service experience will result in me
taking my business elsewhere. CX is key
to both acquisition and retention, far from
mutually exclusive.”

Unified service
The vast majority (88%) see the CX
function as unifying marketing,
commerce, sales and customer service,
while 12% see CX as something standalone
and separate. “A truly personalised
approach will consolidate data from
various customer touch points and

for on-premises, 25% were in the cloud
and 16% used a combination of the two.
“We're seeing a significant adoption of CX
SaaS offerings. Customers are looking for
fit-for-purpose solutions with scalability
and continuous innovation.”
In nearly half (43%) of the
organisations surveyed, the CIO or IT
were in charge of CX, with 16% saying it
was the responsibility of the business or
the CEO. “CMOs and CXOs are ultimately
the stakeholders driving this approach.
However, board buy-in is required to
ensure the successful adoption of CXcentric software solutions.”
Asked to rate their organisation’s
ability to deliver a customer experience,
half (49%) of respondents said it was well

CUSTOMER EXPERIENCE SURVEY

thought out and executed, while 44%
rated it average.
For the purposes of the survey, an
‘intelligent enterprise’ is described as
one that applies advanced technologies
and best practices in order to make it
resilient, successful and sustainable. Just
over half (54%) of respondents said their
organisation was on trend when it came
to being an intelligent organisation, with
16% saying they were behind the times
and 31% saying it was correct in theory
but not in practice.

Personal conversations
Almost all (97%) of respondents agreed
with the statement: To build customer
trust, it’s as important to build and
maintain conversations with them in

strategies was already being used to make
changes to customer journeys by 19% of
respondents, while another 19% said it was
going to be used to form part of how they
adjust in 2021, with 60% agreeing that
both of these statements applied to them.
57% of respondents said COVID-19 had
encouraged adjustments in the frequency
with which their customer, experiential
and operational data is reviewed for
changes to operational practices.
Asked how often they think
experiential and operational data should
be reviewed for changes to operational
practices, 41% said monthly, 26% said biannually and 15% said weekly; 10% said
annually. Emert vehemently disagrees
with this, saying, “Data is dynamic and
should be viewed, interpreted and acted

Customers will share data provided there is an
element of return in the form of personalisation.

person, as well as online and from places
they are most comfortable.
“Conversations are irrelevant if they are
not personal, engaging and enriching.”
Emert says that one-directional spam
SMSes could arguably be regarded as a
conversation, but he prefers to use the
term engagement – and engagements
need to be relevant, personalised and,
most importantly, on the customer’s
terms, i.e. on their channel of choice
(WhatsApp, e-mail) and strictly
consensual.
Over half (56%) of respondents felt that
the challenges of COVID-19 highlighted
both strengths and weaknesses around CX
within the organisation. A relatively high
percentage (65%) said their organisation
implemented CX strategies based on the
COVID-related lockdown restrictions.
Information learned from these

on in real-time. A customer today isn’t
the same customer in a month. You can’t
establish a bi-directional, mutually
beneficial relationship (between customer
and brand) if the data is 'stale'.”

Who is in charge?
When it comes to leading the
development of the CX journey, 57%
believed that it should be led by IT, while
43% believed CX should be a department
all of its own. Of those who favoured
separate CX departments, half (49%)
believed it should collaborate insights
and develop solutions together with IT.
“IT has a fundamental role to play in
ensuring an adopted solution fits into the
IT landscape. An integrated solution is the
best solution. However, the CX function
should lead the initiative with IT's support
– not the other way around.”

Of organisations that currently employ
CX initiatives, 42% said they were
focused on different products at different
touchpoints and channels. 18% said they
were singularly focused on one overall
experience with the organisation.
Finally, more than half (53%) of
respondents said that forward-thinking
companies needed to consider the
customer experience in order to adjust to
the next normal in 2021 and beyond. 38%
said data and security should be a focus,
and 9% said POPIA compliance. “All
three are equally important,” says Emert.
“It’s impossible to offer a personalised,
relevant and engaging customer
interaction without data. However, this
data needs to be consensually shared by
the customer. Customers will share data
provided there is an element of return in
the form of personalisation.”

ABOUT THE SURVEY
ITWeb, in partnership with SAP CX,
conducted a customer experience
survey to examine what South
African businesses expect the new
normal for 2021 and beyond to look
like. The survey ran online during
November/December 2020 and
asked, among other things:
1. Whether organisations have
clearly defined customer journey
systems, designed to deliver
effective, memorable CX.
2. How organisations rate their
ability to deliver a customer
experience.
3. Who’s in charge of CX within the
organisation.
A total of 356 responses was
captured, with 54% of respondents
being at executive or middle
management level, and working
in a range of industries, with close
on half (41%) working in the IT
industry.
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CUSTOMER
EXPERIENCE SURVEY
CX SURVEY

Given today's climate, how do you rate the importance
of customer experience for an organisation?
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Does your organisation have clearly defined
customer journey systems, designed to deliver an
effective, memorable customer experience?
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COMPANY NEWS

NETWORKING
Robust network solutions
crucial for organisations
to protect their brands

Hein Witte, specialised
sales executive for
Telecommunication Services at
T-Systems South Africa

Hein Witte, specialised sales executive
for Telecommunication Services
at T-Systems South Africa, says
deploying a robust network, built
according to business requirements,
will ensure quality engagement
with customers and enhance CX.
Organisations must realise the
importance of enabling their staff and
customers to use multimedia that
supports voice, video and contentsharing.
www.un-outsource.co.za

iOCO offers Africafocused SD-WAN solution
to IT landscape

Brett van Rensburg, sales director,
iOCO’s Compute division

After a year-long due diligence
process, EOH, a JSE-listed
technology services firm, through
its IT services company, iOCO, has
chosen to extend its partnership
with Fortinet, a global leader in
broad, integrated and automated
cyber security solutions, in order
to offer its software-defined
wide area networking (SD-WAN)
solution to the southern African
market.
www.networksunlimited.africa

Top advantages of choosing local Web site
hosting
When it comes to getting a Web site up and running, Web site
hosting is often an after-thought. Business owners prioritise a Web
site’s look and feel, user experience and content, which of course
are all very important… and so is Web hosting, says Domains.co.za.
The fundamental basis of any successful Web site is its performance;
without it, even the best, most beautiful Web site will lose traffic,
which relates to customers and capital. The criteria to consider for
good hosting options are easy. Look for high quality, reliable and
secure hosting from a local hosting provider.
www.domains.co.za

CHANNEL
Finding the right vendor key to digital
transformation success
According to IFS research, when it comes to digital transformation
projects, the IT and telecommunications sector is not that different
from the others in terms of its experience. Something that emerged
loud and clear is that the vendor has a critical role to play in ensuring
project success.
www.ifs.com

ProStream boosts
enterprise portfolio
through Hitachi Vantara
partnership

How livestreaming can help musicians survive
beyond COVID-19
With livestreaming concerts becoming more commonplace, many
organisers may be wondering how to offer the best experience while
getting full value for their content. UBU International has the perfect
solution for artists. Musicians can sell tickets directly to thousands of
customers, without needing to use a third-party ticketing company.
UBU has ensured that live event tickets cannot be transferred, so
artists can rest assured that only paying customers can enjoy their
content. Our technology makes it possible for musicians and artists to
livestream directly from the platform. Content will remain available for
streaming and artists can continue to sell tickets.
www.ubuinternational.com

Marcel Fouché, networking
and storage GM at Networks
Unlimited Africa

Enterprise systems solutions expert
ProStream has announced it has
become a member of the Hitachi
Vantara Partner Program in order
to strengthen its range of offerings.
Hitachi Vantara offers storage
solutions for enterprises and
mid-sized organisations, as well as
hardware, software, data analytics
and consultation services for many
areas of IT and business.
www.networksunlimited.africa
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TECH FORUM
The great reinvention: A business case for the
circular economy

How AI and machine learning can solve the
problem of medical fraud

Colin Elkins, IFS VP, Manufacturing says with a raging pandemic,
disrupted supply chains, climate change, political instabilities and
a growing scarcity of raw materials, 2021 will no doubt present a
number of serious challenges to the global manufacturing industry.
He sees a renewed resolve among manufacturers to focus on
sustainability and join the circular economy. Many manufacturers
are starting to rethink how they design and produce their products
with as little waste as possible, how they ship them and, crucially,
how they approach the rapidly growing after-market repair
and recycling market. There is a new sense of urgency in the
manufacturing industry.
www.ifs.com

Shiraaz Joosub, healthcare sales executive at T-Systems South Africa,
says in the wake of COVID-19, it is more important than ever to
stop medical fraud in its tracks and reduce medical malpractice.
Fortunately, data analytics, artificial intelligence (AI) and machine
learning can assist greatly in developing a digital audit trail to protect
healthcare providers against fraudulent medical malpractice claims.
Data analysis and machine learning offer a powerful addition to HIS,
helping to identify when physicians deviate from predefined clinical
pathways, thus assisting with preventing medical malpractice from
occurring. Additionally, technology, machine learning and AI play a
significant role in baselining patient data.
www.un-outsource.co.za

Service will emerge stronger than ever in 2021

Dubai World Trade Centre partners with Avaya
at GITEX Technology Week

As someone who cares deeply about this industry, one of those
positives for me has been witnessing how the leaders I’m speaking to
have risen to the challenges of 2020 with grit, resilience and fortitude,
says Sarah Nicastro, field service evangelist, Future of Field Service.
Nicastro says the challenges of 2020 have forced growth on service
organisations that will bear fruit and that increased open-mindedness,
greater creativity and agility, a collective surrender of comfort zones,
and recognition of the criticality of both people and digital tools
will characterise 2021. She predicts a spike in digital innovation and
acceleration of servitisation.
www.ifs.com

The CFO role in uncertain
times and preparing for a
post COVID-19 future

Adri Führi, Ggroup CFO at e4

In a year defined by uncertainty, Adri
Führi, group CFO at e4, reflects on
the accelerated rate of change and the
increased focus on the value of the
CFO role brought on by COVID-19,
while offering insight into what may
lie ahead after the worst of the crisis
is over.
www.e4.co.za

Dubai World Trade Centre (DWTC) entered into a strategic video
collaboration partnership with Avaya, under which DWTC used the
Avaya Spaces workstream collaboration platform to create blended
conference experiences at GITEX Technology Week 2020. GITEX
was the only major technology event in the world to go live in 2020.
Visitors had access to more than 280 hours of content across industries
and sectors, including artificial intelligence, smart cities and 5G,
government, future mobility, fintech, digital marketing, energy,
healthcare and education. Despite Avaya Spaces having only launched
in early 2020, Avaya is already a niche player in the 2020 Gartner Magic
Quadrant for Meeting Solutions.
www.avaya.com

Remaining compliant in today’s data-driven
digital transformation era
Time is running out for South African businesses to become fully
compliant with the Protection of Personal Information Act (POPIA),
as the deadline is on 30 June. Unfortunately, too few South African
organisations are fully prepared to comply, and failure to do so not
only warrants hefty fines and possible jail time, but damage to the
company’s reputation. With this in mind, ITWeb hosted its 11th annual
ITWeb Governance, Risk and Compliance event on 11 February. “It is
critical for organisations across the board to stay compliant in today’s
data-driven digital transformation era,” says Lisa Lawlor, events
director at ITWeb.
www.itweb.co.za
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INDUSTRY SOLUTIONS

SECURITY
Ransomware, fileless malware to present
increased threat in 2021, predicts ESET

Bilal Asghar, GM – ICT and Digital Services, PTCL and Nour El Atassi, director,
Service Providers – APAC, Middle East and Africa, Avaya

After a year in which COVID-19 upended the way we live, work and
socialise, we are likely to see an increased threat from ransomware
and fileless malware in 2021, according to the latest trends report
from ESET. ‘Cybersecurity Trends 2021: Staying secure in uncertain
times’ explores the predictions of experts from the global cyber
security firm, revealing the key challenges expected to impact
consumers and businesses in 2021. With ransomware attackers
seeking greater leverage to coerce victims into paying, as well as
upping the ante in ransom demands, the stakes are increasing for
victims. Exfiltration and extortion may not be new techniques, but
they are certainly growing trends.
www.eset.com

PTCL integrates Avaya with its digital education
platform, QTaleem

CrowdStrike Global Survey reveals danger of
state-sponsored and ransomware attacks

Telecoms and ICT services provider Pakistan Telecommunication
Company Limited (PTCL) has partnered with Avaya on QTaleem,
an online digital learning education platform and part of the
PTCL Education Cloud solution offering. PTCL QTaleem delivers a
360-degree digital education experience and being fully cloud-based,
it delivers an end-to-end school management system.
www.avaya.com

CrowdStrike, a leader in cloud-delivered endpoint and workload
protection, released the 2020 CrowdStrike Global Security Attitude
Survey, produced by independent research firm Vanson Bourne. The
report revealed continued proliferation of ransomware, heightened
concerns around nation-state actors, and the need for acceleration of
both digital and security transformation. Proliferation of ransomware
leads to more frequent pay-outs, costing millions. Survey data
indicates ransomware attacks have proven to be especially effective,
as more than half (56%) of organisations surveyed have suffered
a ransomware attack in the last year. The COVID-19 pandemic
catalysed increasing concerns around ransomware attacks, with many
organisations resorting to paying the ransom.
www.crowdstrike.com

Lexmark releases Markvision Enterprise 4.0
printer fleet management solution
Lexmark, a global imaging solutions leader, announced the launch
of a significant upgrade to its Markvision Enterprise (MVE) printer
fleet management solution. MVE 4.0 software, available today at no
cost to Lexmark customers, includes universal configuration, which
allows users to quickly and easily create configurations that apply to
all Lexmark models, scalable to thousands of networked print and
multifunction devices. “Enterprise customers are looking for ways to
enhance security while reducing the burden on IT staff. We upgraded
Markvision Enterprise fleet management with those needs in mind,”
said Brock Saladin, Lexmark senior VP and chief commercial officer.
www.lexmark.com

TELECOMS
Better control over data often means less access
What can organisations do to minimise the risk of employees exposing
corporate data to bad actors? “Front your ERP and other critical
systems with a mature business process management (BPM) product
like FlowCentric Processware,” recommends Denis Bensch, CIO of
FlowCentric Technologies. This approach allows a business to limit the
amount of data and the number of systems to which individuals have
direct access. When an employee needs to complete a specific task,
only the data they require is pulled through from the other systems and
displayed via the BPM software’s screens. There are many advantages
to this approach, Bensch explains.
www.flowcentric.com

CHANNEL
Protecting today’s corporate digital identity
Ranking highest in customer success and satisfaction, delivery
experience and several certified skills, Puleng has been recognised as
a SailPoint Delivery Admiral Partner and 2020 EMEA Partner of the
Year. With over 15 years’ experience, Puleng has a proven history of
successfully assisting its clients secure their corporate digital identity.
Chantel Howes, head of Service Delivery at Puleng Technologies, says
identity security has become a critical component of risk management
and is the surest path forward to fully protect the “corporate digital
identity” of any business now and in the future. The shift to remote
work underscores how essential identity security is today.
www.puleng.co.za
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INDUSTRY INSIGHT: 'IT SECURITY

IT security in 2021: Plan for safer year
by locking down data first
Newly dispersed workforces, rapid transitions to cloud and hurried digital
transformation could leave a great deal of sensitive data at risk.

Chris Pallikarides, General Manager, IT
Business, a company in the KID Group

T

his is the time to focus on implement first
and improve information security in 2021.
Data is the lifeblood of a business and
extremely valuable, which is why it is
targeted by data criminals. In fact, according
to IBM’s new Cost of a Data Breach report
for 2020, customers’ personally identifiable
information is the most frequently
compromised type of record, and – at around
$150 per record – it is also the most valuable.
This should be a major concern to South
African organisations counting down to
the full implementation of the Protection of
Personal Information Act (POPIA), which is
only months away.
The IBM report notes that last year, the
average total cost of a data breach was
over $2.14 million in South Africa – which
businesses cannotafford during these tough
and trying economic times.
Interestingly, only 52% of breaches
were caused by malicious attacks: system
glitches and human error accounted for the
rest of the global breaches last year. This
underlines the importance of betterpractice
data management, in addition to the basic
information security measures.

Playing catch-up
Many local organisations are now confronting
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the fact that key data is vulnerable and
measures must be put in place to mitigate this
risk. This is not through negligence but rather
due to the pressure placed on IT teams when
the global COVID-19 pandemic reached our
shores and disrupted business as we know it.
Digital transformation, being the
integration of digital technology into all areas
of a business, was forced upon companies at
a rate so alarming that no pro-active or well
thought out plan could have fully addressed
and prepared us for this transformation.
Most companies were not geared for the
sheer volume, velocities and variety needed in
order to keep operations going and businesses
running. The aforementioned can be seen
as a positive in a way, since we have now
discovered that it is in fact possible to adapt
and change the way we work and operate

ubiquitous device management and
conditional access enforcement.
Cloud was one of the major enablers that
allowed for the intense scale-up. Having
the ability to scale to large volumes quickly
and relatively seamlessly meant companies
could leverage off cloud infrastructure to
compensate where they were lacking.
The downside of the rapid movement
to cloud meant security was severely
overlooked. IBM’s report cites misconfigured
cloud servers, alongside stolen or
compromised credentials, as the most
frequent initial threat vector in breaches
caused by malicious attacks, at 19%.
Another consideration is that cloud
infrastructure and services are not managed
by the enterprises themselves, so ensuring
the various data laws are complied with

Most companies were not geared for the sheer
volume, velocities and variety needed in order to
keep operations going and businesses running.
in order to keep the business successful and
operational.
The new Microsoft Digital Defense Report
states that we saw two years’ worth of digital
transformation in two months.In a recent
survey conducted by Microsoft, 73% of CISOs
indicated their organisations encountered
leaks of sensitive data and data spillage in the
last 12 months, and they planned to spend
more on insider risk technology owing to the
COVID-19 pandemic.
Most companies were not geared for the
sheer volume, velocities and variety needed in
order to keep operations going and businesses
running.
The report said Microsoft’s own successful
transition to remote work was due to its
investment in a zero trust architecture,
including multi-factor authentication,

can be tricky and problematic, resulting in
various threats. Managing access to the data
through strict processes and policies, as well
as encrypting the data from end-to-end, will
mitigate risk against these severe threats.
Many countries have passed various data
protection laws that enterprises need to
comply with, and often large enterprises
will need to comply with multiple laws due
to the fact that they operate across various
geographies.
With data laws that vary in application,
companies will need to relook their security
policies to ensure they are adequately covered
in the event of a breach.
With POPIA compliance crucial this year,
2021 is the time to address data security gaps
by auditing data assets and identifying any
potential risks.

INDUSTRY INSIGHT: DATA MANAGEMENT

Show your HR backups the back door
Backing up payroll data in the cloud means companies no
longer need to dedicate precious hours to take care of backup
infrastructure and processes.

Sandra Crous, MD of PaySpace

because payroll is by its nature very dataintensive and backups take a long time.
A small payroll process could take around
an hour, but with larger entities where there
might be separate payrolls for wages, salaries
and executives, it will take infinitely longer.
The bigger the organisation, the longer it
takes and there’s no way around this. No one
wants to simply copy to a server or a file on a
hard drive, as backups need to be offsite and
secure to protect the data.
The technical details with legacy software
are enormous. The sheer quantity of data,
the space required to store it, how to ensure
a backup can be restored and used when
needed, as backups can be overwritten or can
become corrupt very easily – and whether

company does not need to make a backup.
If needed, the relevant employees could, for
instance, simply go back to the December
payroll, and open the run for that month. This
saves vast amounts of time.
There’s also the issue of disaster recovery.
After all, data still needs to be stored
somewhere. With the cloud, organisations get
business continuity as well as the advantage
of scalability and cost-effective data storage.
This saving is due to the number of customers
using a single server, which translates into
tremendous economies of scale.
Having the organisation’s data in the cloud
makes it available anytime, from anywhere,
and on any device as long as the user has an
Internet connection. Also, different levels of

W

ith recent research revealing the
average hourly cost of critical server
downtime can range from $301 000 to $400
000, it is no surprise then that cloud backup
has become the next big thing. After all,
critical business exchange can be lost quickly,
and it can cost your company heavily.
Surprisingly, it appears as if many
organisations are still using local hardwarebased backup solutions for their data, leaving
them vulnerable to data loss in the event
of certain disasters, such as fires, floods or
earthquakes, for example.
A significant amount of data is also lost
due to accidental deletion, system crashes,
corrupt software, or even ransomware, which
can happen to anyone, but forward-thinking
CIOs are moving to the cloud to avoid the risk
altogether.
With legacy software, making backups
is extremely cumbersome, with the IT
department manually having to set up a time
for backup procedures. Moreover, because
this is handled by the tech team, the payroll
manager doesn’t own the backup, making it
far more difficult to restore data in the event
it is needed.
Having the payroll department do their
own backups doesn’t solve the problem,

When companies adopt the cloud, the headache of
the manual process disappears entirely.

the backup was preserved or not is something
you won’t find out until you need to restore
them. It is quite the headache.
When companies adopt the cloud, the
headache of the manual process disappears
entirely.
This is where cloud backup is the obvious
solution. Cloud backup is not a new idea;
it has been around for a while. It involves
sending a copy of the organisation’s data to
an off-site provider, such as Azure or Amazon
Web Services, which will keep data secure
and available in exchange for a small fee.
When companies adopt the cloud,
the headache of the manual process
disappears entirely. Not only because with
true-cloud solutions, software is backed
up automatically, but also because cloud
technology is designed in such a way that the

data and privilege can be granted to various
employees to strengthen the security of
valuable data.
In addition, cloud removes the concern
about data breaches, such as servers that
are taken ransom by disaster criminals, for
example. Cloud providers have massive
security layers built in to ensure data is
100% safe and secure, which is particularly
important when you think about remaining
POPIA compliant and always making sure
data cannot fall into the wrong hands.
In fact, security is a critical aspect and one
of the most compelling reasons to adopt a
cloud solution. All the top cloud providers
guarantee security by several methods, such
as housing data centres on different power
grids, using on-site security, top encryption
and suchlike.
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Events Calendar
2021
FEBRUARY 2021
Virtual Conference
ITWeb Governance, Risk &
Compliance Summit 2021

INNOVATIONS

SA’s Einstein ambassador tells
of ‘difficult’ year
By: LEBONE MANO

Date: 11 February 2021

Virtual Conference
ITWeb Cloud, Data Centre &
DevOps Summit 2021
Date: 24 February 2021

MARCH 2021
Virtual Conference
ITWeb Business Intelligence
Summit 2021
Date: 9 - 10 March 2021 (WORKSHOPS - 11
March 2021)

Virtual Conference
ITWeb 5G Summit 2021
Date: 17 - 18 March 2021

APRIL 2021
Virtual Conference
ITWeb Digital Transformation
Summit 2021
Date: 14 April 2021

MAY 2021
Virtual Conference
ITWeb BPM &
Automation Summit 2021
Date: 4 May 2021

JUNE 2021
ITWeb Security Summit 2021
Date: 1-3 June 2021

JESHIKA RAMCHUND

W

i th just a few months to go before
the 2019-2021 cohort of the Next
Einstein Forum’s ambassadors wrap up
their tenure, ITWeb spoke to the forum’s
ambassador for South Africa, Jeshika
Ramchund.
The forum aims to create a ‘unified
African scientific identity’ and inspire
young people to pursue careers in science
and technology. Its work is based on the
belief that the next Einstein will be born
in Africa.
The Next Einstein Forum (NEF)
ambassadors are young leaders in science
and technology, and are chosen from
each African country. Ambassadors must
be under 42, and are tasked with driving
the NEF’s regional public engagement
activities.

Rolling with the punches
Ramchund works as a lead engineer
in the developments division of Bosch
Projects in Durban. The 35-year-old
has over a decade of experience in
water management, wastewater and
integrated development projects. Her
accomplishments include serving
as the chairperson of Consulting
Engineers South Africa’s (CESA) gender
diversity forum and as a member of the
International Federation of Consulting
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Engineers Africa’s (FIDIC) diversity and
inclusivity committee.
Much of this cohort’s tenure has
been affected by COVID-19 lockdowns.
The NEF’s biennial event, the Global
Gathering, was supposed to have been
held in Nairobi last March but had to be
moved online and was finally hosted in
December. The Global Gathering provides
a platform for scientists and technologists
to showcase their work in expanding
the reach of STEM initiatives on the
continent.
Summing up her ambassadorship,
Ramchund says, “It’s been difficult...
different. But coping with the changes
helped us prepare for the future.”
The NEF agenda had changed quite
significantly from March to December,
she says. "There were supposed to be
talks around developmental matters
such as incubation, but not being in the
same room together wasn’t conducive (to
collaboration). We’ve now been focusing
on where society is headed in the face of
the pandemic.”
Each ambassador has a plan on what
they’d like to achieve through their
tenure. The cohort is also supposed
to amplify each other's messages and
strengthen the connection between
countries. Building a skills pipeline from
primary school is one of the NEF’s targets;
and as an engineer, building the STEM
pipeline – with a focus on achieving
gender parity – is one of Ramchund’s
personal goals.
If we want to create employment
at scale, we need to make STEM and
entrepreneurship the first choice for the
brightest in South Africa and Africa.
Part of the duties of each incumbent
ambassador is to organise their country’s
Science Week, a week-long celebration
of science and technology. SA’s Science
Week was going to be held towards the
end of 2020. Ramchund says even though
hosting online events can be explored
as an alternative, ‘it won’t necessarily

INNOVATIONS

Top Jobs

Ops Specialist:
Submarine Cables
OPENSERVE
3 Years’ experience in a Transmission
environment

help us reach students in rural and
disadvantaged areas’.

Making STEM the first choice
In December, the Department of Science
and Innovation (DSI) held its annual
Science Forum South Africa over three
days with a focus on the societal impact
of pandemics. Ramchund was invited
to share her perspective on what should
be done to create a more enabling
environment for the deployment of 4IR
technologies in the country.
“The department takes quite a lead in
the STEM conversation, and it has many

Therefore, STEM has to be more inclusive
to harness the best human capital”.
It is also important to create an
enabling environment for entrepreneurs
and innovators, particularly those in
science and engineering, she adds. “We
really need to foster public-private
collaborations that will create jobs and
move us to a more equal society. If we
want to create employment at scale, we
need to make STEM and entrepreneurship
the first choice for the brightest in South
Africa and Africa.”
As the final part of her ambassadorship,
she is setting up plans for the next

Gauteng
Market related
Ref No: 284147

Deputy IT Manager
ENTERPRISES UNIVERSITY OF
PRETORIA
Minimum of 5 years’ experience in systems
administration etc
Gauteng PTA
Market related
Ref No: 284141

Webmaster
ENTERPRISES UNIVERSITY OF
PRETORIA

If we want to create employment at scale, we need
to make STEM and entrepreneurship the first choice
for the brightest in South Africa and Africa.

Minimum of 3 years’ experience in the field
Gauteng PTA
Market related
Ref No: 284142

Jeshika Ramchund

JD Edwards Consultant
PROGRESSIVE INTERNATIONAL
Minimum 5 years’ experience in
a similar role

initiatives that I was supposed to be part
of but we couldn’t roll them out because
of the virus," she says.
In her address at the Science Forum,
she said, “STEM will be the driver of the
changes we want to see. At the heart of
this transformation is a prioritisation
of basic quality infrastructure to be the
backbone of 4IR. There is no silver bullet
for this, but an enabling environment
can be achieved through prioritising
STEM from the little Einsteins in basic
education.”
She highlighted the importance of
making tech a practical part of all citizens'
lives by digitising service delivery.
“We need technology for our people.

cohort to pick up. "Continuity between
cohorts is difficult, especially considering
our different backgrounds, but we
can work on common themes such
sectoral diversity and inclusion, just as
I did with the previous SA ambassador,
biotechnologist Keabetswe Ncube.”
The 2019-21 cohort’s terms ends in
November but they can continue their
efforts through the Community of
Scientists, a network of NEF members
meant to inspire young people to pursue
science and technology fields and drive
Africa’s socio-economic transformation.
Ramchund serves as the Champion for the
Energy and Infrastructure Focus Area in
the Community of Scientists.
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Congo
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Please visit www.careerweb.co.za and insert the
unique reference number in the job keyword search box
to view more details and to apply.
CareerWeb has over 200 leading companies posting an
average of 230 fresh ICT jobs weekly – it is the place to
search for your ideal ICT job.

EMAIL: ernie@careerweb.co.za
CALL: 011 807 3294

COMPANY NEWS

SECURITY

TELECOMS
Licensed microwave the connectivity of the
future

Ransomware is big
business

In these times of change, Internet connectivity has become an essential
utility, impacting the new normal for any size business and government
office that is serious about connecting to their customers. mmWave,
Licensed Microwave Fixed Wireless Internet Access, is fast becoming
a preferred connectivity solution for any organisation that trades
through the cloud or is currently migrating its business services to the
cloud, according to Comsol Networks. This is because of the reliability,
scalability and consistency of its performance that is equivalent to a
fibre connection and, in some cases, superior to fibre services. If you
look at the pros and cons, the option to choose is mmWave.
www.comsol.co.za

The Acronis Cyberthreats Report 2020
identifies ransomware as the number
one cyber threat in 2020 and describes
a new twist on the typical profile of
an attack, says Peter French, MD of
Synapsys. The first priority needs to be
identifying and stopping attacks before
data can be stolen and your system
locked out.
www.synapsys.co.za

Peter French, MD of Synapsys

CrowdStrike report reveals cyber security
impact of widespread remote work

SOFTWARE
One Identity offers free security risk
assessment to SolarWinds customers
One Identity is offering a free security risk assessment for SolarWinds
customers to uncover vulnerabilities, recommend improvements in
architecture and practices, remediate misconfiguration and mature
their security posture. Customer and data security is the highest
priority at One Identity, and this free assessment seeks to help
organisations navigate through times of uncertainty as attacks continue
to grow in sophistication and complexity across a broad range of
identity-centric risks, including privileged accounts, Active Directory/
Azure Active Directory accounts, and entitlement assessment and
management. The company is also offering three months of free use of
its Safeguard privileged access management solution.
www.quest.com

CrowdStrike, a leader in cloud-delivered endpoint and workload
protection, announced the release of the annual CrowdStrike Services
Cyber Front Lines Report. The report not only provides an in-depth
look into how adversaries are adapting to today’s realities, but also
offers recommendations for organisations to improve their cyber
security readiness in 2021. The CrowdStrike Services Cyber Front Lines
Report reveals the broad-reaching impact remote work has had on
cyber security, as corporate networks around the world were turned
inside out to accommodate remote workers. This had a dramatic effect
on how attackers targeted organisations and how defenders reacted,
especially with the accelerated adoption of cloud infrastructure.
www.crowdstrike.com

TECH FORUM
AI changing dynamics of
healthcare

BUSINESS
Transaction Junction expands e-commerce
offering
The convergence of the physical and digital worlds means that
geographic monopoly is playing an increasingly smaller role in selling
products and services. Moreover, competing on price alone is no
longer an effective way to succeed in business, which is why customer
experience (CX) has become increasingly important. Craig Duggan,
commercial head at Transaction Junction, says when a customer seeks
to make a payment, it is imperative that their experience is seamless.
At the same time, the process needs to be as accurate and secure as
possible for the merchant. Transaction Junction takes a multi- or
omni-channel approach to payment acceptance.
www.transactionjunction.co.za

Henry Adams, country manager of
InterSystems

Globally, healthcare organisations
have accelerated adoption of artificial
intelligence, with the ones still
implementing frameworks planning
to go live within 24 months. Hardly
surprising given the improved
consumer engagement that results
from the technology, says Henry
Adams, country manager of
InterSystems. AI brings with it a more
innovative environment to automate
manual, error-prone processes.
www.intersystems.com

COMPANY NEWS
To read the FULL company releases, visit www.itweb.co.za
Contact sales@itweb.co.za for any sales enquiries.

24

| March 2021

Tap into The Margin
If you love The Margin but prefer to view content online, then we’ve got
some great news for you!!
The Margin’s website has been refurbished and upgraded. To get your fill of the information you need about key developments in the channel visit themargin.co.za.
With new and web-exclusive content regularly added, make sure you subscribe to our
newsletter service to stay in touch with what’s happening in your industry.

www.themargin.co.za

Technology and business for the channel… now online.

The Public Sector ICT Forum was established in 2016 to provide
a focused platform and opportunity for public sector ICT decisionmakers to come together to engage and discuss topics that are
key to the local public sector.

Directed by a board made up of government IT officers (GITOs) and chief information
officers (CIOs) and including representatives from SITA and GITOC, the forum provides
online and event-based thought-leadership and knowledge-sharing platforms.
The forum gives CIOs the opportunity to listen to and engage with leading local and
international speakers to provoke dialogue, spark ideas and generate concepts that can
be taken back to their areas of work. This is an informal community that encourages
collaboration and thought in the name of improved service delivery.

This is an exclusive community for top-level public sector
ICT decision-makers: the CIO, GITO or DG/DDG focused on ICT
strategy within your government department (national or
provincial level) or at a parastatal. Membership is free, but
applications are vetted to ensure exclusivity.

To become a member, please go to
bit.ly/2psg2E6
or email us on
PSICTF@brainstormmag.co.za
or tweet us @PSICTForum

