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COLUMN

Cyber Crimes Bill
still makes criminals of most of us
This law is analogous to banning knives because they could be used in the
commission of a crime, writes Ivo Vegter.
with data, bypassing any security measure
(however flimsy), or acquiring, possessing,
providing, receiving or using a password or
similar access code for data or devices.
The law does not specify in which
circumstances such actions may be taken,
or who may possess and use such tools.
Instead, it makes provision for providing
a "satisfactory exculpatory account" of a
breach of its provisions. This turns an ancient
legal principle on its head: citizens are now
to be considered guilty until they can prove
their innocence.

By IVO VEGTER

T

he scope and wording of the most recent
draft of the Cyber Crimes and Cyber
Security Bill remain far too broad, according
to Lisa Emma-Iwuoha, an attorney
specialising in ICT law at Michalsons,
speaking in a panel discussion at ITWeb
Security Summit 2017. In particular, the
section about software tools that can be used
for hacking systems applies to anyone who
works in information security. Worse, it is
likely to make criminals of ordinary people.
The tools that you need to secure a system
against hackers are often the very same tools
that hackers use. Port scanners, password
crackers, web vulnerability scanners, and
tools to sniff data on open connections are
all used by attackers and defenders alike.
Many of them are also included by default in
modern operating system distributions.
The Cyber Crimes Bill makes it illegal
to make, advertise, provide, obtain, sell,
buy, possess or use any tools that can be
used to commit cyber crimes. Such crimes
include not only fraud, extortion, damage to
property, disruption of essential services, or
endangering the lives of people. They include
basic network operations such as gaining
access to systems, acquiring or interfering
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Even bona fide information
security professionals
would be considered
criminals until they prove
themselves to be otherwise.
I possess prohibited hacking tools, some
of which came with my operating system.
I could argue that I use them to secure my
own system, or to learn about how networks
and operating systems work. However,
since I do not work in information security,
and cannot prove that I am qualified to use
these tools, my exculpatory account would
not likely be satisfactory. That would make
me a criminal by default, without having
committed any crime.
Even bona fide information security
professionals would be considered criminals
until they prove themselves to be otherwise.
It also sweeps up vendors of network
security products, who cannot foresee how
their tools will be used. The penalty in each
case is up to 10 years in prison.
This law is analogous to banning
knives because they could be used in
the commission of a crime. If you own a
knife, without a "satisfactory exculpatory
explanation", you'd be considered guilty of a

crime without ever having committed one.
Even bona fide information security
professionals would be considered criminals
until they prove themselves to be otherwise.
Besides network security tools, the Cyber
Crimes Bill also presumes guilt in other cases.
If you cannot ex-plain your possession of
personal data, for example, the mere belief
that such data could have been acquired
illegally would make you a criminal.
Not only will password cracking tools
be illegal to possess, but if you simply give
out a password to a computer or a PIN
for a bank card, both you and the person
you give it to could be found guilty of a
crime, whether or not they even use it. The
maximum penalty is 10 years in prison. If
you are merely found to be in possession of
a password, there is "reasonable suspicion"
that such a password might be misused, and
if you cannot explain it, you could sit for up
to five years. It remains to be seen whether
downloading hacked password lists, for
purposes such as checking whether you've
been hacked, analysing the quality of passwords, or assessing the impact of a hack,
will be considered sufficient exculpatory
explanations.
There's a further threat to companies and
individuals, which arises from encryption.
The Cyber Crimes Bill empowers officials to
obtain decryption keys or security devices
needed to "search for, access or seize" articles
pursuant to a search warrant. The mere
use of encryption will become grounds for
"reasonable suspicion". What's worse, the
Bill does not provide for any way to protect
private information in the search and seizure
process. This will certainly expose sensitive
corporate information, sensitive private
information, and confidential dealings
between lawyers and clients or doctors and
patients, whether or not it is relevant to the
case under investigation.
Badly written laws are good for nobody
except lawyers. The Cyber Crime Bill, as
it stands, will lead to a great deal more
lawyering, because it makes criminals of
almost all of us.

COMPANY NEWS

BUSINESS
New era in IT organisational management
In a market dominated by increasing interest in just about ‘everything
as a service', the role of the CIO has attracted the spotlight and the
relevance of CIO as a service has come to the fore in SA, says Chris
Daffy, chief commercial officer of MobileData. Daffy believes CIO as
a service will certainly take off in SA and follows on from the trend of
CFO and various sales and marketing positions already successfully
offering ‘as a service' models. "The CIO should be a strategic visionary,
not a glorified IT guy with a cool title. Ostensibly, this is just the new
term for ‘consultant'. The role of the CIO has changed.”
www.mobile-data.co.za

Nebula TEM helps professional
services firm do business better
Using OneView, Nebula's telecoms expense and life cycle
management system, companies are able to transform their telecoms
environment, boosting visibility and employee productivity,
reining in expenses and usage and automating processes. OneView
empowered this client by enabling it to streamline its entire
telecoms infrastructure, which in turn, freed up company resources
and reduced costs. With OneView, it is easier for everyone – from
regular employees to business execs – to keep tabs on their use.
This curbs accidental overspending and bill shock. The Nebula team
also negotiates with service providers to activate more affordable
roaming services for users who travel regularly.
www.nebula.co.za

BT-SA sponsorship
makes meaningful
contribution
Local ICT infrastructure
solutions provider BT-SA is
changing the lives of 12 young
South Africans via its ongoing
learnership programme, thanks
to a partnership with Award
Enterprise Incubator, to recruit,
train and place previously
disadvantaged and disabled
learners. "BT-SA's learnership
programme started three years
ago, when we enrolled six of
our own staff on a management
learnership programme. Award
Enterprise Incubator played a
very important part and were
there to assist and guide us
though the process. The results
were phenomenal and today
those learners form part of our
junior management team," said
BT-SA director Erik Jordaan.
www.bt-sa.co.za

Your priorities
are the agenda.
18 - 21 September 2017
Cape Town, South Africa

Register
Web: www.gartner.com/za/symposium Email: emea.registration@gartner.com

Brainstorm's
2017 CIO Directory
The eighth edition of the annual
ITWeb Brainstorm CIO Directory,
featuring profiles of over 200
of Africa's top ICT decisionmakers, is now available.
The directory provides an
essential guide to the executives
responsible for making the
technology decisions at South
Africa's leading organisations,
in both the public and private
sectors. Adrian Hinchcliffe,
editor of the directory, says:
"Every year, we endeavour to
bring something fresh to the
directory. This year, we've added
a section to the profiles asking
CIOs to describe how technology
is evolving their vertical sector
or their organisation. For those
interested in understanding
what CIOs are dealing with, this
is an indispensable guide."
www.itweb.co.za
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Marko Salic, Argility

Argility presents
Single Customer View

Obsidian, Red Hat,
CTU unite to support open source skills

South African technology
innovator and customer
experience specialist Argility
has revealed the formidable
scope of its Single Customer
View (SCV) product and its
significant business benefits.
According to Argility's CEO,
Marko Salic, lessons learned
in the retail sector can assist
companies in any industry
looking to come to grips with
the multi-channel business.
www.argility.com

Last year, leading provider of open source software and services
Obsidian Systems joined forces with global open source software
leader Red Hat, ICT training service provider CTU Training
Solutions and the MICT Seta to help source potential Red Hat
Linux System Administrators and open source professionals.
Piet Gaohose, Nonhlanhla Khutane, Lethabo Mashile, Bellinda
Chabalala and Vukosi Hlungwani have all successfully completed the
programme and are now the latest qualified Red Hat Linux system
administrators. A special acknowledgement must go to Nonhlanhla
Khutane as well as Piet Gaohose, who have both gone on to complete
their Red Hat Certified Engineer qualification.
www.obsidian.co.za

e4 gains
seasoned CFO

Struggling to keep up
with your printing costs?
It is quite clear that most businesses have totally lost track of their
printing expenses and have no clue how to deal with it. To help
companies effectively address this serious issue, KDS Direct has
introduced its tailor-made printing solution based on Kyocera
Document Solutions’ effective Managed Document Services (MDS).
Unlike Managed Print Services, MDS takes a holistic approach
to output cost management, focusing on optimising your entire
document output process – from capturing, archiving and
workflows to security and environmental impact.
www.kdsdirect.co.za

Pure Storage unveils
premier all-flash data
platform for cloud era

Scott Dietzen, Pure Storage

At Pure//Accelerate 2017, Pure
Storage unveiled its vision for the
data platform for the cloud era.
The Pure Storage data platform
helps customers put their data
to work. Now, organisations can
run all operations with cloud
agility, improve the economics
of data analytics at high velocity
and scale, and ultimately derive
new insights.
www.purestorage.com

Adri Führi, e4

EET Europarts strengthens Pro-AV business
Fusion Technologies, acquired by EET Europarts, was founded in
2004 and has grown to become one of Ireland's leading trade only
distributors of audio visual products, working with a select group
of leading AV manufacturers. "Fusion Technologies has a very
strong position in the Irish market, distributing quality products
to professional AV customers. It is a perfect match for us to grow
the Pro-AV and Digital Signage business area further," says John
Thomas, CEO at EET Group. EET Europarts is continuously on
the lookout for companies that show interest in being acquired.
Currently, several companies are in the pipeline.
www.eetgroup.com

CQS Holdings
renames to
CaseWare Africa

Redstor selected to become a
CommonWealthFirst Export Champion
Redstor is pleased to announce that as part of the third cohort of
the Commonwealth Export Champions programme, Redstor has
been selected as one of 30 British businesses to become an Export
Champion. Applications for the programme included off-grid
renewable energy, healthy snacks, innovative antimicrobial
technology and many more. Richard Burge, chief executive of
the Commonwealth Enterprise and Investment Council, said: "I
am delighted to see such an exciting array of applicants become
CommonwealthFirst Export Champions. I look forward to meeting
as many of the new cohort as possible at our Export Day in July."
www.redstor.com
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Software as a service specialist
e4, has appointed Adri Führi as
its group CFO. Führi joins e4
from Innovation Group South
Africa: "My aim is to ensure
we strike a balance between
moving at a fast pace and
managing the resulting change
it brings to the business.”
www.e4.co.za

Ross Hampton, CQS

The acquisition of CQS
Technology Holdings,
announced at the end of
2015 by Adapt IT, moved
into its final phase on
1 July, when the CQS
name will be replaced by
CaseWare Africa, a division
of Adapt IT. Ross Hampton,
MD of the division and
longstanding director of
CQS, is enthusiastic about
the move.
www.cqs.co.za

COMPANY NEWS

BUSINESS
Rectron acquires
stake in Palladium

Stephen Corrigan,
Palladium Business Solutions

Rectron, a wholly owned
subsidiary of Mustek, a
company listed on the JSE,
is proud to announce it has
acquired a majority stake
in leading ERP software
development company,
Palladium, strengthening
its software proposition in
the South African channel.
Palladium is a proudly South
African company, led by
Stephen Corrigan.
www.palladium.co.za

Why your lead nurturing funnel is failing
How do you know whether your lead nurturing funnel is
succeeding? And, more importantly, how and why do funnels
fail? According to Marketing Sherpa, 79% of marketing leads fail
to convert. A separate report by Gleanster, meanwhile, notes only
50% of leads are ready to buy. Gleanster also reports 15%-20% of
warm but not-quite-there-yet leads will result in converted sales.
What this means for marketers is that lead nurturing is something
they cannot afford to get wrong. When leads are nurtured through
an automated, carefully planned funnel, they have far more
chance of converting.
www.grapevinegroup.co.za

Zensar Technologies conducts
knowledge sessions on Living Digital
Zensar Technologies recently announced its collaboration
with the Tshwane University of Technology (TUT) as part of
its Skills Development Programme. Under this understanding,
the company will partner with the university to help provide
platforms and opportunities for fresh ICT graduates to enhance
their employability skills. Taking this initiative ahead, the
company organised a special knowledge session, titled: "Living
digital" for TUT students at Soshanguve South Campus. The same
was presented by Prameela Kalive, EVP and Head, Application
Business Solutions at Zensar. Attended by more than 150 students,
the session focused on global changes in the IT industry, digital
business transformation and upcoming technologies.
www.zensar.com

DEVELOP SA
reveals first ineo 958
DEVELOP SA, a wholly owned
Bidvest company, recently
hosted a launch event to unveil
the ineo 958, a multifunctional
communication device that
is almost 25% faster than its
predecessor – also known as the
‘MFP on steroids'. The company
emphasises that ineo 958 is the
first to be released in the world.
www.develop.co.za

Schools that code
Digital Geekaship has created a series of holiday boot camps for
high school kids from grade 8-12. The purpose of the boot camps
is to drive an interest and basic competency in technology from a
young age. "Excellence in a field often comes from a strong interest
during formative years. Engineers build and break their toys as
children and doctors start off by doing surgeries on their toys.
Therefore, hot-shot developers need to be moulded from an early
age," says Lebo Moerane, director of Digital Geekaship. Students
will be taught about basic Web site development and design, as
well as popular development languages.
www.digitalgeekaship.co.za

Nebula
boosts business
efficiency
Nebula’s Telecoms
Expense and Lifecycle
Management Integration
Hub enables clients to
integrate third-party, IT
and business applications
on a single cloud-based
Nebula Integration Hub
platform. With more
companies outsourcing business functions to external service
providers, there is an increased demand for visibility and control
over the operations being managed by outside role-players.
www.nebula.co.za

Addressing
emerging market
data analytics
Innovation house RubiBlue
has launched Data Sight.
Which addresses the
need of emerging market
data analytics for brands,
corporations and start-ups
looking to enter Africa.
"The continent has its own
nuances, and the complex cultures within its different countries hold
a myriad of challenges for both established businesses and start-ups
looking to enter these markets," says Chris Ogden, RubiBlue MD and
founder of Data Sight. "If you don't understand consumers in the
territory you're entering, you're setting yourself up to fail."
www.rubiblue.co.za

ZTEsoft hosts 2017 Annual Summit in Nice
ZTE South Africa announces that ZTEsoft, a leading operational
technology software provider, held its 2017 annual summit under the
theme of "Together" in Nice, France. This is the fifth consecutive year
for ZTEsoft to hold the summit, with attendance by executives and
experts from major communication service providers (CSPs), partners
and industry analysts from around the world. The ZTEsoft annual
summit is an event where industry leaders and experts can share
experience, discuss industry development trends and together explore
how to accelerate digital transformation. It also highlighted ZTEsoft's
latest innovations and solutions, key practices and business strategies.
www.zte.com
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NETWORK SECURITY SURVEY
By SUZANNE FRANCO

Remote workers app usage
calls for more security
The increase in staff working remotely raises security concerns.

Rene Bosman, Infoblox Africa

T

he need for full control of an organisation's
security protection is increasing. Adequate
alert automation and blocking strategies must
be in place to avoid cyberattacks, hacktivism
or even espionage in light of the increasing
number of remote workers using apps on their
organisation's network.
A recent ITWeb – Infoblox Network Security
survey found approximately a third of the
participating businesses had over 20% of their
staff working remotely.
Conducted online during May, the survey
asked how new devices on an organisations
network is tracked, at the same time how
remote access to apps is both managed and
kept secure.
Almost 40% of respondents indicated their
IT department manages between 1 to 10 apps,
with a further 30%, coping with up to 50
different apps.
“We are seeing a trend in the network
security industry with customers
consolidating the number of apps that are
allowed onto their network," says Rene
Bosman, Manager – Infoblox Africa.
Outside the firewall
Respondents were asked what percentage of
users are currently working remotely outside
of the firewall and the office. The finding is
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quite evenly split: 35% estimated it was less
than 10%, 30% said it was between 10-20%,
while the remaining 35% reckoned it was over
20% of the staff.
"The results do not surprise us, although
many organisations and customers would
like their employees to work remotely, often
the organisation is not equipped for this and
doesn't have the right HR policies in place,"
Bosman says.
The survey also found digitalisation is
happening at a rapid pace within South
African organisations, requiring the
prioritisation of their network security
strategies. Bosman believes South African
organisations lag behind the rest of the world.
Just over half (51%) of the respondents
indicated that most of their organisation's
daily engagement with customers is
conducted through digital channels, including
e-commerce and mobile apps whereas a third
said they had gone almost completely digital
when engaging with customers.
"The impact of not having automated tools
and alert systems in place is that unidentified,
rogue and infected devices come into the
company's networks,” Bosman warns, adding
traditional security solutions like firewalls will
not identify and pick up possible new device
risks. Almost 60% of respondents cited they
use automated tools to alert them of new
devices going on to their network.
Priority alerts required
Surprisingly, more than half of organisations
are still prioritising security alerts manually.
"More and more organisations are
implementing a Security Information and
Event Management system (SIEM). This helps
drive down the time to mitigate a security
threat and risk, reducing the time to ‘kill the
chain',” says Bosman.
Most security solutions work with ‘threat
intelligence’, data that will keep their
systems protected against new and evolving
threats, he continues.
"This is not a 100% guarantee and it's
important to select the threat intelligence
feed that generates the lowest amount of false
positives and also protects against new zeroday attacks."

DNS down means business is down
Nearly half of respondents are confident they
can quickly stop cyberattacks so no further
damage is done, with 11% believing they can
do it extremely quickly. A further 19% stated
their reaction time is somewhat slow and 9%
admitted it was extremely slow.
"Over the past 20 years, most organisations
have implemented several layers of security
systems, starting from endpoint security to
next generation firewalls,” says Bosman.
Today, the number one attack vector
is DNS and unfortunately traditional DNS
systems are easy to exploit, he notes. "These
DNS-based attacks not only disrupt an
organisation's business, but are also used to
extract sensitive data. Without a secure DNS
in place, organisations are at risk by this type
of threat.”
Bosman concludes: "Shutting down DNS
means organisations are no longer able to
communicate and with more apps based in
the cloud we rely on the DNS system. This
is why organisations require secure DNS
solutions in both identifying and mitigating
these threats."

ABOUT THE SURVEY
The 2017 Network Security Survey was run
online on ITWeb for two weeks in May to gain
insight into the networking security strategies of SA
organisations.
It set out to find, among other things:
1

2
3

How many infrastructure devices are deployed
within an organisation;
What percentage of users are remote;
How organisations discover new devices on
their network.

WHO RESPONDED
•
•
•

•

A total of 154 responses were received for
the Network Security Survey.
24% of respondents are CEOs or MDs and
38% are in middle management.
41% of the sample comes from the small
business sector (under 100 employees),
while 23% are from companies with over
500 employees, and 17% are from large
multinationals.
All major industries are represented, with the
IT sector comprising 38% of respondents.

NETWORK SECURITY SURVEY 2017

HOW MANY INFASTRUCTURE DEVICES
DO YOU HAVE ON YOUR NETWORK?

NETWORK SECURITY SURVEY

WHAT PERCENTAGE OF YOUR USERS
ARE REMOTE?
35%

Less than 10%

35%

More than 20%

30%

10% - 20%

501 to 1000
6%
1 to 10
34%

101 to 500
12%
34%
51 to 100
12%

Very little difference in the statistics governing
which employees are not within the firewalls in
an official office of the organisation.

Over 1000
14%

11 to 50
21%

HOW DO YOU DISCOVER DEVICES ON YOUR NETWORK?

We have an automated
tool that alerts us to
new devices coming
into our network
25%

Manually,
when
we need to
41%
41%

We have an
automated tool
that we can run
whenever we need to
34%

xx
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NETWORK SECURITY SURVEY 2017

NETWORK SECURITY SURVEY

HOW DO YOU PRIORITISE SECURITY ALERTS?

51%

We prioritise security alerts manually

49%

We have an automated system that presents security
alerts in a prioritised fashion

HOW QUICKLY CAN YOU REMEDIATE
SECURITY EVENTS?

37%

24%
19%
11%

Somewhat
quickly

08

Neutral

Somewhat
slowly

| August 2017

Extremely
quickly

9%

Extremely
slowly
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threat containment
Infoblox ActiveTrust® delivers Actionable Network Intelligence (ANI)
with flexible threat intelligence integrated into your DDI environment.
You can therefore proactively detect, investigate, prioritize, remediate
and prevent cyberthreats.

Centrally Collect and Manage
Threat Data

Hasten Threat Investigation

Collect curated threat intelligence
data from internal and external third
party sources

Allows security researchers to investigate
threats using threat context and inputs from
multiple sources, enabling them to prioritize
threats and take action quickly

Contain DNS Based Malware
Propagation

Distribute Threat Data Throughout
the Infrastructure

Apply threat intelligence data to
Infoblox DNS Firewall preventing
malware communications with
C&C sites

Easily deploy, threat data using pre-built
integrations with existing security
infrastructure, to remediate threats and
prevent future attacks

For more information, call us at +27 (0) 60 996 7268 or
visit us at www.infoblox.com

INDUSTRY INSIGHT: SOFTWARE

Why register or patent?
The ramifications of not protecting software and technology
developments can be costly.
been used globally over many generations
in various societies as one of the tools for
protecting inventions and for promoting
innovation. The primary incentive for the
patent system is to grant inventors the
monopoly power over novel and nonobvious products or ideas, by preventing
others from making, using, selling or
importing those products.
The fundamental assertion of those
who oppose the system is the belief that

Elaine Bergenthuin, managing partner
at De Beer Attorneys

T

here is no denying that life in the
digital era means new digital solutions
are surfacing every day through the
development of software.
There are several software inventions out
there unprotected by patents.
In terms of the South African patent law,
computer programs are not patentable,
but protection thereof is provided for
under the Copyright Act. Since there is
a dearth of case law in SA in respect of
the patentability of software, it has been
suggested that South African courts may
find in favour of patenting software if the
software produces a technical effect, as is
the case in Europe.
Since the South African patent law
is mirrored on the European and UK
patent law, this may well be viewed by
local courts as the right approach. It
must, however, be noted that SA is a
non-examining country, and as such,
filed applications for patents proceed
to grant if all the formalities have been
complied with, and will not be subjected to
examination in respect of the substantive
requirements, such as novelty and
inventive step.
It is a well-known fact that patents have
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Since the South
African patent law
is mirrored on the
European and UK
patent law, this may
well be viewed by
local courts as the
right approach.
the unreasonable pricing of patented
products, as a result of the monopoly over
such products, is an impediment to their
access as it places such products out of the
financial reach of certain groups of people.
Patent pending
There are several software inventions out
there unprotected by patents. Authors
or developers thereof are not reaping the
benefits offered by the patenting system,
which affords creators of novel inventions
the ability to potentially create and
exploit new markets through the right to
monopoly conferred directly by the patent
legislation.
There may be consequences for not

protecting software or technology
developments. An example of this is seen
in the issue involving the "Please Call Me"
mobile messaging app for which MTN
registered a patent. MTN was the first
mobile communications company to
launch the app, and Vodacom followed
suit a few months thereafter. MTN, as the
patent holder, could have enforced its
rights against Vodacom, but it did not, and
as such the latter dodged a bullet.
Interestingly, a Vodacom employee
instituted legal action against Vodacom,
alleging he came up with the "Please
Call Me" idea prior to the launch of the
messaging app by Vodacom, and as such
he should receive a share in the revenue
generated by the public use of the app.
After a long battle, the court eventually
ruled in favour of the employee. Clearly,
this whole app matter could have had dire
consequences for Vodacom, since neither
the employee nor Vodacom was the true
inventor thereof.
Software piracy is a serious issue, and
it has previously been reported by BSA, a
non-profit trade association that protects
the intellectual property rights of software
providers, that millions of rands were paid
in the past year alone by South African
companies that made use of unlicensed
software.
Legal counsel for BSA has been quoted as
saying "software piracy negatively impacts
software publishers and creates unfair
competition for legitimate companies. It
exposes organisations to legal, financial
and reputational damage through security
breaches and data loss." This is rather
unfortunate. Some of these companies
were ordered to pay damages for
intellectual property right infringement.
This, again, clearly highlights the
importance of protecting software and
technology developments – even though
right holders may not be aware of the
infringement of their rights, there are
various remedies available to them should
the infringement be discovered.

INDUSTRY INSIGHT: INTERNET

To Web cache or not to?
Operators should seriously consider deploying their own
caching solutions to realise the potential cost savings.

Dieter Küsel, Contract manager at ZTE

I

n my previous Industry Insight, I touched
on the benefits of caching and the
compliance issues that surround it.
To expand on the benefits attached to Web
caching, one needs to ask: just how effective is
caching? According to a recent study by YUI,
browser caching can increase speeds by as
much as 300%.
Also worth keeping in mind is that by
implementing caching, users aren't just
making their Web sites faster, they're also
making them perform better and equipping
them to bear the burden of any sudden traffic
spikes more efficiently.
I would now like to expand on why network
operators should consider spending money in
acquiring a Web caching solution if the enduser's device already does caching anyway.
Happy campers
The big benefit for operators lies in the
general experience its subscribers will have
when using their network, which, of course,
translates into customer retention. It's all
about faster reaction times for the subscribers.
The importance of customer satisfaction
should not be underestimated, something of
which, I am certain, South African operators
are well aware.
For the operators, there is the added
benefit that they will not incur additional
data costs if another subscriber requests the
same information or data, therefore reducing

operational expenditure.
Apart from the operator's reduced
operational cost and the benefits of keeping
the subscriber happy, the Web caching service
may also reduce the operator's available
bandwidth capacity on its network. This, in
turn, reduces the load on the core or origin
server. It is, however, important for the
operators to ensure the set-up of the caching
service is done correctly and it brings the
cached information as close as practically
possible to the user. This will avoid bandwidth
congestion on the operator's network.
While Web caching does have its benefits
for the operators, it should not be seen as the
silver bullet.
Without a well set up and configured Web
caching solution, traffic and bandwidth
management, access control and content
filtering functions become extremely difficult
for any operator.
It is also important to choose the correct
solution that will allow for preloading
of specific content, either manually or
automatically, at scheduled off-peak network
times. The solution must be capable of
purging specific content on the same basis
and principle. The restriction of specific
content (URLs and content types) needs to be
possible within the caching solution, thereby
ensuring the caching servers are not congested
unnecessarily. The bandwidth management
function of the solution should be capable of
controlling the inbound and outbound traffic
between the user, the cache server and the
Web server.
Wait, there's more
A Web caching solution gives operators the
further benefit of increasing their service
offerings to the market, by allowing customer
content to be preloaded onto the caching
server. This is especially valuable for indoor
wireless solutions deployed by the operators in
shopping malls.
While Web caching does have its benefits
for the operators, it should not be seen as the
silver bullet that will solve all the bandwidth
constraints for the operators. Ultimately,
the need for higher bandwidth capacity

at the operators' tower or building sites,
where the operators deploy their antennas,
can only be addressed by deploying optical
fibre connectivity to the sites, as opposed to
relying on wireless connectivity with limited
bandwidth throughput capacities.
The main concern that can be raised as a
negative aspect of Web caching is the potential
security risk. Because cache information can
contain sensitive data, it has to be protected
from unauthorised access by the cache
solution, which is what section 74 of the
Electronic Communications and Transactions
Act, 25 of 2002, speaks to and requires.
Generally speaking, for Web applications,
one would need to avoid caching confidential
information on the user's browser in order
to prevent possible access to the data outside
of the control of the Web application. Web
caching of login pages, for example, exposes
the application to specific threats, such as
taking the users' private information with a
Web proxy. It is therefore crucial for operators
to select the right solution for their network
environment, with sufficient access control
and content filtering functions to mitigate
security risks associated with Web caching.
In my view, operators should seriously
consider deploying their own caching
solutions on their networks to realise the
potential cost savings, enhanced customer
experience and enablement of better and
additional service offerings. These caching
solutions should be implemented before 5G
hits SA, because 5G will only increase the
bandwidth demands on the networks in the
country. After all, there's a reason why Google
has spent so much money, and still continues
to do so, on its Google Global Cache solution,
because the company is seeing the increase in
demand from Internet users around the world.
Caching is a technology that increases
the speed of an operator's Web site, without
sacrificing anything in the process. When used
correctly, it will not only result in significantly
faster load times, but also decrease the load on
the server.
Basically, if Google is doing it – that should
be a good enough reason for operators in SA to
consider it.
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SECURITY
Help! How to prevent ransomware attacks

Cyber forensic
investigators
urgently needed

In light of what is arguably the hottest topic on the minds and
tongues of most business owners and IT personnel, ransomware,
the team at AgileCloud offers its market some advice. Most
people assume their industry or organisation won't be targeted.
However, ransomware is everywhere, meaning people and their
data are at risk. The most recent display of this reality was that
of the ransomware infection called Petya (released on 27 June
2017). Petya rapidly spread across the globe encrypting thousands
of computers in a variety of industries, including government,
telecommunications, education, healthcare, transportation and
manufacturing (and even more may be affected).
www.cqsa.co.za

ESET researchers
discover biggest threat
to industrial control

Carey van Vlaanderen, ESET

ESET researchers analysed
samples of the malware, detected
by ESET as Win32/Industroyer,
capable of performing an attack
on power supply infrastructure.
The malware was most probably
involved in the December 2016
attack on Ukraine's power grid
that deprived part of its capital,
Kiev, of power for an hour.
www.eset.com

MC Bekker, Cyber Security Institute

MC Bekker, principle consultant at
the Cyber Security Institute, says
cyber crime in South Africa has
evolved, along with the mainstream
adoption of technology, but
the criminal justice system and
expertise is not changing fast
enough to keep up with the new
challenges and demands on the
state and private sector.
www.csinteractivetraining.com

It’s time to rein in app-mad employees
Malicious third party cloud applications downloaded onto desktops
and devices are exposing enterprise networks to security issues
with increasing frequency. Yet, many companies aren't exercising
appropriate control over the apps that employees are using despite robust tools being available to block, monitor and control
the use of third party apps. Richard Broeke, GM at managed
IT security services company, Securicom, says an enterprise's
cloud-based infrastructure becomes more vulnerable with each
and every third party connected application introduced into the
environment, such as file sharing apps, instant messaging tools,
remote printing apps, and even photo editing tools.
www.securicom.co.za

GoldenEye Ransomware:
Redstor offers SA advice

Fireball makes
you WannaCry

The newest follow-on attack from WannaCry has got cyber security
professionals in SA paying attention, particularly because many
businesses still rely on outdated software and do not regularly
perform updates on their systems. According to Redstor, the strain
of Petya ransomware has been identified as GoldenEye and is
expected to be a large-scale attack across the globe. Implementing
a new backup solution is no use if data is already infected – a
backup may be able to take place, but the restore won't be able to
get around the encryption that's already there. Only by having upto-date, isolated data backup will your recovery will be swift.
www.redstor.com

J2 Software cautions that the
recent cyber attacks serve to
emphasise one brutal fact: every
organisation is vulnerable to
cyber crime. John Mc Loughlin, J2
Software MD, notes recognising
this threat and planning to
prevent it is the key to a successful
response – and visibility is the first
line of defence.
www.j2.co.za

One Channel takes
companies to cloud
One Channel says there is no
doubt that cloud computing
has changed the way businesses
operate. The only question is
when to move to the cloud.
One Channel was established
to help mid-sized and large
organisations move to the
cloud, providing modern cloud
solutions to customers on the
African continent.
www.onechannel.co.za
Bernard Ford, One Channel
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John Mc Loughlin, J2 Software

Big cyber attack in
Ukraine goes global
ESET researchers are
investigating another massive
global ransomware epidemic
following the WannaCry and
XData/AES-NI outbreaks.
The ransomware appears
to be a version of Petya. If it
successfully infects the MBR,
it will encrypt the whole drive
itself. Otherwise, it encrypts all
files, like Mischa. The outbreak
appears to have started in the
Ukraine – Patient Zero.
www.eset.com
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ZTE leading the rush to make IOT a reality

So, you’ve gone digital, but have you really?

As the Internet of things (IOT) moves out of the "hype cycle", ZTE
is cementing its position as one of the leaders turning its potential
into reality – and preparing the groundwork for the development of
IOT into the future. ZTE South Africa is part of the ZTE Corporation.
Julian Ramnarain, vice-managing director at ZTE South Africa, says,
"As the IOT becomes a commercial reality, it's very important that
the leading technology companies look to the future of IOT – it will
only develop its enormous potential if we begin putting the right
technology, platforms and processes in place now.”
www.zte.com

The word on the lips of business the world over is ‘digital’. In a bid to
digitise, businesses are migrating to the cloud, developing an active
social media presence and buying more software than ever, but is
that really what it means to go digital? It depends, states Telviva:
if digital initiatives don't align with the business model it can do
more damage than good. Going digital should be about enhancing a
process, reducing its operational cost or adding new value and it's
important to achieve as many of these benefits as possible.
www.telviva.co.za

Major deals position ZTE as partner
of choice for 5G and Internet of everything
ZTE has emerged as a leader in 5G technology and deployment,
as evidenced in a number of partnerships with leading telcos and
telecommunication vendors. ZTE is also implementing cloud
networks in seven Latin American countries alongside Telefonica.
"5G will provide the technology platform for the Internet of
everything, and ZTE is pouring money and effort into ensuring it
has the technological leadership and intellectual capital needed to
partner with those companies that are leading this revolution," says
Fu Zhen, Chief Technology Officer, ZTE Corporation South Africa."
Fu adds that the Internet of Everything is the next progression from
the Internet
of Things.
Mimecast
Advert_0317ICTInsight_halfpg.pdf
1
2/3/2017
9:11:12 PM
www.zte.com

You’ve got fibre,
now what?
On the back of grand
promises by an ISP, you've
made the decision to get
fibre. But why is that an
important step for your
business? Suffice to say:
fibre broadband is the
Internet on steroids – faster,
more secure and reliable
– unlocking the door to
a whole new way of doing business. Telviva says think of fibre
broadband as a way of doing things better, quicker and cheaper.
www.telviva.co.za.
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DATA GOVERNANCE SURVEY
By SUZANNE FRANCO

Do you know where
your data lives?
Few companies can say with confidence where their data is
stored and who is accessing it.

Louis de Kock, South Africa Country
Business Development, Varonis Systems

T

he big takeaway from the recent Data
Governance Survey of SA businesses is
most organisations don't know where their
sensitive data lives and who is accessing it.
This is according to Louis de Kock, South
Africa Country Business Development, Varonis
Systems, commenting on the results of the
ITWeb/Varonis 2017 Data Governance online
survey conducted during March this year.
Only 29% of South African businesses who
participated in the survey are confident they
know where their sensitive customer and
business partner information is stored.
Furthermore, a third of respondents said they
were ‘very confident’ that data stored within
their organisation is adequately protected,
while the rest indicated they were ‘somewhat
confident’ or ‘not confident at all’.
"Data has immense value. If it's lost, stolen, or
locked down by an attack, organisations can lose
time, money, or worse," says De Kock.
Companies create so much critical data that
many don't even have a clear picture of how
much they have and where it all is, he notes.
"I'm not surprised one third of respondents
are very confident that their data is adequately
stored. I would guess that even within that
segment, there will be many surprised by how
much personally identifiable information and
other sensitive data makes its way out of safely
secured databases."
Adding that when we have no idea where
important data is and how it's being used; we're

14

| August 2017

left in the dark when something goes wrong.
Who is accessing sensitive data?
Eighteen percent of respondents indicated they
monitor access activity on file shares, whereas
a third of respondents said they monitor most
access activity.
"While it may be obvious to monitor
sensitive and regulated data, it also makes
sense to monitor the rest of your data. Nonregulated data also has value and could impede
productivity if it were stolen and abused. Way
too much data – sensitive or otherwise – is just
too accessible to employees," states De Kock.
Asked if they have owners assigned to
folders, directories or SharePoint sites, 30%
said they do for ‘all their data’, with 36% citing
they do for ‘most data’ and 27% for ‘some
data’.
De Kock explains, "It's critical for the business
to be involved in data governance. Data owners
will know for certain who can access certain
data. Empowering data owners to review access
rights removes the guesswork from IT.”
Exactly half of respondents said that data/
group owners do review permissions to their
folders, however 22% said they do not while
28% were unsure.
De Kock says permission to access data should
be reviewed according to the regulation that
governs that data or at a minimum every three
to six months for unregulated data. Just over half
(52%) of respondents review this access more
than twice a year.
"Achieving a gold standard in shared data
security doesn't have to be laborious, many
times the solution can be automated, prompting
entitlement reviews with system generated
recommendations based on access history and
user profiling," says De Kock. "Regular review of
data access rights and monitoring of that access
should be a part of any data governance plan."
Personal data creeps
It may come as a surprise that 74% of companies
participating in this survey do not use
automation to identify sensitive data.
“We no longer talk about data in terms of
gigabytes but petabytes, so keeping up with the
growth of sensitive data within an organisation
without an automated solution is time

consuming, costly and an error prone task,”
notes De Kock.
Adding, when regulations like POPI
(Protection of Personal Information ACT) are
in place, sensitive data must be identified and
locked down. "There is no room for ‘oops, I
didn't see it' with these new strict data privacy
regulations,” he warns
The survey also revealed, only 36% of
businesses have a formal POPI project under
way to assist with compliance readiness. While
26% have no plans in place, the rest are in the
planning stage of POPI readiness.
"Data privacy is becoming law and as soon
as the commencement date is announced,
organisations will have one year in which to
comply. That's not a lot of time if you have
thousands of folders of data. Finding, flagging
and removing or protecting this data is timeconsuming without the right solutions or
resources.
"Organisations must ensure the privacy
and safe disposal of personally identifiable
information they hold, and it starts with
identifying where this data lives on your
network, who has access, removing
unnecessary access rights and monitoring
and alerting on unusual behaviour,” he
concludes.

ABOUT THE SURVEY
The 2017 Data Governance Survey was run on
ITWeb for a period of two weeks during March
2017, examining the state of data governance
strategies of SA organisations.
The aim was to find out:
1
2

3

Who is in charge of data governance?
What is the level of confidence that sensitive
data is adequately stored and protected?
How access activity on file shares is monitored
and managed?

WHO RESPONDED
•
•
•

A total of 381 responses were received.
30% of respondents are C-level executives
and 40% are in middle management.
26% of survey respondents are from
companies with over 500 employees and
17% are from multinationals with over 10 000
employees; while a third work in IT, all other
major industry sectors are represented.

DATA GOVERNANCE SURVEY 2017

WHAT TYPE OF DATA DO YOU STORE?
91%

DATA GOVERNANCE SURVEY

HOW CONFIDENT ARE YOU THAT THE DATA STORED
WITHIN YOUR ORGANISATION IS ADEQUATELY
PROTECTED?

82%

Unsure
2%
Not confident
at all
12%

64%
61%

59%

Somewhat
confident
59%

Very confident
14%

Customers/
clients

Your
employees

Vendors

Business
partners

DO YOU MONTIOR ACTUAL ACCESS ACTIVITY ON FILE SHARES AND SHAREPOINT?
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36%

Most

32%

Some

18%

All

14%

None

******
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DATA GOVERNANCE SURVEY

DATA GOVERNANCE SURVEY 2017

DO YOU HAVE OWNERS ASSIGNED TO
FOLDERS/DIRECTORIES, AND SHAREPOINT SITES?

HOW OFTEN DO YOU REVOKE ACCESS TO DATA,
ASIDE FROM WHEN EMPLOYEES LEAVE THE
ORGANISATION?

******
Never
12%

36%
30%
27%

47%
7%

Yes for most
data

Yes, for all
data

Yes for some
data

Regularly
47%

Sometimes
41%

No

DO YOU CURRENTLY HAVE A POPI PROJECT UNDERWAY TO
ASSIST WITH COMPLIANCE READINESS FOR UNSTRUCTURED DATA?
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36%

Yes, we have a PoPI
project underway now

26%

No

24%

Yes, we have a plan but have not
begun implementing.

14%

Yes, we are planning a PoPI project
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Companies can seek integrated solutions,
leverage optimal IOT says Software AG
In terms of ERP, customers are reluctant to shift from a traditional ERP into
IOT. What if incorporating IOT into your ERP infrastructure didn't mean
you have to change your entire infrastructure, but wrap around it? "ERP
solves a very important problem in the industry, which is transactions that
describe and record business activity, whether financial or operational.
That is the strength of ERP and that is something that is much needed
and is a very necessary thing for any business infrastructure," says Patrick
Shields, Chief Technology Officer at Software AG South Africa. The Internet
of things (IOT) is a completely different platform to ERP.
www.softwareag.com

T-Systems, Dassault Syst`emes and Fujitsu
launch ground breaking new PLM solution
ICT service provider, T-Systems South Africa, has extended its
partnership with Dassault Systèmes, world leader in 3D design
software, 3D Digital Mock Up and Product Lifecycle Management
(PLM) solutions, into the South African market. In looking for a
disruptive approach to the market, ICT company Fujitsu South
Africa, have brought their Industrial Kiosk to the partnership, which
will bring a revolutionary approach to PLM that caters to the rugged
environments and heavy demands of the industrial sector. These
solutions launched officially at the Dassault Systèmes "Innovate the
Future" event held at T-Systems in Midrand on the 4th July 2017.
www.un-outsource.co.za

The power
of data and tech
in facilities
management
In any business, data holds the
power to drive the bottom line,
ensure uptime and align the
strategy for the future. With
financial constraints impacting
facility operations, managers
face decisions about how to
maximise their workforce
and make the most of all
its resources. "An effective
enterprise asset management
strategy is built on visibility
within the whole enterprise,"
says Jane Thomson, MD of
Softworx, an Infor partner.
"Knowing the big picture and
whether you'll be repairing
or replacing, makes budget
planning easier, helping reduce
the backlog and the liabilities
associated with it."
www.softworx.co.za

Richard Vester, EOH

The death of
cloud limitations
EOH brings cloud freedom with
the introduction of CloudBolt,
providing a single pane of glass to
manage the use, performance and
delivery of all an organisation's
cloud services. Richard Vester,
group executive of the Cloud
Services division at EOH, says
businesses simply do not want to
deal with this complexity.
www.eohcloud.co.za

Working closely with award-winning global IT security vendors including AccessData,
Cybereason, Digital Guardian, Fidelis CyberSecurity and RedSeal. Credence Security
delivers Cyber and IT Security technologies and solutions that protect organizations
against advanced persistent threats, malicious adversaries and internal malpractice.
The company also specializes in Security Awareness Trainings which help cultivate a
security-minded culture within an organization's workforce.

UAE

Indigo Icon Tower, Jumeirah
Lake Towers
(JLT), Dubai, UAE
t: +9714 422 1260
e: infodxb@credencesecurity.com

UK

Regency House, 3 Princes Street,
Bath BA1
1HL, Manchester, United Kingdom
t: +44 (0) 1225 809 636
e: infouk@credencesecurity.com

RSA

25 Cottesmore Road, Bryanston,
PO Box
850, Bramley, Gauteng 2091, South Africa
t: +27 11 463 2173
e: inforsa@credencesecurity.com
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Give their childhood back.
Donate towards building a bigger and better ICU at the
Red Cross War Memorial Children’s Hospital, the largest
dedicated paediatric hospital in Africa.
SMS ‘ICU’ to 40465 to donate R20, or simply use Snapscan.
To donate online or via EFT, visit www.childrenshospitaltrust.org.za
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CHANNEL
Netgear scoops
European award
Netgear's Nighthawk X10
‘smart router' featuring
802.11ac and 802.11ad WiFi
technology has bagged one
of the top awards presented
by the European Hardware
Association (EHA). At the
association's third annual
awards ceremony, it was
Tobie van Schalkwyk, Netgear Business
Development manager at Duxbury Networking
announced that Netgear's
new offering had topped the voting in the router category.
www.duxbury.co.za

Epicor’s global channel distribution
deal to grow sub-Saharan footprint
Epicor Software, a global provider of industry specific software
to promote business growth, has signed an international channel
distribution deal to accelerate business growth and meet demand
across Africa. The arrangement will see epic ERP, previously a
value-added reseller (VAR) for Epicor in South Africa, shift focus
from selling and implementing Epicor ERP to customers directly,
to recruiting and supporting resellers to grow their customer
base. Epic ERP was established in December 2015 by South African
Pros Software to meet market demands for strong expertise in
delivering enterprise resource planning solutions. The companies
have also initiated a recruitment drive for VAR partners.
www.epicor.com

Acronis Backup 12.5 unleashed

Innovative tech
and the crucial
role of CIOs

As a global leader in hybrid data protection and storage, Acronis
has changed the future of data backup protection with the latest
release of Acronis Backup 12.5. The new Acronis Backup 12.5 comes
in two editions: Standard and Advanced, with an easy in-place
upgrade. The latest solution is available now via local Acronis
distributor Synapsys Systems. "Acronis Backup 12.5 is the world's
fastest, most reliable, complete, and cost-effective backup offering
available on the market today," says Peter French, MD of Synapsys.
www.synapsys.co.za

Be part of the fourth industrial revolution
One Channel will present the latest global trends in cloud
computing, ERP and security at events in Johannesburg and Cape
Town. This informative update session, called: ‘Be part of the
4th industrial revolution', will demonstrate the benefits of the
cloud and the multi-cloud universe and show how businesses
can benefit. Guests will be treated to extracts from the keynote
addresses at the recent Acumatica Summit, which was held in San
Diego. They will also see why Acumatica is the fastest growing
cloud ERP in the world, including a live demonstration of the very
latest Acumatica release 6.1 and various success stories.
www.onechannel.co.za

The Ubuntu
Technologies,
Nimble Storage
story
Ubuntu Technologies
celebrates two years
providing solutions
based on Nimble
Storage as the only
Silver Partner in South
Africa. A journey
started in Barcelona,
at VMworld, in October 2013. 'm sure by now everyone has heard
about Nimble Storage being bought by HPE and yes I am sure the
eventually your usual HP partners will be able to assist you but
why not come talk to the company that launched Nimble Storage
in South Africa, has a track record with the product, the skills to
size and implement it and many reference-able clients that you
can talk to.
www.ubuntusa.co.za

Nathan Nayagar, Lexmark SA
and English-speaking Africa

According to Nathan Nayagar,
MD for Lexmark – South Africa
and English-speaking Africa,
now, more than ever, CIOs
are increasingly looking for
technology solutions to simplify
their organisations' business
processes. Nayagar explains that
Lexmark's AccuRead Automate
is one solution that helps make
document management smarter
and more cost-effective.
www.lexmark.com

Field sales in Africa
In recent years, businesses have become increasingly aware of the
potential in Africa's burgeoning consumer market. The continent, now
home to more than 1.1 billion people, will account for one-fifth of the
world's population by 2025. More Africans are entering the consumer
class, as tens of millions emerge from poverty in recent years. The
deterrents to doing business in Africa are well documented, but many
companies have managed to make inroads in Africa. And there are
valuable lessons we can learn to make the most of the opportunities
available in one of the world's fastest-growing consumer markets.
www.rubiblue.co.za

ENTERPRISE
AI platform for IT operations now in SA
Cruze Control Technologies, based in Johannesburg, SA, has
partnered with Arago, a pioneer in artificial intelligence and leader in
intelligent IT automation based in Frankfurt, Germany and New York
City, US. Cruze Control Technologies is the authorised reseller and
implementation partner of the knowledge-based problem-solving AI
platform for enterprise IT, HIRO. The solution is able to achieve over
87% automation rates across the IT stack, revolutionising business
processes and IT operation automation, thereby laying the foundation
for corporations to leverage the potential of AI and providing you with
an AI platform to propel your business forward.
www.cruzecontrol.io
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Ruan de Beer, Praesignis

Mohamed Cassoojee, Software AG

Social media
analysis report on
RSA protest actions

Ten things to know
about digital
transformation

Following the recent cabinet
reshuffle and subsequent
downgrade of SA's economic
rating, there has been a surge
in the number of public tweets
and posts on related topics.
Praesignis, in partnership with
Insights Radar, conducted an
advanced social media analysis
on the protest actions in SA.
www.praesignis.com

Digital transformation isn't just
a phase or a buzzword. Business
leaders are fast waking up to the
important role technology is set
to play in their growth strategies,
with the latest report from Gartner
showing a rise in the number of
CEOs ranking IT as a priority,
says Sabby Gill, executive VP,
International, Epicor Software.
www.epicor.com
Sabby Gill, Epicor Software

Digitalisation:
the end game

Digital services journey
a business imperative for telcos

Business models are changing
and organisations either face
the customer or supply the
customer. "It is a visible shift
across the corporate landscape as
organisations determine what role
they are set to play going forward,"
says Mohamed Cassoojee, VicePresident and Country Manager at
Software AG South Africa.
www.softwareag.com

The need for incumbent communication service providers (CSPs)
to transform rapidly to grab a slice of the over-the-top market
and become digital service providers is no longer an initiative,
but an inevitability, says Philip Stander, MD of Globetom. Several
predictions followed the advent of smartphones that exposed the
threat to incumbent CSPs of declining to a "thick dumb data pipe"
provider, with over-the-top market players grabbing the attention
of consumers. This threat of brand value and revenue devaluation
to GSM operators is now imminent for smartphone users using less
voice and increasing time off-GSM-net, with the pervasiveness of
WiFi hotspots and other data networks.
www.globetom.com

BT-SA offers cool advice
on air-cons this winter
Did you know that winter is the best time for commercial and
industrial users to perform routine maintenance and servicing
of air-conditioning units? Erik Jordaan, director at BT-SA, says
unless the unit also functions as a heater, thus providing yearround climate control, many commercial and industrial customers
are unaware of the benefits of doing maintenance on their airconditioning units at this time of year. For businesses that have
yet to choose an air-conditioning provider, BT-SA recommends
they do their due diligence before choosing a partner – taking into
account such factors as experience, history, product range and
customer recommendations.
www.bt-sa.co.za

Chris Hathaway, Soarsoft International
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Top tips for preventing invoice fraud
Invoice fraud is becoming more common in SA, perhaps in
response to worsening economic conditions. Detecting and
successfully prosecuting this type of crime is difficult, but the
losses can be very high. This is one case where prevention really
is better than cure, says John Mc Loughlin, MD of J2 Software, a
leading supplier of information security, governance, risk and
compliance solutions. "PwC research shows that South Africa is
the country with the highest percentage of economic crime in the
world. Invoice fraud is a growing subset of economic crime because
it is relatively easy to do.”
www.j2.co.za

Worried PoPI and
EU-GDPR are making
cloud less viable?

FinTech – new
opportunities
(and risks)

Chris Hathaway, Founder
and Director of Soarsoft
International, says PoPI and EUGDPR may be the driving force
behind most South African and
European enterprises' renewed
interest in data protection.
But when it comes to cloud
migrations, they're really only
reinforcing best practices that are
already in place.
www.soarsoftinternational.com

Novel data processing
techniques are a key aspect
of many FinTech businesses,
and with such a rapid pace
of innovation, there is a
concomitant rise in the risk
of data breaches. It is vital for
FinTech companies to be aware
of their obligations in the event
of a data breach, says Karl Blom,
Associate at Webber Wentzel.
www.webberwentzel.com
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Karl Blom, Webber Wentzel

COMPANY NEWS

NETWORKING

Réan van Niekerk, Metacom

Lewis Stores selects
Metacom

Workonline Communications
connects to Octotel fibre network

Lewis Stores, the leading
retailer of household furniture
and electrical appliances, has
selected Metacom as its exclusive
South African communications
service provider. The retailer
has an impressive South African
footprint of more than 645 stores
nationwide, with a further 116
stores in Botswana, Lesotho,
Namibia and Swaziland.
www.metacom.co.za

Innovative pan-African service provider Workonline Communications
is once again increasing collaboration in the South African market,
and underpinning the provision of reliable connectivity to more fibre
networks. Workonline has set up a network-to-network interface
(NNI) with Open Access Fibre to the home (FTTH) provider, Octotel, to
lower the barrier to entry for Workonline clients to access the Octotel
network from any of the Workonline points of presence. Workonline's
co-founder and Director of Business Development, Edward Lawrence
explains: "This is another important step in our bid to foster
collaboration in the local market through reliable partnerships, and
thereby assisting our clients in expanding their networks."
www.workonline.co.za

Workonline Communications
to assist Tysflo in African expansion

SOFTWARE

Privately owned global network service provider, Workonline
Communications, and online broadcasting platform provider,
Tysflo, have announced a strategic partnership that will see Tysflo
expanding in the African market, offering African businesses a
new media platform. Tysflo offers full-service OTT (over-thetop TV) and IP TV (Internet Protocol TV) platforms with strategic
consultancy and support from dedicated broadcast professionals
and programmers to facilitate solutions and develop new media
platforms for businesses. "Workonline Communications and
Teraco are the foundations on which South Africa is driving the
development of its own online ecosystems," says Jyri Hamalainen,
Chief Executive Officer at Tysflo.
www.workonline.co.za

TECHFORUM
Artificial intelligence
There are various definitions of artificial intelligence and it seems
to be cropping up in just about every conversation these days. I like
to think about it as artificial intelligence (AI) being the concept of
machines' ability to carry out tasks in an intelligent manner, with
machine learning (ML) being a subset of AI (which allows machines
to digest data and through the process, learn for themselves),
says Safiyya Patel, a Partner and head of Corporate Practice at
Webber Wentzel. There should be no doubt that AI can and will
dramatically change the way legal services are delivered. Will it
happen overnight? Probably not.
www.webberwentzel.com

COMPANY NEWS
To read the FULL company releases, visit

www.itweb.co.za

Contact sales@itweb.co.za for any sales enquiries.

Access to the cloud just got easier!
XContent's XCNimbus portal is live! Business today is about speed
and agility. Getting ahead and staying ahead. Are you being outrun?
XContent's XCNimbus cloud portal has been built with you at the core.
A risk-free, end-to-end cloud experience where you can purchase,
implement and manage all your cloud requirements via a customerfriendly dashboard. XContent knows that your requirements are
not just for cloud software and that's why we have not only software
solutions on offer but also an extensive range of managed services and
hardware products. Ensuring that your experience in itsXCNimbus
portal surrounds you with exactly what you need – it's that simple!
www.xcontent.com

Software cultivating growth in the
fruit and vegetable industry
The fruit and vegetable industry has come a long way from
subsistence farming; and with this growth comes technological
developments geared to improve output and increase the bottom
line. "With the right software, efficiency and growth are cultivated,"
advises Jane Thomson, Managing Director at Softworx, an Infor
partner. "With deep industry functionality, flexible solutions aid
in: forecasting and demand planning (down to hours and minutes);
production planning and scheduling; tracking and traceability;
integrated quality management; recipe and least cost formulation;
and labelling support for nutritional information, ingredients, and
allergens." The Infor CloudSuite Food and Beverage solution, for
example, offers responsive, industry-rich functionality.
www.softworx.co.za
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HARDWARE
Lexmark unveils
new laser printers
for SMBs

Brother celebrates
60m sewing
machines worldwide

Lexmark International has
launched its new four-year
guarantee SMB line. Designed
to perfectly fit the needs of
SMBs, Lexmark customers
can now get total peace of
mind with this latest range
of powerful and affordable
models. Nathan Nayagar, MD
of Lexmark SA and Englishspeaking Africa, says: "Our
newest line of printers helps
small and medium companies
compete in a big business
world. This latest range is
well-suited to small and
medium businesses that
want compact printers with
a big impact. Emphasising
Lexmark's commitment to
SMBs, this latest range makes
printing effortless with highquality results that help our
customers stand out."
www.lexmark.com

Brother International, a
leader in printing and sewing
technology, celebrated
the total accumulated
production of 60 million
home sewing machines at
its three production bases in
Taiwan, China and Vietnam
as of March 2017. Brother has
played a crucial role in the
home sewing machine market
for many years, including
the release of Japan's first
electronic sewing machine
in 1976; computerised
sewing machines in 1979; the
world's smallest and lightest
home sewing machine with
embroidery functions in
1998; the NS range of easyto-use computerised sewing
machines in 2007; as well as
the Quattro NV6000D
in 2008.
www.brother.co.za

DEVELOP’s ineo 958 printer

DEVELOP’s ineo 958 embodies
professional quality printing
On 22 June, DEVELOP SA, a wholly owned Bidvest company,
launched its new ineo 958 to the local market, at an event in
Ormonde, south of Johannesburg. "The ineo 958 meets clients'
demand for an affordable yet powerful printing system,"
comments Marc Pillay, CEO at DEVELOP SA.
www.develop.co.za

Netgear expands Orbi
Home Tri-band WiFi System
Netgear has expanded its award-winning Orbi Home Tri-band WiFi
System with two new offerings targeted at applications in small to
mid-sized homes. The Orbi RKB30 and RKB40, which complement
Netgear's existing Orbi RBK50 system, also feature its patented
‘industry-first' tri-band architecture. "WiFi reception in the home
is now considered to be as critical as the plumbing and electricity
supply," says Tobie van Schalkwyk, business development manager
at local Netgear distributor Duxbury Networking. “We realise that a
significant number of consumers prefer the flexibility of a wallplug form factor, especially when placed in common areas such as
hallways and kitchens. The new RBK30 addresses this requirement.”
www.duxbury.co.za

SOFTWARE
How to utilise POPI Act as a long-term
benefit
Yealink VC800 Room System

Yealink VC800 Room System global launch
Yealink, the global leading unified communication (UC) terminal
solution provider, has released the Yealink VC800 Room System, the
newest generation of Yealink VC series video conferencing systems
that helps cut long-distance communication costs and satisfies the
multipoint conference needs of the modern workplace. Features
include H.265/HEVC, Opus and HD voice.
www.yealink.com
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Noscotek, a provider of IT solutions, has some of the most
skilled experts in software solutions when it comes to taking
control of information and organisational processes, with the
world's leading ECM software – Laserfiche Enterprise Content
Management. Noscotek believes the POPI legislation should
be embraced and implemented in the spirit it was intended.
Sheldon Halgreen, technology director at Noscotek, said:
"implementing POPI creates an opportunity to simplify, review
and streamline your business operations, policies and processes
through Laserfiche Enterprise Content Management". Halgreen
also underlines the value of the Laserfiche's Security Records
Management product feature.
www.noscotek.co.za
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SA companies push skills
development mandate

ITWeb Enterprise
Mobility

Date: 30 August
Venue: Summer Place,
Hyde Park

SEPTEMBER
Public Sector
ICT Forum

Date: 14 September
Venue: The Westcliff,
Johannesburg

Gartner Symposium/
ITxpo Africa

Date: 18 – 21 September
Venue: Cape Town International
Convention Centre

OCTOBER
ITWeb Industry
Tech Update

Date: 17-18 October
Venue: Focus Rooms,
Sunninghill

Brainstorm
CIO Banquet

Date: 25 October
Venue: Inanda Club,
Sandton

NOVEMBER
ITWeb Digital
Economy Summit
Date: 7-8 November
Venue: Focus Rooms,
Sunninghill

By: KGAOGELO LETSEBE

S

kills shortage in the ICT sector is
nearing critical stages and needs to
be attended to urgently. This is the word
from Itec SA operating officer Anton
Badenhorst, speaking to ITWeb on skills
development in the industry.
Badenhorst says finding staff with the
appropriate balance in technical skills,
both practical and theory, is proving to be
more difficult with each passing year.
"Contrary to popular belief, finding
a person with adequate technical skills
is not easy. In the printing and imaging
sector, for instance, most guys lack the
basic knowledge of image printing. This is
a result of the worker knowing one specific
product from a particular manufacturer
moves to another manufacturer and is
unable to do the work properly. This leaves
a huge gap in the market."
It is for this reason that Itec SA has
established an in-house technical training
college that enrols both current junior
unskilled employees and unemployed
graduates to train them accordingly,
with particular focus on the printing and
imaging sector.
"We teach them the theoretical side and
then they practically apply the knowledge
in our workshop, upskilling the guys to
technician roles. We have eight interns at
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any given stage. The courses range between
eight to 12 months to get the interns to a
junior technician role in a trade. At the end
of the day, the guys receive certifications
and are able to empower themselves."
Badenhorst says plans are under way to
establish a skills hub that will continue to
provide training and mentorship to the
youth, and will also double as an agent
for other companies looking for skilled
technicians. "From an eco-perspective,
the IT business is quite competitive but
unfortunately, we need people to provide
the best service. Skills development in the
sector can be the major differentiator to
driving market growth," he said.
Meanwhile, Hamilton Ratshefola,
country general manager for IBM SA,
has pointed to the company's new
multimillion-rand investment initiative.
‘IBM Digital – Nation Africa' is designed
to help raise overall digital literacy,
increase the number of skilled developers
able to tap into cognitive engines, and
enable entrepreneurs and would-be
entrepreneurs to grow businesses around
the new solutions.
The system provides a cloud-based
learning platform designed to provide free
skills development programmes for up to
25 million African youths over the coming
five years, enabling digital competence and
nurturing innovation in Africa.
"In order to find solutions to Africa's
challenges, industries across the spectrum
need to enable the existing and future
workforce to perform at the forefront of
technologies such as cognitive and cloud
computing. This will be the key to spurring
economic growth," he noted.
As June, SA's youth month, draws to
a close, science and technology minister
Naledi Pandor also urged enterprises to
make a bigger push to create innovative
opportunities for young people in
the country. "A country enhances its
prosperity through investment in new
ideas, new opportunities and new jobs. It
is our local innovators and entrepreneurs
who will ultimately create the millions
of jobs that we need to grow an inclusive
economy," she said.

SOFTWARE

Graduates receive Red Hat
international certification

By: SIBAHLE MALINGA

F

ive students have been awarded with
the internationally recognised Red
Hat System Administrator Certification
(RHSAC) after having completed their Red
Hat learnership programme.
Last year, open source software
and services company Obsidian
Systems partnered with Red Hat, ICT
training service provider CTU Training
Solutions and the MICT Seta, to help
source 20 potential Red Hat Linux
system administrators and open source
professionals.
Out of 20 enrolled students, 15
completed the learnership programme
successfully. Five received the
international RHSAC, while the other 10
qualified with a national certificate in IT
systems support.
The companies yesterday joined
the newly certified RHSAC learners in
celebrating their achievement in Randpark
Ridge, Johannesburg. The learners,
Piet Gaohose, Nonhlanhla Khutane,
Lethabo Mashile, Bellinda Chabalala and
Vukosi Hlungwani, are now the first
group of qualified Red Hat Linux system
administrators from the programme.
Muggie van Staden, MD of Obsidian
Systems, says the company understands
the market requirement for IT candidates
to possess structured practical experience

and in-depth theoretical background.
"We are encouraging candidates to
pursue a career in IT and become certified
and qualified professionals who are able to
add value to South African businesses that
have adopted Linux as a foundation, in a
rapidly changing world of IT. The demand
for open source skills is driven by the
increased relevance of this software within
the local market."
Open source technology, he continued,
is now firmly positioned at the forefront of
ICT infrastructure development strategies
at enterprise level. It is now considered
a viable, credible and easily supported
alternative operating system.
"The IT skills gap is a massive challenge
in our country, and most of the big IT
organisations take skills from each other
and very few of them invest in skills
development through similar learnership
programmes. Lynx is the one core skill that
is required in various disciplines such as
big data, DevOps, cloud computing, etc.
More businesses are having to streamline
operations, reduce cost, operate more
productively and efficiently through open
source," he explained.
The learnership ran for 12 months, with
the learners attending classroom lessons
for the first six months, and the other six
months consisting of in-house training at
Obsidian offices.
Subjects included business
communication, administering Windows
servers and Linux administration. Two of
the learners have been placed at Obsidian
as technical consultants, and the company
says it is actively helping the other three
candidates to also get placed.
"The fact that this is the first of its kind
learnership in SA reflects the increasing
popularity of open source and the
desire for companies to bring in skilled
individuals to help administrate these
systems to enhance operations. We are
very proud of the learners and we are
excited to be a part of their journey into
the growing open source market. We are
confident they will establish themselves
and add value to the market very quickly,"
Van Staden concluded.
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Top Jobs

Senior Full Stack
Java Developer

DARIEL SOLUTIONS
5 – 8 years of Java development
working experience
Negotiable
Gauteng
Ref No: 274497

Business Analyst

BTG RECRUIT
Cape Town based opportunity for
Business Analyst to join a prestigious
software development company
Negotiable
Western Cape
Ref No: 273694

Operations Manager Premium Support
AMAZON DEVELOPMENT CENTRE
The right person will have strong
people management experience of 5+
years with a track record of success
Negotiable
Western Cape
Ref No: 274237

Systems Analyst

BCX
Provide 3rd line support on customer
or internal systems when necessary
R40,000 to R50,000 per month
Gauteng
Ref No: 274480

SQL Database
Administrator
DATACENTRIX
At least 2 years experience in
database administration
Negotiable
Gauteng
Ref No: 274555

Please visit www.careerweb.co.za and insert the
unique reference number in the job keyword search box
to view more details and to apply.
CareerWeb has over 200 leading companies posting an
average of 230 fresh ICT jobs weekly – it is the place to
search for your ideal ICT job.

EMAIL: ernie@careerweb.co.za
CALL: 011 807 3294

COMPANY NEWS

INTERNET
Argility SkyData
fast-tracks IOT
optimisation
South African technology
innovator, Argility,
has officially launched
its comprehensive IOT
framework, SkyData, to
enable local enterprises
to integrate, manage
and optimise their
growing IOT ecosystems.
Already successfully
implemented in local
enterprises of major
pharmacy/retail chains and Coltempo Salami production facilities,
the Argility SkyData platform forms the foundation of Argility's
IOT portfolio, which was developed in partnership with SkyData
Communications and various sensor hardware providers. Argility
CEO, Marko Salic, says the SkyData IOT platform was developed to
meet growing local demand: "As the infrastructure in South Africa
has developed, so has the need to collect huge amounts of data
while digitising and optimising processes.”
www.argility.com

GTB: innovation and
practice of ZTE 5G transport
ZTE South Africa, a subsidiary of the ZTE, a global leader in
the provision of telecommunications equipment and network
solutions expands on its 5G technology offerings in the face of
the booming development of mobile Internet and the popularity
of new applications such as Internet of things (IOT) strongly
motivate 5G development and standardisation. According
to Fu Zhen, CTO, ZTE South Africa, many benchmarking
operators have announced their roadmaps in which commercial
applications of 5G are predicted to be realised by 2020. “Being
an active enabler of the 5G Flexhaul technology, ZTE so far has
extended a lot of discussions and cooperation in the 5G transport
field in many countries.”
www.zte.com

How IIoT-ready is your operation?
While the awareness around the Industrial Internet of Things (IIoT)
continues to gain momentum across industry sectors, adoption is
still in its infancy. Richard Sharod, Africa & Middle East Regional
Director at Stratus Technologies believes companies will need to
apply awareness to their business strategies in order to remain
both relevant and competitive. "Although most of those working
within the industry are aware of IIoT, industrial organisations
have very little understanding of how ready their operations really
are. By measuring their current level of IIoT readiness, industrial
organisations will be able to make informed decisions with regards
to upgrading legacy systems.”
www.stratus.com

Bringing quality content to African shores
Fastly – the edge cloud platform that powers fast, secure and scalable
online experiences for the world's most popular businesses –
continues to grow and expand rapidly, now adding Africa to its fastgrowing global network reach. Fastly helps the world's most popular
digital keep pace with their customer expectations. Privately owned
global network service provider, Workonline Communications, and
data centre service provider, Teraco, have collaborated to make this
move possible for Fastly. “We realise the importance and the benefits
of a CDN deploying in our market, particularly in terms of improved
quality and cost reduction," says Workonline's Director of Business
Development, Edward Lawrence.
www.workonline.co.za

FINANCIAL
Proving bottom-line impact
The Grapevine Group says marketers are faced with tremendous
challenges in 2017. As budget constriction and audience
fragmentation continue to drive uncertainty, marketing leaders
will need to box clever with their marketing spend to end the year
on a successful note. In fact, HubSpot found 40% of companies
struggle to prove any kind of ROI for their marketing activities,
making it the second biggest challenge after lead generation. It is
therefore alarming that in a 2017 survey, only 21% of marketers
could measure their contribution to company revenue. It is time
to implement marketing automation technology to provide the
insight and data needed to make informed decisions.
www.grapevinegroup.co.za
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Brainstorm releases
CIO Survey 2016/17 report
ITWeb Brainstorm has released the results its third annual CIO
Survey, based on responses from 178 of SA's top public and private
sector CIOs. Run in partnership with MTN Business, the survey
was established as a uniquely South African IT strategy benchmark
report that also provides a look at the state of the market. "With the
2014 and 2015 benchmarks in place, we are able to track trends and
improvements across the industry and delve deep into SA's CIOs
priorities and challenges – from budgeting and cost-saving, to digital
transformation and skills retention, to balancing operational and
innovation projects," says Ranka Jovanovic, ITWeb's editorial director.
www.itweb.co.za

If you’re in the IT channel, you’re probably used to the fact that IT has its own
language, and we’re not talking Cobol here.
For you, the words ‘mouse’, ‘tablets’ and ‘cloud’ have different
meanings than for most of the population. In your
world, a ‘security consultant’ is someone
who understands firewalls, not a
doorman at Teazers. And a ‘vendor’
isn’t someone who’s trying to sell
you sunglasses at the robot.
Whether you work at a vendor,
distributor, systems integrator,
value-added reseller, managed
services provider, technology
consultancy or run a computer shop,
you need to know what’s going on in the
fast-paced ICT world.
Written exclusively for the South African channel
with an independent focus, The Margin is designed
to provide you with insight into technology trends,
sales opportunities, tips on how to grow your
business and ultimately provide you with the
information you need to improve your margins.
If you want a fresh voice and different conversation
about what’s happening in the channel, The Margin speaks your
language.

To subscribe to receive The Margin magazine in
print for free, visit www.themargin.co.za today.
You can also download digital versions (PDF, or
for iPad and Android).

AN

PUBLICATION

Coming
soon...
Brainstorm’s CIO Directory is South Africa’s definitive guide to
the country’s IT decision-makers.
Now in its eighth year Brainstorm
magazine’s CIO Directory
publication is dedicated to
championing the executives
responsible for making the

technology decisions at South
Africa’s leading organisations. In
this definitive guide, we celebrate
the importance of the CIO’s role and
achievements of the individual by
profiling approximately 200 of the
country’s top ICT decision-makers.

This well-respected publication
profiles the top CIOs in South Africa,
in corporate enterprises and leading
medium-sized organisations across
all sectors, as well as CIOs/GITOs in
key government and public sector
organisations.

Each cIO PROFILE IncLudEs:
•
•
•
•
•

head and shoulders photograph
career highlights
description of company
current role and responsibilities
technology vision

• how technology has evolved the vertical
industry
• the most significant challenges faced,
and
• basic contact details.

We’re currently putting together the 2017 edition of this annual printed publication. This is the
definitive list of South Africa’s CIOs. To have your profile listed, or to find out about advertising,
don’t delay, e-mail CIODirectory@itweb.co.za or call Adrian on 011 807 3294.

